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The Week's Top Stories


What’s new with Google Data Cloud

Google Cloud · Oct 29, 4:00 PM UTC

Recent product news and updates from our data analytics, database and business intelligence teams.
November 9 - November 13

	
Bringing conversational analytics to Gemini with Data Cloud connectors: Data Cloud connectors in Gemini are now in preview, enabling knowledge workers to query live enterprise data using natural language directly within tools like Google Docs, Gmail, and Google Slides. The capability connects across BigQuery, Looker, Spanner, AlloyDB for PostgreSQL, and Cloud SQL without requiring data movement, grounded by Knowledge Catalog semantic models under user-identity IAM governance. Read the announcement blog.


	
Direct Apache Iceberg access in AlloyDB enables unified lakehouse querying: AlloyDB for PostgreSQL now supports direct querying of Apache Iceberg tables stored in Cloud Storage without requiring ETL pipelines or data duplication. Transactional applications can join operational data with analytical lakehouses in real time using standard PostgreSQL queries, accelerating cross-system analysis while maintaining complete relational integrity. Together with AlloyDB sync and lakehouse federation, you now have three integration approaches to choose from, depending on your use case. Read the launch blog.


	
AlloyDB Express delivers instant scale-to-zero PostgreSQL for developer prototyping: AlloyDB Express is now available, providing a lightweight, fast-provisioning PostgreSQL environment tailored for developers, testing, and AI coding agents like Antigravity. It scales to zero when idle to minimize costs while maintaining full PostgreSQL compatibility, allowing engineering teams to transition prototype workloads to production AlloyDB instances when ready. AlloyDB Express offers a free tier, with easy-to-understand pricing for higher usage. Read the announcement blog.


	
Carwow unifies its data foundation with BigQuery, Knowledge Catalog, and Looker to scale AI innovation: Europe's largest online car-changing marketplace migrated to BigQuery, Knowledge Catalog, and Looker to establish a governed single source of truth and enable trusted self-service analytics across the business. Paired with Gemini, Carwow automated vehicle document verification and PII redaction to save £2 million annually while cutting MLOps deployment cycles from months to weeks. Watch the Carwow customer story video.


	
Geospatial Analytics Playground enables natural-language exploration of BigQuery maps datasets: Google Maps Platform launched the Geospatial Analytics Playground, a natural-language evaluation environment built on top of Places Insights, Roads Management Insights, and Street View Insights datasets in BigQuery. Powered by Gemini, the open-source Agent Development Kit (ADK), and modular agent skills, the playground lets teams test spatial queries and validate dataset coverage without upfront spatial engineering. Read the announcement blog.




November 2 - November 6

	
BigQuery observability for data agents is now generally available: Data teams can now monitor the performance, adoption, latency, and cost of BigQuery data agents and their multi-turn conversations using Google Cloud Observability. This capability provides production-grade visibility into agent execution traces, usage volume, and query behavior so organizations can scale conversational analytics with confidence. Review the BigQuery release notes.


	
BigQuery change history and continuous queries for Apache Iceberg managed tables are now GA: BigQuery change history and continuous queries are now generally available for Lakehouse for Apache Iceberg managed tables. You can use the APPENDS table-valued function to track row additions over a specific time range and run continuous queries to read incoming data from and write output rows to Apache Iceberg managed tables. Review the BigQuery release notes.


	
BigQuery Data Engineering Agent adds support for BigQuery AI and ML functions: The BigQuery Data Engineering Agent now supports BigQuery AI, ML, and object functions and statements directly inside generated Dataform SQLX pipelines and agent instruction files. Paired with new folder-based Git repository integration in BigQuery Studio, data engineers can build, version, and automate AI-enriched data pipelines faster. Review the BigQuery release notes.


	
AlloyDB for PostgreSQL introduces AI-powered SQL tuning in preview: AlloyDB for PostgreSQL added the ai.tune_sql function in Public Preview. The function combines AI models with query execution plans and runtime statistics to automatically recommend query rewrites, missing indexes, vacuum operations, and database flag adjustments. Review the AlloyDB release notes.


	
Zero-downtime embedding model upgrades in AlloyDB AI: A new technical guide demonstrates how to upgrade vector embedding models in AlloyDB AI without disrupting production traffic. Using automatic embeddings alongside ScaNN vector indexes, engineering teams can transition to newer embedding models in the background while keeping semantic search and RAG applications online. Read the blog.


	
Shrink Cloud SQL for SQL Server storage disks with minimal downtime using Database Migration Service: A new technical guide demonstrates how to reclaim underutilized storage and reduce infrastructure costs on Cloud SQL for SQL Server instances using Database Migration Service (DMS). This workflow migrates databases to right-sized target disks with continuous replication so teams can downsize over-provisioned storage with minimal cutover downtime. Read the blog.


	
Dataflow Streaming Engine adds latency tiers and scheduled autoscaling: Dataflow introduced new horizontal autoscaling controls for Streaming Engine jobs, allowing teams to select low, medium, or high latency tiers to tune backlog sensitivity. Engineers can also configure recurring autoscaling schedules to adjust minimum and maximum worker counts or utilization targets during predictable traffic windows. Review the Dataflow release notes.


	
Spanner adds ON DELETE SET NULL foreign key actions across GoogleSQL and PostgreSQL: Spanner now supports the ON DELETE SET NULL referential action on foreign keys for both GoogleSQL and PostgreSQL dialects. When a referenced parent row is deleted, Spanner automatically updates the referencing child columns to NULL, simplifying schema migrations and relational integrity management. Review the Spanner release notes.




October 26 - October 30

	
LookML metadata indexing in Knowledge Catalog is now generally available: LookML models, Explores, Views, and join logic now continuously sync into the Knowledge Catalog context graph. This integration provides turnkey grounding for Gemini Enterprise and custom AI agents with deterministic business math, paired with end-to-end lineage tracing from underlying BigQuery tables directly to individual Looker dashboard tiles. Read the announcement blog.


	
Best Buy accelerates self-service insights with conversational analytics in BigQuery: Best Buy deployed conversational data agents directly against BigQuery to empower retail teams with multi-turn natural language exploration. The implementation reduces reliance on manual SQL and dedicated engineering queues, accelerating strategic planning and forecasting cycles while preserving enterprise governance and data protections validated against historical sales records. Explore the Best Buy customer story.


	
Myer accelerates retail insights with BigQuery data agents and Gemini: Leading department store Myer rolled out conversational data agents in BigQuery across 50+ retail analytics projects. Powered by Gemini, the solution enables commercial and merchandising teams to analyze store performance, stock levels, and customer trends using plain English, speeding up decision-making and reducing backlog requests for data teams. Read the Myer case study.


	
Rightmove speeds real estate analytics and predictive forecasting with Looker: The UK's top property portal unified its business analytics on Looker and BigQuery, delivering 4x faster reporting for 400+ team members and cutting meeting prep from hours to minutes. In addition, Rightmove built forecasting models that predict lead volume within 2–4.5% of actual results, while piloting Conversational Analytics in Looker. Read the Rightmove customer story.


	
BigQuery adds AI.TRANSLATE and AI.CHUNK_DOCUMENT for in-database text and RAG pipelines: BigQuery introduced two native generative AI capabilities to simplify unstructured data workflows directly within SQL. The AI.TRANSLATE function enables multilingual translation across Neural Machine Translation and Translation LLMs, while the AI.CHUNK_DOCUMENT table-valued function partitions unstructured text into semantically coherent segments optimized for vector embeddings and RAG pipelines. Review the BigQuery release notes.


	
AlloyDB adds in-database ai.extract and ai.classify functions to accelerate operational AI: AlloyDB for PostgreSQL introduced two new AI functions, ai.extract and ai.classify, in Public Preview, allowing developers to extract structured entities and categorize unstructured text directly inside SQL queries without external inference pipelines. These functions add to existing AlloyDB AI capabilities such as summarizing, generating, and filtering data with AI. Review the AlloyDB release notes.


	
AlloyDB Omni Web UI is generally available for centralized hybrid database management: The AlloyDB Omni Web UI is now generally available, providing a centralized graphical interface to manage hybrid and on-premises PostgreSQL deployments. Database administrators can monitor multi-cluster topologies, inspect columnar engine metrics, diagnose slow queries with Query Insights, and verify AI model connectivity across their database fleet. Review the AlloyDB Omni release notes.


	
Cloud Spanner adds approximate aggregate functions for high-speed analytics at scale: Cloud Spanner now supports approximate aggregate functions across both GoogleSQL and PostgreSQL dialects. Powered by HyperLogLog++ sketches, these functions generate fast statistical estimates for distinct count metrics with minimal compute overhead, accelerating analytical queries and reporting dashboards across petabyte-scale operational datasets. Review the Cloud Spanner release notes.


	
Knowledge Catalog introduces self-learning context enrichment and Knowledge Studio (Preview): Knowledge Catalog's enrichment agent now learns from agent and user interactions and from sources such as playbooks, code repositories, and business documents to find and fix missing or outdated context, which teams can package into reusable context sets. Knowledge Studio, the new studio experience in Knowledge Catalog, lets context engineers and data stewards explore their data estate conversationally, navigate a visual context graph, and review changes before they reach users and agents. Based on internal benchmarks, grounding agents in Knowledge Catalog makes them nearly 4x more accurate, with up to 33% lower latency and using up to 75% fewer tokens. Read the launch blog.


	
Knowledge Catalog now grounds AI agents in the semantic models you already trust (GA): Knowledge Catalog natively ingests semantic models and metric definitions from Looker LookML, BigQuery Graph, dbt MetricFlow, Snowflake Semantic Views, Databricks Metric Views, and SAP Core Schema Notation, and connects them with lineage, data quality, and access controls in a single context graph. Gemini Enterprise, BigQuery conversational analytics, and custom agents retrieve a metric's trusted formula, verified join path, and backing table in one context call, without moving data or rewriting business logic. Read the launch blog.




October 19 - October 23

	
BigQuery introduces column aliases in GoogleSQL and cross-region table copy GA
GoogleSQL in BigQuery now supports column aliases in SELECT and WHERE clauses (GA opt-in), avoiding nested subqueries and simplifying migrations from Snowflake and Teradata. Cross-region table copying is also now generally available to streamline regional data replication and disaster recovery. Review the BigQuery release notes.


	
Conversational analytics in BigQuery expands to Canada and adds CSV/PDF export
Conversational analytics in BigQuery is now available in Montréal (northamerica-northeast1) and Toronto (northamerica-northeast2) to support Canadian data residency requirements. You can also now export agent responses — including text, tables, charts, and citations — directly to CSV or PDF (GA). Learn more about conversational analytics in BigQuery.


	
AlloyDB Omni 18.4.0 is now GA with Advanced Query Insights and external KMS support
AlloyDB Omni 18.4.0 brings PostgreSQL 18.4 to self-hosted and multi-cloud environments, adding the google_insights_v2 extension for granular query execution and wait-event diagnostics. It also adds Thales CipherTrust Manager support for Transparent Data Encryption (TDE) alongside HashiCorp Vault. Explore the AlloyDB Omni release notes.


	
Cloud SQL for PostgreSQL adds managed connection pooling and Private Service Connect defaults
Cloud SQL for PostgreSQL now supports enabling built-in managed connection pooling on existing Private Service Connect (PSC) instances to scale high-concurrency workloads. PSC is also now the default private IP option for new Cloud SQL instances in new projects to simplify cross-project networking. Review Cloud SQL updates.


	
Customer momentum: Unico prevents over $5B in fraud on Google's Agentic Data Cloud
Digital identity platform Unico migrated from Databricks Spark/Scala clusters to BigQuery and Spanner at the core of its data architecture. Unifying real-time transaction streams with petabyte-scale analytics enabled low-latency identity verification that has prevented over $5 billion in fraud. Read the Unico case study.


	
Developer guide: Getting started with Looker Data Apps
Following the debut of Looker Data Apps in preview, a new walkthrough on the Google Developer Community shares practical patterns for building prompt-driven applications inside Looker. Read the guide on the Google Developer Community.




October 12 - October 16

	
Looker Data Apps are now in Preview to build and host interactive, agent-generated applications natively inside Looker
Generated using natural language prompts, the Antigravity CLI, or Claude Code, these interactive web applications, natively hosted inside Looker, transform business reporting into operational systems of action. Users can test scenarios, adjust parameters, and trigger workflows in downstream platforms while inheriting LookML semantic modeling, row-level security, and access controls with no runtime LLM token costs. Read the announcement blog.


	
Build end-to-end data science pipelines with the Data Agent Kit
Following the general availability of the Data Agent Kit, a new end-to-end walkthrough demonstrates how data teams can build, test, and schedule machine learning pipelines directly from their preferred code editors. Explore the walkthrough and codelab.


	
Manage dashboard agents as code to bring CI/CD and version control to LookML dashboards
Data teams can now declare agent parameters, configurations, and prompt instructions alongside dashboard files in code. This integration enables standard developer workflows for conversational BI, including Git version control, peer review, branching, and automated CI/CD validation before agent modifications reach production end users. Read the technical guide on the Google Developer Community.


	Simplify AI search with native AlloyDB hybrid search and Reciprocal Rank Fusion
AlloyDB for PostgreSQL simplifies hybrid search architectures by combining vector similarity search and keyword BM25 retrieval within a unified database engine. Using Reciprocal Rank Fusion (RRF), developers can merge lexical scoring and semantic embeddings into a single ranked result without writing a complex SQL query. This unified approach removes the operational overhead of running and synchronizing external search engines alongside operational databases for retrieval-augmented generation (RAG) and search applications. Explore hybrid search in AlloyDB.


October 5 - October 9

	
Data Agent Kit is now generally available to bring Google Data Cloud to any coding agent
Data Agent Kit provides a free collection of Model Context Protocol (MCP) tools and Google-authored agent skills that connect more than 15 Google Data Cloud services directly to coding agents across VS Code, Antigravity, Cursor, Claude Code, and Codex. This release expands support for developers and data practitioners to inspect schemas, author queries, and build end-to-end data pipelines in natural language directly from their IDE or CLI. Read the announcement blog.


	
Spanner Omni is now generally available for deploy-anywhere, multi-model workloads
Spanner Omni brings Spanner's distributed SQL, graph, vector, and key-value capabilities to any environment, including on-premises data centers, other public clouds via Kubernetes or VMs, and local developer laptops. Organizations can build and run multi-model applications with consistent APIs and query engines across hybrid and multi-cloud footprints while seamlessly scaling to managed Spanner on Google Cloud. Read the launch blog and explore how Spanner also removed cumulative mutation limits for DML transactions.


	
AlloyDB delivers PostgreSQL for agents and native BM25 hybrid search
We announced PostgreSQL for agents in AlloyDB, introducing an agentic database architecture engineered for real-time data access at agent scale with workload isolation. In addition, native BM25 ranking is now in Preview for AlloyDB and Cloud SQL, allowing developers to combine keyword search and vector embeddings directly in PostgreSQL without maintaining an external search engine. For hybrid deployments, the AlloyDB Omni RPM Orchestrator is now generally available, and you can dive deeper in our new Build AI apps and agents with AlloyDB eBook.


	
Lakehouse runtime catalog adds regional endpoints across 22 regions and GA support for flexible column names
Lakehouse runtime catalog regional endpoints are now live across 22 Google Cloud regions across the Americas, Europe, Asia-Pacific, and the Middle East, supporting both the Apache Iceberg REST catalog endpoint and the Apache Hive catalog endpoint to help customers meet strict data residency and sovereignty requirements. In addition, flexible column names for Apache Iceberg tables are now generally available by default across Iceberg external tables and managed tables, enabling seamless querying of columns containing spaces, hyphens, and Unicode characters. We also announced the Preview of cross-cloud caching and connections for the borderless Lakehouse.


	
Unlock predictive and agent-ready insights with BigQuery augmented analytics TVFs, TabFM, and identity columns
BigQuery introduced augmented analytics table-valued functions (TVFs): six built-in functions that automate metric diagnostics, trend analysis, and pattern discovery directly where your data lives and integrate as skills for AI agents. We also introduced TabFM in BigQuery to bring tabular foundation model capabilities to predictive analytics, alongside BigQuery identity columns to automatically generate sequential surrogate keys and simplify data warehouse pipelines.


	
Dataflow adds Pause/Resume and NVIDIA RTX PRO 6000 Blackwell GPU support for large-scale AI workloads
New Dataflow capabilities make it easier to run high-throughput streaming and batch AI pipelines at scale, including Pause/Resume job controls and support for NVIDIA RTX PRO 6000 Blackwell GPUs. And for teams running Apache Spark workloads, learn how to mitigate compute stockouts and maximize availability using flexible VMs.


	
Unlock up to 3x higher QPS and microsecond latency with Memorystore for Valkey 9.1
Memorystore for Valkey 9.1 is now available, delivering up to 3x higher queries per second (QPS) and microsecond-level caching latencies to accelerate high-throughput applications and real-time AI agent state management. Read the blog.


	
Customer momentum across Google Data Cloud — Yahoo, PayPal, Surescripts, Airwallex, and Lucius AI
Organizations across industries are scaling their data and AI foundations on Google Data Cloud. Yahoo uses flexible VMs in Managed Service for Apache Spark to reduce provisioning failures by 85%, while PayPal migrated mission-critical analytics workloads to Managed Service for Apache Spark to scale and reduce operational overhead. On the database front, Surescripts migrated 30.5 billion annual healthcare transactions to AlloyDB with 99.998% uptime, Airwallex manages more than 5,000 databases with 99.99% availability on Cloud SQL with a team of four DBAs, and Lucius AI runs a 210,000-tender global platform on AlloyDB and MCP with 47x faster ScaNN vector search.




September 7 - September 10

	
Pub/Sub SMTs can now AI Inference your Gemini Enterprise Agent Platform models!
Pub/Sub AI Inference SMTs allow you to apply inference on an incoming stream of events using models hosted in Gemini Enterprise Agent Platform. The model’s prediction is appended to your event, making it available for downstream processing in your data warehouse (like BigQuery) or operational database (like BigTable). This feature, now generally available, can dramatically simplify or enhance anomaly detection systems you are operating. 


	PostgreSQL Source Connector is now generally available in Managed Service for Apache Kafka!
Managed Service for Apache Kafka’s PostgreSQL connector allows customers to capture changes from their PostgreSQL database and ingest them into their Kafka infrastructure with low latency. This source connector is compatible with Cloud SQL for Postgres, AlloyDB, and self-managed PostgreSQL databases. Try this along with our entire portfolio of managed connectors, including MirrorMaker 2.0, BigQuery, Cloud Storage, and Pub/Sub! E-mail kafka-hotline@google.com if you have questions or feedback!


	
Pause-on-failure for Dataflow batch jobs is GA
Dataflow pause-on-failure enables you to preserve the state of a batch Dataflow job before it fails. By pausing your Dataflow job, you can address issues that are external to the pipeline and resume processing without losing completed work. This helps you better manage resource costs and improve job reliability when you face temporary outages or capacity constraints.




	
The insertAll API is now the BigQuery Storage Write API (REST)
The legacy insertAll streaming API is now rebranded as the BigQuery Storage Write API (REST). By dropping the "legacy" label, developers can confidently build long-term HTTP-based streaming workflows. This stateless JSON-over-HTTPS endpoint offers a lightweight alternative to heavy gRPC libraries—ideal for serverless web apps, IoT telemetry, and AI logging. The transition is seamless for existing users, requiring zero code changes and offering 100% backward compatibility. However, the Storage Write API (gRPC) version remains the recommended standard for high-throughput, continuous pipelines.




August 31 - September 4

	Stateful processing is available in BigQuery continuous queries in Preview
Stateful operations significantly expand what’s possible with BigQuery continuous queries. This feature allows users to leverage functions like JOINs, aggregations, and windowing functions directly in their streaming queries. Now you can calculate metrics over time (for example, a 30-minute average) to power your downstream applications and AI agents with much richer, real-time signals.Try out our feature here and share your feedback with bq-continuous-queries-feedback@google.com!
	
Synthetic data generator tool is available for Managed Service for Kafka
You’ve launched your first Kafka cluster. Now what? The next thing to do is to produce some data to the cluster, but that involves modifying a client application somewhere or spinning up a virtual machine. The synthetic data generator tool, now generally available, can start sending mock data to your cluster in 3 clicks, and will get data streaming into your cluster in less than two minutes. The perfect utility for those moments you just want to test your cluster and new features. Try our quickstart today!




	
Dataflow pipeline updates are faster & more flexible
Dataflow pipeline updates can now stop-and-replace pipelines, a major addition to the existing in-place-update feature. The new parallel pipeline option accelerates the migration between the old & new pipeline, resulting in reduced disruption to your business. You can also set a timeout on drains that prevents runaway costs for your pipeliness in the event of stuck processing. This feature is generally available. Try it here!




July 6 - July 10

	
New Lakehouse managed tables now in preview 
Lakehouse tables for Apache Iceberg are now in preview and available in the console. By using Google-managed Apache Iceberg tables in Lakehouse, you can eliminate the overhead of maintaining duplicate data pipelines and complex synchronization logic between BigQuery and open-source engines. This unified table format delivers native, multi-engine read and write interoperability, allowing you to run concurrent DML/DDL operations across diverse analytics tools on a single, shared storage layer.  Built-in automated table management handles painful background optimization tasks like compaction and partition tuning, freeing up your team to focus on building rather than managing storage maintenance.




June 1 - June 5

	
Beyond the Query: Powering AI Agents with Bigtable, Firestore & Memorystore 
Discover the latest advancements in Google Cloud's NoSQL Database portfolio, including Bigtable, Firestore, and Memorystore. This series is designed for a broad audience: whether you are exploring these databases for the first time or are an existing user looking to leverage the new capabilities announced at Next '26. Register here to secure your spot!




	
Cloud Engineer's AI Toolkit Workshops: Solve data-driven challenges with BigQuery, AlloyDB, Gemini and more. Hosted by Google Cloud Labs, this highly technical event is built specifically for Platform Engineers, SREs, and cloud infrastructure teams ready to bridge the gap between AI prototypes and production-grade deployments. Look out for more locations coming soonToronto - June 25 (Data Cloud) | RSVP Here
Chicago - June 30 (Data Cloud) | RSVP Here


	Start a 10-day Bigtable free trial with a 1 node SSD cluster and up to 500GB of storage capacity. With no credit card required to start, you can easily ingest workloads and manage workloads that require low-latency, high-throughput, and predictable access. Plus, new Google Cloud customers get $300 in free credits on signup.


May 11 - May 15

	Managed Service for Apache Airflow has launched a wave of new features, including the general availability of Airflow 3.1, AI-powered agentic troubleshooting, a new managed Airflow MCP Server for custom agent integration, and declarative YAML-based orchestration pipelines—discover all the details in the full blog post.


April 20 - April 24

	Google-built ODBC Driver for BigQuery is now available in Preview
We are excited to announce the launch of the new, Google-built ODBC driver for BigQuery. This new open-source driver provides a direct, high-performance connection for applications to BigQuery and is developed entirely in-house by Google. Download a new driver and connect your application to BigQuery.


April 13 - April 17

	We announced we are reintroducing Data Studio to play a significant role in the AI era, expanding from data visualizations and reports to host BigQuery conversational agents and data apps built in Colab notebooks.
	We announced BigQuery Graph is now available in preview, offering an easy-to-use, highly scalable graph analytics solution, empowering data professionals to model, analyze and visualize massive-scale relationships in an entirely new way. 


April 6 - April 10

	We introduced Conversational Analytics for Looker Embedded environments, enabling users to add natural language experiences to their own custom data-driven applications, powered by Gemini. 
	We expanded Looker’s capabilities for faster ad-hoc analysis, with the introduction of self-service Explores, enabling you to bring your own data to Looker’s semantic layer and gain instant access to insights in a governed data environment.


March 23 - March 27

	We showed you how you can scale your reads with Cloud SQL autoscaling read pools. This feature allows you to provision multiple read replicas that are accessible via a single read endpoint and to dynamically adjust your read capability based on real-time application needs. 
	Our customers are leveraging the full power of Conversational Analytics and Looker to drive major business and technical breakthroughs in the AI era. Companies like Telenor, Pet Circle, Fluent Commerce, Lighthouse Intelligence, Wego, and ROLLER are turning data into insights and actions, grounded by Looker’s semantic layer.


March 16 - March 20

	We introduced an enhanced Gemini assistant in BigQuery Studio, transforming the agent from a code assistant into a fully context-aware analytics partner.


February 23 - February 27

	
We introduced managed and remote MCP support for Google Cloud databases, including AlloyDB, Spanner, Cloud SQL, Bigtable and Firestore, to power the next generation of agents. This announcement extends the ability for AI models to plan, build, and solve complex problems, connecting to the database tools our customers leverage daily as the backbone of their work environment.


	We outlined how you can build a conversational agent in BigQuery using the Conversational Analytics API to help you build context-aware agents that can understand natural language, query your BigQuery data, and deliver answers in text, tables, and visual charts.


February 16 - February 20

	Our customers are leveraging the full power of Looker to drive major business and technical breakthroughs. Companies like Arrive, Audika, Carousell, Framebridge, GumGum, Intel, Overdose Digital, Ocean Network Express, Subskribe and Promevo are leveraging Looker’s newest AI-driven capabilities, including Conversational Analytics, to transform data to insights and actions, and empower their entire organization with a single source of truth, powered by Looker’s semantic layer.


February 2 - February 6

	Join us on March 4 for our webinar, Win Your AI Strategy with Cloud SQL Enterprise Plus, to learn how to power your generative AI workloads with 3x higher performance and 99.99% availability. Register today to discover how to build a scalable, enterprise-grade foundation for your most demanding AI applications.


January 26 - January 30

	We introduced Conversational Analytics in BigQuery, which allows users to analyze data using natural language. Conversational Analytics in BigQuery is an intelligent agent that generates, executes and visualizes answers grounded in your business context directly in BigQuery Studio, making data insights for data professionals more conversational.
	We outlined how data products have become the foundation for AI agents, providing the context needed to make autonomous agents reliable and trusted for real business use, backed by organized business logic and semantic understanding.
	We highlighted how you can supercharge data analytics workflows, and outlined Google Cloud’s AI agent offerings for data engineering, data science, and development tools, so you can integrate agentic workflows in your applications, empower your teams and speed discovery.


January 19 - January 23

	
We have fundamentally reimagined Firestore with pipeline operations for Enterprise edition. Experience a powerful new engine featuring over a hundred new query features, index-less queries, new index types, and observability tooling to improve query performance. Seamlessly migrate using built-in tools and leverage Firestore’s existing differentiated serverless foundation, virtually unlimited scale, and industry-leading SLA. Join a community of 600K developers to craft expressive applications that maximize the benefits of rich queryability, real-time listen queries, robust offline caching, and cutting-edge AI-assistive coding integrations.


	
Introducing Google Cloud SQL on MSSQLTips: We are highlighting a new technical guide published on MSSQLTips titled "Introducing Google Cloud SQL." This article serves as an essential resource for SQL Server administrators and developers exploring Google Cloud's fully managed database service. It provides a detailed overview of Cloud SQL capabilities, including high availability, security integration, and the seamless transition of on-premises SQL Server workloads to the cloud, making it an ideal resource for those planning their migration strategy.


	We are excited to announce the Public Preview of Microsoft Entra ID (formerly Azure Active Directory) integration with Cloud SQL for SQL Server. Designed to tackle the challenge of identity sprawl in multi-cloud environments, this integration allows organizations to govern database access using their existing Microsoft identity infrastructure. Key benefits include centralized identity management, enhanced security features like Multi-Factor Authentication (MFA), and simplified user administration through direct group mapping. This feature is available for SQL Server 2022 and supports both public and private IP configurations.


January 12 - January 16

	Google-built JDBC Driver for BigQuery is now available in Preview
We are excited to announce the launch of the new, Google-built JDBC driver for BigQuery. This new open-source driver provides a direct, high-performance connection for Java applications to BigQuery and is developed entirely in-house by Google. Download a new driver and connect your Java application to BigQuery.
	Troubleshoot Airflow tasks instantly with Gemini Cloud Assist investigations: Cloud Composer just got smarter. We are excited to announce that Gemini Cloud Assist investigations are now available directly within Cloud Composer 3. Instead of manually sifting through raw logs, you can now simply click "Investigate" on a failed Airflow task. Gemini analyzes logs and task metadata to identify failure patterns—such as resource exhaustion or timeouts—and provides actionable recommendations driven by Gemini Cloud Assist to resolve the issue. This integration shifts the debugging experience from manual toil to automated root cause analysis, significantly reducing the time required to restore your pipelines. Learn more about AI-assisted troubleshooting.

Posted in	Data Analytics
	Databases
	Business Intelligence


Read it at the source



Introducing GPT-6.1 Terra

OpenAI · Oct 26, 12:00 AM UTC

Bringing fast and capable computer use to everyone Also reported by OpenAI API Changelog, Codex Changelog, Vercel, Netlify, What's New with AWS, GitHub Changelog.

The full piece, at the source



Malware Package Analysis: aiocpa

PyPI · Oct 27, 5:28 PM UTC

On 2024-11-21, PyPI was notified about a malware attack with few details. Upon further investigation, we found that the maintainer was injecting obfuscated code that will exfiltrate credentials to a specific Telegram bot…

The full piece, at the source



Into the Omniverse: How Developers Turn Ideas Into Simulations With Frontier AI Agents

NVIDIA · Oct 29, 4:00 PM UTC

Turning a simulation idea into a working application means assembling assets, connecting physics and rendering, and checking that the scene behaves as intended. Developers are combining frontier AI models with NVIDIA Omn…

The full piece, at the source



What’s new in AI infrastructure and orchestration in October

Google Cloud · Oct 30, 4:00 PM UTC

The Google Cloud AI Infrastructure team had another busy month in October, filled with new product launches and updates to power today’s AI and agentic workloads scalably and efficiently. We were also honored to share ou…

The full piece, at the source



What’s new with Google Cloud

Google Cloud · Oct 30, 4:00 PM UTC

Want to know the latest from Google Cloud? Find it here in one handy location. Check back regularly for our newest updates, announcements, resources, events, learning opportunities, and more. 

Tip: Not sure where to find what you’re looking for on the Google Cloud blog? Start here: Google Cloud blog 101: Full list of topics, links, and resources.

Nov 9 - Nov 13

	More frontier model choice on Google Cloud: Anthropic’s Claude Fable 5.2 and Meta’s Muse model series. 


Developers now have even more flexibility to build, deploy, and scale with the right model for every workload on Google Cloud. Anthropic’s Claude Fable 5.2 is now generally available in the Model Garden, bringing frontier intelligence to complex coding, scientific research, and multi-agent orchestration. Plus, Meta’s newest models—Muse Spark 1.3, Muse Wonder, and the efficient Muse Ember—are now available in public preview, giving teams seamless access to both proprietary and open-weight capabilities with enterprise-grade security. 

Explore the models in the model garden today.

	Next-Generation SecOps: SentinelOne and Google Cloud
Google Cloud and SentinelOne joined forces to solve the threat scaling challenge with a fundamentally re-architected integration. As a Google Unified Security (GUS) Recommended endpoint detection and response (EDR) partner, SentinelOne pairs Google Security Operations through an optimized direct integration and streamlined data schemas, delivering essential endpoint telemetry visibility to SecOps detection and agentic SOC pipelines while significantly reducing the total cost of ownership of the integration. Read more

	Layered LLM guardrails on Apigee: Static rules, Model Armor, and NeMo Guardrails 
No single LLM guardrail catches every threat. A new technical guide and demo showcase how to use Apigee as an AI gateway to stack three complementary layers—deterministic static rules, semantic Google Cloud Model Armor filters, and flexible business logic via NVIDIA NeMo Guardrails. Together, they successfully intercepted 100% of benchmarked OWASP-mapped attacks without blocking safe prompts, running cheapest first to optimize performance and reduce token costs. Read the full guide

	Scale Gemma 3 reinforcement learning on GKE with NVIDIA NeMo RL, Custom ComputeClasses, and 8-NIC RDMA
Learn how to run distributed Group Relative Policy Optimization (GRPO) post-training for Gemma 3 on Google Kubernetes Engine (GKE). This end-to-end blueprint pairs GKE Custom ComputeClasses (with DWS Flex-Start and Spot fallback) and 8-NIC RoCE RDMA networking with NVIDIA NeMo RL and vLLM V1 to improve Gemma 3 mathematical reasoning accuracy.Read the technical guide

	Securely connect internal Cloud Run MCP servers to Gemini Enterprise
Learn how to connect Gemini Enterprise privately to internal StreamableHTTP Model Context Protocol (MCP) servers on Cloud Run using Egress Agent Gateway, Private Service Connect (PSC), FQDN-scoped Private Cloud DNS for Shared VPCs, and dual-header OAuth 2.0 + IAM authentication. Read the technical guide on Google Developer Forums and explore the reference implementation on GitHub.
	Building an adaptive AI gateway with Apigee for stateful multi-agent workloads
Multi-agent workloads often suffer from compounding context bloat, retry loops, and cross-agent state bleed.. Learn how to use Apigee as  a model-agnostic, stateful multi-agent control plane for Google ADK and Gemini Enterprise Agent Platform workloads. By enforcing turn-0 pre-warmed caching, in-flight trace compaction, tool loop recovery, and dynamic model tiering between Gemini Flash and Frontier models, teams can achieve up to 80% net FinOps cost savings.Read the full article to explore reference architectures and benchmark data.

	Anthropic’s exponential growth on Pub/Sub
Discover how Anthropic, creators of the Claude AI models, uses Google Cloud Pub/Sub to power their cross-cloud telemetry and billing ingestion pipeline. Facing highly variable traffic and strict security mandates, Anthropic needed a secure, serverless messaging queue with zero manual partition management. By leveraging Pub/Sub with Private Service Connect, they built a highly efficient, zero-ETL architecture capable of seamlessly handling over 1 million events per second and 500 billion daily rows. Go behind the scenes in this case study to learn how Anthropic reduced consumer latency by 88% and achieved sub-second end-to-end event delivery.
	On-demand webinar: Architecting AI workloads with Pub/Sub
Data engineering in the AI era demands fundamentally different infrastructure. Whether you're training a custom foundation model or deploying autonomous agents, you need a messaging backbone that handles bursty traffic with enterprise security and zero operational overhead. Dive into Pub/Sub’s capabilities for the AI era, reference architectures & best practices for emerging AI applications, and how Anthropic powers their telemetry pipelines with Pub/Sub in this free on-demand webinar.


Nov 2 - Nov 6

	Security for AI workloads with Model Armor
Securing generative AI applications requires robust runtime protection against prompt injection and malicious inputs. Join Nicola Cardace on Thursday, November 19, 2026, at 5:00 PM CET for a Community TechTalk exploring how to safeguard enterprise AI workloads using Model Armor. Discover practical patterns for implementing active model defense across your LLM endpoints. Register for the November 19 Community TechTalk

	
A5X accelerated by NVIDIA Vera Rubin NVL72 is now Generally Available
Get the most out of A5X instances with Google Cloud’s AI Hypercomputer. Bringing together compute, storage, networking, and software co-designed as a single system. 

Read more




Oct 26 - Oct 30

	Simplify PostgreSQL Monitoring with the New AlloyDB Omni Web UI
The newly released AlloyDB Omni Web UI delivers a centralized, graphical dashboard that simplifies the management of self-managed PostgreSQL workloads across hybrid, multi-cloud, and air-gapped environments. This browser-based console provides database administrators with deep, real-time insights into cluster health, hardware utilization, and active database connections. It also features built-in query diagnostics and performance tracking for AlloyDB’s columnar engine, enabling quick troubleshooting of bottlenecks without manual terminal commands. To learn more about setting up this monitoring interface, read the full AlloyDB Omni Web UI Blog Post.
	Leveraging "Antigravity" to architect high performance semantic model routers in Apigee
Semantic model routing replaces rigid static paths with a lightweight helper model to dynamically classify and dispatch intent-driven LLM traffic. Join Saravanakumar Rajagopal on Thursday, November 12, 2026, at 5:00 PM CET for a Community TechTalk exploring how to leverage Antigravity and skills to architect these intelligent multi-provider routing patterns natively inside Apigee. Discover how to optimize your AI infrastructure and enhance flexibility at scale.Register for the November 12 Community TechTalk



Oct 19 - Oct 23

	From prompt to production: End-to-end AI workflows in Apigee
Deploying an enterprise AI gateway does not require deep API or machine learning expertise. Using declarative workflows in Apigee, teams can spin up a fully governed LLM gateway in minutes using a few environment variables. Join Luis Cuellar on Thursday, October 29, 2026 for a Community TechTalk exploring end-to-end AI workflows. Discover how to layer essential defenses—including Model Armor for prompt protection, Cloud Data Loss Prevention (Cloud DLP) for sensitive data redaction, rate limiting, and response caching—before routing autonomous agent interactions through your gateway filters.Register for the October 29 Community TechTalk

	Zero Standing Privileges with PAM: On-Demand Temporary Access for Humans and AI Agents
AI agents now hand work off to other agents, risking stacked privileges and overpermissioning. Because agents plan their actions on the fly, permanent admin access means one hallucination can cascade into production. Join us on Wednesday, November 18, 2026, at 8:30 AM PST to see how Google Cloud Privileged Access Manager (PAM) brings Zero Standing Privileges to AI delegation, putting humans in command with cloud-native control that doesn't slow developers down.Register for the November 18 webinar

	Streaming comes to API Gateway: real-time and AI-ready APIs
Native streaming support is now in Public Preview for API Gateway, enabling you to run real-time and AI workloads behind your existing gateway. You can now route Server-Sent Events (SSE), WebSockets, gRPC, and chunked transfer encoding without modifying your API spec or managing a split estate. This update also strengthens integration with the Gemini platform, allowing you to stream responses from Gemini, Claude, and OpenAI gpt-oss models seamlessly while maintaining consistent authentication, rate limiting, and observability.Read the blog to get started



Oct 12 - Oct 16

	AI tokenomics in action: Enforcing tiered token budgets with Apigee
Scaling artificial intelligence across an enterprise requires clear token governance to keep LLM spend predictable across departments. Join Tarun Abraham on Thursday, November 5, 2026 for a Community TechTalk on AI tokenomics. Discover how to use Apigee to enforce isolated, tiered token budgets and model access for each team—such as assigning Engineering a dedicated budget for Gemini Pro while covering mixed usage for Marketing—without changing application code. Attendees will also gain access to a sample codebase featuring a reusable Shared Flow.Register for the November 5 Community TechTalk



Sept 28 - Oct 2

	
Claude Sonnet 5.5 is now available on Google Cloud. Built for focused coding and knowledge work, it delivers stronger performance for feature development, and creating presentation-ready documents, while offering more intelligence with  a lower cost per task for most work at faster speed.

Deploy Sonnet 5.5 directly from Model Garden with Google Cloud’s enterprise security, scale, and governance built in. Try it now.


	Mastering Storage Management with Storage Intelligence
In our new blog, explore practical strategies to modernize storage operations using Storage Intelligence Advisor and enhanced Batch Operations. See how customers like Shipt and Palo Alto Networks are using these features to manage their estates at scale. Today, Storage Intelligence is used by 25 of the top 50 GCS customers. 2 in 3 customers have Storage Intelligence enabled for over 90% of their storage footprint.Explore best practices on our blog

	Cut Gen AI costs by 70% with Apigee X dynamic routing
Generative AI deployments face a harsh cost-performance trade-off: static model selection either wastes budget or compromises quality. Discover how to build an Intelligent AI Gateway using Apigee X to dynamically evaluate prompt complexity in real-time. This new blueprint automatically routes simple queries to lightweight models (like Gemini 3.5 Flash Lite) and complex reasoning tasks to advanced models (like Gemini 3.7 Flash), achieving over 70% cost savings without sacrificing output quality. Read the guide to optimize your Gen AI architecture

	AI Agent Clinic launches new hands-on session on production agent evaluations
A new episode of the AI Agent Clinic is now available showing organizations how to move past manual "vibe checks" to build robust, production-grade agent evaluations. In this hands-on session, Google Cloud engineer Dani Zamora and Matthew Feroz (Merge) take DocsHound, an open-source LangGraph agent, and build an end-to-end eval pipeline in under an hour. Learn how to standardize multi-turn traces across any framework using OpenTelemetry and OpenInference, pair LLM judges with deterministic checkers, and catch silent quality regressions before shipping. Watch here

	Drive AI impact: Join Google's Agentic Data Cloud event on Nov 4
Every enterprise plans to adopt agentic AI within two years, but data bottlenecks hold them back—AI accesses just 45% of enterprise data today (MIT, 2026). Google's Agentic Data Cloud provides the trustworthy foundation and real-time context AI needs. Join our product leaders November 4th to explore the latest innovations across databases, analytics, business intelligence, and storage, and get direct answers in our executive Q&A with Google Data Cloud VP & GM Andi Gutmans. Register today!



Sept 21 - Sept 25

	Master MCP tool authorization and agent governance with Apigee
While the Model Context Protocol (MCP) solves interoperability for autonomous AI agents, chained actions like CRM edits or database queries quickly expose systems to unauthorized execution. Join our technical deep dive on Thursday, October 1, 2026, at 5:00 PM CEST featuring Christophe from Google Cloud. Learn how positioning Apigee between MCP clients and enterprise backends enables fine-grained authorization (FGA), complete audit trails, and policy evaluation via emerging standards like OpenID AuthZEN.Language and accessibility note: This session will be hosted in French, but non-French speakers can follow along seamlessly by turning on Google Meet live translated captions to read in English, Spanish, German, Portuguese, or Italian.
Register for the October 1 Community TechTalk

	Apigee Trace Viewer Tutorial: Capturing & Analyzing Proxy Traces
Streamlining API proxy debugging just got easier with a new tutorial by Apigee Customer Engineer Tyler Ayers. The guide covers end-to-end instructions for capturing debug traces in both Google Cloud Apigee X (or Hybrid) and the local Apigee Emulator, extracting trace JSON data via the web UI or automated REST APIs, and analyzing execution flows, variable mutations, and latency bottlenecks using the open source Apigee Trace Viewer. Read the Apigee Trace Viewer guide today.

	Automate Apigee proxy testing locally
Catching errors early saves time and money. A new tutorial by Apigee customer engineer Tyler Ayers shows how to use the Apigee Local Emulator for automated testing. Learn to run tests locally, integrate them into CI/CD pipelines, and deploy on Google Cloud Run for shared sandboxes. This approach provides instant feedback and zero cloud costs, helping teams speed up deployment cycles.Read the tutorial

	Scale your enterprise multi-agent systems with Apigee
Deploying multi-agent architectures in production introduces critical hurdles around security, operational control, and runtime expenses. Discover how Apigee API Hub provides a central discovery surface to eliminate agent sprawl across tools, Model Context Protocol (MCP) servers, and enterprise APIs. Learn how to turn existing backend services into secure MCP tools using Agent Gateway guardrails, while applying semantic caching and intelligent model routing to keep compounding token costs predictable.Join Google Cloud in Chicago in Oct.15 for The AI Evolution. Reserve your seat for Chicago



	Automate Apigee proxy testing with the Apigee Local Emulator
Waiting on remote deployments to validate API proxy logic slows down release cycles and increases infrastructure overhead. Join Nigel Walters on Thursday, October 8, 2026, at 5:00 PM CEST for a Community TechTalk on shift-left testing for Apigee. Discover how to use the Apigee Local Emulator and apigee-emulator-service to run sub-second assertion suites on local machines, automate CI/CD checks in GitHub Actions, and deploy ephemeral preview sandboxes on Google Cloud Run.Register for the October 8 Community TechTalk

	Now in Public Preview: AI-assisted EKS-to-GKE migrations with deterministic guardrails
Migrating complex Kubernetes estates from AWS EKS to GKE is traditionally high-friction and error-prone. Now in Public Preview, GKE Agentic Migration is an open-source agent plugin that replaces ad-hoc LLM prompting with an AI-assisted migration workflow protected by deterministic guardrails.Running locally in your development harness, it indexes source IaC, maps cloud-specific primitives (such as Karpenter to Custom Compute Classes), and validates configurations offline—delivering reviewable pull requests and data-migration runbooks with zero live cluster mutations.
Learn more in the announcement blog and try the plugin on GitHub.

	Claude Opus 5.5 is now available on Google Cloud. Built for everyday complex tasks, it delivers stronger agentic coding, research, and analysis while handling long-running work at a lower cost per token. Google Cloud continues to provide enterprise customers with broad model choice to build, deploy, and scale their AI agents securely. Try it here.

	Import Delta Lake tables with Dataflow Job Builder!
Migrating to borderless Lakehouse just got a lot easier. You can now import Delta Lake tables stored in Cloud Storage using Dataflow Job Builder, a no-code/low-code interface for authoring Dataflow pipelines. Because Dataflow is a fully managed service, you are spared the overhead of provisioning and managing virtual machines. For step-by-step guidance, check out the documentation here.


Sept 14 - Sept 18

	Storage Intelligence Advisor for Google Cloud Storage is now GA
Google Cloud Storage customers can now manage cloud storage more effectively with Storage Intelligence Advisor, delivering curated metrics, automated anomaly detection, and actionable recommendations right out of the box, with zero setup required.Advisor baselines activity across your projects and automatically detects four key anomalies: surges in operations, unexpected rises in cross-region egress, and spikes in errors. Each finding includes deep drill-down visibility into the resources driving the change, alongside prescriptive steps to remediate issues before they impact performance or cost.
Learn more to get started with Storage Intelligence Advisor.

	Build private WebSockets from Apigee X to Cloud Run
Real-time AI agents and streaming architectures often require persistent, bidirectional connections. A new implementation guide by Apigee Customer Engineer Joel Gauci demonstrates how to establish private southbound connectivity between Apigee X and Cloud Run. Using Private Service Connect (PSC) and a Regional Internal Application Load Balancer, teams can enforce API governance and security policies at the edge while keeping backend services completely isolated from the public internet.Explore the step-by-step guide and open-source code

	Connecting Gemini Enterprise Agent Runtime to Apigee with Private Service Connect 
Deploying autonomous AI agents often presents security, compliance, and cost challenges. A new reference guide details how to build an end-to-end, private architecture between Gemini Enterprise Agent Runtime and Apigee. This design helps protect internal backends and manage token quotas. Read the full community guide and deploy the code

	Discover what’s new and next in Apigee
As enterprise architectures adapt to generative AI and autonomous workflows, Apigee is expanding its proven platform capabilities to support modern AI gateway use cases alongside traditional API management. Join our session on Thursday, September 24, featuring Apigee Product Manager Geir Sjurseth. Get an inside look at recent product releases, explore architectural patterns for securing models and agents, and bring your questions for the live Q&A.Register for the September 24 Apigee product update

	Managed Service for Apache Kafka supports clusters with public Internet access!
With Managed Kafka public clusters, you can now produce and consume messages from clients outside your VPC—including your local machine, for faster, frictionless testing. Public clusters unlock use cases like IoT devices, retail storefronts, and telco network towers. Enable public access on new or existing clusters via the Google Cloud console, gcloud CLI, or REST API. Spin up your first public cluster, or reach out to kafka-hotline@google.com with questions.
	Stream data directly into Bigtable using Bigtable subscriptions, now in Preview!
You can write Pub/Sub messages to a Bigtable table with zero ETL with Bigtable subscriptions. No pipelines, no code, delivered by the serverless, zero-ops experience you already know with Pub/Sub. Power your AI workloads, from model telemetry to real-time context engineering, without the overhead of managing complicated ETL pipelines. Built to be dependable, with native support for dead-letter topics. Try the feature today!


Sept 7 - Sept 10

	Why Your Voice Agent Needs Session Auditing
Moving voice agents to production demands robust quality monitoring. This guide dives deep into the inner workings of the Agent Development Kit (ADK) responsible for audio session auditing. Learn how the ADK's save_live_blob feature intercepts, buffers, and stores raw audio chunks during active Gemini Live sessions. We explore building an automated post-processing pipeline to seamlessly stitch these fragments into cohesive, playable audio files. Discover how to leverage these vital audio audit trails to monitor real-world interactions, diagnose failures, and ensure enterprise-grade reliability. Read the full guide here.
	AlloyDB Omni Red Hat RPM Orchestrator now Generally Available
AlloyDB Omni Red Hat RPM orchestrator is now Generally Available. The AlloyDB Omni Red Hat RPM orchestrator offers a new way to manage PostgreSQL-compatible workloads on bare metal or VM platforms, combining the high performance of AlloyDB, access to generative AI features and Gemini models to build AI agents and applications, and full automation. The orchestrator simplifies cluster provisioning and lifecycle management by allowing you to define reference architecture specifications, customizable by adjusting instance parameters, node configurations, and networking options — discover all details in full blog post.


Aug 31 - Sept 4

	Automate VM guest software lifecycle with VM Extension Manager, now GA
Google Cloud VM Extension Manager is now generally available, eliminating the need for custom startup scripts to manage guest OS extensions across Compute Engine fleets. Define declarative, project-wide policies that enforce desired software states across all regions and zones. Benefit from continuous drift detection with automatic self-healing, multi-zone phased rollouts with automated rollbacks on failure, and centralized fleet health visibility integrated with Cloud Monitoring.Explore VM Extension Manager documentation

	Assess Apigee migrations without a target environment
Planning a migration to Apigee X or Hybrid? You can now assess your legacy Apigee Edge SaaS or OPDK environment earlier in your planning cycle. Using the updated --skip-target-validation flag in the Apigee Migration Assessment Tool, teams can generate a full inventory and establish scope baselines before target infrastructure or IAM credentials are provisioned.Read the guide to learn more.

	
Claude Fable 5.1 is now available on Agent Platform. It brings performance improvements over Fable 5 across reasoning, full-lifecycle coding, multi-tool workflows, and knowledge work.

Anthropic also announced Enterprise Frontier Safeguards, a solution that gives customers the option to safely deploy Anthropic’s most capable models while storing their data in cloud infrastructure they control.

We continue to offer enterprise customers options across frontier models to build, deploy, and scale securely on Google Cloud.




Aug 24 - Aug 28

	Grok 4.6 is now available in Preview on Gemini Enterprise. xAI's most capable model, built for coding, agentic tasks, and knowledge work, Grok 4.6 joins Grok 4.3 and Grok 4.20 in Model Garden and becomes the flagship of the Grok family. It supports reasoning, function calling, and structured output for multi-step agentic workflows, and accepts text and image input.Get started today

	Empowering autonomous agents with advanced security governance
AI agents offer incredible productivity gains, but granting them access to read emails, query databases, and trigger APIs introduces critical new security risks. In fact, 79% of tech leaders cite security and governance as their biggest challenge to scaling AI. Traditional tools are no longer enough to handle automated threats like prompt injection and dynamic permissions. Discover how forward-thinking enterprises are using secure-by-default design, agent identity governance, and human-in-the-loop controls to deploy agents with confidence.Read more

	Stateful processing is available in BigQuery continuous queries in Preview
Stateful operations significantly expand what’s possible with BigQuery continuous queries. This feature allows users to leverage functions like JOINs, aggregations, and windowing functions directly in their streaming queries. Now you can calculate metrics over time (for example, a 30-minute average) to power your downstream applications and AI agents with much richer, real-time signals.
	Try out our feature here and share your feedback with bq-continuous-queries-feedback@google.com!
	Synthetic data generator tool is available for Managed Service for Kafka
You’ve launched your first Kafka cluster. Now what? The next thing to do is to produce some data to the cluster, but that involves modifying a client application somewhere or spinning up a virtual machine. The synthetic data generator tool, now generally available, can start sending mock data to your cluster in 3 clicks, and will get data streaming into your cluster in less than two minutes. The perfect utility for those moments you just want to test your cluster and new features. Try our quickstart today!
	Dataflow pipeline updates are faster & more flexible
Dataflow pipeline updates can now stop-and-replace pipelines, a major addition to the existing in-place-update feature. The new parallel pipeline option accelerates the migration between the old & new pipeline, resulting in reduced disruption to your business. You can also set a timeout on drains that prevents runaway costs for your pipeliness in the event of stuck processing. This feature is generally available. Try it here!


Aug 17 - Aug 21

	Webinar: Agent Identity as the backbone for secure AI innovation
An AI agent with a stolen API key looks identical to a legitimate one. As autonomous agents scale across enterprise systems, static credentials and legacy IAM policies can no longer keep up with machine-speed execution. Join Shaun Liu, Product Manager at Google Cloud, on August 27 at 1 PM ET to explore Google Cloud’s vision for unifying agent, human, and nonhuman identity into a workload-centric platform using verifiable cryptographic identities (SPIFFE, ID-JAG, OAuth).Register for the webinar now



Aug 10 - Aug 14

	Diagnosing Apigee Hybrid Cassandra Read Latency for Peak Performance
Diagnose real-time Cassandra read latency and resolve API key verification bottlenecks in Apigee Hybrid with this step-by-step troubleshooting guide. Learn how to deploy a debugging client and query performance tables to maintain sub-millisecond response times. Read the Apigee Hybrid Cassandra Troubleshooting Guide

	Keep moving with agents! The All Things Agentic Hackathon is officially live.
We're challenging builders to build next-generation agents that take on the busy work and handle the heavy lifting in the background using Gemini 3.5 and Google Cloud. Compete for your share of $190,000 in prizes, cash, and Google Cloud credits! Submissions are open from August 3, 2026, to August 31, 2026.Learn more and register. Sign up for GEAR to get exclusive updates and your badge. #AllThingsAgenticHackathon

	Accelerate PostgreSQL migrations using Gemini in Database Migration Service
Enterprise database migrations often stall during the "last mile" of translating legacy stored procedures, triggers, and custom functions from Oracle or SQL Server. Database Migration Service (DMS) now provides AI-assisted code conversion powered by Gemini in Databases. By combining deterministic compiler rules for 1:1 syntax with Gemini contextual synthesis for complex procedural blocks, DMS converts legacy code into native PostgreSQL and AlloyDB with full schema awareness and side-by-side validation.Read the full blog post to learn how to streamline your database code conversion.

	Compute Flex CUDs now available for G2 and G4 GPU VMs
Compute Flexible Committed Use Discounts (Flex CUDs) are now available for G2 (NVIDIA L4) and G4 (NVIDIA RTX Pro 6000) VMs. You can now lock in predictable savings while retaining the flexibility to adapt across VM families, migrate between regions, and combine general-purpose compute, GKE, Cloud Run, and G2 & G4 GPU VMs under a single spend commitment. Flex CUDs for G-series VMs let you lock in savings today while preserving the agility to upgrade to latest hardware without disruption!Explore VM instance pricing or learn more about Flex CUDs.

	Rapid Bucket accelerates the training and checkpoint performance in PyTorch Ecosystem via GCSFS
With the release of GCSFS 2026.8.0, organisations can now unlock maximum ROI from their AI/ML infrastructure by eliminating data starvation on GPUs in PyTorch ecosystem when they are using Frameworks like Dask, Pandas, PyTorch , PyTorch Lightning, Hugging Face Datasets, Ray dataetc. By making adaptive concurrent prefetching the default, GCSFS dynamically predicts and background-fetches sequential read patterns—boosting single-file throughput by 5x, and scaling up to 21 GiB/s , saturating the NIC when paired with Rapid Bucket. Saturating the NIC translates to significantly improved accelerator goodput and reduced training wait times with zero integration friction. Training and checkpoint restore workflows benefit from intelligent memory management that automatically drains the buffer during random reads to completely avoid bandwidth or memory penalties.


Aug 3 - Aug 7

	Navigate data sovereignty and AI innovation with hybrid cloud
For enterprises facing strict compliance rules, keeping sensitive data on-premises often means missing out on cutting-edge AI. Data from the 2026 State of AI Infrastructure report reveals that 52% of IT leaders are adopting hybrid cloud strategies to bridge this gap. Our latest blog post explores how Google Distributed Cloud (GDC) helps organizations deploy connected or air-gapped models to run advanced AI entirely within secure environments—mitigating geopolitical risks without sacrificing innovation. Read more.
	SAP and Google Cloud Launch BDC Connect for BigQuery
For years, enterprises have struggled with the cost, risk, and complexity of moving mission-critical SAP data into advanced analytics platforms. The general availability of SAP Business Data Cloud (BDC) Connect for BigQuery marks a turning point. By introducing revolutionary zero-copy, bi-directional data sharing, this new capability seamlessly bridges SAP systems with Google Cloud's powerful data and AI ecosystem. Instead of wrestling with manual data duplication and lost business context, organizations can now eliminate silos, dramatically lower their analytics costs, and rapidly deploy trustworthy, agentic AI solutions grounded in real-time operational reality. Read the full announcement to learn how to transform your data strategy.
	Google Cloud Cortex Framework version 7 is now generally available!
This release helps you modernize your data architecture for AI agent readiness, enabling you to quickly deploy, customize, and extend robust data products while simplifying orchestration and reducing infrastructure overhead. It provides data product accelerators for SAP-sourced data to build trusted, high-quality data products ready for advanced analytics and agentic use cases. The Framework integrates with Google Cloud products including BigQuery, Dataform, Knowledge Catalog, and Gemini Enterprise Agent Platform. Learn more in our announcement blog, technical documentation, or try a demo deployment today. 
	From API Management to AI Gateway with Apigee
Massive LLM adoption unlocked automation but exposed critical vulnerabilities, from unpredictable token costs to security risks like prompt injection. Without central management, organizations face accelerated technical debt. Learn how to transform Apigee into an enterprise AI Gateway to centralize governance. This architectural roadmap details how to utilize semantic cache to optimize token costs, implement prompt protection policies for security, and productize tools using the emerging MCP standard.Read the full architectural roadmap on the Apigee Community Hub

	Centrally govern enterprise AI traffic with Apigee AI Gateway
Manage, track, and secure model communication across your entire infrastructure from a single pane of glass. In a new video walkthrough, Principal Architect Tyler Ayers demonstrates how Apigee AI Gateway simplifies agentic governance. Learn how to transparently proxy model traffic, log real-time token counts, and apply runtime security quotas without impacting your developer workflow.Watch the Apigee AI Gateway demo

	Maximize Provisioned Throughput Utilization
Sudden traffic micro-spikes can exceed per-second quotas, triggering 429 errors or forcing overflow into shared resource pools. A new architectural guide demonstrates how to build a serverless "shock absorber" using Cloud Run and Google Cloud Tasks. By decoupling request ingestion from execution, this queue-based pattern flattens volatile traffic bursts and smoothly drips requests to Gemini at your exact quota rate, maximizing Provisioned Throughput utilization while eliminating job failures during peak usage. Read the step-by-step setup guide.
	Eliminate security blindspots in agentic tool interactions
Unmonitored agentic tool calls via the Model Context Protocol (MCP) can introduce critical security risks to your enterprise architecture. Join our technical deep dive on Thursday, August 13, to discover how to position Apigee as a centralized security gateway. Featuring the new ParsePayload policy and payload operations groups in API Products, this session demonstrates how to enforce granular tool filtering, manage execution quotas, and scale secure agent ecosystems without impeding developer velocity. Register for the August 13 Community TechTalk



Jul 27 - Jul 31

	Data Cloud and Apigee CDMX: The AI Agent Evolution | August 12, 2026
Enterprise AI demands evolution beyond basic conversational assistants. To generate real value, AI models must connect with the organization's core systems and live data sources. Join us this August 12 at Google CDMX for the exclusive event AI Evolution: Powering Tomorrow's Enterprise. Learn how to design an agile and secure ecosystem by unifying the power of Gemini, Apigee, and data agent technologies through practical demonstrations led by Google Cloud engineers.Secure your spot for the in-person session in Mexico City Register now!

	Vast Edge, built on GCP, launches the first live recovery interface for cloud backups, enabling IT teams to inspect backup contents in real time. This transforms backups from a blind, log-based process into an interactive platform where teams can instantly search, preview, and validate the exact data available for restore.This platform protects Google Workspace, NetSuite, Salesforce, Workday and many SaaS environments, providing complete visibility and enterprise-grade oversight.
Visit Vast Edge Backup & Disaster Recovery and get a free trial of their backup solutions on the GCP Marketplace for Google Workspace Backup, NetSuite Backup, Salesforce Backup, and Workday Backup.



Jul 20 - Jul 24

	Claude Opus 5, Anthropic’s latest model, is now available on Agent Platform. It brings performance improvements over Opus 4.8 across coding, long-running agents, and knowledge work.The model is Zero Data Retention (ZDR) compatible. For safety, high-risk workflows — such as penetration testing or exploit generation — it will notify you and fall back to Opus 4.8.We’re excited to continue to offer enterprise customers options across frontier models to build, deploy, and scale AI securely. Try it here. 
	Apigee Northam Roadshow 2026 | The AI Agent Evolution: Powering Tomorrow's Enterprise
AI is evolving. As your organization deploys autonomous agents, the integration between APIs and models becomes critical. Join Google Cloud specialists for an exclusive day of deep-dive sessions and live demos. Discover how the unified power of Apigee and the Google Cloud Agent Platform allows you to build, govern, and scale high-performance AI agents with complete control.  Call to Action: Register for Sunnyvale | Register for NYC | Register for Chicago
	Deploy an Apigee Proxy for MCP Registry Discovery  
Learn how to deploy an Apigee X proxy to format Apigee API Hub data into the Model Context Protocol (MCP) Registry format. This tutorial by Tyler Ayers guides developers through cloning the sample repository, deploying using the Apigee Feature Templater (aft), and testing the endpoint to make API data easily discoverable by coding agents. Read the full community tutorial to get started.

	Simplify AI Infrastructure: Getting Started with Apigee AI Gateway
Managing a complex AI landscape with multiple backend environments can present significant operational and governance challenges. A new tutorial walks you through how to build a unified API proxy using Apigee AI Gateway. By establishing a single, secure entry point for all model traffic, teams gain access to real-time analytics, comprehensive tracing, and financial operations auditing—completely seamlessly, and with absolutely no modifications required to client environments or user configurations. Read the step-by-step setup guide

	Your AI agents are ready. Is your data?
The biggest bottleneck to scaling AI isn't the models—it's giving them access to business context. As enterprises move to proactive systems of action, legacy infrastructure often buckles under the nonlinear speed of AI agents. Google Cloud’s new Agentic Data Cloud, built on AI-native infrastructure, solves this by unifying data, AI models, and operational databases. Discover how a borderless Lakehouse and active Knowledge Catalog can empower your AI agents with trusted, real-time context without unnecessary engineering overhead. Read more.
	Secure and govern your AI at Apigee AI Horizon in London
Moving AI from basic prompts to complex agentic workflows requires trust and control. Join us on Tuesday, 1st September 2026 at Google London for our 5th edition of Apigee AI Horizon. Discover how Google Cloud product leaders and architects are using Apigee and Model Armor to secure LLM APIs, implement policy controls, and manage token consumption. Do not miss this one—register soon!Secure your spot for AI Horizon London



Jul 13 - Jul 17

	Resource-Based CUD Sharing is Now Enabled by Default
Starting June 16, 2026, the default setting for Google Cloud Resource-based Committed Use Discount (CUD) sharing will change from disabled to enabled for new billing accounts and eligible existing accounts without active CUDs. This update automatically maximizes your savings by pooling underutilized discounts across your resources.You retain full control and can adjust your CUD sharing preferences at any time by changing your CUD scope configuration. For instructions, see Enable CUD sharing or Disable CUD sharing.

	Webinar for India: Google Cloud for EdTech: Optimizing Traffic and Token Governance at Scale
API traffic surges and AI model integration are reshaping the EdTech landscape. Join Satyam Maloo for the webinar Google Cloud for EdTech: Optimizing Traffic and Token Governance at Scale on July 23, 2026. Learn to implement advanced rate limiting, gain granular token visibility, and leverage real-time analytics to govern your platform effectively. Whether you’re scaling for peak academic seasons or integrating complex AI workflows, this session provides the infrastructure blueprint you need.Register Now

	Scaling AI Agents: Treat prompts like software artifacts
As AI agents move into production, monolithic system prompts often result in configuration drift, merge conflicts, and silent runtime failures. The solution is adopting a Prompts-as-Code architecture. By breaking prompts into modular skill files and using a build-time transpiler, engineering teams can introduce dependency resolution, static validation, and CI/CD rigor to their agent's control plane. Stop manually editing massive text files and start building deterministic, reliable agent infrastructure.Read more here.



Jul 6 - Jul 10

	Webinar: Introducing Google Cloud NGFW Enterprise advanced malware protection - powered by Palo Alto Networks
Discover the new Cloud NGFW advanced malware sandbox, arriving in preview later this year. Powered by Palo Alto Networks Advanced Wildfire, it leverages data from 70,000+ customers to help defeat advanced malware. Join us on July 16 at 11 AM EDT to learn how to build a resilient, zero-trust cloud infrastructure that protects your apps and data, wherever they reside.Register for the webinar now

	Safely run AI-generated code in Cloud Run sandboxes
Cloud Run sandboxes, now in public preview, are lightweight, isolated execution boundaries that you can spawn near-instantly within your existing Cloud Run service instances.Whether you need to let an LLM run a dynamically generated Python script to calculate business margins or spin up a headless browser to perform web research, Cloud Run sandboxes give you a secure, isolated sandbox to run these tasks without leaving your serverless environment.
Read the blog to learn more and get started today.

	Australia API Horizon: Scaling Enterprise Governed AI Agents
The transition from AI chatbots to autonomous agents is the most critical integration point for your business. Join Google Cloud at our upcoming events to explore exclusive deep-dive sessions on architecting for the agentic era.Discover how to use Apigee as an intelligent AI Gateway to govern, secure, and scale high-performance architectures. You will learn to seamlessly build AI tools from your existing APIs and maintain control over your entire ecosystem.
Join us in your preferred city:

	Sydney: July 28, 2026, at Google Sydney, One Darling Island.
	Canberra: July 29, 2026, at Hotel Realm.
	Melbourne: August 4, 2026, at Google Melbourne.



	Build highly available, multi-region services on Cloud Run
Maintaining uptime for business-critical applications just got a lot easier on Cloud Run. Service health, now Generally Available, automates cross-region failover by leveraging readiness probes for instance-level health checks with a simple, two-click setup. You can configure service health with global external Application Load Balancers for public-facing applications or cross-region internal Application Load Balancers for private networking traffic.Learn how to configure service health for Cloud Run.

	Report: 83% of organizations need infrastructure upgrades for agentic AI
The shift from conversational bots to autonomous agents is breaking legacy systems. Our new State of AI Infrastructure report details how engineering leaders are adapting to these massive new workloads. To eliminate inference bottlenecks, control hidden scaling costs, and manage agent sprawl, the industry is rapidly moving toward fluid compute, centralized governance, and unified, co-designed architectures.Explore our key infrastructure insights

	Stop tinkering, start scaling: the industrialized AI Playbook
Did you know that only 5% of custom AI investments actually return measurable business value? The problem isn’t the technology—it’s how organizations are wired to run it.In this compelling read, Google Cloud Consulting breaks down the operational blueprint that bridges the stark gap between "cool tech experiments" and real, P&L-impacting enterprise ROI.
Read the full article on Medium

	AI Agent Clinic: Slashing App Latency by 80%
Prototyping an AI agent is easy, but scaling for live traffic presents unique challenges. In the latest AI Agent Clinic, our technical experts partner with a developer to optimize PlaybackIQ, a live football analysis agent. This session demonstrates how to use OpenTelemetry to trace bottlenecks in the Gemini Enterprise Agent Platform and deploy to Cloud Run for high-concurrency scaling, achieving an 80% reduction in response time. Learn production-grade debugging strategies to optimize your own LLM applications.Watch the 60-minute teardown



Jun 29 - Jul 3

	Claude Sonnet 5, Anthropic’s latest model, is now available on Agent Platform. 
This addition serves as a drop-in replacement for Sonnet 4.6, giving organizations expanded choice for task completion across enterprise workflows. It features enhanced reasoning, cleaner code generation, and computer use capabilities for desktop and browser workflows.By continuing to rapidly bring frontier models to our platform, Google Cloud offers an uncompromised choice of the industry's best technology to build, test, and scale enterprise-grade AI.
Get started today.

	
Automate your AI governance with Apigee and YAML
Manual API gateway configurations can quickly slow down your AI engineering velocity. Join the Apigee community on Thursday, July 16, to discover an automated, declarative blueprint for model garden management. Learn how a simple, repeatable YAML pattern lets your AI practitioners instantly spin up secure, policy-backed enterprise configurations  without friction. Bring your questions and connect during our live Q&A session. 

Register for the July 16 Community TechTalk


	
Build next-generation AI portals for autonomous agents
Standard developer portals were designed for human developers to subscribe to static APIs. Today, autonomous agents, LLM toolkits, and dynamic runtimes demand a central nervous system for governance. Join our technical deep dive on Thursday, July 23, to explore Apigee's new AI Portals solution. You will see exactly how to deploy full-service, MCP powered hubs to safely manage enterprise self-service for models, tools, and agents. 

Register for the July 23 Community TechTalk


	Protect your infrastructure from advanced cyberattacks at the API layer (Presented in Portuguese)
In an era of increasingly sophisticated threats, relying solely on traditional firewalls leaves critical data gaps. Join our technical community TechTalk on Thursday, July 30—conducted in Portuguese—to learn how to proactively mitigate risks directly at the gateway layer. This session demonstrates how to configure and govern essential Apigee security policies to build a robust line of defense, ensuring maximum availability and complete integrity for your enterprise microservices. Register for the July 30 Portuguese Community TechTalk



Jun 22 - Jun 26

	Accelerate TPU model loading while saving RAM on GKE.
Large model cold starts often stall scaling and leave high-value TPUs idle. The open-source Run:ai Model Streamer now natively supports TPUs with Google Cloud Storage in TPU vLLM 0.18.0. This integration accelerates inference pipelines on GKE by streaming tensors directly into CPU memory, bypassing local disk bottlenecks and the "double-buffering" trap. In benchmarks, loading a 480B parameter model was over 2x faster while cutting peak host memory usage by half. Read the full guide and get started today.
	Stop Training Blind: Scaling AI with the New OpenTelemetry-Based TPU AI Telemetry Collector Agent
Google Cloud’s new AI Telemetry Collector agent standardizes TPU monitoring using OpenTelemetry. It optimizes enterprise ML workloads by identifying silent failures and providing zero-cost operational metrics without draining host CPU cycles. The agent seamlessly routes telemetry to Google Cloud Monitoring or Prometheus and custom Grafana setups. Pre-installed on Google-optimized Ubuntu images or available via Docker, it tracks memory, network latency, and core utilization to maximize multi-node training efficiency.You can read more of this capability by clicking this link.



Jun 15 - Jun 19

	Join us for a deep dive into agentic AI control with AppyThings
Your integrations aren’t failing—they are evolving. When users interact with AI agents, they no longer arrive directly at your site, resulting in experiences stripped of your context, expertise, and intended experience. Join us on Thursday, June 25, for a community tech talk in partnership with AppyThings to learn how to solve this new gateway challenge. We will explore how MTN laid an integration foundation with the Model Context Protocol (MCP) to deliver accurate, consistent experiences. Our technical experts will demonstrate how to leverage Apigee as a centralized tools management solution to govern agent access. Register for the session

	Optimize Spot VM Deployments with Capacity Advisor for Spot, Now in Public Preview
Google Compute Engine has launched Capacity Advisor for Spot to Public Preview, now open to all customers. This tool turns Spot capacity discovery into a data-driven process by providing real-time deployment recommendations to maximize obtainability and minimize preemption risks. Query the Capacity Advisor API for obtainability and minimum estimated uptimes, or use the new Console UI featuring a global availability map, spot price lookups, and historical preemption rate trends to visually find the most cost-efficient compute capacity.Get started today to start optimizing your Spot VM deployments!

	Build a multi-tenant agentic AI system
When scaling generative AI across different business units, your teams need specialized AI agents with unique operational rules and tools. Our new reference architecture helps you build a centralized multi-tenant platform to prevent fragmented silos, eliminate data exposure risks, and maintain unified compliance. Read the guide to design and deploy a multi-tenant agentic AI system in Google Cloud.
	How to Configure Gemini Enterprise to Connect to a Custom MCP Server
The Gemini Enterprise MCP Connector was a big announcement at Google Cloud Next because it introduces the ability to connect Gemini Enterprise to MCP servers. This blog post provides a step-by-step guide on how to configure your first Custom MCP Server connector using the Google Maps Ground Lite MCP server as an example. Once you understand this flow, you can configure multiple MCP servers with Gemini Enterprise to bring all the context you need.


Jun 8 - Jun 12

	Simplify Multi-Cloud Planning with Cloud Location Finder, now Generally Available 
Cloud Location Finder provides up-to-date data on public regions, zones, and Google Distributed Cloud Connected locations across Google Cloud, AWS, Azure, and OCI. You can now programmatically discover locations based on provider, proximity, territory, and carbon footprint to optimize your global infrastructure strategy for performance, compliance, and sustainability. Get started for free today



Jun 1 - Jun 5

	Modeling the physical world with BigQuery Graph
Managing complex supply chains requires more than just spreadsheets; it requires a digital replica of the physical world. In this post, Guru Rangavittal and Candice Chen explore how BigQuery Graph enables organizations to build a digital twin by turning physical assets into an interconnected map of nodes and edges. By moving beyond traditional relational databases, businesses gain real-time clarity into operations—from executing surgical ingredient recalls to analyzing weather-driven logistics risks. Discover how BigQuery Graph transforms reactive firefighting into proactive, precision modeling, allowing you to see critical connections in seconds and future-proof your supply chain.
	Apigee for AI: Govern LLMs and MCP Servers (Presented in Spanish)
Learn how to securely transition your AI initiatives from experimental prototypes to enterprise-ready deployments. Join Luis Cuellar on June 18 for a technical deep dive (presented in Spanish) exploring Apigee’s latest AI gateway capabilities. Discover how to centralize governance over Model Context Protocol (MCP) servers, protect Large Language Models (LLMs) with robust API gateway security policies, and manage token-based quotas.Register for the June 18 Spanish Community TechTalk



May 25 - May 29

	
Anthropic’s Claude Opus 4.8 is now available on Gemini Enterprise Agent Platform. As we continue to expand our platform's model offerings, this addition gives organizations more options for handling complex, multi-stage enterprise workflows. Claude Opus 4.8 brings strong capabilities in agentic coding, allowing developers to manage extensive refactors and tracking dependencies over extended sessions.


	API Horizon Munich July 6, 2026: Orchestrating the Next Era of AI and APIs 
Master the orchestration of next-gen AI and digital ecosystems. Join Google Cloud experts and DACH tech leaders on July 6 for an exclusive look at the Apigee roadmap, Agent Management, and Model Context Protocol (MCP). Gain real-world insights and connect with the regional integration community.Register now

	Securing AI Agents: The Extended Agent Gateway Pattern
Learn how to prevent autonomous AI agents from invoking unauthorized APIs. Join Apigee Specialist Joel Gauci on June 4 for a technical deep dive into the Extended Agent Gateway pattern. This session covers enforcing Fine-Grained Authorization (FGA), implementing secure token exchange, and establishing Model Context Protocol (MCP) governance at the API gateway layer to protect enterprise backend services.Register for the June 4 Community TechTalk

	API-to-Agent Security: Exposing REST APIs to Gemini Enterprise via MCP
Connect Gemini Enterprise agents to core data without creating security hazards. Join Google Cloud Specialist Nigel Walters on June 11 to learn how to instantly transform legacy REST APIs into secure Model Context Protocol (MCP) servers. We’ll cover how to safely register tools with Gemini while enforcing gateway-level guardrails like rate limiting and access control policies.Register for the June 11 Community TechTalk



May 18 - May 22

	Chinese Webinar | June 4: AI Command and Control
As AI agents move from experimental pilots to core enterprise functions, governance has become a critical next step. Join Google Cloud on June 4th at 10:00 AM (Beijing Time) to learn how to build a secure AI management layer architecture. We'll explore how to develop governed MCP (Model Context Protocol) endpoints, manage tool access to enterprise data, and leverage robust audit logs to operationalize AI. This session also includes a practical demonstration of these governance frameworks on Google Cloud.Register here

	GCP Announces New Features to Benchmark and Optimize LLMs for On-Device Use Cases
Deploying fine-tuned LLMs from GCP to edge devices like smartphones is complex due to fragmented hardware. Google AI Edge Portal bridges this gap, giving GCP developers the ability to test AI performance on 120+ Android devices, representing the full diversity of high, medium, and low tier smartphones on the market today. This week at I/O, we announced brand new capabilities to benchmark and debug LLM performance across these devices. Sign-up to utilize these new features in private preview today.


May 11 - May 15

	Build Your AI & MCP Control Tower for Universal Governance
Master the future of agentic security with Apigee. Join our Community TechTalk on May 21 to discover how Apigee serves as a central "Control Tower" for the Model Context Protocol (MCP). We will explore how new JSON-RPC tool authorization enables fine-grained access policies across your organization, ensuring secure and scalable AI deployments. Whether managing internal tools or external users, learn to govern your agentic ecosystem with absolute precision. This session is designed for global coverage across EMEA and AMER regions.Register for the May 21 Community TechTalk



Apr 27 - May 1

	Master Your Launch: The Apigee Production Go-Live Checklist
Ensure a secure launch with the Apigee production guide. Join Nicola Cardace on May 28 to explore security guardrails, including IAM roles, mTLS configurations, and encrypted KVM migrations. Scheduled at 11 AM EDT / 5 PM CEST to support EMEA and AMER teams, this TechTalk provides the technical roadmap you need to flip the switch with absolute confidence.Register for the May 28 Community TechTalk

	
Transforming APIs into Governed Agentic Tools on the Google Cloud Agentic Platform
Turn your APIs into secure, governed agentic tools on the Google Cloud Agentic Platform. Join Specialist Christophe Lalevée on May 7 for a technical deep dive into AI productization. Scheduled at 5 PM CEST / 11 AM EDT to maximize coverage for developers across EMEA and AMER, this session explores the integration and governance frameworks required to scale enterprise-ready AI with confidence.

Register for the May 7 Community TechTalk


	Fractional G4 VMs are Generaly Available, providing a highly efficient and cost-effective entry point for AI and graphics workloads. These new configurations, using NVIDIA virtual GPU (vGPU) technology, allow you to leverage the power of the NVIDIA RTX PRO 6000 Blackwell Server Edition GPUs in flexible, smaller increments, so you can right-size your infrastructure to match the specific demands of your applications. By providing more granular access to advanced hardware, fractional G4 VMs let you optimize resource allocation and reduce overhead without sacrificing performance. You can now select from additional GPU slice sizes for your specific needs:
	1/2 GPU: Ideal for more intensive tasks such as LLM inference, robotics sensor simulation, and high-fidelity 3D rendering.
	1/4 GPU: Optimized for mainstream workloads, including mid-range creative design, video transcoding, and real-time data visualization.
	1/8 GPU: Great for lightweight applications such as remote desktops, productivity tools, and entry-level streaming services.



	
Transitioning AI from a sandbox prototype to an enterprise-grade system is a major hurdle. A monolithic script won't suffice for widespread deployment. To achieve true scale and reliability with Gemini, organizations must adopt service-oriented micro-agent architectures, establish Zero-Trust security, and implement rigorous EvalOps. Master the "Agentic Maturity Ladder" to ensure your AI & Agentic solutions are robust, secure, and ready for the real world.

Watch the deep dive and read the developer blog to learn more.


	ML Development in VS Code with Google Cloud Power: Workbench Extension Now Available
Data scientists and developers can now combine the local productivity of VS Code with the scalable infrastructure of Google Cloud. The new Google Cloud Workbench Notebooks extension allows you to connect to and run notebooks on managed cloud environments directly within your local IDE. This integration streamlines the ML lifecycle by eliminating context switching and providing high-performance compute for complex workloads in a familiar interface. As part of our commitment to the developer ecosystem, the extension is fully open-sourced to support community-driven innovation.
	Install from Marketplace: GoogleCloudTools.workbench-notebooks
	Contribute on GitHub: colab-enterprise-vscode





Apr 20 - Apr 24

	Announcing the 2026 Google Cloud Partners of the Year
Google Cloud is honored to celebrate the winners of the 2026 Partner of the Year awards! These awards recognize an exceptional group of partners across AI, Security, Infrastructure, and more, who have demonstrated a commitment to customer success. From global system integrators to specialized startups, these winners are leveraging the power of Google Cloud to solve complex challenges and drive digital transformation worldwide. Join us in congratulating these organizations for their innovation, collaboration, and impactful results over the past year.See the 2026 Partner Award winners



Apr 13 - Apr 17

	We're excited to announce the Public Preview of Datastream’s metadata integration with Knowledge Catalog. This is the first step in our vision to provide a centralized, "single pane of glass" for all Datastream assets. The enhancement automatically synchronizes Streams, Connection Profiles, and Private Connections, eliminating data silos. It enhances discoverability, allowing you to search for Datastream assets using the same interface as BigQuery tables. Centralized governance is also provided, making your real-time data estate more transparent and easier to manage.
	Upgrading Apigee OPDK to 4.53 with OS Modernization
Modernize your infrastructure using Google’s official, sequential upgrade path. Our Technical expert, Rakesh Talanki outlines how to upgrade Apigee OPDK to v4.53 while migrating to a supported OS (RHEL 8.x/9.x). This guide covers the "build-out" methodology, including multi-data center syncing, to ensure a stable, zero-downtime transitionRead the guide

	Cloud Run Worker Pools and CREMA: Powering Serverless AI at Scale
Google Cloud has announced the General Availability of Cloud Run worker pools, a new resource type designed specifically for pull-based, non-HTTP workloads. Unlike traditional Cloud Run services that scale based on request traffic, worker pools provide an "always-on" environment for background tasks like processing message queues or running large-scale AI inference. To support this, Google Cloud also open-sourced the Cloud Run External Metrics Autoscaler (CREMA). Built on KEDA, CREMA enables queue-aware autoscaling for worker pools, allowing them to dynamically scale based on external signals like Pub/Sub backlog or Kafka lag.
	Apigee Model Context Protocol (MCP) now Generally Available
Expose enterprise APIs as MCP tools for agentic AI applications with the General Availability of MCP in Apigee. This update allows developers to transform APIs into AI-ready tools using OpenAPI Specifications, removing the need for local MCP servers or additional infrastructure. With managed endpoints and semantic search in API hub, you can now provide AI agents with secure, governed access to enterprise data at scale.Explore the MCP overview



Apr 6 - Apr 10

	Community TechTalk: Powering Retail Agents with ADK, UCP & Apigee X
Move beyond basic chatbots to secure, transactional AI experiences. Join our Community TechTalk on April 16 to learn how Apigee X and Gemini build a "Trust Layer" for AI shopping assistants using UCP standards. We’ll demonstrate how to block prompt injections with Model Armor and implement cost governance via token limits to secure the path from discovery to purchase.Register for the TechTalk

	Implement multimodal capabilities in your AI agents
Explore three new reference architectures for building sophisticated multi-agent AI systems that can process and analyze multimodal data. To analyze disparate multimodal data and produce a high-confidence classification, see Classify multimodal data. To create a fluid conversational AI that processes audio and video streams in real time, see Enable live bidirectional multimodal streaming. To consolidate fragmented multimodal data into a searchable knowledge graph, see Multimodal GraphRAG resource orchestration.
	Automate SecOps workflows with an agentic AI system
To accelerate incident response and reduce manual toil for your security team, you need a system that can automate remediation playbooks. Our new reference architecture helps you build an AI agent that orchestrates complex triage and investigation workflows across disparate security tools, such as SIEM, CSPM, and EDR, from a single interface. See the full guide to orchestrate security operations workflows.


Mar 30 - Apr 3

	ASEAN Webinar | April 30: Mastering Agentic Governance at Scale with GCP
As AI agents move from experimental pilots to core enterprise functions, governance is the critical next step. Join Google Cloud experts Shilpi Puri & Wely Lau for a webinar on April 30th at 11:00 AM SGT to learn how to architect a secure AI Management layer. We’ll explore developing governed MCP endpoints, managing tool access to enterprise data, and operationalizing AI with robust audit logs. The session includes a live demo of these frameworks in action on Google Cloud.RSVP here.



Mar 23 - Mar 27

	
Turn your API sprawl into an agent-ready catalog
As organizations scale, APIs often become scattered across multiple gateways, creating "blind spots" that hinder AI adoption. To solve this, we’ve introduced two new capabilities for Apigee API hub: a new integration with API Gateway to automatically centralize API metadata into a single control plane, and a specification boost add-on (now in public preview). This add-on uses AI to enhance your API documentation with the precise examples and error codes that AI agents need to function reliably.Read the full blog post to get started.


	
Webinar | April 16: AI Command & Control
As AI agents move from experimental pilots to core enterprise functions, governance is the critical next step. Join Google Cloud expert Satyam Maloo for a webinar on April 16th at 11:00 AM IST to learn how to architect a secure AI Management layer. We’ll explore developing governed MCP endpoints, managing tool access to enterprise data, and operationalizing AI with robust audit logs. The session includes a live demo of these frameworks in action on Google Cloud.RSVP here.


	
Modernizing and Decoupling Event Ingestion with Apigee
In modern cloud-native architectures, decoupling producers from consumers is critical for building resilient systems. While Google Cloud Pub/Sub provides a scalable backbone, exposing it directly to external clients can introduce security and management overhead. This new guide explores how to leverage Apigee as an intelligent HTTP ingestion point. Learn how to handle security, mediation, and traffic control before messages reach your internal bus using the PublishMessage policy or Pub/Sub API.
Read the full guide.




Mar 16 - Mar 20

	Gemini-powered Assistant in BigQuery Studio Gets Context-Aware Upgrades
The Gemini-powered assistant in BigQuery Studio has been transformed into a fully context-aware analytics partner, supporting your entire data lifecycle. The new capabilities include intelligent resource discovery, which uses Dataplex Universal Catalog search to find resources across projects and deep dive into metadata using natural language. You can now automate tasks, such as scheduling production-grade queries directly through the chat interface, and instantly troubleshoot long-running or failed jobs with root cause analysis and cost control auditing.Explore the full range of what the assistant can do.



Mar 9 - Mar 13

	
Want to use Gemini to develop code and don't know where to start?
This article includes a couple of examples of developing code with Gemini prompts; it identified changes that were needed to be made to get the code working. The article also refers to other examples that are available on github. 




Mar 2 - Mar 6

	
Introducing Gemini 3.1 Flash-Lite, our fastest and most cost-efficient Gemini 3 series model. Built for high-volume developer workloads at scale, 3.1 Flash-Lite delivers high quality for its price and model tier. Gemini 3.1 Flash-Lite can tackle tasks at scale, like high-volume translation and content moderation, where cost is a priority. And it can also handle more complex workloads where more in-depth reasoning is needed, like generating user interfaces and dashboards, creating simulations or following instructions.

Starting today, 3.1 Flash-Lite is rolling out in preview to enterprises via Vertex AI and developers via the Gemini API in Google AI Studio.


	

TechTalk: Implementing Device Authorization Grant (RFC 8628) for Apigee
Learn how to authorize "headless" devices like Smart TVs or AI agents that lack keyboards and browsers. Join our Community TechTalk on March 19 (5PM CET / 12PM EDT) to go under the hood of Apigee X/Hybrid. We’ll cover the real-world mechanics of state management, polling, and human-in-the-loop security patterns for devices and autonomous agents.

Register for the TechTalk





Feb 23 - Feb 27

	
Pro-level image generation gets faster and more accessible with Nano Banana 2
Nano Banana 2 is our state-of-the-art image generation and editing model. It delivers Pro-level image generation and editing at the speed you expect from Flash — making the quality, reasoning, and world knowledge you loved about Nano Banana Pro more accessible. Learn more about the model here.




	
The Intelligent Path to Compliance: Transforming Regulatory QC with Google Cloud
Reducing "Refuse to File" (RTF) risks and submission cycle times is critical for life sciences leaders. Google Cloud’s Regulatory Submission Semantic QC Auditor leverages Gemini and RAG architecture to transform Quality Control from a manual burden into an active, intelligent workflow.

By automating semantic cross-referencing, narrative coherence checks, and dynamic guidance-based auditing, this solution ensures rigorous accuracy and auditability. Operating within a secure GxP-ready environment, it empowers teams to detect subtle inconsistencies and generate remediation plans without sacrificing data privacy. Learn more.


	Stop typing, start interacting! The Gemini Live Agent Challenge is here. Build immersive agents that can help you see, hear, and speak using Gemini and Google Cloud. Compete for your share of $80,000+ in prizes and a trip to Google Cloud Next '26!Submissions are open from February 16, 2026 to March 16, 2026. Learn more and register at geminiliveagentchallenge.devpost.com


Feb 9 - Feb 13

	
Introducing Gemini 3.1 Pro on Google Cloud. 

3.1 Pro is a noticeably smarter, more capable baseline for complex problem-solving. We’re shipping 3.1 Pro at scale, building upon our goal to help you transform your business for the agentic future. Learn more about the model’s capabilities here. Gemini 3.1 Pro is available starting today in preview in Vertex AI and Gemini Enterprise. Developers can access the model in preview via the Gemini API in Google AI Studio, Android Studio, Google Antigravity, and Gemini CLI.
	Automate Storage Compatibility with GKE Dynamic Default Storage Classes
Managing storage across mixed-generation VM clusters in GKE just got easier. With the new Dynamic Default Storage Class, Google Kubernetes Engine automatically selects between Persistent Disk (PD) and Hyperdisk based on a node's specific hardware compatibility. This abstraction eliminates the need for complex scheduling rules and manual pairing, ensuring your volumes "just work" regardless of the underlying infrastructure. By defining both variants in a single class, you reduce operational overhead while maintaining peak performance and cost-efficiency across your entire cluster.Explore automated disk type selection

	
Community TechTalk: AI-Powered Apigee Development with strofa.io
Join the Apigee community on February 26 for a deep dive into strofa.io. Guest speaker Denis Kalitviansky will demonstrate how this new AI-powered tool automates and orchestrates Apigee development, from local emulators to large-scale hybrid environments. Discover how to scale your API management and streamline team collaboration using the latest in AI-driven automation.

Register now to reserve your spot.




Jan 26 - Jan 30

	Simplify API Governance with Native OpenAPI v3 Support
Eliminate integration debt and accelerate deployment velocity with the General Availability of OpenAPI v3 (OASv3) support for API Gateway and Cloud Endpoints. You no longer need to downgrade modern specifications to OASv2. Instead, you can now define API contracts and enforce critical policies—including telemetry, quotas, and security—using native Google-specific extensions directly within your OASv3 files. This update ensures your APIs are secure by design while remaining fully compatible with the modern developer ecosystem and Google Cloud’s AI services.Get started with OpenAPI v3 on API Gateway and Cloud Endpoints.



	Accelerate API Testing with the New Open Source API Tester
Start validating your APIs with API Tester, a simple, YAML-based Test Driven Development (TDD) framework. Designed for the Apigee community, this tool allows you to write human-readable tests, run them instantly via a web client or CLI, and perform deep unit testing on Apigee proxies. With native support for JSONPath assertions and Apigee shared flows, you can verify everything from payload data to internal variables like proxy.basepath without leaving your terminal.Explore the API Tester guide and start testing your proxies today.
	Secure Sensitive Data with Kubernetes Secrets in Apigee hybrid
Enhance security in Apigee hybrid by accessing Kubernetes Secrets directly within your API proxies. This hybrid-exclusive feature keeps sensitive credentials within your cluster boundary and prevents replication to the management plane. It supports strict separation of duties: operators manage secrets via kubectl, while developers reference them as secure flow variables—ideal for high-compliance and GitOps workflows.Implement Kubernetes Secrets in your hybrid proxies.
	See the Console in a Whole New Light: Dark Mode is Now Generally Available in Google Cloud
Elevate your cloud management workflow with Dark Mode, now generally available in the Google Cloud console. We have delivered a modern, cohesive, and accessible experience reimagined for maximum comfort and productivity—especially during extended working hours and low-light environments. Dark Mode can be enabled automatically based on your operating system's preference, or manually through the Settings  -> Appearance menu.Switch to Dark Mode today to enjoy a modern, comfortable, and productive environment!

	Apigee X Networking: PSC or VPC Peering?
Deciding how to connect Apigee X? Watch this video to compare Private Service Connect and VPC Peering. We break down northbound and southbound routing, IP consumption, and how to reach targets on-prem or in the cloud. Learn to simplify your architecture and avoid common networking "gotchas" for a smoother deployment.Watch the video.



Jan 19 - Jan 23

	Bridge the Gap: Excel-to-API Conversion in Apigee Portals
Give your customers more ways to connect! This new article by Tyler Ayers explores how to extend the Apigee Integrated Portal to support direct Excel file uploads. By leveraging SheetJS and custom portal scripts, you can enable users to upload spreadsheets, preview data, and submit it directly to your APIs, all without writing a single line of integration code themselves. It’s a powerful way to simplify onboarding for those who aren't yet API-ready.Learn how to build it.
	Elevate your applications with Firestore’s new advanced query engine
We have fundamentally reimagined Firestore with pipeline operations for Enterprise edition. Experience a powerful new engine featuring over a hundred new query features, index-less queries, new index types, and observability tooling to improve query performance. Seamlessly migrate using built-in tools and leverage Firestore’s existing differentiated serverless foundation, virtually unlimited scale, and industry-leading SLA. Join a community of 600K developers to craft expressive applications that maximize the benefits of rich queryability, real-time listen queries, robust offline caching, and cutting-edge AI-assistive coding integrations.Learn more about Firestore pipeline operations.

Posted in	Inside Google Cloud
	Google Cloud
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2FA Enforcement for New User Registrations

PyPI · Oct 24, 4:05 PM UTC

What's changing?¶
Starting today, newly registered users must enable 2FA
before they can perform any management actions on PyPI.
This change comes after we've also added a rule for accounts to have
a verified, primary email address for the same set of management actions.
As a reminder, PyPI has supported adding 2FA since 2019.
This change is continuing along the path of enforcing 2FA for all users.
In May of this year we announced
that by the end of 2023 PyPI will require all users to enable Two-Factor Authentication (2FA).
That post has a wealth of information on what enforcement means,
and how folks can prepare for the change before end of year.
What are management actions?¶
Management actions may include any of the following:
	Creating/managing Projects
	Adding/removing API Tokens
	Uploading/removing Releases
	Adding/removing Collaborators
	Requesting/managing Organizations
	Adding/managing Trusted Publishers

This is not an exhaustive list,
but should provide a good idea of the actions we're talking about.
How does this affect me?¶
If you only need to browse, download, and install packages from PyPI
then a PyPI account isn't needed so this change doesn't affect you.
If you've already enabled 2FA on your PyPI account,
this change will not affect you.
Thanks for doing your part to keep the Python ecosystem safe!
If you recently registered a new PyPI account,
you are required to enable 2FA before you can perform any management actions.
When attempting to perform a management action,
you may see a red banner flash at the top of the page,
and be redirected to the 2FA setup page for your account.
You will still be able to log in, browse, and download packages without 2FA.
But to perform any management actions, you'll need to enable 2FA.
Is this the end?¶
As a reminder, we will enforce the 2FA requirement for all PyPI users
at the end of 2023.
These changes intend to mitigate scenarios like account takeovers,
where an attacker may be able to gain access to a user's account
using only an email and password (either via phishing or credential stuffing).
If a user's email account access is compromised,
and the attacker is able to successfully request a password reset,
the attacker would still need to bypass the 2FA requirement.
The more users using a Two Factor Authentication methods available,
the safer we all are.
Today PyPI offers both Time-based One-Time Passwords (TOTP)
and WebAuthn.
Security is a spectrum.
As long as we continue to make incremental progress,
we'll improve the overall posture for all users of PyPI.

Mike Fiedler is the PyPI Safety & Security Engineer since 2023.
2fa
security

Read it at the source



Enforcement of 2FA for upload.pypi.org begins today

PyPI · Oct 24, 4:05 PM UTC

Beginning today, all uploads from user accounts with 2FA enabled
will be required to use an API Token
or Trusted Publisher configuration
in place of their password.
This change has been planned
since 2FA was rolled out in 2019.
In February of 2022
we began notifying users on upload that this change was coming.
If you have 2FA enabled and have been using only your password to upload,
the following email is likely familiar to you:



      A sample notice email sent when users with 2FA enabled
      upload using only their password.
  
Initially, we intended for this notice to live for six months before
we began enforcement.
However, some valid concerns were raised regarding
the use of user-scoped API tokens for new project creation.
With the introduction of Trusted Publishers
PyPI now provides a way for users to publish new projects without
provisioning a user-scoped token, and to continue publishing without
ever provisioning a long lived API token whatsoever.
Given this, and our commitment to further rolling out 2FA across PyPI,
we are now enforcing this policy.

Ee Durbin is the Director of Infrastructure at
the Python Software Foundation.
They have been contributing to keeping PyPI online, available, and
secure since 2013.
2fa
security
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Security


CVE-2026-109618: PHP Memory Corruption Vulnerability

CISA KEV · Oct 26, 12:00 PM UTC

PHP contains an out-of-memory corruption vulnerability that allows for unauthenticated remote code execution.

The full piece, at the source



CVE-2026-109619: PHP Stale Internal Request-State Vulnerability

CISA KEV · Oct 26, 12:00 PM UTC

PHP contains a stale internal request-state vulnerability that allows for unauthenticated remote code execution.

The full piece, at the source



CVE-2026-48356: Adobe Commerce and Magento Unrestricted Upload of File with Dangerous Type Vulnerability

CISA KEV · Oct 27, 12:00 PM UTC

Adobe Commerce and Magento contain an unrestricted upload of file with dangerous type vulnerability that could result in arbitrary code execution in the context of the current user, potentially gaining elevated access or…

The full piece, at the source



CVE-2026-111497: Google Brotli Unchecked Return Value Vulnerability

CISA KEV · Oct 27, 12:00 PM UTC

Google Brotli contains an unchecked return value vulnerability that allows a remote unauthenticated attacker to corrupt adjacent decoder state memory, disclose sensitive memory contents, cause a denial of service, or pot…

The full piece, at the source



CVE-2026-41709: Broadcom VMWare ESX Insufficient Logging Vulnerability

CISA KEV · Oct 28, 12:00 PM UTC

Broadcom VMWare ESX contains an insufficient logging vulnerability that could allow a malicious actor with admin access to perform certain operations without being logged.

The full piece, at the source



CVE-2026-46300: Linux Kernel Missing Initialization of a Variable Vulnerability

CISA KEV · Oct 28, 12:00 PM UTC

Linux Kernel contains a missing initialization of a variable vulnerability that could allow for unintended modification of page-cache-backed data via failure to preserve the shared-fragment marker during socket buffer co…

The full piece, at the source



CVE-2026-97229: GitLab Community Edition and Enterprise Edition Integer Overflow or Wraparound Vulnerability

CISA KEV · Oct 29, 12:00 PM UTC

GitLab Community Edition and Enterprise Edition contain a integer overflow or wraparound vulnerability that could allow an unauthenticated user to execute arbitrary code on the GitLab server via a specially crafted regul…

The full piece, at the source



CVE-2026-76418: Cisco Secure Firewall ASA Software and Cisco Secure FTD Software Unchecked Return Value to NULL Pointer Dereference Vulnerability

CISA KEV · Oct 29, 12:00 PM UTC

Cisco Secure Firewall ASA Software and Cisco Secure FTD Software contains an unchecked return value to NULL pointer dereference vulnerability that could allow an unauthenticated, remote attacker to cause the device to re…

The full piece, at the source



CVE-2026-118527: Ivanti Connect Secure Generation of Predictable Numbers or Identifiers Vulnerability

CISA KEV · Oct 30, 12:00 PM UTC

Ivanti Connect Secure contains a generation of predictable numbers or identifiers vulnerability that allows a remote authenticated attacker to upload files with attacker-controlled content to a known location on disk. Th…

The full piece, at the source



CVE-2026-111357: Ivanti Connect Secure Missing Authentication for Critical Function Vulnerability

CISA KEV · Oct 30, 12:00 PM UTC

Ivanti Connect Secure contains a missing authentication for critical function vulnerability that could allow a local authenticated attacker to escalate their privileges. This vulnerability can be chained with CVE-2026-10…

The full piece, at the source



Cisco Finesse Server-Side Request Forgery Vulnerability

Cisco Security Advisories · Oct 29, 9:22 PM UTC

A vulnerability in the web-based management interface of Cisco Finesse could allow an unauthenticated, remote attacker to conduct server-side request forgery (SSRF) attacks through an affected device. This vulnerability…

The full piece, at the source



CVE-2026-120135: Apache Thrift: Java TProtocolUtil.skip() does not limit the recursion depth by default

oss-security (Openwall) · Oct 31, 1:44 AM UTC

Posted by Jens Geyer on Oct 30 Severity: important CVSS 4.0: 8.2 (high) CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:N/VC:N/VI:N/VA:H/SC:N/SI:N/SA:N Affected versions: - Apache Thrift (org.apache.thrift:libthrift) before 0.24.0 Descr…

The full piece, at the source



Inside a malicious Claude Code-branded extension and its persistent SSH backdoor

Microsoft Security · Oct 31, 1:02 AM UTC

Microsoft analyzes a malicious Claude Code–branded extension, its persistent SSH backdoor, and guidance to detect and remediate it. The post Inside a malicious Claude Code-branded extension and its persistent SSH backdoo…

The full piece, at the source



Trojanized Claude Code Extension Delivered Persistent SSH Backdoor to Developer Machines

StepSecurity · Oct 31, 12:32 AM UTC

On October 29, 2026, a trojanized version (2.1.313) of the official Claude Code VS Code extension was published to Cursor's extension marketplace, reaching up to 5,000 Cursor users during an 11-hour window. Sandbox and r…

The full piece, at the source



Fwd: GNU mtools 4.0.50 released, fixes CVE-2026-118384

oss-security (Openwall) · Oct 31, 12:25 AM UTC

Posted by Alan Coopersmith on Oct 30 https://www.cve.org/CVERecord?id=CVE-2026-118384 says "GNU mtools through 4.0.49 has an out-of-bounds write in parse_vses in vfat.c." https://lists.gnu.org/archive/html/info-mtools/20…

The full piece, at the source



Major Incidents


Elevated errors for Claude Fable 5.1

Claude · Oct 25, 8:17 AM UTC · major


The full piece, at the source



Service Disruption Impacting Wells Fargo connections

Plaid · Oct 26, 2:04 AM UTC · major


The full piece, at the source



View package and auth outage on npmjs.com

npm · Oct 26, 5:54 AM UTC · major


The full piece, at the source



Background job processing stalled

crates.io · Oct 26, 8:00 AM UTC · major


The full piece, at the source



Red Hat Connect Major Outage - Investigating

Quay.io · Oct 26, 9:43 AM UTC · major


The full piece, at the source



Problems with Vitess connectivity and credential changes

PlanetScale · Oct 26, 9:53 PM UTC · major


The full piece, at the source



Bandwidth Local Market Impairment - 658 - Colorado Springs, CO

Bandwidth · Oct 27, 4:45 AM UTC · critical


The full piece, at the source



Elevated Build Errors and Agent Runner failures

Netlify · Oct 27, 7:48 AM UTC · major


The full piece, at the source



Problems loading application

Linear · Oct 27, 8:07 AM UTC · major


The full piece, at the source



Elevated errors for Claude Sonnet 5.5

Claude · Oct 27, 9:14 AM UTC · major


The full piece, at the source



API & API CDN timeouts for small subset of customers

Sanity · Oct 27, 2:33 PM UTC · major


The full piece, at the source



Elevated errors for Claude Sonnet 5.5

Claude · Oct 27, 3:09 PM UTC · major


The full piece, at the source



Frontend Observability Outage in prod-eu-west-2

Grafana Cloud · Oct 27, 3:56 PM UTC · critical


The full piece, at the source



Kubernetes Cluster Management Operations

DigitalOcean · Oct 27, 10:14 PM UTC · major


The full piece, at the source



API Service Degradation - EU Region

Chargebee · Oct 28, 8:15 AM UTC · major


The full piece, at the source



Next-Gen Entity Platform Issues

New Relic · Oct 28, 9:33 AM UTC · major


The full piece, at the source



Studio, Dashboard, Content Agent, & Manage timeouts

Sanity · Oct 28, 11:49 AM UTC · critical


The full piece, at the source



2026-October-28 Service Incident

Sauce Labs · Oct 28, 12:51 PM UTC · major


The full piece, at the source



Disruption with some Copilot services

GitHub · Oct 28, 2:12 PM UTC · critical


The full piece, at the source



Delays processing new video uploads

Vimeo · Oct 28, 7:57 PM UTC · critical


The full piece, at the source



Elevated Mux Video Errors

Mux · Oct 28, 11:42 PM UTC · critical


The full piece, at the source



Vietnam - Multiple services degradation

Infobip · Oct 29, 1:50 AM UTC · major


The full piece, at the source



[fr-par] [Serverless SQL DB] All SQL databases are unavailable

Scaleway · Oct 29, 8:59 AM UTC · major


The full piece, at the source



BitBucket Cloud Integrations Degraded

Snyk · Oct 29, 10:44 AM UTC · major


The full piece, at the source



Number Portability Checker Incident

Bandwidth · Oct 29, 3:09 PM UTC · major


The full piece, at the source



404s downloading worker binary

Spacelift · Oct 29, 3:48 PM UTC · major


The full piece, at the source



dbt Wizard SQL execution failing

dbt Cloud · Oct 29, 5:10 PM UTC · major


The full piece, at the source



Bandwidth Local Market Impairment - 658 - Colorado Springs, CO

Bandwidth · Oct 29, 5:27 PM UTC · critical


The full piece, at the source



SSO Profile API Timeouts

WorkOS · Oct 29, 5:34 PM UTC · major


The full piece, at the source



SMS Delivery Issues

Clerk · Oct 29, 5:40 PM UTC · major


The full piece, at the source



Delays processing new video uploads

Vimeo · Oct 29, 6:03 PM UTC · major


The full piece, at the source



API errors

Quay.io · Oct 29, 11:40 PM UTC · critical


The full piece, at the source



Disruption with GitHub services

GitHub · Oct 30, 2:31 PM UTC · critical


The full piece, at the source



2026-October-30 Service Incident

Sauce Labs · Oct 30, 3:07 PM UTC · major


The full piece, at the source



Issues establishing voice calls

Discord · Oct 30, 3:23 PM UTC · major


The full piece, at the source



Incident with Actions, Pages, and Webhooks

GitHub · Oct 30, 5:50 PM UTC · major


The full piece, at the source



Elevated error rates and intermittent failures across Pulumi Cloud

Pulumi Cloud · Oct 30, 7:11 PM UTC · critical


The full piece, at the source



Releases


tvOS 27.2 (24K122)

Apple Developer releases · Oct 26, 5:00 PM UTC

View downloadsView release notes

The full piece, at the source



visionOS 27.2 (24N120)

Apple Developer releases · Oct 26, 5:00 PM UTC

View downloadsView release notes

The full piece, at the source



watchOS 27.2 (24S118)

Apple Developer releases · Oct 26, 5:00 PM UTC

View downloadsView release notes

The full piece, at the source



ComfyUI 0.43.0: modelprefetch, syncrhonize all graph cleanups by @rattus128 in #17178

ComfyUI · Oct 27, 2:40 AM UTC

What's Changed model_prefetch: syncrhonize all graph cleanups by @rattus128 in #17178 Add rope scaling support to MOSS-image by @kijai in #17172 [Partner Nodes] Renew partner-node sign-in tokens in API nodes by @dante01y…

The full piece, at the source



electron v44.10.0

Electron · Oct 27, 6:00 PM UTC

Release Notes for v44.10.0 Features Added filtering options to session.registerPreloadScript - matches, excludeMatches, includeGlobs, excludeGlobs, matchOriginAsFallback. #55182 (Also in 45 ) Fixes Fixed a crash on Linux…

The full piece, at the source



electron v45.1.0

Electron · Oct 27, 7:51 PM UTC

Release Notes for v45.1.0 Features Added filtering options to session.registerPreloadScript - matches, excludeMatches, includeGlobs, excludeGlobs, matchOriginAsFallback. #55181 (Also in 44 ) Fixes Fixed a crash on Linux…

The full piece, at the source



v45.2.0

Electron · Oct 30, 6:33 AM UTC

v45.2.0

The full piece, at the source



Release v0.66.0

Gemini CLI · Oct 27, 8:26 PM UTC

What's Changed Update ROADMAP.md to no longer reference outdated 2025 roadmap by @DavidAPierce in #29723 Changelog for v0.65.0-preview.0 by @gemini-cli-robot in #29739 chore(release): bump version to 0.66.0-nightly.20261…

The full piece, at the source



Google Gen AI SDK 2.34.0: Add support for continuationtoken and requirescontinuation status (daac53e)

Google Gen AI SDK · Oct 29, 6:23 AM UTC

2.34.0 (2026-10-29) Features Add support for continuation_token and requires_continuation status ( daac53e ) Add support for Python 3.15. ( cb1408b ) Add video upscale task parameter ( 0456043 ) Drop support for Python 3…

The full piece, at the source



Goose 1.57.0: Allowlist, require HTTPS and validate redirects, block on policy failure #12619

Goose · Oct 28, 7:42 PM UTC

Features Allowlist: require HTTPS and validate redirects, block on policy failure #12619 Allow callers to supply Goose session IDs #13098 Bug Fixes Linux window icons restored in desktop app #13120 OpenRouter: resolve va…

The full piece, at the source



LanceDB v0.41.0

LanceDB · Oct 29, 8:12 AM UTC

This release uses Lance 14.0.2. Python embedding configuration migration This release changes SentenceTransformerEmbeddings.trust_remote_code to default to False and requires process-level approval before restoring remot…

The full piece, at the source



NestJS 12.3.0: platform-node

NestJS · Oct 28, 11:41 AM UTC

v12.3.0 (2026-10-27) Features platform-node #18063 feat(node): add a native node http platform adapter ( @kamilmysliwiec ) Bug fixes common #18289 fix(common): report the detected file type in file type errors ( @DenisCD…

The full piece, at the source



2026-10-28, Version 26.13.0 'Lithium' (LTS), @richardlau

Node.js · Oct 28, 4:57 PM UTC

Notable Changes This release marks the transition of Node.js 26.x into Long Term Support (LTS) with the codename 'Lithium'. It will continue to receive updates through to the end of April 2029. Other than updating metada…

The full piece, at the source



ONNX Runtime WebGPU Plugin EP v0.5.0

ONNX Runtime · Oct 29, 9:30 PM UTC

ONNX Runtime WebGPU Plugin EP 0.5.0 expands attention, mixture-of-experts, and quantized operator support, improves GPU kernel performance, and strengthens runtime integration and correctness. Highlights Performance Enab…

The full piece, at the source



OpenAI Codex 0.165.0: GPT-6.1 Terra to the model catalogs. (#57337)

OpenAI Codex · Oct 27, 8:11 PM UTC

New Features Added a built-in Google Cloud Vertex AI provider, configured with model_provider = "gcp". ( #56265 ) Added GPT-6.1 Terra to the model catalogs. ( #57337 ) Added a repository filter to the session picker and…

The full piece, at the source



OpenAI Codex 0.166.0: GPT-6.1 Terra to the bundled, Vertex AI, and Amazon Bedrock model catalogs. (#57293)

OpenAI Codex · Oct 29, 7:50 PM UTC

New Features Added keyboard-driven transcript selection with word, line, and page motions, integrated search, and configurable shortcuts. ( #57221, #57222, #57223, #57224 ) Rendered Markdown consistently in async questio…

The full piece, at the source



OpenAI Node SDK 7.44.0: api, add delegation controls and prompt cache lifetimes and scheduled automations via…

OpenAI Node SDK · Oct 26, 3:31 PM UTC

7.44.0 (2026-10-25) Features api: add delegation controls and prompt cache lifetimes and scheduled automations via client.beta.agents.automations, including invocation endpoints and the automations agent-tool variant ( #…

The full piece, at the source



OpenAI Node SDK 7.45.0: api, add gpt-6.1-terra model identifier (#3054) (f8120e5)

OpenAI Node SDK · Oct 26, 7:14 PM UTC

7.45.0 (2026-10-26) Features api: add gpt-6.1-terra model identifier ( #3054 ) ( f8120e5 ) Bug Fixes deps-dev: bump @cloudflare/workers-types from 5.20261011.1 to 5.20261018.1 in /ecosystem-tests/cloudflare-worker ( #303…

The full piece, at the source



OpenAI Node SDK 7.46.0: api, add agent context compaction settings (#3075) (3e3918d)

OpenAI Node SDK · Oct 31, 12:27 AM UTC

7.46.0 (2026-10-31) Features api: add agent context compaction settings ( #3075 ) ( 3e3918d ) api: add agent session review and tool settings ( #3083 ) ( fb9c100 ) api: add experimental agent time awareness ( #3078 ) ( 2…

The full piece, at the source



OpenAI Python SDK 3.38.0: api, add delegation controls and prompt cache lifetimes (#4169) (43045fc)

OpenAI Python SDK · Oct 26, 4:35 PM UTC

3.38.0 (2026-10-25) Features api: add delegation controls and prompt cache lifetimes ( #4169 ) ( 43045fc ) api: expand Live Decision item and question types ( #4175 ) ( 5d72315 ) Bug Fixes agents: clarify result schema w…

The full piece, at the source



OpenAI Python SDK 3.39.0: api, add gpt-6.1-terra model identifier (#4180) (e8beb1a)

OpenAI Python SDK · Oct 26, 7:14 PM UTC

3.39.0 (2026-10-26) Features api: add gpt-6.1-terra model identifier ( #4180 ) ( e8beb1a )

The full piece, at the source



OpenAI Python SDK 3.40.0: api, add prompt cache breakpoint TTL options (#4188) (3596d18)

OpenAI Python SDK · Oct 27, 3:37 PM UTC

3.40.0 (2026-10-27) Features api: add prompt cache breakpoint TTL options ( #4188 ) ( 3596d18 ) Bug Fixes ci: use an explicit browser demo dependency ( #4185 ) ( a3f4302 ) Chores api: record completed generated-code sepa…

The full piece, at the source



OpenAI Python SDK 3.41.0: api, accept typed references in Realtime response inputs (#4189) (8ecb487)

OpenAI Python SDK · Oct 28, 10:26 PM UTC

3.41.0 (2026-10-28) Features api: accept typed references in Realtime response inputs ( #4189 ) ( 8ecb487 ) api: add response tool usage models ( #4201 ) ( 55fc500 ) api: filter agent sessions by metadata ( #4200 ) ( 77f…

The full piece, at the source



OpenAI Python SDK 3.42.0: api, add agent context compaction settings (#4209) (f552fcf)

OpenAI Python SDK · Oct 31, 12:26 AM UTC

3.42.0 (2026-10-31) Features api: add agent context compaction settings ( #4209 ) ( f552fcf ) api: add agent session review and tool settings ( #4217 ) ( a63c4cd ) api: add experimental agent time awareness ( #4211 ) ( 1…

The full piece, at the source



v1.70.0/v0.164.0

OpenTelemetry Collector · Oct 26, 2:54 PM UTC

Images and binaries here: https://github.com/open-telemetry/opentelemetry-collector-releases/releases/tag/v0.164.0 End User Changelog Enhancements cmd/mdatagen: Add support for supported_platforms in component metadata,…

The full piece, at the source



service/v0.164.0

OpenTelemetry Collector · Oct 26, 2:54 PM UTC

Module set beta, Version v0.164.0

The full piece, at the source



oxlint v1.90.0

Oxc · Oct 27, 5:51 AM UTC

Features cf34678 oxlint: Export Oxlintrc type ( #28132 ) (Sysix) 831cdf1 oxlint: Require mininum oxlint-tsgolint version v7.0.2005 ( #28118 ) (camc314) d1b00f4 linter/typescript: Implement no-unsafe-enum-assignment rule…

The full piece, at the source



oxfmt v0.75.0

Oxc · Oct 27, 5:51 AM UTC

Bug Fixes 5042019 formatter: Keep fill layout for array with comment after [ ( #28170 ) (leaysgur) 9d37ff6 formatter: Use position-based comment checks for concise arrays ( #28169 ) (leaysgur) 016c4a2 formatter: Keep a c…

The full piece, at the source



sdk/v3.273.0: Update module golang.org/x/net to v0.62.0 [SECURITY] (#25431)

Pulumi · Oct 28, 3:19 PM UTC

This PR contains the following updates: | Package | Change | Age | Confidence | |---|---|---|---| | golang.org/x/net | v0.60.0 → v0.62.0 | | | | golang.org/x/net | v0.61.0 → v0.62.0 | | | Warning Some dependencies could…

The full piece, at the source



Pulumi 3.273.0: [auto] Add up to the generated automation APIs for NodeJS, Python and Go #25055

Pulumi · Oct 28, 7:51 PM UTC

3.273.0 (2026-10-28) Features [auto] Add up to the generated automation APIs for NodeJS, Python and Go #25055 [auto] Add logs commands to the generated automation APIs for NodeJS, Python and Go #25065 [pcl] Add a resourc…

The full piece, at the source



pkg/v3.273.0: Changelog and go.mod updates for v3.273.0 (#25440)

Pulumi · Oct 29, 8:23 AM UTC

Co-authored-by: github-actions github-actions@github.com

The full piece, at the source



v2.14.0 2026-10-08

Pydantic · Oct 29, 5:07 PM UTC

What's Changed The highlights of the v2.14 release are available in the blog post. Several minor changes (considered non-breaking changes according to our versioning policy ) are also included in this release. Make sure…

The full piece, at the source



8.12 RC1

Redis · Oct 29, 12:49 PM UTC

This is the first Release Candidate of Redis 8.12 in Redis Open Source. Release Candidates are feature-complete pre-releases. Pre-releases are not suitable for production use. Headlines: Redis 8.12 introduces new feature…

The full piece, at the source



Rollup 4.66.0: Support null sources in plugin-generated sourcemaps (#6600)

Rollup · Oct 28, 1:32 PM UTC

4.66.0 2026-10-28 Features Support null sources in plugin-generated sourcemaps ( #6600 ) Support plugin-generated "index" sourcemaps ( #6601 ) Bug Fixes Preserve rendering errors when the rendereError hook fails ( #6602…

The full piece, at the source



Rspack 2.3.0: See Announcing Rspack 2.3 for more details

Rspack · Oct 29, 8:12 AM UTC

What's Changed See Announcing Rspack 2.3 for more details. New Features feat: rename loader filter.code to codeFilter by @SyMind in #16184 feat: integrate allocative snapshots and profiling skill into Rspack by @intellil…

The full piece, at the source



Rust 1.99.0

Rust · Oct 24, 8:21 PM UTC

Language Add allow-by-default raw_borrows_via_references lint that checks for references that decay immediately into raw borrows Extend unconditional_panic lint to function calls that panic when the chunks/windows size i…

The full piece, at the source



Rust 1.95.0

Rust · Oct 24, 8:21 PM UTC

Language Stabilize if let guards on match arms irrefutable_let_patterns lint no longer lints on let chains Support importing path-segment keywords with renaming Stabilize inline assembly for PowerPC and PowerPC64 const-e…

The full piece, at the source



Rust 1.98.0

Rust · Oct 24, 8:21 PM UTC

Language Allow shortening lifetime of &mut when unsize-coercing, even in an invariant position. For example, you can now coerce a Cell<&'long mut i32> to a Cell<&'short mut dyn Send>. Such shortenings were already previo…

The full piece, at the source



swc_core@v83.0.0

SWC · Oct 30, 8:12 AM UTC

chore: Publish crates with swc_core v83.0.0

The full piece, at the source



@supabase/config v0.12.0

Supabase CLI · Oct 26, 10:25 AM UTC

0.12.0 (2026-10-26) Bug Fixes cli: warn that deprecated config, env vars and import maps are removed in v3 ( #7154 ) ( 8a549df ) config: explain config parse errors and reject inf/nan ( CLI-2755 ) ( #7267 ) ( b1c2e5c ) c…

The full piece, at the source



@supabase/config v0.13.0

Supabase CLI · Oct 26, 2:27 PM UTC

0.13.0 (2026-10-26) Features config: publish x-secret markers in the config JSON schema ( #7330 ) ( f6f7859 )

The full piece, at the source



@supabase/config v0.14.0

Supabase CLI · Oct 27, 3:37 PM UTC

0.14.0 (2026-10-27) Features config: accept env() on number, boolean, enum and list fields in the config schema ( #7333 ) ( 3507dba )

The full piece, at the source



TRL 1.17.0: Mistral Large 4, fine-tune a 1T-parameter model on one node

TRL · Oct 30, 5:42 AM UTC

Features Mistral Large 4: fine-tune a 1T-parameter model on one node TRL now supports mistralai/Mistral-Large-4-1T-A52B: 1T parameters, 52B active. The new LoRA example fine-tunes it with SFTTrainer on a single 8×B300 no…

The full piece, at the source



Temporal 1.33.0-164.2: patched temporal version

Temporal · Oct 24, 5:31 PM UTC

patched temporal version

The full piece, at the source



Temporal 1.33.0-164.3: patched temporal version

Temporal · Oct 26, 7:34 PM UTC

patched temporal version

The full piece, at the source



Temporal 1.33.0-164.4: patched temporal version

Temporal · Oct 27, 11:50 PM UTC

patched temporal version

The full piece, at the source



Temporal 1.33.0-165.1: patched temporal version

Temporal · Oct 28, 10:51 PM UTC

patched temporal version

The full piece, at the source



Release: v5.21.0

Transformers · Oct 26, 6:21 PM UTC

Release v5.21.0 New Model additions MiniCPM-OCR MiniCPM-OCR is a document-understanding model from OpenBMB's MiniCPM-V family. It keeps the MiniCPM-V 4.6 architecture, which pairs a SigLIP vision encoder and a window-att…

The full piece, at the source



v5.22.0: Mistral Large 4 (Le Chonk)

Transformers · Oct 29, 2:16 PM UTC

New Models Mistral Large 4 (Le Chonk) Mistral Large 4 is Mistral's largest and most capable model to date: a 1 trillion-parameter natively multimodal Mixture-of-Experts model with 49 billion active parameters per token (…

The full piece, at the source



Triton 3.9.0 Release Notes

Triton · Oct 27, 6:56 PM UTC

Triton 3.9.0 Release Notes Table of Contents Dialect & Frontend Backend & Compiler AMD/HIP Backend NVIDIA Backend Gluon & Layout Improvements Kernels & Benchmarks Proton Profiling Testing & CI Build & Infrastructure Docu…

The full piece, at the source



1.144.0

VS Code · Oct 28, 6:51 PM UTC

https://code.visualstudio.com/updates/v1_144

The full piece, at the source



entities v9.0.0

entities (npm) · Oct 29, 12:06 AM UTC

Full speed unlocked: This release features a faster approach to decoding entities based on cuckoo hashing, replacing the previous trie based approach. Instead of walking a trie character by character, we now do a few loo…

The full piece, at the source



b11890: deepseekv4.1: follow-up review fixes (#31137)

llama.cpp · Oct 26, 7:52 AM UTC

kv-cache: use ggml_backend_tensor_copy to refill the DSV4 K mirrors llama: move the Engram pad id to llama_hparams and the token map to llama_model The saver no longer needs the deepseek41 model class. deepseek41: drop t…

The full piece, at the source



openai 7.45.0

npm releases · Oct 26, 7:27 PM UTC

The official TypeScript library for the OpenAI API

The full piece, at the source



langchain 1.6.0

npm releases · Oct 28, 12:55 AM UTC

Typescript bindings for langchain

The full piece, at the source



@google/genai 2.32.0

npm releases · Oct 29, 6:40 AM UTC

[![NPM Downloads](https://img.shields.io/npm/dw/%40google%2Fgenai)](https://www.npmjs.com/package/@google/genai) [![Node Current](https://img.shields.io/node/v/%40google%2Fgenai)](https://www.npmjs.com/package/@google/ge…

The full piece, at the source



opencode 2.2.0: Create, install and share Desktop plugins (experimental) (#55246, #59469, #59489)

opencode · Oct 27, 9:04 AM UTC

Highlights Create, install and share Desktop plugins (experimental) ( #55246, #59469, #59489 ) Refreshed the desktop app experience ( #56898, #58865, #55838, #57962 ) Add experimental image and decision generation APIs t…

The full piece, at the source



process-daemon v0.4.0

opencode · Oct 29, 10:01 PM UTC

opencode-pty 0.4.0 (protocol 7) from packages/process-daemon, published to npm as @opencode/pty@0.4.0.

The full piece, at the source



pnpm 12.16

pnpm · Oct 27, 12:12 AM UTC

This release adds a global --env-file flag, updates to a symlinked pnpm-lock.yaml, and pnpm setup --no-modify-path. It also fixes two security issues, in zstd decompression and in signing. Minor Changes Added a repeatabl…

The full piece, at the source



pnpm 12.17

pnpm · Oct 30, 2:24 PM UTC

pnpm 12.17.0 adds pnpm peers check --global, dependency-group selectors and wildcards in overrides, and runtime, package manager, Cargo, and Python updates in pnpm outdated and pnpm update. It also fixes files that other…

The full piece, at the source



Research


Vulnerabilities and Defenses in Audio-Visual Attacks: A Survey From Audio to Multimodal Models

ACM Computing Surveys · Oct 30, 12:00 PM UTC

With the rapid development of multimodal large language models (MLLMs) and the cost of large amounts of data and resources, researchers are more inclined to use public datasets and fine-tune open-source MLLMs to achieve excellent performance in audiovisual related tasks 1 . While…

The full piece, at the source



The Impact of Explanation Characteristics on the Effects of Recommender Systems Explanations

ACM Computing Surveys · Oct 30, 12:00 PM UTC

There seems to be a consensus that adding explanations to AI systems, such as recommender systems, can have positive effects, such as increasing a user’s trust, the transparency of the system, or the efficiency of a decision-making process. It is to this date unclear, though, how…

The full piece, at the source



SIMTSim: Exploiting Hardware Platform Parallelism for GPGPU Instruction Set Simulation

ACM TACO (Architecture and Code Optimization) · Oct 27, 12:00 PM UTC

The rapid proliferation of specialized GPGPU SIMT (Single Instruction, multiple threads) architectures for AI and data parallel workloads demands fast, functionally accurate simulation to drive ISA exploration and software stack development. However, traditional instruction set s…

The full piece, at the source



FCoral: A Framework for Fine-grained Concurrency Evaluation Across Programming Language Runtimes

ACM TACO (Architecture and Code Optimization) · Oct 27, 12:00 PM UTC

Modern programming languages increasingly support lightweight concurrency abstractions (e.g., coroutines), which are managed by language-level runtimes to improve scalability and performance in highly concurrent applications. Compared with coarse-grained thread-level concurrency,…

The full piece, at the source



Deterministic Fully-Static Whole-Binary Translation without Heuristics

ACM TACO (Architecture and Code Optimization) · Oct 27, 12:00 PM UTC

We present Elevator , the first binary translator capable of statically translating entire x86-64 binary executables to AArch64 without using debug information, source code, or any assumptions about code patterns or layouts within the original binary. Unlike existing binary trans…

The full piece, at the source


That's the whole edition.

