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The Week's Top Stories


What’s new with Google Data Cloud

Google Cloud · Nov 12, 5:00 PM UTC

Recent product news and updates from our data analytics, database and business intelligence teams.
November 9 - November 13

	
Bringing conversational analytics to Gemini with Data Cloud connectors: Data Cloud connectors in Gemini are now in preview, enabling knowledge workers to query live enterprise data using natural language directly within tools like Google Docs, Gmail, and Google Slides. The capability connects across BigQuery, Looker, Spanner, AlloyDB for PostgreSQL, and Cloud SQL without requiring data movement, grounded by Knowledge Catalog semantic models under user-identity IAM governance. Read the announcement blog.


	
Direct Apache Iceberg access in AlloyDB enables unified lakehouse querying: AlloyDB for PostgreSQL now supports direct querying of Apache Iceberg tables stored in Cloud Storage without requiring ETL pipelines or data duplication. Transactional applications can join operational data with analytical lakehouses in real time using standard PostgreSQL queries, accelerating cross-system analysis while maintaining complete relational integrity. Together with AlloyDB sync and lakehouse federation, you now have three integration approaches to choose from, depending on your use case. Read the launch blog.


	
AlloyDB Express delivers instant scale-to-zero PostgreSQL for developer prototyping: AlloyDB Express is now available, providing a lightweight, fast-provisioning PostgreSQL environment tailored for developers, testing, and AI coding agents like Antigravity. It scales to zero when idle to minimize costs while maintaining full PostgreSQL compatibility, allowing engineering teams to transition prototype workloads to production AlloyDB instances when ready. AlloyDB Express offers a free tier, with easy-to-understand pricing for higher usage. Read the announcement blog.


	
Carwow unifies its data foundation with BigQuery, Knowledge Catalog, and Looker to scale AI innovation: Europe's largest online car-changing marketplace migrated to BigQuery, Knowledge Catalog, and Looker to establish a governed single source of truth and enable trusted self-service analytics across the business. Paired with Gemini, Carwow automated vehicle document verification and PII redaction to save £2 million annually while cutting MLOps deployment cycles from months to weeks. Watch the Carwow customer story video.


	
Geospatial Analytics Playground enables natural-language exploration of BigQuery maps datasets: Google Maps Platform launched the Geospatial Analytics Playground, a natural-language evaluation environment built on top of Places Insights, Roads Management Insights, and Street View Insights datasets in BigQuery. Powered by Gemini, the open-source Agent Development Kit (ADK), and modular agent skills, the playground lets teams test spatial queries and validate dataset coverage without upfront spatial engineering. Read the announcement blog.




November 2 - November 6

	
BigQuery observability for data agents is now generally available: Data teams can now monitor the performance, adoption, latency, and cost of BigQuery data agents and their multi-turn conversations using Google Cloud Observability. This capability provides production-grade visibility into agent execution traces, usage volume, and query behavior so organizations can scale conversational analytics with confidence. Review the BigQuery release notes.


	
BigQuery change history and continuous queries for Apache Iceberg managed tables are now GA: BigQuery change history and continuous queries are now generally available for Lakehouse for Apache Iceberg managed tables. You can use the APPENDS table-valued function to track row additions over a specific time range and run continuous queries to read incoming data from and write output rows to Apache Iceberg managed tables. Review the BigQuery release notes.


	
BigQuery Data Engineering Agent adds support for BigQuery AI and ML functions: The BigQuery Data Engineering Agent now supports BigQuery AI, ML, and object functions and statements directly inside generated Dataform SQLX pipelines and agent instruction files. Paired with new folder-based Git repository integration in BigQuery Studio, data engineers can build, version, and automate AI-enriched data pipelines faster. Review the BigQuery release notes.


	
AlloyDB for PostgreSQL introduces AI-powered SQL tuning in preview: AlloyDB for PostgreSQL added the ai.tune_sql function in Public Preview. The function combines AI models with query execution plans and runtime statistics to automatically recommend query rewrites, missing indexes, vacuum operations, and database flag adjustments. Review the AlloyDB release notes.


	
Zero-downtime embedding model upgrades in AlloyDB AI: A new technical guide demonstrates how to upgrade vector embedding models in AlloyDB AI without disrupting production traffic. Using automatic embeddings alongside ScaNN vector indexes, engineering teams can transition to newer embedding models in the background while keeping semantic search and RAG applications online. Read the blog.


	
Shrink Cloud SQL for SQL Server storage disks with minimal downtime using Database Migration Service: A new technical guide demonstrates how to reclaim underutilized storage and reduce infrastructure costs on Cloud SQL for SQL Server instances using Database Migration Service (DMS). This workflow migrates databases to right-sized target disks with continuous replication so teams can downsize over-provisioned storage with minimal cutover downtime. Read the blog.


	
Dataflow Streaming Engine adds latency tiers and scheduled autoscaling: Dataflow introduced new horizontal autoscaling controls for Streaming Engine jobs, allowing teams to select low, medium, or high latency tiers to tune backlog sensitivity. Engineers can also configure recurring autoscaling schedules to adjust minimum and maximum worker counts or utilization targets during predictable traffic windows. Review the Dataflow release notes.


	
Spanner adds ON DELETE SET NULL foreign key actions across GoogleSQL and PostgreSQL: Spanner now supports the ON DELETE SET NULL referential action on foreign keys for both GoogleSQL and PostgreSQL dialects. When a referenced parent row is deleted, Spanner automatically updates the referencing child columns to NULL, simplifying schema migrations and relational integrity management. Review the Spanner release notes.




October 26 - October 30

	
LookML metadata indexing in Knowledge Catalog is now generally available: LookML models, Explores, Views, and join logic now continuously sync into the Knowledge Catalog context graph. This integration provides turnkey grounding for Gemini Enterprise and custom AI agents with deterministic business math, paired with end-to-end lineage tracing from underlying BigQuery tables directly to individual Looker dashboard tiles. Read the announcement blog.


	
Best Buy accelerates self-service insights with conversational analytics in BigQuery: Best Buy deployed conversational data agents directly against BigQuery to empower retail teams with multi-turn natural language exploration. The implementation reduces reliance on manual SQL and dedicated engineering queues, accelerating strategic planning and forecasting cycles while preserving enterprise governance and data protections validated against historical sales records. Explore the Best Buy customer story.


	
Myer accelerates retail insights with BigQuery data agents and Gemini: Leading department store Myer rolled out conversational data agents in BigQuery across 50+ retail analytics projects. Powered by Gemini, the solution enables commercial and merchandising teams to analyze store performance, stock levels, and customer trends using plain English, speeding up decision-making and reducing backlog requests for data teams. Read the Myer case study.


	
Rightmove speeds real estate analytics and predictive forecasting with Looker: The UK's top property portal unified its business analytics on Looker and BigQuery, delivering 4x faster reporting for 400+ team members and cutting meeting prep from hours to minutes. In addition, Rightmove built forecasting models that predict lead volume within 2–4.5% of actual results, while piloting Conversational Analytics in Looker. Read the Rightmove customer story.


	
BigQuery adds AI.TRANSLATE and AI.CHUNK_DOCUMENT for in-database text and RAG pipelines: BigQuery introduced two native generative AI capabilities to simplify unstructured data workflows directly within SQL. The AI.TRANSLATE function enables multilingual translation across Neural Machine Translation and Translation LLMs, while the AI.CHUNK_DOCUMENT table-valued function partitions unstructured text into semantically coherent segments optimized for vector embeddings and RAG pipelines. Review the BigQuery release notes.


	
AlloyDB adds in-database ai.extract and ai.classify functions to accelerate operational AI: AlloyDB for PostgreSQL introduced two new AI functions, ai.extract and ai.classify, in Public Preview, allowing developers to extract structured entities and categorize unstructured text directly inside SQL queries without external inference pipelines. These functions add to existing AlloyDB AI capabilities such as summarizing, generating, and filtering data with AI. Review the AlloyDB release notes.


	
AlloyDB Omni Web UI is generally available for centralized hybrid database management: The AlloyDB Omni Web UI is now generally available, providing a centralized graphical interface to manage hybrid and on-premises PostgreSQL deployments. Database administrators can monitor multi-cluster topologies, inspect columnar engine metrics, diagnose slow queries with Query Insights, and verify AI model connectivity across their database fleet. Review the AlloyDB Omni release notes.


	
Cloud Spanner adds approximate aggregate functions for high-speed analytics at scale: Cloud Spanner now supports approximate aggregate functions across both GoogleSQL and PostgreSQL dialects. Powered by HyperLogLog++ sketches, these functions generate fast statistical estimates for distinct count metrics with minimal compute overhead, accelerating analytical queries and reporting dashboards across petabyte-scale operational datasets. Review the Cloud Spanner release notes.


	
Knowledge Catalog introduces self-learning context enrichment and Knowledge Studio (Preview): Knowledge Catalog's enrichment agent now learns from agent and user interactions and from sources such as playbooks, code repositories, and business documents to find and fix missing or outdated context, which teams can package into reusable context sets. Knowledge Studio, the new studio experience in Knowledge Catalog, lets context engineers and data stewards explore their data estate conversationally, navigate a visual context graph, and review changes before they reach users and agents. Based on internal benchmarks, grounding agents in Knowledge Catalog makes them nearly 4x more accurate, with up to 33% lower latency and using up to 75% fewer tokens. Read the launch blog.


	
Knowledge Catalog now grounds AI agents in the semantic models you already trust (GA): Knowledge Catalog natively ingests semantic models and metric definitions from Looker LookML, BigQuery Graph, dbt MetricFlow, Snowflake Semantic Views, Databricks Metric Views, and SAP Core Schema Notation, and connects them with lineage, data quality, and access controls in a single context graph. Gemini Enterprise, BigQuery conversational analytics, and custom agents retrieve a metric's trusted formula, verified join path, and backing table in one context call, without moving data or rewriting business logic. Read the launch blog.




October 19 - October 23

	
BigQuery introduces column aliases in GoogleSQL and cross-region table copy GA
GoogleSQL in BigQuery now supports column aliases in SELECT and WHERE clauses (GA opt-in), avoiding nested subqueries and simplifying migrations from Snowflake and Teradata. Cross-region table copying is also now generally available to streamline regional data replication and disaster recovery. Review the BigQuery release notes.


	
Conversational analytics in BigQuery expands to Canada and adds CSV/PDF export
Conversational analytics in BigQuery is now available in Montréal (northamerica-northeast1) and Toronto (northamerica-northeast2) to support Canadian data residency requirements. You can also now export agent responses — including text, tables, charts, and citations — directly to CSV or PDF (GA). Learn more about conversational analytics in BigQuery.


	
AlloyDB Omni 18.4.0 is now GA with Advanced Query Insights and external KMS support
AlloyDB Omni 18.4.0 brings PostgreSQL 18.4 to self-hosted and multi-cloud environments, adding the google_insights_v2 extension for granular query execution and wait-event diagnostics. It also adds Thales CipherTrust Manager support for Transparent Data Encryption (TDE) alongside HashiCorp Vault. Explore the AlloyDB Omni release notes.


	
Cloud SQL for PostgreSQL adds managed connection pooling and Private Service Connect defaults
Cloud SQL for PostgreSQL now supports enabling built-in managed connection pooling on existing Private Service Connect (PSC) instances to scale high-concurrency workloads. PSC is also now the default private IP option for new Cloud SQL instances in new projects to simplify cross-project networking. Review Cloud SQL updates.


	
Customer momentum: Unico prevents over $5B in fraud on Google's Agentic Data Cloud
Digital identity platform Unico migrated from Databricks Spark/Scala clusters to BigQuery and Spanner at the core of its data architecture. Unifying real-time transaction streams with petabyte-scale analytics enabled low-latency identity verification that has prevented over $5 billion in fraud. Read the Unico case study.


	
Developer guide: Getting started with Looker Data Apps
Following the debut of Looker Data Apps in preview, a new walkthrough on the Google Developer Community shares practical patterns for building prompt-driven applications inside Looker. Read the guide on the Google Developer Community.




October 12 - October 16

	
Looker Data Apps are now in Preview to build and host interactive, agent-generated applications natively inside Looker
Generated using natural language prompts, the Antigravity CLI, or Claude Code, these interactive web applications, natively hosted inside Looker, transform business reporting into operational systems of action. Users can test scenarios, adjust parameters, and trigger workflows in downstream platforms while inheriting LookML semantic modeling, row-level security, and access controls with no runtime LLM token costs. Read the announcement blog.


	
Build end-to-end data science pipelines with the Data Agent Kit
Following the general availability of the Data Agent Kit, a new end-to-end walkthrough demonstrates how data teams can build, test, and schedule machine learning pipelines directly from their preferred code editors. Explore the walkthrough and codelab.


	
Manage dashboard agents as code to bring CI/CD and version control to LookML dashboards
Data teams can now declare agent parameters, configurations, and prompt instructions alongside dashboard files in code. This integration enables standard developer workflows for conversational BI, including Git version control, peer review, branching, and automated CI/CD validation before agent modifications reach production end users. Read the technical guide on the Google Developer Community.


	Simplify AI search with native AlloyDB hybrid search and Reciprocal Rank Fusion
AlloyDB for PostgreSQL simplifies hybrid search architectures by combining vector similarity search and keyword BM25 retrieval within a unified database engine. Using Reciprocal Rank Fusion (RRF), developers can merge lexical scoring and semantic embeddings into a single ranked result without writing a complex SQL query. This unified approach removes the operational overhead of running and synchronizing external search engines alongside operational databases for retrieval-augmented generation (RAG) and search applications. Explore hybrid search in AlloyDB.


October 5 - October 9

	
Data Agent Kit is now generally available to bring Google Data Cloud to any coding agent
Data Agent Kit provides a free collection of Model Context Protocol (MCP) tools and Google-authored agent skills that connect more than 15 Google Data Cloud services directly to coding agents across VS Code, Antigravity, Cursor, Claude Code, and Codex. This release expands support for developers and data practitioners to inspect schemas, author queries, and build end-to-end data pipelines in natural language directly from their IDE or CLI. Read the announcement blog.


	
Spanner Omni is now generally available for deploy-anywhere, multi-model workloads
Spanner Omni brings Spanner's distributed SQL, graph, vector, and key-value capabilities to any environment, including on-premises data centers, other public clouds via Kubernetes or VMs, and local developer laptops. Organizations can build and run multi-model applications with consistent APIs and query engines across hybrid and multi-cloud footprints while seamlessly scaling to managed Spanner on Google Cloud. Read the launch blog and explore how Spanner also removed cumulative mutation limits for DML transactions.


	
AlloyDB delivers PostgreSQL for agents and native BM25 hybrid search
We announced PostgreSQL for agents in AlloyDB, introducing an agentic database architecture engineered for real-time data access at agent scale with workload isolation. In addition, native BM25 ranking is now in Preview for AlloyDB and Cloud SQL, allowing developers to combine keyword search and vector embeddings directly in PostgreSQL without maintaining an external search engine. For hybrid deployments, the AlloyDB Omni RPM Orchestrator is now generally available, and you can dive deeper in our new Build AI apps and agents with AlloyDB eBook.


	
Lakehouse runtime catalog adds regional endpoints across 22 regions and GA support for flexible column names
Lakehouse runtime catalog regional endpoints are now live across 22 Google Cloud regions across the Americas, Europe, Asia-Pacific, and the Middle East, supporting both the Apache Iceberg REST catalog endpoint and the Apache Hive catalog endpoint to help customers meet strict data residency and sovereignty requirements. In addition, flexible column names for Apache Iceberg tables are now generally available by default across Iceberg external tables and managed tables, enabling seamless querying of columns containing spaces, hyphens, and Unicode characters. We also announced the Preview of cross-cloud caching and connections for the borderless Lakehouse.


	
Unlock predictive and agent-ready insights with BigQuery augmented analytics TVFs, TabFM, and identity columns
BigQuery introduced augmented analytics table-valued functions (TVFs): six built-in functions that automate metric diagnostics, trend analysis, and pattern discovery directly where your data lives and integrate as skills for AI agents. We also introduced TabFM in BigQuery to bring tabular foundation model capabilities to predictive analytics, alongside BigQuery identity columns to automatically generate sequential surrogate keys and simplify data warehouse pipelines.


	
Dataflow adds Pause/Resume and NVIDIA RTX PRO 6000 Blackwell GPU support for large-scale AI workloads
New Dataflow capabilities make it easier to run high-throughput streaming and batch AI pipelines at scale, including Pause/Resume job controls and support for NVIDIA RTX PRO 6000 Blackwell GPUs. And for teams running Apache Spark workloads, learn how to mitigate compute stockouts and maximize availability using flexible VMs.


	
Unlock up to 3x higher QPS and microsecond latency with Memorystore for Valkey 9.1
Memorystore for Valkey 9.1 is now available, delivering up to 3x higher queries per second (QPS) and microsecond-level caching latencies to accelerate high-throughput applications and real-time AI agent state management. Read the blog.


	
Customer momentum across Google Data Cloud — Yahoo, PayPal, Surescripts, Airwallex, and Lucius AI
Organizations across industries are scaling their data and AI foundations on Google Data Cloud. Yahoo uses flexible VMs in Managed Service for Apache Spark to reduce provisioning failures by 85%, while PayPal migrated mission-critical analytics workloads to Managed Service for Apache Spark to scale and reduce operational overhead. On the database front, Surescripts migrated 30.5 billion annual healthcare transactions to AlloyDB with 99.998% uptime, Airwallex manages more than 5,000 databases with 99.99% availability on Cloud SQL with a team of four DBAs, and Lucius AI runs a 210,000-tender global platform on AlloyDB and MCP with 47x faster ScaNN vector search.




September 7 - September 10

	
Pub/Sub SMTs can now AI Inference your Gemini Enterprise Agent Platform models!
Pub/Sub AI Inference SMTs allow you to apply inference on an incoming stream of events using models hosted in Gemini Enterprise Agent Platform. The model’s prediction is appended to your event, making it available for downstream processing in your data warehouse (like BigQuery) or operational database (like BigTable). This feature, now generally available, can dramatically simplify or enhance anomaly detection systems you are operating. 


	PostgreSQL Source Connector is now generally available in Managed Service for Apache Kafka!
Managed Service for Apache Kafka’s PostgreSQL connector allows customers to capture changes from their PostgreSQL database and ingest them into their Kafka infrastructure with low latency. This source connector is compatible with Cloud SQL for Postgres, AlloyDB, and self-managed PostgreSQL databases. Try this along with our entire portfolio of managed connectors, including MirrorMaker 2.0, BigQuery, Cloud Storage, and Pub/Sub! E-mail kafka-hotline@google.com if you have questions or feedback!


	
Pause-on-failure for Dataflow batch jobs is GA
Dataflow pause-on-failure enables you to preserve the state of a batch Dataflow job before it fails. By pausing your Dataflow job, you can address issues that are external to the pipeline and resume processing without losing completed work. This helps you better manage resource costs and improve job reliability when you face temporary outages or capacity constraints.




	
The insertAll API is now the BigQuery Storage Write API (REST)
The legacy insertAll streaming API is now rebranded as the BigQuery Storage Write API (REST). By dropping the "legacy" label, developers can confidently build long-term HTTP-based streaming workflows. This stateless JSON-over-HTTPS endpoint offers a lightweight alternative to heavy gRPC libraries—ideal for serverless web apps, IoT telemetry, and AI logging. The transition is seamless for existing users, requiring zero code changes and offering 100% backward compatibility. However, the Storage Write API (gRPC) version remains the recommended standard for high-throughput, continuous pipelines.




August 31 - September 4

	Stateful processing is available in BigQuery continuous queries in Preview
Stateful operations significantly expand what’s possible with BigQuery continuous queries. This feature allows users to leverage functions like JOINs, aggregations, and windowing functions directly in their streaming queries. Now you can calculate metrics over time (for example, a 30-minute average) to power your downstream applications and AI agents with much richer, real-time signals.Try out our feature here and share your feedback with bq-continuous-queries-feedback@google.com!
	
Synthetic data generator tool is available for Managed Service for Kafka
You’ve launched your first Kafka cluster. Now what? The next thing to do is to produce some data to the cluster, but that involves modifying a client application somewhere or spinning up a virtual machine. The synthetic data generator tool, now generally available, can start sending mock data to your cluster in 3 clicks, and will get data streaming into your cluster in less than two minutes. The perfect utility for those moments you just want to test your cluster and new features. Try our quickstart today!




	
Dataflow pipeline updates are faster & more flexible
Dataflow pipeline updates can now stop-and-replace pipelines, a major addition to the existing in-place-update feature. The new parallel pipeline option accelerates the migration between the old & new pipeline, resulting in reduced disruption to your business. You can also set a timeout on drains that prevents runaway costs for your pipeliness in the event of stuck processing. This feature is generally available. Try it here!




July 6 - July 10

	
New Lakehouse managed tables now in preview 
Lakehouse tables for Apache Iceberg are now in preview and available in the console. By using Google-managed Apache Iceberg tables in Lakehouse, you can eliminate the overhead of maintaining duplicate data pipelines and complex synchronization logic between BigQuery and open-source engines. This unified table format delivers native, multi-engine read and write interoperability, allowing you to run concurrent DML/DDL operations across diverse analytics tools on a single, shared storage layer.  Built-in automated table management handles painful background optimization tasks like compaction and partition tuning, freeing up your team to focus on building rather than managing storage maintenance.




June 1 - June 5

	
Beyond the Query: Powering AI Agents with Bigtable, Firestore & Memorystore 
Discover the latest advancements in Google Cloud's NoSQL Database portfolio, including Bigtable, Firestore, and Memorystore. This series is designed for a broad audience: whether you are exploring these databases for the first time or are an existing user looking to leverage the new capabilities announced at Next '26. Register here to secure your spot!




	
Cloud Engineer's AI Toolkit Workshops: Solve data-driven challenges with BigQuery, AlloyDB, Gemini and more. Hosted by Google Cloud Labs, this highly technical event is built specifically for Platform Engineers, SREs, and cloud infrastructure teams ready to bridge the gap between AI prototypes and production-grade deployments. Look out for more locations coming soonToronto - June 25 (Data Cloud) | RSVP Here
Chicago - June 30 (Data Cloud) | RSVP Here


	Start a 10-day Bigtable free trial with a 1 node SSD cluster and up to 500GB of storage capacity. With no credit card required to start, you can easily ingest workloads and manage workloads that require low-latency, high-throughput, and predictable access. Plus, new Google Cloud customers get $300 in free credits on signup.


May 11 - May 15

	Managed Service for Apache Airflow has launched a wave of new features, including the general availability of Airflow 3.1, AI-powered agentic troubleshooting, a new managed Airflow MCP Server for custom agent integration, and declarative YAML-based orchestration pipelines—discover all the details in the full blog post.


April 20 - April 24

	Google-built ODBC Driver for BigQuery is now available in Preview
We are excited to announce the launch of the new, Google-built ODBC driver for BigQuery. This new open-source driver provides a direct, high-performance connection for applications to BigQuery and is developed entirely in-house by Google. Download a new driver and connect your application to BigQuery.


April 13 - April 17

	We announced we are reintroducing Data Studio to play a significant role in the AI era, expanding from data visualizations and reports to host BigQuery conversational agents and data apps built in Colab notebooks.
	We announced BigQuery Graph is now available in preview, offering an easy-to-use, highly scalable graph analytics solution, empowering data professionals to model, analyze and visualize massive-scale relationships in an entirely new way. 


April 6 - April 10

	We introduced Conversational Analytics for Looker Embedded environments, enabling users to add natural language experiences to their own custom data-driven applications, powered by Gemini. 
	We expanded Looker’s capabilities for faster ad-hoc analysis, with the introduction of self-service Explores, enabling you to bring your own data to Looker’s semantic layer and gain instant access to insights in a governed data environment.


March 23 - March 27

	We showed you how you can scale your reads with Cloud SQL autoscaling read pools. This feature allows you to provision multiple read replicas that are accessible via a single read endpoint and to dynamically adjust your read capability based on real-time application needs. 
	Our customers are leveraging the full power of Conversational Analytics and Looker to drive major business and technical breakthroughs in the AI era. Companies like Telenor, Pet Circle, Fluent Commerce, Lighthouse Intelligence, Wego, and ROLLER are turning data into insights and actions, grounded by Looker’s semantic layer.


March 16 - March 20

	We introduced an enhanced Gemini assistant in BigQuery Studio, transforming the agent from a code assistant into a fully context-aware analytics partner.


February 23 - February 27

	
We introduced managed and remote MCP support for Google Cloud databases, including AlloyDB, Spanner, Cloud SQL, Bigtable and Firestore, to power the next generation of agents. This announcement extends the ability for AI models to plan, build, and solve complex problems, connecting to the database tools our customers leverage daily as the backbone of their work environment.


	We outlined how you can build a conversational agent in BigQuery using the Conversational Analytics API to help you build context-aware agents that can understand natural language, query your BigQuery data, and deliver answers in text, tables, and visual charts.


February 16 - February 20

	Our customers are leveraging the full power of Looker to drive major business and technical breakthroughs. Companies like Arrive, Audika, Carousell, Framebridge, GumGum, Intel, Overdose Digital, Ocean Network Express, Subskribe and Promevo are leveraging Looker’s newest AI-driven capabilities, including Conversational Analytics, to transform data to insights and actions, and empower their entire organization with a single source of truth, powered by Looker’s semantic layer.


February 2 - February 6

	Join us on March 4 for our webinar, Win Your AI Strategy with Cloud SQL Enterprise Plus, to learn how to power your generative AI workloads with 3x higher performance and 99.99% availability. Register today to discover how to build a scalable, enterprise-grade foundation for your most demanding AI applications.


January 26 - January 30

	We introduced Conversational Analytics in BigQuery, which allows users to analyze data using natural language. Conversational Analytics in BigQuery is an intelligent agent that generates, executes and visualizes answers grounded in your business context directly in BigQuery Studio, making data insights for data professionals more conversational.
	We outlined how data products have become the foundation for AI agents, providing the context needed to make autonomous agents reliable and trusted for real business use, backed by organized business logic and semantic understanding.
	We highlighted how you can supercharge data analytics workflows, and outlined Google Cloud’s AI agent offerings for data engineering, data science, and development tools, so you can integrate agentic workflows in your applications, empower your teams and speed discovery.


January 19 - January 23

	
We have fundamentally reimagined Firestore with pipeline operations for Enterprise edition. Experience a powerful new engine featuring over a hundred new query features, index-less queries, new index types, and observability tooling to improve query performance. Seamlessly migrate using built-in tools and leverage Firestore’s existing differentiated serverless foundation, virtually unlimited scale, and industry-leading SLA. Join a community of 600K developers to craft expressive applications that maximize the benefits of rich queryability, real-time listen queries, robust offline caching, and cutting-edge AI-assistive coding integrations.


	
Introducing Google Cloud SQL on MSSQLTips: We are highlighting a new technical guide published on MSSQLTips titled "Introducing Google Cloud SQL." This article serves as an essential resource for SQL Server administrators and developers exploring Google Cloud's fully managed database service. It provides a detailed overview of Cloud SQL capabilities, including high availability, security integration, and the seamless transition of on-premises SQL Server workloads to the cloud, making it an ideal resource for those planning their migration strategy.


	We are excited to announce the Public Preview of Microsoft Entra ID (formerly Azure Active Directory) integration with Cloud SQL for SQL Server. Designed to tackle the challenge of identity sprawl in multi-cloud environments, this integration allows organizations to govern database access using their existing Microsoft identity infrastructure. Key benefits include centralized identity management, enhanced security features like Multi-Factor Authentication (MFA), and simplified user administration through direct group mapping. This feature is available for SQL Server 2022 and supports both public and private IP configurations.


January 12 - January 16

	Google-built JDBC Driver for BigQuery is now available in Preview
We are excited to announce the launch of the new, Google-built JDBC driver for BigQuery. This new open-source driver provides a direct, high-performance connection for Java applications to BigQuery and is developed entirely in-house by Google. Download a new driver and connect your Java application to BigQuery.
	Troubleshoot Airflow tasks instantly with Gemini Cloud Assist investigations: Cloud Composer just got smarter. We are excited to announce that Gemini Cloud Assist investigations are now available directly within Cloud Composer 3. Instead of manually sifting through raw logs, you can now simply click "Investigate" on a failed Airflow task. Gemini analyzes logs and task metadata to identify failure patterns—such as resource exhaustion or timeouts—and provides actionable recommendations driven by Gemini Cloud Assist to resolve the issue. This integration shifts the debugging experience from manual toil to automated root cause analysis, significantly reducing the time required to restore your pipelines. Learn more about AI-assisted troubleshooting.

Posted in	Data Analytics
	Databases
	Business Intelligence


Read it at the source



Claude Fable 5.2

Claude API Release Notes · Nov 9, 12:00 PM UTC

	We’ve launched Claude Fable 5.2 (claude-fable-5-2), built for demanding reasoning and long-horizon agentic work. Claude Mythos 5.2 (claude-mythos-5-2) offers the same capabilities only to organizations verified through Anthropic’s verification programs, such as the Cyber Verification Program. Both models have a 1M token context window, 128k max output tokens, and always-on adaptive thinking. They cost $8 USD per MTok of input and $40 USD per MTok of output (Claude Fable 5.1 and Claude Mythos 5.1 cost $10 USD per MTok of input and $50 USD per MTok of output). Claude Fable 5.2 is available on the Claude API, Amazon Bedrock (bedrock-runtime), Claude Platform on AWS, Claude Models on Google Cloud (Anthropic managed), Claude Models on Google Cloud (Google managed), and Claude in Microsoft Foundry. See What’s new in Claude Fable 5.2 for API changes and migration guidance. For model-specific prompting patterns, see Prompting Claude Fable 5.2.
	Claude Fable 5.2 and Claude Mythos 5.2 enforce the prefix check for every account, whatever its age. Claude Fable 5.1 returns the error by default on accounts created on or after August 31, 2026 (see When prefix_mismatch_behavior is unset). If your code edits the system prompt, tools, or an earlier message and then sends back a Claude Fable 5.2 or Claude Mythos 5.2 thinking block from a later turn, the request returns a 400 error. Before you switch, check whether your code edits the prefix.
	Claude Fable 5.2 and Claude Mythos 5.2 read other models’ thinking blocks on the Claude API and Claude Models on Google Cloud (Google managed). So on those platforms, a conversation that moves onto either model keeps its reasoning. The other models include Claude Opus 5.5, Claude Sonnet 5.5, and Claude Haiku 5.5.
	No other model reads thinking blocks from Claude Fable 5.2 or Claude Mythos 5.2. When a conversation moves from either one to a model outside this pair, the API drops those blocks. That includes a move to Claude Opus 5.5 or Claude Fable 5.1. The request still succeeds. See Switching models mid-conversation.
	Claude Fable 5.2 and Claude Mythos 5.2 support computer use through the computer_toolset_20260801 toolset. A request that declares the earlier computer_20251124 tool returns a 400 error on every platform except Amazon Bedrock, where the earlier tool still works. See Migrate from computer_20251124.
	With the advisor tool, which is in beta, a Claude Fable 5.2 or Claude Mythos 5.2 executor accepts only Claude Fable 5.2 or Claude Mythos 5.2 as its advisor. Any other advisor returns a 400 error, so set the advisor’s model to one of these two models when you move an executor to them. Every executor model accepts Claude Fable 5.2 as its advisor. See Model compatibility.
	Both models require 30-day data retention, like Claude Fable 5.1 and Claude Mythos 5.1. They aren’t available under zero data retention unless expressly authorized by Anthropic. See Model-specific data retention requirements.
	Thinking blocks that Claude Fable 5.2 and Claude Mythos 5.2 produce work only in the account that produced them, or in an account linked to it. See Preserved thinking.
	Dreams (research preview) now supports Claude Fable 5.2. See Supported models.
	We’ve launched fast mode for Claude Fable 5.2 in Messages API requests on the Claude API. Fast mode delivers up to 2.5x higher output tokens per second, at $16 USD per MTok of input and $80 USD per MTok of output. Set speed: "fast" on your request, with no beta header.
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Gemini 4 Carbon is now available

Google Gemini · Nov 10, 4:00 PM UTC
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    Today, we’re making Gemini 4 Carbon available to developers, enterprises, scientists, and consumers. Carbon is our strongest model with frontier performance in cybersecurity capabilities and long-horizon agentic workflows across complex knowledge work, software engineering, and scientific reasoning.
Two weeks ago, we released Carbon to a set of cybersecurity defenders via our Fairwind Program. Following our recent launch of Gemini 4 Argon, Carbon pushes the frontier even further. Argon remains the ideal choice for the majority of software engineering and knowledge work, while Carbon is built for tasks that test the limits of a model’s intelligence like complex, multi-step coding and debugging and open-ended scientific research and discovery — using more tokens than Argon to explore thoroughly, reason deeply, and run extended verification loops.
Across independent benchmarks designed to test model performance in real workflows, Carbon pairs frontier accuracy with practical production economics. It ranks #1 on CursorBench 4.0, Perplexity’s WANDR, and Zapier’s AutomationBench at more than 2X lower cost per task compared to the next best external model.
To put Carbon’s capabilities to work on larger and complex projects, we’re previewing /swarm in Google Antigravity, turning a single prompt into a coordinated team of agents you can track in real time. Developers can assign Carbon to roles that demand the deepest reasoning, like architectural design, coordination, and auditing, while pairing it with faster, lighter models across parallel isolated workspaces and adversarial verifiers that test every change.
Gemini 4 Carbon is available via the API in Google AI Studio and Gemini for business for all paying developers and enterprises, at the same introductory price

1
 as Gemini 4 Argon ($2 per million input tokens and $10 per million output tokens). It is also rolling out to all Google AI Ultra subscribers in Google Antigravity, the Gemini app, and AI Mode in Search.

  


  

  
    

  

  
    


  
    Higher-precision knowledge work, artifact generation, and data analysis
Across legal, finance, and enterprise operations, Gemini 4 Carbon combines frontier visual understanding, reasoning, and exhaustive retrieval to synthesize grounded insights across large sets of dense documents and data. It follows strict schemas and formatting to generate polished and precise spreadsheets, presentations, and reports.
Existing benchmarks don’t adequately capture how agents reason natively over dense files with charts, images, blueprints, schematics, and tables, so we partnered with Artificial Analysis to launch the new Multimodal Knowledge Agent (MKA) benchmark that tests a model’s multimodal performance in agentic workflows. Carbon ranks #2 while being more than 6X lower in average cost per task compared to the top performing model.

  


  

  
    












  
    
      
        



  

  
    
  


      
        



  

  
    
  


      
        



  

  
    
  


      
    

    
  

  

  
    


  
    In pre-release evaluations, Carbon matched the performance of the best model tested on deep financial research on Hebbia’s E2E Financial Agentic evaluation, and ranked at the top out of 23 frontier model configurations on Balyasny Asset Management’s General Financial Intelligence benchmark, spanning legal expertise, agentic tool use and execution, coding and data engineering, and perception and context understanding.

  


  

  
    












  
    
      
        



  

  


      
        



  

  


      
        



  

  


      
    

    
  

  

  
    

  

  
    


  
    Improved agentic coding, full stack development, and 3D and UI design
Carbon performs exceptionally well on engineering tasks that require multi-agent collaboration like multi-package migrations, cross-subsystem root-cause investigations, and complex architectural redesigns. For web app development, it runs build-and-verify loops, recovers from errors, and checks both its code and the rendered UI to produce complete, working applications. Stronger visual design, spatial reasoning, and attention to environmental detail also carry over to 3D game development and creative coding.

  


  

  
    












  
    
      
        



  

  


      
        



  

  


      
        



  

  


      
        



  

  


      
        



  

  


      
    

    
  

  

  
    












  
    
      
        



  

  
    
  


      
        



  

  
    
  


      
        



  

  
    
  


      
        



  

  
    
  


      
    

    
  

  

  
    

  

  
    


  
    Frontier cybersecurity capabilities
Gemini 4 Carbon for cyber delivers our strongest cybersecurity capabilities to date, giving security teams the end-to-end intelligence they need in protecting critical software. When accessed through the Fairwind Program, Carbon leads on key benchmarks across finding (SEC-bench Pro), exploiting (ExploitGym), and patching (CWE-bench v1) vulnerabilities: inspecting software, tracing how flaws can be chained together across systems, and generating verified root-cause patches.
Early testers inside and outside of Google are already seeing strong results with Carbon for cyber in practice.
	In Project Fortify, Google’s autonomous system spanning scanning, triage, and remediation, Carbon hit 100% recall on scanning and 95% precision on triage, on our internal benchmark. On Open Source code repository testing we see an over 25% relative improvement on Argon's already strong recall rate, surfacing previously undetected, real-world logic flaws. Bringing these gains across Google, one of the world’s largest users of open-source software, helps secure both our own systems and the broader ecosystem.
	Google’s Cloud Vulnerability Research (CVR) team recently used Carbon to prove that two bugs in a popular open-source software were in fact exploitable vulnerabilities, comparable in severity to the recent PHP2Shell exploit. By using Carbon to build a proof of concept, CVR helped maintainers re-classify the bug as critical and swiftly issue a patch. Details will be shared after the responsible disclosure process completes.
	As part of Wiz’s Scan for Good program, the team used Carbon to assess vulnerabilities in public digital infrastructure. For example, when scanning two major SaaS providers, the model uncovered 0-day vulnerabilities in under two hours compressing weeks of vulnerability research to a single afternoon. The team partnered with the impacted organizations to remediate in record time, helping to mitigate potential impact on tens of thousands of companies.


  


  

  
    












  
    
      
        



  

  


      
        



  

  


      
        



  

  


      
        



  

  


      
        



  

  


      
    

    
  

  

  
    

  

  
    


  
    Stronger scientific and mathematical reasoning
Gemini 4 Carbon shows strongly improved performance in reasoning across physics, math, and life sciences, synthesizing experimental data, testing hypotheses, and reasoning through multi-step domain problems. For drug toxicity research company Axiom Bio, Carbon is now the leading model in performance for translational science, finding novel mechanisms of toxicity they hadn’t found previously. Axiom is now moving their production scientific analyses and agents to both Carbon and Argon to unlock the creation of safer drugs.
Researchers across Google have been using Carbon in Google Antigravity to accelerate their work:
	Code verification: Researchers built a new agentic framework for formal verification called AlphaProof Code and put it to work on a major security challenge: mathematically proving the actual code underlying the cryptographic protocol of Signal. Using Carbon alongside other models, our researchers translated security goals to mathematical theorems. AlphaProof Code agents then used Carbon to generate millions of lines of code in Lean, a computer language for writing mathematical proofs, helping them prove key security properties in weeks — a task that historically takes expert teams years. The result indicates Carbon’s potential to unlock scalable formal verification, long considered a gold-standard approach to building secure software.
	Enzyme assay development: Provided with only lab notebooks and raw data, Carbon went beyond standard analysis to surface hard-to-interpret data anomalies, which it used to diagnose subtle wet lab experimental artifacts such as incomplete automated mixing in deep wells, leading to substantially improved reproducibility. Moreover Carbon improved methods to deconvolute chromatography peaks and caught trace sample carryover in research instruments, significantly accelerating the development of new assays and tightening the feedback loop between computation and the bench.
	Protein structure prediction: Structure prediction models like AlphaFold 3 use Multiple Sequence Alignments (MSAs) of evolutionary relatives to help infer how amino acid chains fold. As a result they often struggle on understudied, viral, microbial, and eukaryotic proteins that have very few matches in standard databases. Working in a multi-agent setup, our researchers used Gemini 4 Carbon to autonomously discover remote homologs across petabase-scale unannotated sequence archives, environmental and viral sequence catalogs, and 3D structure databases. For example, across 7 low-homolog protein families from the CASP17 blind test set, Carbon increased the number of homologs retrieved by 40-fold on average, greatly increasing the information available to structure prediction models without need for retraining. While broader benchmarking is still underway, addressing this upstream search bottleneck potentially offers a promising path toward modeling hard-to-characterize regions of the proteome.

Four weeks ago, we opened applications to give 10,000 scientists access to Argon in Google Antigravity free of charge for six months to accelerate the pace of their research, and we’ve onboarded thousands of scientists already. Today, we’re expanding access to Carbon for current and future participants, and going forward, the program will continue providing access to our latest frontier models as they become available. Applications remain open and onboarding continues on a weekly rolling basis, subject to eligibility, capacity, and selection.

  


  

  
    

  

  
    


  
    Progress in model safety and security
With each new model release, we continue to strengthen our safety and security mitigations, agentic misuse prevention, model alignment, and harm reduction proportionately with model capability.
Because Gemini 4 Carbon introduces stronger cyber capabilities we build on Argon’s strong safety and security stack to fortify robustness to misuse and prompt injection.
	Mitigating frontier safety misuse risks: We’ve strengthened our misuse safeguards to help ensure stronger defensive reasoning does not translate into offensive risk. In simulated cyberattack testing environments seeded with ExploitBench and CyScenarioBench, Carbon blocked 99% of attack trajectories from our adaptive red-teaming agent that can iteratively revisit its attack plans after each block. The Carbon safeguards lowered the per-attempt breach rate to just 0.8% (down from 3.1% on Argon). Our safeguards also lowered the automated cyberattack query success rate to 2.17% in Gray Swan’s testing, compared to 9.86% on Argon. And external testing by Trajectory Labs found zero new universal jailbreaks across 132 hours and over 13,000 requests.
	Promoting safe and aligned model interactions: When we announced Carbon, we showed significant improvements in alignment as measured by our monitor flag rates across the model’s lifecycle, as well as reductions in data fabrication. New results show that on our 375-task agentic honesty benchmark, it passed 92% of tasks (compared to 70% for Argon) — declining to fill in missing experimental data 98% of the time and flagging methodological flaws 68% of the time.


  


  

  
    





  
  
  
  
  


























  
    

    
      
    
  


  

  
    


  
    	Protecting users from indirect prompt injection attacks: Two weeks ago, we shared that Carbon achieved a 0% prompt injection attack success rate on the Gray Swan IPI benchmark — marking the first time that milestone has been reached. At the same time, we know that prompt injection robustness remains an area for continued improvement. Our advanced automated red teaming continues to push the limits here and has shown that models could be further improved against sophisticated attacks in some distributions. It provides the data for us to continuously advance our models’ security to the next frontier.

For more details, read the full Gemini 4 Carbon Safety and Security report.

  


  

  
    

  

  
    


  
    Getting started with Gemini 4 Carbon
Starting today, Carbon joins Argon in our family of frontier models across our products:
	For developers: Build with the Gemini API paid tier in AI Studio and Android Studio, and if you’re a Google AI Ultra subscriber, you can try it in Google Antigravity and AI Studio.
	For enterprises: Try it in Gemini for business via the API or model drop down, Google Antigravity, or CodeMender.
	For everyday users: Try Carbon starting today in the Gemini app and AI Mode in Search if you’re a Google AI Ultra subscriber.
	For scientists & researchers: Apply for a chance to get access to both Argon and Carbon via Google Antigravity’s highest usage tier free of charge for 6 months (onboarded on a rolling basis), subject to eligibility, capacity, and selection.
	For cybersecurity defenders: Apply to join the Fairwind Program to get access to Carbon for cyber on a rolling basis.

See the model card to learn more about Gemini 4 Carbon and to start building with it, explore our updated Gemini 4 developer guide and documentation for best practices on migrating workflows to the model.
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What’s new with Google Cloud

Google Cloud · Nov 13, 5:00 PM UTC

Want to know the latest from Google Cloud? Find it here in one handy location. Check back regularly for our newest updates, announcements, resources, events, learning opportunities, and more. 

Tip: Not sure where to find what you’re looking for on the Google Cloud blog? Start here: Google Cloud blog 101: Full list of topics, links, and resources.

Nov 9 - Nov 13

	More frontier model choice on Google Cloud: Anthropic’s Claude Fable 5.2 and Meta’s Muse model series. 


Developers now have even more flexibility to build, deploy, and scale with the right model for every workload on Google Cloud. Anthropic’s Claude Fable 5.2 is now generally available in the Model Garden, bringing frontier intelligence to complex coding, scientific research, and multi-agent orchestration. Plus, Meta’s newest models—Muse Spark 1.3, Muse Wonder, and the efficient Muse Ember—are now available in public preview, giving teams seamless access to both proprietary and open-weight capabilities with enterprise-grade security. 

Explore the models in the model garden today.

	Next-Generation SecOps: SentinelOne and Google Cloud
Google Cloud and SentinelOne joined forces to solve the threat scaling challenge with a fundamentally re-architected integration. As a Google Unified Security (GUS) Recommended endpoint detection and response (EDR) partner, SentinelOne pairs Google Security Operations through an optimized direct integration and streamlined data schemas, delivering essential endpoint telemetry visibility to SecOps detection and agentic SOC pipelines while significantly reducing the total cost of ownership of the integration. Read more

	Layered LLM guardrails on Apigee: Static rules, Model Armor, and NeMo Guardrails 
No single LLM guardrail catches every threat. A new technical guide and demo showcase how to use Apigee as an AI gateway to stack three complementary layers—deterministic static rules, semantic Google Cloud Model Armor filters, and flexible business logic via NVIDIA NeMo Guardrails. Together, they successfully intercepted 100% of benchmarked OWASP-mapped attacks without blocking safe prompts, running cheapest first to optimize performance and reduce token costs. Read the full guide

	Scale Gemma 3 reinforcement learning on GKE with NVIDIA NeMo RL, Custom ComputeClasses, and 8-NIC RDMA
Learn how to run distributed Group Relative Policy Optimization (GRPO) post-training for Gemma 3 on Google Kubernetes Engine (GKE). This end-to-end blueprint pairs GKE Custom ComputeClasses (with DWS Flex-Start and Spot fallback) and 8-NIC RoCE RDMA networking with NVIDIA NeMo RL and vLLM V1 to improve Gemma 3 mathematical reasoning accuracy.Read the technical guide

	Securely connect internal Cloud Run MCP servers to Gemini Enterprise
Learn how to connect Gemini Enterprise privately to internal StreamableHTTP Model Context Protocol (MCP) servers on Cloud Run using Egress Agent Gateway, Private Service Connect (PSC), FQDN-scoped Private Cloud DNS for Shared VPCs, and dual-header OAuth 2.0 + IAM authentication. Read the technical guide on Google Developer Forums and explore the reference implementation on GitHub.
	Building an adaptive AI gateway with Apigee for stateful multi-agent workloads
Multi-agent workloads often suffer from compounding context bloat, retry loops, and cross-agent state bleed.. Learn how to use Apigee as  a model-agnostic, stateful multi-agent control plane for Google ADK and Gemini Enterprise Agent Platform workloads. By enforcing turn-0 pre-warmed caching, in-flight trace compaction, tool loop recovery, and dynamic model tiering between Gemini Flash and Frontier models, teams can achieve up to 80% net FinOps cost savings.Read the full article to explore reference architectures and benchmark data.

	Anthropic’s exponential growth on Pub/Sub
Discover how Anthropic, creators of the Claude AI models, uses Google Cloud Pub/Sub to power their cross-cloud telemetry and billing ingestion pipeline. Facing highly variable traffic and strict security mandates, Anthropic needed a secure, serverless messaging queue with zero manual partition management. By leveraging Pub/Sub with Private Service Connect, they built a highly efficient, zero-ETL architecture capable of seamlessly handling over 1 million events per second and 500 billion daily rows. Go behind the scenes in this case study to learn how Anthropic reduced consumer latency by 88% and achieved sub-second end-to-end event delivery.
	On-demand webinar: Architecting AI workloads with Pub/Sub
Data engineering in the AI era demands fundamentally different infrastructure. Whether you're training a custom foundation model or deploying autonomous agents, you need a messaging backbone that handles bursty traffic with enterprise security and zero operational overhead. Dive into Pub/Sub’s capabilities for the AI era, reference architectures & best practices for emerging AI applications, and how Anthropic powers their telemetry pipelines with Pub/Sub in this free on-demand webinar.


Nov 2 - Nov 6

	Security for AI workloads with Model Armor
Securing generative AI applications requires robust runtime protection against prompt injection and malicious inputs. Join Nicola Cardace on Thursday, November 19, 2026, at 5:00 PM CET for a Community TechTalk exploring how to safeguard enterprise AI workloads using Model Armor. Discover practical patterns for implementing active model defense across your LLM endpoints. Register for the November 19 Community TechTalk

	
A5X accelerated by NVIDIA Vera Rubin NVL72 is now Generally Available
Get the most out of A5X instances with Google Cloud’s AI Hypercomputer. Bringing together compute, storage, networking, and software co-designed as a single system. 

Read more




Oct 26 - Oct 30

	Simplify PostgreSQL Monitoring with the New AlloyDB Omni Web UI
The newly released AlloyDB Omni Web UI delivers a centralized, graphical dashboard that simplifies the management of self-managed PostgreSQL workloads across hybrid, multi-cloud, and air-gapped environments. This browser-based console provides database administrators with deep, real-time insights into cluster health, hardware utilization, and active database connections. It also features built-in query diagnostics and performance tracking for AlloyDB’s columnar engine, enabling quick troubleshooting of bottlenecks without manual terminal commands. To learn more about setting up this monitoring interface, read the full AlloyDB Omni Web UI Blog Post.
	Leveraging "Antigravity" to architect high performance semantic model routers in Apigee
Semantic model routing replaces rigid static paths with a lightweight helper model to dynamically classify and dispatch intent-driven LLM traffic. Join Saravanakumar Rajagopal on Thursday, November 12, 2026, at 5:00 PM CET for a Community TechTalk exploring how to leverage Antigravity and skills to architect these intelligent multi-provider routing patterns natively inside Apigee. Discover how to optimize your AI infrastructure and enhance flexibility at scale.Register for the November 12 Community TechTalk



Oct 19 - Oct 23

	From prompt to production: End-to-end AI workflows in Apigee
Deploying an enterprise AI gateway does not require deep API or machine learning expertise. Using declarative workflows in Apigee, teams can spin up a fully governed LLM gateway in minutes using a few environment variables. Join Luis Cuellar on Thursday, October 29, 2026 for a Community TechTalk exploring end-to-end AI workflows. Discover how to layer essential defenses—including Model Armor for prompt protection, Cloud Data Loss Prevention (Cloud DLP) for sensitive data redaction, rate limiting, and response caching—before routing autonomous agent interactions through your gateway filters.Register for the October 29 Community TechTalk

	Zero Standing Privileges with PAM: On-Demand Temporary Access for Humans and AI Agents
AI agents now hand work off to other agents, risking stacked privileges and overpermissioning. Because agents plan their actions on the fly, permanent admin access means one hallucination can cascade into production. Join us on Wednesday, November 18, 2026, at 8:30 AM PST to see how Google Cloud Privileged Access Manager (PAM) brings Zero Standing Privileges to AI delegation, putting humans in command with cloud-native control that doesn't slow developers down.Register for the November 18 webinar

	Streaming comes to API Gateway: real-time and AI-ready APIs
Native streaming support is now in Public Preview for API Gateway, enabling you to run real-time and AI workloads behind your existing gateway. You can now route Server-Sent Events (SSE), WebSockets, gRPC, and chunked transfer encoding without modifying your API spec or managing a split estate. This update also strengthens integration with the Gemini platform, allowing you to stream responses from Gemini, Claude, and OpenAI gpt-oss models seamlessly while maintaining consistent authentication, rate limiting, and observability.Read the blog to get started



Oct 12 - Oct 16

	AI tokenomics in action: Enforcing tiered token budgets with Apigee
Scaling artificial intelligence across an enterprise requires clear token governance to keep LLM spend predictable across departments. Join Tarun Abraham on Thursday, November 5, 2026 for a Community TechTalk on AI tokenomics. Discover how to use Apigee to enforce isolated, tiered token budgets and model access for each team—such as assigning Engineering a dedicated budget for Gemini Pro while covering mixed usage for Marketing—without changing application code. Attendees will also gain access to a sample codebase featuring a reusable Shared Flow.Register for the November 5 Community TechTalk



Sept 28 - Oct 2

	
Claude Sonnet 5.5 is now available on Google Cloud. Built for focused coding and knowledge work, it delivers stronger performance for feature development, and creating presentation-ready documents, while offering more intelligence with  a lower cost per task for most work at faster speed.

Deploy Sonnet 5.5 directly from Model Garden with Google Cloud’s enterprise security, scale, and governance built in. Try it now.


	Mastering Storage Management with Storage Intelligence
In our new blog, explore practical strategies to modernize storage operations using Storage Intelligence Advisor and enhanced Batch Operations. See how customers like Shipt and Palo Alto Networks are using these features to manage their estates at scale. Today, Storage Intelligence is used by 25 of the top 50 GCS customers. 2 in 3 customers have Storage Intelligence enabled for over 90% of their storage footprint.Explore best practices on our blog

	Cut Gen AI costs by 70% with Apigee X dynamic routing
Generative AI deployments face a harsh cost-performance trade-off: static model selection either wastes budget or compromises quality. Discover how to build an Intelligent AI Gateway using Apigee X to dynamically evaluate prompt complexity in real-time. This new blueprint automatically routes simple queries to lightweight models (like Gemini 3.5 Flash Lite) and complex reasoning tasks to advanced models (like Gemini 3.7 Flash), achieving over 70% cost savings without sacrificing output quality. Read the guide to optimize your Gen AI architecture

	AI Agent Clinic launches new hands-on session on production agent evaluations
A new episode of the AI Agent Clinic is now available showing organizations how to move past manual "vibe checks" to build robust, production-grade agent evaluations. In this hands-on session, Google Cloud engineer Dani Zamora and Matthew Feroz (Merge) take DocsHound, an open-source LangGraph agent, and build an end-to-end eval pipeline in under an hour. Learn how to standardize multi-turn traces across any framework using OpenTelemetry and OpenInference, pair LLM judges with deterministic checkers, and catch silent quality regressions before shipping. Watch here

	Drive AI impact: Join Google's Agentic Data Cloud event on Nov 4
Every enterprise plans to adopt agentic AI within two years, but data bottlenecks hold them back—AI accesses just 45% of enterprise data today (MIT, 2026). Google's Agentic Data Cloud provides the trustworthy foundation and real-time context AI needs. Join our product leaders November 4th to explore the latest innovations across databases, analytics, business intelligence, and storage, and get direct answers in our executive Q&A with Google Data Cloud VP & GM Andi Gutmans. Register today!



Sept 21 - Sept 25

	Master MCP tool authorization and agent governance with Apigee
While the Model Context Protocol (MCP) solves interoperability for autonomous AI agents, chained actions like CRM edits or database queries quickly expose systems to unauthorized execution. Join our technical deep dive on Thursday, October 1, 2026, at 5:00 PM CEST featuring Christophe from Google Cloud. Learn how positioning Apigee between MCP clients and enterprise backends enables fine-grained authorization (FGA), complete audit trails, and policy evaluation via emerging standards like OpenID AuthZEN.Language and accessibility note: This session will be hosted in French, but non-French speakers can follow along seamlessly by turning on Google Meet live translated captions to read in English, Spanish, German, Portuguese, or Italian.
Register for the October 1 Community TechTalk

	Apigee Trace Viewer Tutorial: Capturing & Analyzing Proxy Traces
Streamlining API proxy debugging just got easier with a new tutorial by Apigee Customer Engineer Tyler Ayers. The guide covers end-to-end instructions for capturing debug traces in both Google Cloud Apigee X (or Hybrid) and the local Apigee Emulator, extracting trace JSON data via the web UI or automated REST APIs, and analyzing execution flows, variable mutations, and latency bottlenecks using the open source Apigee Trace Viewer. Read the Apigee Trace Viewer guide today.

	Automate Apigee proxy testing locally
Catching errors early saves time and money. A new tutorial by Apigee customer engineer Tyler Ayers shows how to use the Apigee Local Emulator for automated testing. Learn to run tests locally, integrate them into CI/CD pipelines, and deploy on Google Cloud Run for shared sandboxes. This approach provides instant feedback and zero cloud costs, helping teams speed up deployment cycles.Read the tutorial

	Scale your enterprise multi-agent systems with Apigee
Deploying multi-agent architectures in production introduces critical hurdles around security, operational control, and runtime expenses. Discover how Apigee API Hub provides a central discovery surface to eliminate agent sprawl across tools, Model Context Protocol (MCP) servers, and enterprise APIs. Learn how to turn existing backend services into secure MCP tools using Agent Gateway guardrails, while applying semantic caching and intelligent model routing to keep compounding token costs predictable.Join Google Cloud in Chicago in Oct.15 for The AI Evolution. Reserve your seat for Chicago



	Automate Apigee proxy testing with the Apigee Local Emulator
Waiting on remote deployments to validate API proxy logic slows down release cycles and increases infrastructure overhead. Join Nigel Walters on Thursday, October 8, 2026, at 5:00 PM CEST for a Community TechTalk on shift-left testing for Apigee. Discover how to use the Apigee Local Emulator and apigee-emulator-service to run sub-second assertion suites on local machines, automate CI/CD checks in GitHub Actions, and deploy ephemeral preview sandboxes on Google Cloud Run.Register for the October 8 Community TechTalk

	Now in Public Preview: AI-assisted EKS-to-GKE migrations with deterministic guardrails
Migrating complex Kubernetes estates from AWS EKS to GKE is traditionally high-friction and error-prone. Now in Public Preview, GKE Agentic Migration is an open-source agent plugin that replaces ad-hoc LLM prompting with an AI-assisted migration workflow protected by deterministic guardrails.Running locally in your development harness, it indexes source IaC, maps cloud-specific primitives (such as Karpenter to Custom Compute Classes), and validates configurations offline—delivering reviewable pull requests and data-migration runbooks with zero live cluster mutations.
Learn more in the announcement blog and try the plugin on GitHub.

	Claude Opus 5.5 is now available on Google Cloud. Built for everyday complex tasks, it delivers stronger agentic coding, research, and analysis while handling long-running work at a lower cost per token. Google Cloud continues to provide enterprise customers with broad model choice to build, deploy, and scale their AI agents securely. Try it here.

	Import Delta Lake tables with Dataflow Job Builder!
Migrating to borderless Lakehouse just got a lot easier. You can now import Delta Lake tables stored in Cloud Storage using Dataflow Job Builder, a no-code/low-code interface for authoring Dataflow pipelines. Because Dataflow is a fully managed service, you are spared the overhead of provisioning and managing virtual machines. For step-by-step guidance, check out the documentation here.


Sept 14 - Sept 18

	Storage Intelligence Advisor for Google Cloud Storage is now GA
Google Cloud Storage customers can now manage cloud storage more effectively with Storage Intelligence Advisor, delivering curated metrics, automated anomaly detection, and actionable recommendations right out of the box, with zero setup required.Advisor baselines activity across your projects and automatically detects four key anomalies: surges in operations, unexpected rises in cross-region egress, and spikes in errors. Each finding includes deep drill-down visibility into the resources driving the change, alongside prescriptive steps to remediate issues before they impact performance or cost.
Learn more to get started with Storage Intelligence Advisor.

	Build private WebSockets from Apigee X to Cloud Run
Real-time AI agents and streaming architectures often require persistent, bidirectional connections. A new implementation guide by Apigee Customer Engineer Joel Gauci demonstrates how to establish private southbound connectivity between Apigee X and Cloud Run. Using Private Service Connect (PSC) and a Regional Internal Application Load Balancer, teams can enforce API governance and security policies at the edge while keeping backend services completely isolated from the public internet.Explore the step-by-step guide and open-source code

	Connecting Gemini Enterprise Agent Runtime to Apigee with Private Service Connect 
Deploying autonomous AI agents often presents security, compliance, and cost challenges. A new reference guide details how to build an end-to-end, private architecture between Gemini Enterprise Agent Runtime and Apigee. This design helps protect internal backends and manage token quotas. Read the full community guide and deploy the code

	Discover what’s new and next in Apigee
As enterprise architectures adapt to generative AI and autonomous workflows, Apigee is expanding its proven platform capabilities to support modern AI gateway use cases alongside traditional API management. Join our session on Thursday, September 24, featuring Apigee Product Manager Geir Sjurseth. Get an inside look at recent product releases, explore architectural patterns for securing models and agents, and bring your questions for the live Q&A.Register for the September 24 Apigee product update

	Managed Service for Apache Kafka supports clusters with public Internet access!
With Managed Kafka public clusters, you can now produce and consume messages from clients outside your VPC—including your local machine, for faster, frictionless testing. Public clusters unlock use cases like IoT devices, retail storefronts, and telco network towers. Enable public access on new or existing clusters via the Google Cloud console, gcloud CLI, or REST API. Spin up your first public cluster, or reach out to kafka-hotline@google.com with questions.
	Stream data directly into Bigtable using Bigtable subscriptions, now in Preview!
You can write Pub/Sub messages to a Bigtable table with zero ETL with Bigtable subscriptions. No pipelines, no code, delivered by the serverless, zero-ops experience you already know with Pub/Sub. Power your AI workloads, from model telemetry to real-time context engineering, without the overhead of managing complicated ETL pipelines. Built to be dependable, with native support for dead-letter topics. Try the feature today!


Sept 7 - Sept 10

	Why Your Voice Agent Needs Session Auditing
Moving voice agents to production demands robust quality monitoring. This guide dives deep into the inner workings of the Agent Development Kit (ADK) responsible for audio session auditing. Learn how the ADK's save_live_blob feature intercepts, buffers, and stores raw audio chunks during active Gemini Live sessions. We explore building an automated post-processing pipeline to seamlessly stitch these fragments into cohesive, playable audio files. Discover how to leverage these vital audio audit trails to monitor real-world interactions, diagnose failures, and ensure enterprise-grade reliability. Read the full guide here.
	AlloyDB Omni Red Hat RPM Orchestrator now Generally Available
AlloyDB Omni Red Hat RPM orchestrator is now Generally Available. The AlloyDB Omni Red Hat RPM orchestrator offers a new way to manage PostgreSQL-compatible workloads on bare metal or VM platforms, combining the high performance of AlloyDB, access to generative AI features and Gemini models to build AI agents and applications, and full automation. The orchestrator simplifies cluster provisioning and lifecycle management by allowing you to define reference architecture specifications, customizable by adjusting instance parameters, node configurations, and networking options — discover all details in full blog post.


Aug 31 - Sept 4

	Automate VM guest software lifecycle with VM Extension Manager, now GA
Google Cloud VM Extension Manager is now generally available, eliminating the need for custom startup scripts to manage guest OS extensions across Compute Engine fleets. Define declarative, project-wide policies that enforce desired software states across all regions and zones. Benefit from continuous drift detection with automatic self-healing, multi-zone phased rollouts with automated rollbacks on failure, and centralized fleet health visibility integrated with Cloud Monitoring.Explore VM Extension Manager documentation

	Assess Apigee migrations without a target environment
Planning a migration to Apigee X or Hybrid? You can now assess your legacy Apigee Edge SaaS or OPDK environment earlier in your planning cycle. Using the updated --skip-target-validation flag in the Apigee Migration Assessment Tool, teams can generate a full inventory and establish scope baselines before target infrastructure or IAM credentials are provisioned.Read the guide to learn more.

	
Claude Fable 5.1 is now available on Agent Platform. It brings performance improvements over Fable 5 across reasoning, full-lifecycle coding, multi-tool workflows, and knowledge work.

Anthropic also announced Enterprise Frontier Safeguards, a solution that gives customers the option to safely deploy Anthropic’s most capable models while storing their data in cloud infrastructure they control.

We continue to offer enterprise customers options across frontier models to build, deploy, and scale securely on Google Cloud.




Aug 24 - Aug 28

	Grok 4.6 is now available in Preview on Gemini Enterprise. xAI's most capable model, built for coding, agentic tasks, and knowledge work, Grok 4.6 joins Grok 4.3 and Grok 4.20 in Model Garden and becomes the flagship of the Grok family. It supports reasoning, function calling, and structured output for multi-step agentic workflows, and accepts text and image input.Get started today

	Empowering autonomous agents with advanced security governance
AI agents offer incredible productivity gains, but granting them access to read emails, query databases, and trigger APIs introduces critical new security risks. In fact, 79% of tech leaders cite security and governance as their biggest challenge to scaling AI. Traditional tools are no longer enough to handle automated threats like prompt injection and dynamic permissions. Discover how forward-thinking enterprises are using secure-by-default design, agent identity governance, and human-in-the-loop controls to deploy agents with confidence.Read more

	Stateful processing is available in BigQuery continuous queries in Preview
Stateful operations significantly expand what’s possible with BigQuery continuous queries. This feature allows users to leverage functions like JOINs, aggregations, and windowing functions directly in their streaming queries. Now you can calculate metrics over time (for example, a 30-minute average) to power your downstream applications and AI agents with much richer, real-time signals.
	Try out our feature here and share your feedback with bq-continuous-queries-feedback@google.com!
	Synthetic data generator tool is available for Managed Service for Kafka
You’ve launched your first Kafka cluster. Now what? The next thing to do is to produce some data to the cluster, but that involves modifying a client application somewhere or spinning up a virtual machine. The synthetic data generator tool, now generally available, can start sending mock data to your cluster in 3 clicks, and will get data streaming into your cluster in less than two minutes. The perfect utility for those moments you just want to test your cluster and new features. Try our quickstart today!
	Dataflow pipeline updates are faster & more flexible
Dataflow pipeline updates can now stop-and-replace pipelines, a major addition to the existing in-place-update feature. The new parallel pipeline option accelerates the migration between the old & new pipeline, resulting in reduced disruption to your business. You can also set a timeout on drains that prevents runaway costs for your pipeliness in the event of stuck processing. This feature is generally available. Try it here!


Aug 17 - Aug 21

	Webinar: Agent Identity as the backbone for secure AI innovation
An AI agent with a stolen API key looks identical to a legitimate one. As autonomous agents scale across enterprise systems, static credentials and legacy IAM policies can no longer keep up with machine-speed execution. Join Shaun Liu, Product Manager at Google Cloud, on August 27 at 1 PM ET to explore Google Cloud’s vision for unifying agent, human, and nonhuman identity into a workload-centric platform using verifiable cryptographic identities (SPIFFE, ID-JAG, OAuth).Register for the webinar now



Aug 10 - Aug 14

	Diagnosing Apigee Hybrid Cassandra Read Latency for Peak Performance
Diagnose real-time Cassandra read latency and resolve API key verification bottlenecks in Apigee Hybrid with this step-by-step troubleshooting guide. Learn how to deploy a debugging client and query performance tables to maintain sub-millisecond response times. Read the Apigee Hybrid Cassandra Troubleshooting Guide

	Keep moving with agents! The All Things Agentic Hackathon is officially live.
We're challenging builders to build next-generation agents that take on the busy work and handle the heavy lifting in the background using Gemini 3.5 and Google Cloud. Compete for your share of $190,000 in prizes, cash, and Google Cloud credits! Submissions are open from August 3, 2026, to August 31, 2026.Learn more and register. Sign up for GEAR to get exclusive updates and your badge. #AllThingsAgenticHackathon

	Accelerate PostgreSQL migrations using Gemini in Database Migration Service
Enterprise database migrations often stall during the "last mile" of translating legacy stored procedures, triggers, and custom functions from Oracle or SQL Server. Database Migration Service (DMS) now provides AI-assisted code conversion powered by Gemini in Databases. By combining deterministic compiler rules for 1:1 syntax with Gemini contextual synthesis for complex procedural blocks, DMS converts legacy code into native PostgreSQL and AlloyDB with full schema awareness and side-by-side validation.Read the full blog post to learn how to streamline your database code conversion.

	Compute Flex CUDs now available for G2 and G4 GPU VMs
Compute Flexible Committed Use Discounts (Flex CUDs) are now available for G2 (NVIDIA L4) and G4 (NVIDIA RTX Pro 6000) VMs. You can now lock in predictable savings while retaining the flexibility to adapt across VM families, migrate between regions, and combine general-purpose compute, GKE, Cloud Run, and G2 & G4 GPU VMs under a single spend commitment. Flex CUDs for G-series VMs let you lock in savings today while preserving the agility to upgrade to latest hardware without disruption!Explore VM instance pricing or learn more about Flex CUDs.

	Rapid Bucket accelerates the training and checkpoint performance in PyTorch Ecosystem via GCSFS
With the release of GCSFS 2026.8.0, organisations can now unlock maximum ROI from their AI/ML infrastructure by eliminating data starvation on GPUs in PyTorch ecosystem when they are using Frameworks like Dask, Pandas, PyTorch , PyTorch Lightning, Hugging Face Datasets, Ray dataetc. By making adaptive concurrent prefetching the default, GCSFS dynamically predicts and background-fetches sequential read patterns—boosting single-file throughput by 5x, and scaling up to 21 GiB/s , saturating the NIC when paired with Rapid Bucket. Saturating the NIC translates to significantly improved accelerator goodput and reduced training wait times with zero integration friction. Training and checkpoint restore workflows benefit from intelligent memory management that automatically drains the buffer during random reads to completely avoid bandwidth or memory penalties.


Aug 3 - Aug 7

	Navigate data sovereignty and AI innovation with hybrid cloud
For enterprises facing strict compliance rules, keeping sensitive data on-premises often means missing out on cutting-edge AI. Data from the 2026 State of AI Infrastructure report reveals that 52% of IT leaders are adopting hybrid cloud strategies to bridge this gap. Our latest blog post explores how Google Distributed Cloud (GDC) helps organizations deploy connected or air-gapped models to run advanced AI entirely within secure environments—mitigating geopolitical risks without sacrificing innovation. Read more.
	SAP and Google Cloud Launch BDC Connect for BigQuery
For years, enterprises have struggled with the cost, risk, and complexity of moving mission-critical SAP data into advanced analytics platforms. The general availability of SAP Business Data Cloud (BDC) Connect for BigQuery marks a turning point. By introducing revolutionary zero-copy, bi-directional data sharing, this new capability seamlessly bridges SAP systems with Google Cloud's powerful data and AI ecosystem. Instead of wrestling with manual data duplication and lost business context, organizations can now eliminate silos, dramatically lower their analytics costs, and rapidly deploy trustworthy, agentic AI solutions grounded in real-time operational reality. Read the full announcement to learn how to transform your data strategy.
	Google Cloud Cortex Framework version 7 is now generally available!
This release helps you modernize your data architecture for AI agent readiness, enabling you to quickly deploy, customize, and extend robust data products while simplifying orchestration and reducing infrastructure overhead. It provides data product accelerators for SAP-sourced data to build trusted, high-quality data products ready for advanced analytics and agentic use cases. The Framework integrates with Google Cloud products including BigQuery, Dataform, Knowledge Catalog, and Gemini Enterprise Agent Platform. Learn more in our announcement blog, technical documentation, or try a demo deployment today. 
	From API Management to AI Gateway with Apigee
Massive LLM adoption unlocked automation but exposed critical vulnerabilities, from unpredictable token costs to security risks like prompt injection. Without central management, organizations face accelerated technical debt. Learn how to transform Apigee into an enterprise AI Gateway to centralize governance. This architectural roadmap details how to utilize semantic cache to optimize token costs, implement prompt protection policies for security, and productize tools using the emerging MCP standard.Read the full architectural roadmap on the Apigee Community Hub

	Centrally govern enterprise AI traffic with Apigee AI Gateway
Manage, track, and secure model communication across your entire infrastructure from a single pane of glass. In a new video walkthrough, Principal Architect Tyler Ayers demonstrates how Apigee AI Gateway simplifies agentic governance. Learn how to transparently proxy model traffic, log real-time token counts, and apply runtime security quotas without impacting your developer workflow.Watch the Apigee AI Gateway demo

	Maximize Provisioned Throughput Utilization
Sudden traffic micro-spikes can exceed per-second quotas, triggering 429 errors or forcing overflow into shared resource pools. A new architectural guide demonstrates how to build a serverless "shock absorber" using Cloud Run and Google Cloud Tasks. By decoupling request ingestion from execution, this queue-based pattern flattens volatile traffic bursts and smoothly drips requests to Gemini at your exact quota rate, maximizing Provisioned Throughput utilization while eliminating job failures during peak usage. Read the step-by-step setup guide.
	Eliminate security blindspots in agentic tool interactions
Unmonitored agentic tool calls via the Model Context Protocol (MCP) can introduce critical security risks to your enterprise architecture. Join our technical deep dive on Thursday, August 13, to discover how to position Apigee as a centralized security gateway. Featuring the new ParsePayload policy and payload operations groups in API Products, this session demonstrates how to enforce granular tool filtering, manage execution quotas, and scale secure agent ecosystems without impeding developer velocity. Register for the August 13 Community TechTalk



Jul 27 - Jul 31

	Data Cloud and Apigee CDMX: The AI Agent Evolution | August 12, 2026
Enterprise AI demands evolution beyond basic conversational assistants. To generate real value, AI models must connect with the organization's core systems and live data sources. Join us this August 12 at Google CDMX for the exclusive event AI Evolution: Powering Tomorrow's Enterprise. Learn how to design an agile and secure ecosystem by unifying the power of Gemini, Apigee, and data agent technologies through practical demonstrations led by Google Cloud engineers.Secure your spot for the in-person session in Mexico City Register now!

	Vast Edge, built on GCP, launches the first live recovery interface for cloud backups, enabling IT teams to inspect backup contents in real time. This transforms backups from a blind, log-based process into an interactive platform where teams can instantly search, preview, and validate the exact data available for restore.This platform protects Google Workspace, NetSuite, Salesforce, Workday and many SaaS environments, providing complete visibility and enterprise-grade oversight.
Visit Vast Edge Backup & Disaster Recovery and get a free trial of their backup solutions on the GCP Marketplace for Google Workspace Backup, NetSuite Backup, Salesforce Backup, and Workday Backup.



Jul 20 - Jul 24

	Claude Opus 5, Anthropic’s latest model, is now available on Agent Platform. It brings performance improvements over Opus 4.8 across coding, long-running agents, and knowledge work.The model is Zero Data Retention (ZDR) compatible. For safety, high-risk workflows — such as penetration testing or exploit generation — it will notify you and fall back to Opus 4.8.We’re excited to continue to offer enterprise customers options across frontier models to build, deploy, and scale AI securely. Try it here. 
	Apigee Northam Roadshow 2026 | The AI Agent Evolution: Powering Tomorrow's Enterprise
AI is evolving. As your organization deploys autonomous agents, the integration between APIs and models becomes critical. Join Google Cloud specialists for an exclusive day of deep-dive sessions and live demos. Discover how the unified power of Apigee and the Google Cloud Agent Platform allows you to build, govern, and scale high-performance AI agents with complete control.  Call to Action: Register for Sunnyvale | Register for NYC | Register for Chicago
	Deploy an Apigee Proxy for MCP Registry Discovery  
Learn how to deploy an Apigee X proxy to format Apigee API Hub data into the Model Context Protocol (MCP) Registry format. This tutorial by Tyler Ayers guides developers through cloning the sample repository, deploying using the Apigee Feature Templater (aft), and testing the endpoint to make API data easily discoverable by coding agents. Read the full community tutorial to get started.

	Simplify AI Infrastructure: Getting Started with Apigee AI Gateway
Managing a complex AI landscape with multiple backend environments can present significant operational and governance challenges. A new tutorial walks you through how to build a unified API proxy using Apigee AI Gateway. By establishing a single, secure entry point for all model traffic, teams gain access to real-time analytics, comprehensive tracing, and financial operations auditing—completely seamlessly, and with absolutely no modifications required to client environments or user configurations. Read the step-by-step setup guide

	Your AI agents are ready. Is your data?
The biggest bottleneck to scaling AI isn't the models—it's giving them access to business context. As enterprises move to proactive systems of action, legacy infrastructure often buckles under the nonlinear speed of AI agents. Google Cloud’s new Agentic Data Cloud, built on AI-native infrastructure, solves this by unifying data, AI models, and operational databases. Discover how a borderless Lakehouse and active Knowledge Catalog can empower your AI agents with trusted, real-time context without unnecessary engineering overhead. Read more.
	Secure and govern your AI at Apigee AI Horizon in London
Moving AI from basic prompts to complex agentic workflows requires trust and control. Join us on Tuesday, 1st September 2026 at Google London for our 5th edition of Apigee AI Horizon. Discover how Google Cloud product leaders and architects are using Apigee and Model Armor to secure LLM APIs, implement policy controls, and manage token consumption. Do not miss this one—register soon!Secure your spot for AI Horizon London



Jul 13 - Jul 17

	Resource-Based CUD Sharing is Now Enabled by Default
Starting June 16, 2026, the default setting for Google Cloud Resource-based Committed Use Discount (CUD) sharing will change from disabled to enabled for new billing accounts and eligible existing accounts without active CUDs. This update automatically maximizes your savings by pooling underutilized discounts across your resources.You retain full control and can adjust your CUD sharing preferences at any time by changing your CUD scope configuration. For instructions, see Enable CUD sharing or Disable CUD sharing.

	Webinar for India: Google Cloud for EdTech: Optimizing Traffic and Token Governance at Scale
API traffic surges and AI model integration are reshaping the EdTech landscape. Join Satyam Maloo for the webinar Google Cloud for EdTech: Optimizing Traffic and Token Governance at Scale on July 23, 2026. Learn to implement advanced rate limiting, gain granular token visibility, and leverage real-time analytics to govern your platform effectively. Whether you’re scaling for peak academic seasons or integrating complex AI workflows, this session provides the infrastructure blueprint you need.Register Now

	Scaling AI Agents: Treat prompts like software artifacts
As AI agents move into production, monolithic system prompts often result in configuration drift, merge conflicts, and silent runtime failures. The solution is adopting a Prompts-as-Code architecture. By breaking prompts into modular skill files and using a build-time transpiler, engineering teams can introduce dependency resolution, static validation, and CI/CD rigor to their agent's control plane. Stop manually editing massive text files and start building deterministic, reliable agent infrastructure.Read more here.



Jul 6 - Jul 10

	Webinar: Introducing Google Cloud NGFW Enterprise advanced malware protection - powered by Palo Alto Networks
Discover the new Cloud NGFW advanced malware sandbox, arriving in preview later this year. Powered by Palo Alto Networks Advanced Wildfire, it leverages data from 70,000+ customers to help defeat advanced malware. Join us on July 16 at 11 AM EDT to learn how to build a resilient, zero-trust cloud infrastructure that protects your apps and data, wherever they reside.Register for the webinar now

	Safely run AI-generated code in Cloud Run sandboxes
Cloud Run sandboxes, now in public preview, are lightweight, isolated execution boundaries that you can spawn near-instantly within your existing Cloud Run service instances.Whether you need to let an LLM run a dynamically generated Python script to calculate business margins or spin up a headless browser to perform web research, Cloud Run sandboxes give you a secure, isolated sandbox to run these tasks without leaving your serverless environment.
Read the blog to learn more and get started today.

	Australia API Horizon: Scaling Enterprise Governed AI Agents
The transition from AI chatbots to autonomous agents is the most critical integration point for your business. Join Google Cloud at our upcoming events to explore exclusive deep-dive sessions on architecting for the agentic era.Discover how to use Apigee as an intelligent AI Gateway to govern, secure, and scale high-performance architectures. You will learn to seamlessly build AI tools from your existing APIs and maintain control over your entire ecosystem.
Join us in your preferred city:

	Sydney: July 28, 2026, at Google Sydney, One Darling Island.
	Canberra: July 29, 2026, at Hotel Realm.
	Melbourne: August 4, 2026, at Google Melbourne.



	Build highly available, multi-region services on Cloud Run
Maintaining uptime for business-critical applications just got a lot easier on Cloud Run. Service health, now Generally Available, automates cross-region failover by leveraging readiness probes for instance-level health checks with a simple, two-click setup. You can configure service health with global external Application Load Balancers for public-facing applications or cross-region internal Application Load Balancers for private networking traffic.Learn how to configure service health for Cloud Run.

	Report: 83% of organizations need infrastructure upgrades for agentic AI
The shift from conversational bots to autonomous agents is breaking legacy systems. Our new State of AI Infrastructure report details how engineering leaders are adapting to these massive new workloads. To eliminate inference bottlenecks, control hidden scaling costs, and manage agent sprawl, the industry is rapidly moving toward fluid compute, centralized governance, and unified, co-designed architectures.Explore our key infrastructure insights

	Stop tinkering, start scaling: the industrialized AI Playbook
Did you know that only 5% of custom AI investments actually return measurable business value? The problem isn’t the technology—it’s how organizations are wired to run it.In this compelling read, Google Cloud Consulting breaks down the operational blueprint that bridges the stark gap between "cool tech experiments" and real, P&L-impacting enterprise ROI.
Read the full article on Medium

	AI Agent Clinic: Slashing App Latency by 80%
Prototyping an AI agent is easy, but scaling for live traffic presents unique challenges. In the latest AI Agent Clinic, our technical experts partner with a developer to optimize PlaybackIQ, a live football analysis agent. This session demonstrates how to use OpenTelemetry to trace bottlenecks in the Gemini Enterprise Agent Platform and deploy to Cloud Run for high-concurrency scaling, achieving an 80% reduction in response time. Learn production-grade debugging strategies to optimize your own LLM applications.Watch the 60-minute teardown



Jun 29 - Jul 3

	Claude Sonnet 5, Anthropic’s latest model, is now available on Agent Platform. 
This addition serves as a drop-in replacement for Sonnet 4.6, giving organizations expanded choice for task completion across enterprise workflows. It features enhanced reasoning, cleaner code generation, and computer use capabilities for desktop and browser workflows.By continuing to rapidly bring frontier models to our platform, Google Cloud offers an uncompromised choice of the industry's best technology to build, test, and scale enterprise-grade AI.
Get started today.

	
Automate your AI governance with Apigee and YAML
Manual API gateway configurations can quickly slow down your AI engineering velocity. Join the Apigee community on Thursday, July 16, to discover an automated, declarative blueprint for model garden management. Learn how a simple, repeatable YAML pattern lets your AI practitioners instantly spin up secure, policy-backed enterprise configurations  without friction. Bring your questions and connect during our live Q&A session. 

Register for the July 16 Community TechTalk


	
Build next-generation AI portals for autonomous agents
Standard developer portals were designed for human developers to subscribe to static APIs. Today, autonomous agents, LLM toolkits, and dynamic runtimes demand a central nervous system for governance. Join our technical deep dive on Thursday, July 23, to explore Apigee's new AI Portals solution. You will see exactly how to deploy full-service, MCP powered hubs to safely manage enterprise self-service for models, tools, and agents. 

Register for the July 23 Community TechTalk


	Protect your infrastructure from advanced cyberattacks at the API layer (Presented in Portuguese)
In an era of increasingly sophisticated threats, relying solely on traditional firewalls leaves critical data gaps. Join our technical community TechTalk on Thursday, July 30—conducted in Portuguese—to learn how to proactively mitigate risks directly at the gateway layer. This session demonstrates how to configure and govern essential Apigee security policies to build a robust line of defense, ensuring maximum availability and complete integrity for your enterprise microservices. Register for the July 30 Portuguese Community TechTalk



Jun 22 - Jun 26

	Accelerate TPU model loading while saving RAM on GKE.
Large model cold starts often stall scaling and leave high-value TPUs idle. The open-source Run:ai Model Streamer now natively supports TPUs with Google Cloud Storage in TPU vLLM 0.18.0. This integration accelerates inference pipelines on GKE by streaming tensors directly into CPU memory, bypassing local disk bottlenecks and the "double-buffering" trap. In benchmarks, loading a 480B parameter model was over 2x faster while cutting peak host memory usage by half. Read the full guide and get started today.
	Stop Training Blind: Scaling AI with the New OpenTelemetry-Based TPU AI Telemetry Collector Agent
Google Cloud’s new AI Telemetry Collector agent standardizes TPU monitoring using OpenTelemetry. It optimizes enterprise ML workloads by identifying silent failures and providing zero-cost operational metrics without draining host CPU cycles. The agent seamlessly routes telemetry to Google Cloud Monitoring or Prometheus and custom Grafana setups. Pre-installed on Google-optimized Ubuntu images or available via Docker, it tracks memory, network latency, and core utilization to maximize multi-node training efficiency.You can read more of this capability by clicking this link.



Jun 15 - Jun 19

	Join us for a deep dive into agentic AI control with AppyThings
Your integrations aren’t failing—they are evolving. When users interact with AI agents, they no longer arrive directly at your site, resulting in experiences stripped of your context, expertise, and intended experience. Join us on Thursday, June 25, for a community tech talk in partnership with AppyThings to learn how to solve this new gateway challenge. We will explore how MTN laid an integration foundation with the Model Context Protocol (MCP) to deliver accurate, consistent experiences. Our technical experts will demonstrate how to leverage Apigee as a centralized tools management solution to govern agent access. Register for the session

	Optimize Spot VM Deployments with Capacity Advisor for Spot, Now in Public Preview
Google Compute Engine has launched Capacity Advisor for Spot to Public Preview, now open to all customers. This tool turns Spot capacity discovery into a data-driven process by providing real-time deployment recommendations to maximize obtainability and minimize preemption risks. Query the Capacity Advisor API for obtainability and minimum estimated uptimes, or use the new Console UI featuring a global availability map, spot price lookups, and historical preemption rate trends to visually find the most cost-efficient compute capacity.Get started today to start optimizing your Spot VM deployments!

	Build a multi-tenant agentic AI system
When scaling generative AI across different business units, your teams need specialized AI agents with unique operational rules and tools. Our new reference architecture helps you build a centralized multi-tenant platform to prevent fragmented silos, eliminate data exposure risks, and maintain unified compliance. Read the guide to design and deploy a multi-tenant agentic AI system in Google Cloud.
	How to Configure Gemini Enterprise to Connect to a Custom MCP Server
The Gemini Enterprise MCP Connector was a big announcement at Google Cloud Next because it introduces the ability to connect Gemini Enterprise to MCP servers. This blog post provides a step-by-step guide on how to configure your first Custom MCP Server connector using the Google Maps Ground Lite MCP server as an example. Once you understand this flow, you can configure multiple MCP servers with Gemini Enterprise to bring all the context you need.


Jun 8 - Jun 12

	Simplify Multi-Cloud Planning with Cloud Location Finder, now Generally Available 
Cloud Location Finder provides up-to-date data on public regions, zones, and Google Distributed Cloud Connected locations across Google Cloud, AWS, Azure, and OCI. You can now programmatically discover locations based on provider, proximity, territory, and carbon footprint to optimize your global infrastructure strategy for performance, compliance, and sustainability. Get started for free today



Jun 1 - Jun 5

	Modeling the physical world with BigQuery Graph
Managing complex supply chains requires more than just spreadsheets; it requires a digital replica of the physical world. In this post, Guru Rangavittal and Candice Chen explore how BigQuery Graph enables organizations to build a digital twin by turning physical assets into an interconnected map of nodes and edges. By moving beyond traditional relational databases, businesses gain real-time clarity into operations—from executing surgical ingredient recalls to analyzing weather-driven logistics risks. Discover how BigQuery Graph transforms reactive firefighting into proactive, precision modeling, allowing you to see critical connections in seconds and future-proof your supply chain.
	Apigee for AI: Govern LLMs and MCP Servers (Presented in Spanish)
Learn how to securely transition your AI initiatives from experimental prototypes to enterprise-ready deployments. Join Luis Cuellar on June 18 for a technical deep dive (presented in Spanish) exploring Apigee’s latest AI gateway capabilities. Discover how to centralize governance over Model Context Protocol (MCP) servers, protect Large Language Models (LLMs) with robust API gateway security policies, and manage token-based quotas.Register for the June 18 Spanish Community TechTalk



May 25 - May 29

	
Anthropic’s Claude Opus 4.8 is now available on Gemini Enterprise Agent Platform. As we continue to expand our platform's model offerings, this addition gives organizations more options for handling complex, multi-stage enterprise workflows. Claude Opus 4.8 brings strong capabilities in agentic coding, allowing developers to manage extensive refactors and tracking dependencies over extended sessions.


	API Horizon Munich July 6, 2026: Orchestrating the Next Era of AI and APIs 
Master the orchestration of next-gen AI and digital ecosystems. Join Google Cloud experts and DACH tech leaders on July 6 for an exclusive look at the Apigee roadmap, Agent Management, and Model Context Protocol (MCP). Gain real-world insights and connect with the regional integration community.Register now

	Securing AI Agents: The Extended Agent Gateway Pattern
Learn how to prevent autonomous AI agents from invoking unauthorized APIs. Join Apigee Specialist Joel Gauci on June 4 for a technical deep dive into the Extended Agent Gateway pattern. This session covers enforcing Fine-Grained Authorization (FGA), implementing secure token exchange, and establishing Model Context Protocol (MCP) governance at the API gateway layer to protect enterprise backend services.Register for the June 4 Community TechTalk

	API-to-Agent Security: Exposing REST APIs to Gemini Enterprise via MCP
Connect Gemini Enterprise agents to core data without creating security hazards. Join Google Cloud Specialist Nigel Walters on June 11 to learn how to instantly transform legacy REST APIs into secure Model Context Protocol (MCP) servers. We’ll cover how to safely register tools with Gemini while enforcing gateway-level guardrails like rate limiting and access control policies.Register for the June 11 Community TechTalk



May 18 - May 22

	Chinese Webinar | June 4: AI Command and Control
As AI agents move from experimental pilots to core enterprise functions, governance has become a critical next step. Join Google Cloud on June 4th at 10:00 AM (Beijing Time) to learn how to build a secure AI management layer architecture. We'll explore how to develop governed MCP (Model Context Protocol) endpoints, manage tool access to enterprise data, and leverage robust audit logs to operationalize AI. This session also includes a practical demonstration of these governance frameworks on Google Cloud.Register here

	GCP Announces New Features to Benchmark and Optimize LLMs for On-Device Use Cases
Deploying fine-tuned LLMs from GCP to edge devices like smartphones is complex due to fragmented hardware. Google AI Edge Portal bridges this gap, giving GCP developers the ability to test AI performance on 120+ Android devices, representing the full diversity of high, medium, and low tier smartphones on the market today. This week at I/O, we announced brand new capabilities to benchmark and debug LLM performance across these devices. Sign-up to utilize these new features in private preview today.


May 11 - May 15

	Build Your AI & MCP Control Tower for Universal Governance
Master the future of agentic security with Apigee. Join our Community TechTalk on May 21 to discover how Apigee serves as a central "Control Tower" for the Model Context Protocol (MCP). We will explore how new JSON-RPC tool authorization enables fine-grained access policies across your organization, ensuring secure and scalable AI deployments. Whether managing internal tools or external users, learn to govern your agentic ecosystem with absolute precision. This session is designed for global coverage across EMEA and AMER regions.Register for the May 21 Community TechTalk



Apr 27 - May 1

	Master Your Launch: The Apigee Production Go-Live Checklist
Ensure a secure launch with the Apigee production guide. Join Nicola Cardace on May 28 to explore security guardrails, including IAM roles, mTLS configurations, and encrypted KVM migrations. Scheduled at 11 AM EDT / 5 PM CEST to support EMEA and AMER teams, this TechTalk provides the technical roadmap you need to flip the switch with absolute confidence.Register for the May 28 Community TechTalk

	
Transforming APIs into Governed Agentic Tools on the Google Cloud Agentic Platform
Turn your APIs into secure, governed agentic tools on the Google Cloud Agentic Platform. Join Specialist Christophe Lalevée on May 7 for a technical deep dive into AI productization. Scheduled at 5 PM CEST / 11 AM EDT to maximize coverage for developers across EMEA and AMER, this session explores the integration and governance frameworks required to scale enterprise-ready AI with confidence.

Register for the May 7 Community TechTalk


	Fractional G4 VMs are Generaly Available, providing a highly efficient and cost-effective entry point for AI and graphics workloads. These new configurations, using NVIDIA virtual GPU (vGPU) technology, allow you to leverage the power of the NVIDIA RTX PRO 6000 Blackwell Server Edition GPUs in flexible, smaller increments, so you can right-size your infrastructure to match the specific demands of your applications. By providing more granular access to advanced hardware, fractional G4 VMs let you optimize resource allocation and reduce overhead without sacrificing performance. You can now select from additional GPU slice sizes for your specific needs:
	1/2 GPU: Ideal for more intensive tasks such as LLM inference, robotics sensor simulation, and high-fidelity 3D rendering.
	1/4 GPU: Optimized for mainstream workloads, including mid-range creative design, video transcoding, and real-time data visualization.
	1/8 GPU: Great for lightweight applications such as remote desktops, productivity tools, and entry-level streaming services.



	
Transitioning AI from a sandbox prototype to an enterprise-grade system is a major hurdle. A monolithic script won't suffice for widespread deployment. To achieve true scale and reliability with Gemini, organizations must adopt service-oriented micro-agent architectures, establish Zero-Trust security, and implement rigorous EvalOps. Master the "Agentic Maturity Ladder" to ensure your AI & Agentic solutions are robust, secure, and ready for the real world.

Watch the deep dive and read the developer blog to learn more.


	ML Development in VS Code with Google Cloud Power: Workbench Extension Now Available
Data scientists and developers can now combine the local productivity of VS Code with the scalable infrastructure of Google Cloud. The new Google Cloud Workbench Notebooks extension allows you to connect to and run notebooks on managed cloud environments directly within your local IDE. This integration streamlines the ML lifecycle by eliminating context switching and providing high-performance compute for complex workloads in a familiar interface. As part of our commitment to the developer ecosystem, the extension is fully open-sourced to support community-driven innovation.
	Install from Marketplace: GoogleCloudTools.workbench-notebooks
	Contribute on GitHub: colab-enterprise-vscode





Apr 20 - Apr 24

	Announcing the 2026 Google Cloud Partners of the Year
Google Cloud is honored to celebrate the winners of the 2026 Partner of the Year awards! These awards recognize an exceptional group of partners across AI, Security, Infrastructure, and more, who have demonstrated a commitment to customer success. From global system integrators to specialized startups, these winners are leveraging the power of Google Cloud to solve complex challenges and drive digital transformation worldwide. Join us in congratulating these organizations for their innovation, collaboration, and impactful results over the past year.See the 2026 Partner Award winners



Apr 13 - Apr 17

	We're excited to announce the Public Preview of Datastream’s metadata integration with Knowledge Catalog. This is the first step in our vision to provide a centralized, "single pane of glass" for all Datastream assets. The enhancement automatically synchronizes Streams, Connection Profiles, and Private Connections, eliminating data silos. It enhances discoverability, allowing you to search for Datastream assets using the same interface as BigQuery tables. Centralized governance is also provided, making your real-time data estate more transparent and easier to manage.
	Upgrading Apigee OPDK to 4.53 with OS Modernization
Modernize your infrastructure using Google’s official, sequential upgrade path. Our Technical expert, Rakesh Talanki outlines how to upgrade Apigee OPDK to v4.53 while migrating to a supported OS (RHEL 8.x/9.x). This guide covers the "build-out" methodology, including multi-data center syncing, to ensure a stable, zero-downtime transitionRead the guide

	Cloud Run Worker Pools and CREMA: Powering Serverless AI at Scale
Google Cloud has announced the General Availability of Cloud Run worker pools, a new resource type designed specifically for pull-based, non-HTTP workloads. Unlike traditional Cloud Run services that scale based on request traffic, worker pools provide an "always-on" environment for background tasks like processing message queues or running large-scale AI inference. To support this, Google Cloud also open-sourced the Cloud Run External Metrics Autoscaler (CREMA). Built on KEDA, CREMA enables queue-aware autoscaling for worker pools, allowing them to dynamically scale based on external signals like Pub/Sub backlog or Kafka lag.
	Apigee Model Context Protocol (MCP) now Generally Available
Expose enterprise APIs as MCP tools for agentic AI applications with the General Availability of MCP in Apigee. This update allows developers to transform APIs into AI-ready tools using OpenAPI Specifications, removing the need for local MCP servers or additional infrastructure. With managed endpoints and semantic search in API hub, you can now provide AI agents with secure, governed access to enterprise data at scale.Explore the MCP overview



Apr 6 - Apr 10

	Community TechTalk: Powering Retail Agents with ADK, UCP & Apigee X
Move beyond basic chatbots to secure, transactional AI experiences. Join our Community TechTalk on April 16 to learn how Apigee X and Gemini build a "Trust Layer" for AI shopping assistants using UCP standards. We’ll demonstrate how to block prompt injections with Model Armor and implement cost governance via token limits to secure the path from discovery to purchase.Register for the TechTalk

	Implement multimodal capabilities in your AI agents
Explore three new reference architectures for building sophisticated multi-agent AI systems that can process and analyze multimodal data. To analyze disparate multimodal data and produce a high-confidence classification, see Classify multimodal data. To create a fluid conversational AI that processes audio and video streams in real time, see Enable live bidirectional multimodal streaming. To consolidate fragmented multimodal data into a searchable knowledge graph, see Multimodal GraphRAG resource orchestration.
	Automate SecOps workflows with an agentic AI system
To accelerate incident response and reduce manual toil for your security team, you need a system that can automate remediation playbooks. Our new reference architecture helps you build an AI agent that orchestrates complex triage and investigation workflows across disparate security tools, such as SIEM, CSPM, and EDR, from a single interface. See the full guide to orchestrate security operations workflows.


Mar 30 - Apr 3

	ASEAN Webinar | April 30: Mastering Agentic Governance at Scale with GCP
As AI agents move from experimental pilots to core enterprise functions, governance is the critical next step. Join Google Cloud experts Shilpi Puri & Wely Lau for a webinar on April 30th at 11:00 AM SGT to learn how to architect a secure AI Management layer. We’ll explore developing governed MCP endpoints, managing tool access to enterprise data, and operationalizing AI with robust audit logs. The session includes a live demo of these frameworks in action on Google Cloud.RSVP here.



Mar 23 - Mar 27

	
Turn your API sprawl into an agent-ready catalog
As organizations scale, APIs often become scattered across multiple gateways, creating "blind spots" that hinder AI adoption. To solve this, we’ve introduced two new capabilities for Apigee API hub: a new integration with API Gateway to automatically centralize API metadata into a single control plane, and a specification boost add-on (now in public preview). This add-on uses AI to enhance your API documentation with the precise examples and error codes that AI agents need to function reliably.Read the full blog post to get started.


	
Webinar | April 16: AI Command & Control
As AI agents move from experimental pilots to core enterprise functions, governance is the critical next step. Join Google Cloud expert Satyam Maloo for a webinar on April 16th at 11:00 AM IST to learn how to architect a secure AI Management layer. We’ll explore developing governed MCP endpoints, managing tool access to enterprise data, and operationalizing AI with robust audit logs. The session includes a live demo of these frameworks in action on Google Cloud.RSVP here.


	
Modernizing and Decoupling Event Ingestion with Apigee
In modern cloud-native architectures, decoupling producers from consumers is critical for building resilient systems. While Google Cloud Pub/Sub provides a scalable backbone, exposing it directly to external clients can introduce security and management overhead. This new guide explores how to leverage Apigee as an intelligent HTTP ingestion point. Learn how to handle security, mediation, and traffic control before messages reach your internal bus using the PublishMessage policy or Pub/Sub API.
Read the full guide.




Mar 16 - Mar 20

	Gemini-powered Assistant in BigQuery Studio Gets Context-Aware Upgrades
The Gemini-powered assistant in BigQuery Studio has been transformed into a fully context-aware analytics partner, supporting your entire data lifecycle. The new capabilities include intelligent resource discovery, which uses Dataplex Universal Catalog search to find resources across projects and deep dive into metadata using natural language. You can now automate tasks, such as scheduling production-grade queries directly through the chat interface, and instantly troubleshoot long-running or failed jobs with root cause analysis and cost control auditing.Explore the full range of what the assistant can do.



Mar 9 - Mar 13

	
Want to use Gemini to develop code and don't know where to start?
This article includes a couple of examples of developing code with Gemini prompts; it identified changes that were needed to be made to get the code working. The article also refers to other examples that are available on github. 




Mar 2 - Mar 6

	
Introducing Gemini 3.1 Flash-Lite, our fastest and most cost-efficient Gemini 3 series model. Built for high-volume developer workloads at scale, 3.1 Flash-Lite delivers high quality for its price and model tier. Gemini 3.1 Flash-Lite can tackle tasks at scale, like high-volume translation and content moderation, where cost is a priority. And it can also handle more complex workloads where more in-depth reasoning is needed, like generating user interfaces and dashboards, creating simulations or following instructions.

Starting today, 3.1 Flash-Lite is rolling out in preview to enterprises via Vertex AI and developers via the Gemini API in Google AI Studio.


	

TechTalk: Implementing Device Authorization Grant (RFC 8628) for Apigee
Learn how to authorize "headless" devices like Smart TVs or AI agents that lack keyboards and browsers. Join our Community TechTalk on March 19 (5PM CET / 12PM EDT) to go under the hood of Apigee X/Hybrid. We’ll cover the real-world mechanics of state management, polling, and human-in-the-loop security patterns for devices and autonomous agents.

Register for the TechTalk





Feb 23 - Feb 27

	
Pro-level image generation gets faster and more accessible with Nano Banana 2
Nano Banana 2 is our state-of-the-art image generation and editing model. It delivers Pro-level image generation and editing at the speed you expect from Flash — making the quality, reasoning, and world knowledge you loved about Nano Banana Pro more accessible. Learn more about the model here.




	
The Intelligent Path to Compliance: Transforming Regulatory QC with Google Cloud
Reducing "Refuse to File" (RTF) risks and submission cycle times is critical for life sciences leaders. Google Cloud’s Regulatory Submission Semantic QC Auditor leverages Gemini and RAG architecture to transform Quality Control from a manual burden into an active, intelligent workflow.

By automating semantic cross-referencing, narrative coherence checks, and dynamic guidance-based auditing, this solution ensures rigorous accuracy and auditability. Operating within a secure GxP-ready environment, it empowers teams to detect subtle inconsistencies and generate remediation plans without sacrificing data privacy. Learn more.


	Stop typing, start interacting! The Gemini Live Agent Challenge is here. Build immersive agents that can help you see, hear, and speak using Gemini and Google Cloud. Compete for your share of $80,000+ in prizes and a trip to Google Cloud Next '26!Submissions are open from February 16, 2026 to March 16, 2026. Learn more and register at geminiliveagentchallenge.devpost.com


Feb 9 - Feb 13

	
Introducing Gemini 3.1 Pro on Google Cloud. 

3.1 Pro is a noticeably smarter, more capable baseline for complex problem-solving. We’re shipping 3.1 Pro at scale, building upon our goal to help you transform your business for the agentic future. Learn more about the model’s capabilities here. Gemini 3.1 Pro is available starting today in preview in Vertex AI and Gemini Enterprise. Developers can access the model in preview via the Gemini API in Google AI Studio, Android Studio, Google Antigravity, and Gemini CLI.
	Automate Storage Compatibility with GKE Dynamic Default Storage Classes
Managing storage across mixed-generation VM clusters in GKE just got easier. With the new Dynamic Default Storage Class, Google Kubernetes Engine automatically selects between Persistent Disk (PD) and Hyperdisk based on a node's specific hardware compatibility. This abstraction eliminates the need for complex scheduling rules and manual pairing, ensuring your volumes "just work" regardless of the underlying infrastructure. By defining both variants in a single class, you reduce operational overhead while maintaining peak performance and cost-efficiency across your entire cluster.Explore automated disk type selection

	
Community TechTalk: AI-Powered Apigee Development with strofa.io
Join the Apigee community on February 26 for a deep dive into strofa.io. Guest speaker Denis Kalitviansky will demonstrate how this new AI-powered tool automates and orchestrates Apigee development, from local emulators to large-scale hybrid environments. Discover how to scale your API management and streamline team collaboration using the latest in AI-driven automation.

Register now to reserve your spot.




Jan 26 - Jan 30

	Simplify API Governance with Native OpenAPI v3 Support
Eliminate integration debt and accelerate deployment velocity with the General Availability of OpenAPI v3 (OASv3) support for API Gateway and Cloud Endpoints. You no longer need to downgrade modern specifications to OASv2. Instead, you can now define API contracts and enforce critical policies—including telemetry, quotas, and security—using native Google-specific extensions directly within your OASv3 files. This update ensures your APIs are secure by design while remaining fully compatible with the modern developer ecosystem and Google Cloud’s AI services.Get started with OpenAPI v3 on API Gateway and Cloud Endpoints.



	Accelerate API Testing with the New Open Source API Tester
Start validating your APIs with API Tester, a simple, YAML-based Test Driven Development (TDD) framework. Designed for the Apigee community, this tool allows you to write human-readable tests, run them instantly via a web client or CLI, and perform deep unit testing on Apigee proxies. With native support for JSONPath assertions and Apigee shared flows, you can verify everything from payload data to internal variables like proxy.basepath without leaving your terminal.Explore the API Tester guide and start testing your proxies today.
	Secure Sensitive Data with Kubernetes Secrets in Apigee hybrid
Enhance security in Apigee hybrid by accessing Kubernetes Secrets directly within your API proxies. This hybrid-exclusive feature keeps sensitive credentials within your cluster boundary and prevents replication to the management plane. It supports strict separation of duties: operators manage secrets via kubectl, while developers reference them as secure flow variables—ideal for high-compliance and GitOps workflows.Implement Kubernetes Secrets in your hybrid proxies.
	See the Console in a Whole New Light: Dark Mode is Now Generally Available in Google Cloud
Elevate your cloud management workflow with Dark Mode, now generally available in the Google Cloud console. We have delivered a modern, cohesive, and accessible experience reimagined for maximum comfort and productivity—especially during extended working hours and low-light environments. Dark Mode can be enabled automatically based on your operating system's preference, or manually through the Settings  -> Appearance menu.Switch to Dark Mode today to enjoy a modern, comfortable, and productive environment!

	Apigee X Networking: PSC or VPC Peering?
Deciding how to connect Apigee X? Watch this video to compare Private Service Connect and VPC Peering. We break down northbound and southbound routing, IP consumption, and how to reach targets on-prem or in the cloud. Learn to simplify your architecture and avoid common networking "gotchas" for a smoother deployment.Watch the video.



Jan 19 - Jan 23

	Bridge the Gap: Excel-to-API Conversion in Apigee Portals
Give your customers more ways to connect! This new article by Tyler Ayers explores how to extend the Apigee Integrated Portal to support direct Excel file uploads. By leveraging SheetJS and custom portal scripts, you can enable users to upload spreadsheets, preview data, and submit it directly to your APIs, all without writing a single line of integration code themselves. It’s a powerful way to simplify onboarding for those who aren't yet API-ready.Learn how to build it.
	Elevate your applications with Firestore’s new advanced query engine
We have fundamentally reimagined Firestore with pipeline operations for Enterprise edition. Experience a powerful new engine featuring over a hundred new query features, index-less queries, new index types, and observability tooling to improve query performance. Seamlessly migrate using built-in tools and leverage Firestore’s existing differentiated serverless foundation, virtually unlimited scale, and industry-leading SLA. Join a community of 600K developers to craft expressive applications that maximize the benefits of rich queryability, real-time listen queries, robust offline caching, and cutting-edge AI-assistive coding integrations.Learn more about Firestore pipeline operations.
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From Simulation to Reality: Why Your Robot Works Perfectly in the Lab But Fails in Real Life

CoreWeave · Nov 9, 4:03 PM UTC

Originally published on the Weights & Biases by CoreWeave blog on May 31, 2026.
You've trained a self-driving model. It drives flawlessly with perfect lane changing, smooth acceleration, and zero accidents. You're ready to deploy it into the real world. Within seconds, it crashes.
What happened? The simulation gave you perfect road surfaces, no wind, instant brake response, and zero sensor lag. Reality threw potholes, gusts of wind, brake fade, and noisy GPS signals at your AI. Your model learned to drive in a world that doesn't exist.
This is the robotics version of "It works on my machine."
In machine learning robotics, we train robots in physics simulators for good reason. Real robots are expensive (a research robot can cost $10,000 to $100,000), you can run millions of training attempts overnight, and when the robot falls, nothing breaks. But here's the catch: simulators lie. They model an idealized world with perfect physics, zero noise, and instant responses. When you deploy that "perfect" AI to real hardware, the real world's messiness breaks everything.
What will I learn in this tutorial?
In this tutorial, you'll learn four critical skills. 
	First, how to train a robot to walk using reinforcement learning, specifically an algorithm called PPO. 
	Second, how to detect hidden problems that standard metrics completely miss, like motor destroying vibrations. 
	Third, how to make your AI robust enough to handle varied real world conditions including different floors, temperatures, and wear and tear. 
	Fourth, how to track everything using Weights & Biases so you actually understand what's happening.

By the end, you won't just have a robot that walks in simulation. You'll have one that might actually survive first contact with reality.
No prior robotics experience needed. We'll explain everything as we go.
Why can't I just program the robot directly instead of using machine learning?
You might wonder: "Why use machine learning at all? Can't we just program the robot directly?"
What's wrong with traditional control methods?
For decades, engineers used something called PID controllers (Proportional Integral Derivative... fancy name, simple concept). Think of it like cruise control in a car. You set a target speed, the controller constantly adjusts the throttle to maintain it, adding more gas if you go uphill and reducing it downhill.
This works great when the environment is predictable (like smooth highways), when you can write explicit rules (if speed drops, add throttle), and when physics is simple with linear relationships. But what about a robot walking on gravel?
Suddenly, you need rules for how each footstep changes friction, how the ground deforms under weight, how all four legs coordinate when one slips, and how to balance when the surface tilts unexpectedly. You'd need thousands of rules, and you'd still miss edge cases.
How does machine learning solve this problem?
Instead of writing rules, we show the robot what success looks like (walking forward without falling) and let it figure out the "how" through trial and error... millions of attempts in simulation. Think of it like learning to ride a bike. No one gave you equations for balance. You tried, fell, adjusted, tried again. Eventually, you learned without consciously understanding the physics. That's what we're doing with the robot.
What exactly is this "sim to real gap" everyone talks about?
Here's where things get real (pun intended).
Why do simulators fail to match reality?
In a simulator, you can press "reset" when the robot falls with no damage. Your sensors are perfect with no noise in measurements. Motors respond instantly with no mechanical delays. Friction stays consistent because the floor never changes. Temperature effects don't exist because motors never overheat. And physics is deterministic... the same action produces the same result, always.
Reality? A fall might cost $5,000 in repairs. Sensors are noisy with GPS drift and camera blur. Motors have 10 to 50 millisecond lag. Friction varies wildly across wood, carpet, and wet floors. Motors heat up and weaken over time. And physics is messy... the same action definitely doesn't equal the same result.
What's the worst that can happen when I deploy my sim-trained robot?
Here's what actually happens when you deploy a simulation trained robot. Your training graph shows Episode 1 with a reward of negative 100 (terrible), Episode 100 at 0 (learning), and Episode 300 hitting 100 (success!). You think: "Amazing! The robot learned to walk!"
Then you deploy to hardware. Motors start vibrating rapidly. Within 30 seconds, they're burning hot. The robot hasn't moved forward at all. You just shortened the motor lifespan by 100 hours.
What went wrong? Your AI discovered it could "trick" the simulator by vibrating its legs at high frequency. The simulator's simplified physics allowed this to generate forward motion. The reward went up. The graph said "success." But real motors can't vibrate at 100 Hz. They just draw maximum current, overheat, and don't produce useful motion.
The lesson: Reward going up does not equal a usable solution.
Should I just make my simulator more realistic?
You might think: "Let's make the simulator more realistic!" That doesn't work because you'd never capture all of reality's complexity, your AI would just overfit to your improved simulator, and perfect simulation is impossible (and would be too slow anyway).
Instead, we use a clever trick called: Domain Randomization (training in chaos).
How does training in chaos help my robot work in reality?
Here's the driving analogy. If you only practice driving on sunny days on an empty highway, you'll crash in the rain or heavy traffic. But if you practice in rain, snow, fog, and sunshine, in both heavy traffic and empty roads, in different cars (sedan, truck, sports car), and on various road conditions (smooth, potholed, gravel), you become a robust driver who handles anything.
For robots, we do the same thing:
Every single training episode, we randomly change several things. Gravity varies between negative 12 and negative 8 meters per second squared, which simulates different motor strengths. Floor friction changes between 0.5 times and 2.5 times normal, simulating everything from carpet to tile to ice. Motor power fluctuates between 80% and 120%, simulating manufacturing variation and battery drain. We add random sensor noise to all measurements, simulating real sensor imperfections.
# Every time the robot resets, we randomize the environment
def reset_environment():
    # Make gravity weaker or stronger (affects how hard it is to stand)
    gravity = random_value_between(-12, -8)
    
    # Make the floor more or less slippery
    floor_friction = random_value_between(0.5, 2.5)
    
    # Make motors weaker or stronger
    motor_power = random_value_between(0.8, 1.2)
    
    # Add noise to sensors (simulates real world measurement errors)
    sensor_noise = random_value_between(0.0, 0.05)

The result is that the AI learns to walk in ALL these conditions, so the real world is just another variation it's already seen. Yes, training takes 2 to 3 times longer, and peak performance in "ideal" conditions is slightly lower. But when real world conditions change, performance drops only 20% instead of the 80% or more drop you'd see without randomization.
If reward is going up, isn't that enough? Why do we need other metrics?
This is the trap that destroys most robotics projects. Standard machine learning tracks one number: reward (how well the AI is doing). For robotics, one number is dangerously insufficient.
What other metrics should I track besides reward?
Think of it like monitoring a car. The speedometer (reward) tells you one thing, but you also need a tachometer (engine RPM), temperature gauge, and oil pressure. If RPM is redlining or temperature is maxed, your speed doesn't matter. You're about to destroy the engine.
	firstly, For robots, we track Action Smoothness. Are motors moving smoothly, or jittering? This is like measuring engine vibration. Jittering equals mechanical wear and eventual failure. We target less than 0.1, with lower being better.

	Secondly, We monitor Average Torque. How hard are motors working on average? Like measuring average engine load, too high means overheating and energy waste. We target 0.3 to 0.6 for balanced effort.

	Thirdly, Peak Torque tells us if there are sudden force spikes. Like measuring peak engine load during acceleration, spikes create shock loads that damage gears. We target less than 0.9 to avoid saturation.

	Finally, Action Distribution shows how motors are being commanded. A healthy pattern shows a smooth, bell curve distribution with gradual movements. An unhealthy pattern has spikes at extremes, indicating bang bang control that's harsh on motors.

Motor health metrics: Action smoothness drops from 1.1 to 0.535 over training, showing the AI learned gentler motor controlHow do I actually build and train a walking robot? (Step by Step)
The equipment and software You'll need are a laptop (Mac, Windows, or Linux work fine... we'll use a Mac M4 in this tutorial), about 20 minutes of training time per experiment, and basic Python knowledge for running scripts. No robot required! We'll simulate everything.
Which robot environment should I use for learning?
We're using a premade simulation called BipedalWalker v3. It's a simple 2D robot with two legs (four joints total: two hips, two knees) and 24 sensors tracking position, velocity, and ground contact. The goal is straightforward: walk forward without falling.
Why this environment? It works right out of the box with no custom robot models, trains fast (just 3 minutes on a laptop), demonstrates all the problems we're discussing, and is completely free and open source.
import gymnasium as gym


# Create the walking robot environment
# render_mode="rgb_array" means headless (no window), important for macOS
env = gym.make("BipedalWalker-v3", render_mode="rgb_array")


# The robot can control 4 joints (2 per leg)
print(env.action_space)
# Output: Box(-1.0, 1.0, (4,)) 
# This means: 4 numbers between negative 1 and 1 (motor commands)


# The robot sees 24 sensor values
print(env.observation_space)
# Output: Box(..., (24,))
# This means: 24 numbers (angles, velocities, ground contact, etc.)

Experiment 1: What happens when I train without any safety considerations?
Let's start by training a robot the "normal" way. Just maximize reward with no safety considerations.
How do I run a basic training session?
Copy paste this on your terminal
# Train for 300,000 steps (roughly 3 minutes on M4 Mac)
python train_walker.py \
  --timesteps 300000 \
  --run_name baseline_no_safety

What results should I expect from naive training?
The good news? Reward climbs from negative 100 to 211. The robot learns to walk! Training completes in just 3 minutes. But there's a hidden problem lurking beneath these impressive numbers: action smoothness hits 0.615, meaning motors are jittering 61.5% more than ideal. In real hardware, this translates to shortened motor lifespan, noise, and instability.
Episode 100 videos: Baseline (211 reward) walks successfully, but notice the slight jitter in leg movements... invisible in reward metrics but deadly to real motorsWhy don't standard metrics catch these problems?
Your training dashboard proudly displays a reward of 211 (excellent!), an episode length of 300 steps (didn't fall!), and a "Training Complete" status. But it doesn't show motor vibration at 61.5% above safe threshold, or that this would damage hardware in less than one hour.
Lesson 1: Reward alone is a lie for robotics.
Experiment 2: Does domain randomization actually improve my robot's performance?
Now let's make training harder by randomizing the environment.
How do I add domain randomization to my training?
python train_walker.py \
  --timesteps 300000 \
  --domain_randomization \
  --run_name full_pipeline_safe

What changes when I randomize the training environment?
During training, every episode randomly changes gravity (simulating different motor strengths), floor friction (simulating different surfaces), motor power (simulating manufacturing variation), and adds sensor noise (simulating real sensors).
Domain randomization in action: Gravity, friction, and motor power fluctuate every episode, forcing the AI to learn robust strategiesWill domain randomization hurt my robot's performance?
We expected performance to drop since the task is harder now. What actually happened shocked us: reward increased to 247, a 17% improvement over baseline! The robot walks better WITH randomization.
Why? The baseline was overfitting, like a student who memorizes one test but fails when questions change slightly. With randomization, the AI had to learn general strategies that work in ALL conditions, which happens to work better even in the "average" case.
Surprise finding: Domain randomization improved performance! Baseline equals 211, Full pipeline equals 247 (plus 17%). Randomization prevented overfitting to the fixed environment.Experiment 3: How do I stop my robot from destroying its own motors?
Domain randomization improved performance but actually made jitter worse. The baseline had 0.615 smoothness, but with domain randomization it jumped to 0.714. Time to explicitly penalize jerky movements.
What's a smoothness penalty and how does it work?
We modify the reward the AI receives:
# Original reward (from environment)
reward = distance_traveled - energy_used


# Add penalty for rapid changes in motor commands
if previous_action exists:
    change = |current_action - previous_action|
    penalty = 0.05 * change  # 0.05 is the penalty strength
    
# New reward (what AI actually sees)
final_reward = reward - penalty

In plain English: "I'll give you points for walking forward, but I'll subtract points every time you change motor commands too quickly." The AI learns that smooth movements equal more reward.
How strong should I make the smoothness penalty?
We tried a light penalty of 0.01 first:
python train_walker.py \
  --domain_randomization \
  --smoothness_penalty 0.01

It didn't work! Smoothness got WORSE, hitting 0.714. The penalty was too small to matter, so the AI ignored it and prioritized performance.
Then we tried a strong penalty of 0.05:
python train_walker.py \
  --domain_randomization \
  --smoothness_penalty 0.05

Success! Smoothness improved to 0.535, a 25% reduction in jitter. But this came at a cost... reward dropped to 59, a 76% performance decrease.
Motor smoothness over training: Light penalty (pink) didn't help, but strong penalty (orange) successfully reduced jitter from 1.1 to 0.535, though at cost of lower performanceShould I choose high performance or motor safety?
Let's see the complete picture:
Summary Table
Which policy should I deploy to my expensive robot?
For a $10,000 robot, Policy 1 (247 reward, 0.714 smoothness) walks really well... for 30 seconds. Then motors overheat. You just damaged $2,000 in servos.
Policy 3 (59 reward, 0.535 smoothness) walks slower and less impressively, but runs for hours without issues. Motors stay cool and last years.
Which would you choose? For real deployment, you choose the safe one, even if it's less impressive on paper.
Side by side comparison at Episode 100: Notice the smoother, more deliberate movements in strong_smoothness (59 reward) vs the energetic but jittery baseline (211 reward). Visual evidence supports our quantitative smoothness measurements.How do I track all these metrics without going crazy?
Throughout this tutorial, we've been logging everything to Weights & Biases (W&B). Think of it as Git plus logging plus monitoring for traditional software, but for machine learning, it's all of the above combined with experiment tracking and visualization.
What does Weights & Biases actually give me?
	Automatic Experiment Tracking means every training run logs hyperparameters (penalty strength, randomization ranges), metrics (reward, smoothness, torque), videos (actual robot behavior), and system stats (GPU usage, training time).

	Real Time Dashboards let you watch while training happens. You see reward curves updating live, motor health metrics updating live, and warning alerts if metrics go bad.

	Experiment Comparison becomes trivial after training. You can plot all three experiments on one chart, see exactly which configuration worked best, and share results with collaborators.

	Reproducibility is built in. W&B logged every parameter, so you can recreate the exact same run, and collaborators can reproduce your work.

What should I look for in my W&B dashboard?
Complete W&B dashboard: Domain randomization (top), motor safety metrics (middle), and video recordings (bottom)... all tracked automatically‍
The top row shows domain randomization: how gravity, friction, and motor power varied throughout training. This confirms randomization is actually happening and helps debug if something goes wrong.
The middle row displays motor health through action smoothness (the critical safety metric), average torque (energy efficiency), and peak torque (damage prevention).
The bottom row captures videos of actual robot behavior every 50 episodes. This catches problems invisible in metrics and provides the "ground truth" verification you need.
What are the key takeaways from this tutorial
What were the main problems we solved
Simulators lie because perfect physics doesn't exist in reality. Reward is insufficient: high scores can hide deadly behaviors. Overfitting happens when AI learns simulator quirks instead of general skills.
What solutions actually work in practice?
Domain Randomization trains in varied conditions to build robustness. Hardware Aware Metrics track what actually matters for real robots. Safety Penalties explicitly discourage harmful behaviors. Comprehensive Logging through tools like W&B lets you see everything.
What's the one insight that changes everything?
The "best" AI model isn't the one with the highest reward, the fastest training, or the most complex architecture. The "best" AI model is robust to real world variation, safe for hardware, and actually deployable.
Where can I find the code and start experimenting
Complete code is available at GitHub under rl sim2real tutorial and you can view our experiments at the W&B Project dashboard.
Setup takes just 5 minutes
git clone https://github.com/your-username/rl-sim2real-tutorial
cd rl-sim2real-tutorial
pip install -r requirements.txt
wandb login
python train_walker.py --timesteps 300000

What should I do before deploying to real hardware?
Before deploying to hardware, follow this checklist. Train with strong domain randomization. Add safety penalties for your specific motors. Verify smoothness metrics in simulation. Start with 50% motor power in reality. Have an emergency stop button ready. Monitor motor temperatures continuously.
Reality will still surprise you, but you'll be prepared.
Why does this approach matter more than traditional robotics methods?
The traditional approach to robotics follows a painful cycle: train AI in simulation, get high scores, deploy to hardware, watch it fail, and repeat (if hardware survived).
The approach you just learned is different. You train AI in varied conditions, track what actually matters, build safety into training, verify with multiple metrics, and deploy with confidence.
The difference? Traditional says "It worked in simulation!" and breaks in 30 seconds. Our approach says "It's robust and safe" and works reliably for hours.
That's the difference between research demos and deployable robots.
Code: GitHub | Experiments: W&B Dashboard
‍
‍
‍
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Announcing Reverie Summit: What AI’s Next Breakthroughs Are Made On

LanceDB · Nov 10, 4:46 PM UTC

AI’s most visible breakthroughs arrive as generated videos, simulated worlds, intelligent search, and machines that can act in the physical world. Behind each one is a less visible layer of work that determines what the model can actually learn.
On November 5, speakers from NVIDIA, Runway, Microsoft AI, Applied Intuition, Adobe, Exa, Luma AI, Zoox, Cruise, XPeng, Tubi, and LanceDB will join 200 AI researchers, engineers, and technical leaders in San Francisco for Reverie, a one-day summit about that work and the people doing it firsthand.
Reverie goes inside the systems beneath the models. The people building these systems will share the architectures they chose, the tradeoffs they made, the experiments that failed, and the lessons they learned at scale.
The frontier has moved below the model
The next breakthrough will not come from compute alone. It will also come from making better use of the data and compute teams already have.
That means finding the few valuable examples hidden among billions of frames. It means enriching raw video, images, audio, and sensor data with embeddings, captions, trajectories, quality scores, and other features. It means building evaluation sets that distinguish genuine understanding from surface-level imitation. And it means shortening the loop between discovering what a model is missing and training on the data that can teach it.
For many frontier teams, this is now where model quality is made. Reverie puts that work on stage.
What you will hear at Reverie
The program spans the comprehensive research and data loop, from building omnimodal world models and curating higher-quality training sets to operating petabyte-scale autonomy pipelines, enterprise multimodal platforms, and web-scale search infrastructure.
Below is a preview of the themes and speakers shaping the day. See the full Reverie schedule for session times, complete talk details, and the latest additions.
The model is only as good as the data it can learn from
The day will answer the question, What Will AI Dream Next? by looking beneath the models themselves. In Cosmos: Omnimodal World Models for Physical AI, NVIDIA Cosmos Lab Tech Lead Max Li will show what it takes to bring language, images, video, audio, and action into a shared foundation that can serve robotics and autonomy. At roughly a million hours of video and tens of billions of training candidates, Cosmos 3 makes the connection between model ambition and data infrastructure impossible to ignore. Its data must be filtered, enriched, inspected, and delivered to large GPU clusters continuously, with NVIDIA’s SILA platform using Lance as a common substrate across the workflow.
More data and more modalities do not automatically produce better intelligence, however. Runway Principal Research Engineer Ethan Rosenthal will pick up that thread in Scalable, Multimodal Data Curation, showing how embeddings, semantic deduplication, and large-scale similarity search help the team improve quality and diversity without giving up scale. Yichen Wang of Luma AI brings another perspective from the frontier of generative video, where what goes into a training set shapes not only what a model can generate, but how well it understands motion and the visual world.
The data layer is becoming the research loop
Once the right data has been found, it still has to move through curation, feature generation, search, training, evaluation, and then back through the cycle again. Suqiang “Jack” Song, Head of Data Platform at Microsoft AI, gives that loop its clearest frame in Building the Data Flywheel for Frontier AI Model. His session follows multimodal data through preparation, deduplication, decontamination, pretraining, and low-latency search, showing why teams need to bring different kinds of compute to the same durable data instead of rebuilding the foundation for every workload. Adobe’s Jing Chen He and Miao Wang extend that idea into the enterprise with How Adobe Built a Multimodal Lakehouse for AI-Native Experiences, where structured data, conversations, embeddings, and multimodal assets must come together without leaving behind governance, change data capture, or data-residency requirements.
The same pattern appears in very different domains. In Tubi’s Cornucopia: Serving Up Every Modality of Data at the AI Feast, John Trenkle will show how keeping media, metadata, embeddings, and derived signals together in one expandable table makes content easier to search, enrich, and reuse across analytics, machine learning, and agents. Exa pushes the idea to web scale. Jan van der Vegt’s Managing an Index of 100s of Billions of Pages with Exa Skeleton goes inside a distributed streaming engine that ingests billions of crawls a day and supports massive column backfills without rebuilding production datasets. Together, these talks tell a larger story about the data layer becoming an active part of the research process rather than a passive place to store its outputs.
Physical AI makes every bottleneck visible
The research loop becomes concrete when models have to operate in the physical world. Applied Intuition Software Engineer Shiyan Xu will trace raw driving logs into searchable, versioned data for hard-example mining, scenario discovery, and reinforcement learning in From Raw Driving Logs to RL Training: A Petabyte-Scale Lance Pipeline in Production. The pipeline has to evolve as new data arrives and definitions of useful training data change, while still feeding large multimodal samples directly into training. Zoox HPC Engineer Adharvan Jakkula approaches the same challenge from the storage layer in Beyond HPC Storage: S3-Native Training Without the Performance Tradeoff, exploring how teams can move demanding training workloads toward object storage without surrendering the throughput they need.
One day, one connected research loop
The same data moves through collection, inspection, enrichment, retrieval, training, and evaluation, but those stages have traditionally been split across different formats and systems. As multimodal datasets grow, the seams between those systems increasingly slow the research itself.
Reverie is a chance to hear how leading teams are closing those gaps in practice. Expect technical architectures, hard-won lessons, production numbers, and candid conversations about what worked, what broke, and what the next generation of AI infrastructure will need.
What dreams are made on
The models get the attention. Reverie is about the work that makes them possible.
The raw artifacts and the derived features. The hard cases and the failed experiments. The evaluation sets, training pipelines, and data engines. The researchers and engineers who turn an idea into evidence, then turn that evidence into the next model.
Reverie takes place Thursday, November 5, 2026, at the Contemporary Jewish Museum in San Francisco. Capacity is limited. Explore the full schedule and apply to attend to join the people building what AI will dream next.
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Connect Google Wallet to Gemini for personal finance insights

Google Gemini · Nov 13, 5:00 PM UTC
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    Personal Intelligence in Gemini securely connects information from apps you already use — like Gmail, Photos, YouTube, and Search — to make your experience more personalized and helpful. Today, we’re adding Google Wallet to the list of connected apps so you can get more tailored responses around personal finance.
Understand and plan your finances with Google Wallet
Rolling out today for all Gemini app users in the U.S., you can connect Google Wallet for responses informed by your spending habits. You also have the option to securely link your financial accounts from your credit cards and banks to Wallet via Plaid to unlock deeper insights.
Jump into Gemini and tag @Google Wallet to ask questions around personal finance, budgeting and more. Here are some things to try:
	Visualize spending: Questions like “can we review my spending from last quarter so I can save $1,000 over the next three months?” enable Gemini to generate dynamic charts tracking cash flow, asset allocation, and budgets directly in your chat.
	Find forgotten subscriptions: If you ask "what subscriptions am I still paying for, and did any of them go up in price this year?" Gemini finds recurring charges across your linked accounts and flags price increases.
	Budget for the holidays: When you ask "how much did I spend on gifts and travel last year? Use that to help me set a holiday budget for this year," Gemini will look at your transactions from the last year and suggest a budget tailored to you.

Google Wallet in Gemini is rolling out across web and mobile, for Gemini app users on both Android and iOS.

  


  

  
    





  


























  
    

    
  


  

  
    


  
    Stay in control
We’ve built these tools with security and privacy at the center. If you choose to connect your Wallet (under Connected Apps in Personal Intelligence settings), Gemini can only read information from your accounts; it can’t move, manage, or invest your money. You decide if and when you want to opt in to this experience, and you can turn the connection on or off at any time. Learn more here.
For Personal Intelligence, we’re also making it easier for you to see and edit what Gemini remembers. Memory Summary gives you a clear, readable snapshot of your saved preferences, interests, and ongoing goals in one place so you always know how Gemini tailors responses for you. You can review and edit anytime. Open Profile > Personal Intelligence > Memory Summary to view, refine, or remove any details whenever you want. Memory Summary is available on web and mobile for all Gemini app users where Personal Intelligence is available.
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Introducing ChatGPT Wallet

OpenAI · Nov 13, 3:00 PM UTC

Introducing ChatGPT Wallet, a secure way for agents in ChatGPT Work, Codex, and dots to complete purchases with user approval and existing card protections.
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Security


CVE-2026-102895: GPUStack Improper Authentication Vulnerability

CISA KEV · Nov 9, 12:00 PM UTC

GPUStack contains an improper authentication vulnerability which could allow unauthenticated administrative access, including user and model changes, persistent administrator API-key creation, disclosure of worker and cloud-provider secrets, and code execution through POST /v2/inference-backends/from-yaml.
Required action: Apply mitigations in accordance with vendor instructions, ensuring compliance with CISA’s BOD 26-04 Prioritizing Security Updates Based on Risk (see URL in Notes) guidance and CISA’s “Forensics Triage Requirements” (see URL in Notes). Follow applicable BOD 26-04 guidance for cloud services or discontinue use of the product if mitigations are unavailable. Stakeholders are responsible for evaluating each asset's internet exposure and ensuring adherence to BOD 26-04 patching guidelines.
Federal deadline: 2026-11-12. Used in ransomware: Unknown.
	https://github.com/gpustack/gpustack/security/advisories/GHSA-gj9m-f8ph-pmhr
	https://nvd.nist.gov/vuln/detail/CVE-2026-102895
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CVE-2026-123158: OpenBSD OpenSSH Unexpected Status Code or Return Value Vulnerability

CISA KEV · Nov 9, 12:00 PM UTC

OpenBSD OpenSSH on Linux contains an unexpected status code or return value vulnerability that could allow for authentication bypass.
Required action: Apply mitigations in accordance with vendor instructions, ensuring compliance with CISA’s BOD 26-04 Prioritizing Security Updates Based on Risk (see URL in Notes) guidance and CISA’s “Forensics Triage Requirements” (see URL in Notes). Follow applicable BOD 26-04 guidance for cloud services or discontinue use of the product if mitigations are unavailable. Stakeholders are responsible for evaluating each asset's internet exposure and ensuring adherence to BOD 26-04 patching guidelines.
Federal deadline: 2026-11-12. Used in ransomware: Unknown.
	https://alpinelinux.org/posts/2026-11-05-openssh-password-authentication-bypass/
	https://github.com/openssh/openssh-portable/commit/4353fdc43ef646c43a8dda7025cc1a898caf1482
	https://nvd.nist.gov/vuln/detail/CVE-2026-123158
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CVE-2026-116779: SignalWire FreeSwitch Code Injection Vulnerability

CISA KEV · Nov 9, 12:00 PM UTC

SignalWire FreeSwitch contains a code injection vulnerability that permits configuration and credential disclosure, arbitrary call control, and command execution.

The full piece, at the source



CVE-2026-123218: IBM Aspera Faspex Incorrect Authorization Vulnerability

CISA KEV · Nov 9, 12:00 PM UTC

IBM Aspera Faspex contains an incorrect authorization vulnerability that could allow an authenticated user to craft a specific message to bypass authorization, causing privilege escalations.

The full piece, at the source



CVE-2026-124194: Microsoft Office Outlook Missing User Interaction for Potentially Unsafe Action Vulnerability

CISA KEV · Nov 10, 12:00 PM UTC

Microsoft Office Outlook contains a missing user interaction for potentially unsafe action vulnerability that allows an unauthorized attacker to perform spoofing over a network.
Required action: Apply mitigations in accordance with vendor instructions, ensuring compliance with CISA’s BOD 26-04 Prioritizing Security Updates Based on Risk (see URL in Notes) guidance and CISA’s “Forensics Triage Requirements” (see URL in Notes). Follow applicable BOD 26-04 guidance for cloud services or discontinue use of the product if mitigations are unavailable. Stakeholders are responsible for evaluating each asset's internet exposure and ensuring adherence to BOD 26-04 patching guidelines.
Federal deadline: 2026-11-24. Used in ransomware: Unknown.
	https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2026-124194
	https://nvd.nist.gov/vuln/detail/CVE-2026-124194
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CVE-2026-111793: Openwave Messaging Limited Webtop Media Transcoder Incorrect Resource Transfer Between Spheres Vulnerability

CISA KEV · Nov 10, 12:00 PM UTC

Openwave Messaging Limited Webtop Media Transcoder contains an incorrect resource transfer between spheres vulnerability that may allow an authenticated user to process and convert unintended document types if bypassing the Webmail experience.
Required action: Apply mitigations in accordance with vendor instructions, ensuring compliance with CISA’s BOD 26-04 Prioritizing Security Updates Based on Risk (see URL in Notes) guidance and CISA’s “Forensics Triage Requirements” (see URL in Notes). Follow applicable BOD 26-04 guidance for cloud services or discontinue use of the product if mitigations are unavailable. Stakeholders are responsible for evaluating each asset's internet exposure and ensuring adherence to BOD 26-04 patching guidelines.
Federal deadline: 2026-11-24. Used in ransomware: Unknown.
	https://github.com/GISOpenwave/security-advisories-public/blob/main/CAN-2026-2032674.md
	https://jvn.jp/en/vu/JVNVU93403064/
	https://nvd.nist.gov/vuln/detail/CVE-2026-111793
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CVE-2026-20320: Cisco BroadWorks Improper Restriction of XML External Entity Reference Vulnerability

CISA KEV · Nov 10, 12:00 PM UTC

Cisco BroadWorks contains an improper restriction of XML external entity reference vulnerability that could allow an unauthenticated, remote attacker to read sensitive configuration information on an affected system.
Required action: Apply mitigations in accordance with vendor instructions, ensuring compliance with CISA’s BOD 26-04 Prioritizing Security Updates Based on Risk (see URL in Notes) guidance and CISA’s “Forensics Triage Requirements” (see URL in Notes). Follow applicable BOD 26-04 guidance for cloud services or discontinue use of the product if mitigations are unavailable. Stakeholders are responsible for evaluating each asset's internet exposure and ensuring adherence to BOD 26-04 patching guidelines.
Federal deadline: 2026-11-24. Used in ransomware: Unknown.
	https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-bworks-xxe-uwUd7CEt
	https://nvd.nist.gov/vuln/detail/CVE-2026-20320
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CVE-2026-111560: Barracuda Networks Multiple Products OS Command Injection Vulnerability

CISA KEV · Nov 10, 12:00 PM UTC

Barracuda Networks Email Security Gateway (ESG), Load Balancer, Application Delivery Controller (ADC), Message Archiver (BMA), WAF Control Center (WCC), Web Application Firewall (WAF), and Web Security Gateway (WSG) contain an OS command injection vulnerability. This vulnerability could allow an authenticated administrator to inject OS commands that execute with root privileges when the crafted timezone value is subsequently processed. This vulnerability can be chained with CVE-2026-116606
Required action: Apply mitigations in accordance with vendor instructions, ensuring compliance with CISA’s BOD 26-04 Prioritizing Security Updates Based on Risk (see URL in Notes) guidance and CISA’s “Forensics Triage Requirements” (see URL in Notes). Follow applicable BOD 26-04 guidance for cloud services or discontinue use of the product if mitigations are unavailable. Stakeholders are responsible for evaluating each asset's internet exposure and ensuring adherence to BOD 26-04 patching guidelines.
Federal deadline: 2026-11-13. Used in ransomware: Unknown.
	https://trust.barracuda.com/security/pre-authentication-authorization-bypass-command-injection
	https://github.com/mandiant/Vulnerability-Disclosures/blob/master/2026/MNDT-2026-0041.md
	https://nvd.nist.gov/vuln/detail/CVE-2026-111560
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CVE-2026-116606: Barracuda Networks Email Security Gateway (ESG) Authentication Bypass Using an Alternate Path or Channel Vulnerability

CISA KEV · Nov 10, 12:00 PM UTC

Barracuda Networks Email Security Gateway (ESG) contains an authentication bypass using an alternate path or channel that could allow an unauthenticated remote attacker to invoke a configuration-import function and restore a crafted, compatible backup archive, resulting in unauthorized modification of the appliance’s global configuration. This vulnerability can be chained with CVE-2026-111560.
Required action: Apply mitigations in accordance with vendor instructions, ensuring compliance with CISA’s BOD 26-04 Prioritizing Security Updates Based on Risk (see URL in Notes) guidance and CISA’s “Forensics Triage Requirements” (see URL in Notes). Follow applicable BOD 26-04 guidance for cloud services or discontinue use of the product if mitigations are unavailable. Stakeholders are responsible for evaluating each asset's internet exposure and ensuring adherence to BOD 26-04 patching guidelines.
Federal deadline: 2026-11-13. Used in ransomware: Unknown.
	https://trust.barracuda.com/security/pre-authentication-authorization-bypass-command-injection
	https://github.com/mandiant/Vulnerability-Disclosures/blob/master/2026/MNDT-2026-0042.md
	https://nvd.nist.gov/vuln/detail/CVE-2026-116606
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CVE-2026-125350: Google Chromium Use-After-Free Vulnerability

CISA KEV · Nov 10, 12:00 PM UTC

Google Chromium contains a use-after-free vulnerability in the XML component that could allow a remote attacker to execute arbitrary code inside the sandbox via a specially crafted webpage. This vulnerability could affect multiple web browsers that utilize Chromium, including, but not limited to, Google Chrome, Microsoft Edge, and Opera.
Required action: Apply mitigations in accordance with vendor instructions, ensuring compliance with CISA’s BOD 26-04 Prioritizing Security Updates Based on Risk (see URL in Notes) guidance and CISA’s “Forensics Triage Requirements” (see URL in Notes). Follow applicable BOD 26-04 guidance for cloud services or discontinue use of the product if mitigations are unavailable. Stakeholders are responsible for evaluating each asset's internet exposure and ensuring adherence to BOD 26-04 patching guidelines.
Federal deadline: 2026-11-24. Used in ransomware: Unknown.
	https://chromereleases.googleblog.com/2026/11/stable-channel-update-for-desktop_018223192.html
	https://nvd.nist.gov/vuln/detail/CVE-2026-125350
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CVE-2026-114713: UnrealIRCd Improper Neutralization of Delimiters Vulnerability

CISA KEV · Nov 13, 12:00 PM UTC

UnrealIRCd UnrealIRCd contains an improper neutralization of delimiters vulnerability that allows any user on a network with two or more linked servers to inject server-to-server commands that are executed with server authority.
Required action: Apply mitigations in accordance with vendor instructions, ensuring compliance with CISA’s BOD 26-04 Prioritizing Security Updates Based on Risk (see URL in Notes) guidance and CISA’s “Forensics Triage Requirements” (see URL in Notes). Follow applicable BOD 26-04 guidance for cloud services or discontinue use of the product if mitigations are unavailable. Stakeholders are responsible for evaluating each asset's internet exposure and ensuring adherence to BOD 26-04 patching guidelines.
Federal deadline: 2026-11-16. Used in ransomware: Unknown.
	https://forums.unrealircd.org/viewtopic.php?t=9487
	https://nvd.nist.gov/vuln/detail/CVE-2026-114713
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CVE-2026-123039: Check Point Multiple Products Incorrect Permission Assignment for Critical Resource Vulnerability

CISA KEV · Nov 13, 12:00 PM UTC

Check Point Firewall, Multi-Domain Security Management Server, Scalable Platforms, Security Gateway, and Security Management Server contain an incorrect permissions assignment for critical resources vulnerability when the Gaia OS DynamicCLI daemon runs as root and listens on a world-writable local socket without authenticating connecting processes. An authenticated local user can send a command to the socket and have it executed as root.
Required action: Apply mitigations in accordance with vendor instructions, ensuring compliance with CISA’s BOD 26-04 Prioritizing Security Updates Based on Risk (see URL in Notes) guidance and CISA’s “Forensics Triage Requirements” (see URL in Notes). Follow applicable BOD 26-04 guidance for cloud services or discontinue use of the product if mitigations are unavailable. Stakeholders are responsible for evaluating each asset's internet exposure and ensuring adherence to BOD 26-04 patching guidelines.
Federal deadline: 2026-11-16. Used in ransomware: Unknown.
	https://support.checkpoint.com/results/sk/sk1000362
	https://nvd.nist.gov/vuln/detail/CVE-2026-123039
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Cisco Meraki Security Hardening Release: October 2026

Cisco Security Advisories · Nov 9, 5:55 PM UTC

As part of Cisco's ongoing commitment to proactive security and product quality, engineering teams conducted a comprehensive internal security review. This review resulted in software hardening releases that address mult…

The full piece, at the source



Attackers use Crypto Exchange Names to Disguise Unauthorized Sessions on 100+ ScreenConnect Servers

Huntress · Nov 14, 1:50 AM UTC

Fake crypto exchange sessions are showing up on ScreenConnect servers and could be bait for technicians. See what Huntress found and what to do.
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QSB-124: Partial filtering bypass in split-gpg2

Qubes OS · Nov 14, 12:00 AM UTC

We have published Qubes Security Bulletin (QSB) 124: Partial filtering bypass in split-gpg2. The text of this QSB and its accompanying cryptographic signatures are reproduced below, followed by a general explanation of t…

The full piece, at the source



SCKit abuses ScreenConnect to deploy remote access and target technician sessions

Microsoft Security · Nov 13, 9:31 PM UTC
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	Beginning on November 11, 2026, ConnectWise reported an active campaign of a threat actor gaining unauthorized access to cloud-hosted ConnectWise ScreenConnect instances belonging to managed service providers (MSPs). Microsoft Threat Intelligence has confirmed ConnectWise’s reported activity and we have also observed threat actors abusing ScreenConnect, a legitimate remote-support application, to install unauthorized remote-access clients and deploy a malicious worm, SCKit, on ConnectWise customer managed endpoints.
Additionally, Microsoft analyzed the malicious worm’s behavior: deployment starts with commands issued through ScreenConnect to silently install an identical client connected to threat actor-controlled infrastructure. A batch launcher retrieves a PowerShell decoder that decrypts and extracts SCKit using device-specific key material. The toolkit establishes persistence through scheduled tasks and registry Run entries and deploys RelayTrap, a component designed to deliver a malicious payload to a connecting technician.
We have identified that the worm targets IT support technician workstations using the hijacked authenticated ScreenConnect Session and uses the victim’s management console to distribute payloads to other managed devices. The resulting access to either target enables threat actors to remotely administer affected endpoints, execute commands, and deploy further tools independently of the legitimate support instance. 
Defenders should investigate technician workstations and downstream affected endpoints. Removing an unauthorized client alone does not remove the toolkit’s persistence or invalidate exposed web sessions. In this blog, we examine SCKit’s attack chain and payload components and provide mitigation guidance, indicators of compromise, and Microsoft Defender XDR advanced hunting queries to help organizations identify and disrupt this activity.
ScreenConnect architecture and attack surfaces
ScreenConnect, formerly ConnectWise Control, is a remote-support and access platform used by MSPs to administer customer devices, often alongside remote monitoring and management (RMM) software. Its operating model has three parts:
	Management instance. A cloud-hosted or on-premises ScreenConnect server provides the web console and manages sessions. Its relay service carries communication between the technician and endpoint clients.
	Technician workstation. Support staff sign in to the console through a browser and launch a local host client for interactive support.
	Customer endpoint. An installed guest, or access, client maintains unattended access and executes commands delivered through ScreenConnect.

An Access session provides persistent, unattended access through the installed client. A Support session is a temporary connection that an end user joins for assistance. ScreenConnect also supports remote commands from the web console without an interactive technician session. The endpoint client receives the command and runs it on the customer device; the technician workstation is not an intermediary for that execution.
Reported server-side entry through extensions
Extensions are add-ons installed on the ScreenConnect server to add features or integrate with other products, including ticketing and RMM tools. ConnectWise Automate was formerly named LabTech; Labtech Plus is a third-party extension, not the Automate product itself. The RMM+ extension family exposes remote-command APIs protected by a separately configured passphrase rather than the technician’s normal console sign-in.
ConnectWise’s advisory describes a reported authentication flaw in RMM+ versions 1.0.31 and 1.0.32: when no access key was configured, the extension accepted an empty key. In that configuration, an unauthorized caller could submit commands to the server’s API for delivery to managed endpoints without a normal ScreenConnect user sign-in. ConnectWise is investigating extension abuse as an initial-access route; the entry method for the reported campaign remains under investigation.
A separate path from customer endpoints to technicians
SCKit is a malware toolkit that includes RelayTrap, a malicious replacement for the ScreenConnect client on an affected customer endpoint. RelayTrap is designed to deliver a payload to a technician’s workstation when they connect for support. ConnectWise states that the fix for CVE-2026-84869 blocks the toolkit’s attempted endpoint-to-technician spread. This client-side attack path is separate from the server-side access used to deploy SCKit.
Figure 1. ScreenConnect’s three operating roles and two distinct attack surfaces. The reported RMM+ entry route targets a server-side extension; RelayTrap targets the client on a connecting technician’s workstation.Attack chain overview
The deployment sequence below runs on the customer endpoint. It establishes a separate remote-access connection and prepares the scripts and RelayTrap component that target a later technician
Figure 2. SCKit deployment on a customer endpoint and its technician-targeting capabilities. The dashed path describes the toolkit’s propagation design, not a confirmed sequence of infections.1. ScreenConnect commands install an additional client
The threat actor uses the MSP’s ScreenConnect management instance to direct the installed endpoint client to start cmd.exe. That local process invokes curl.exe to download an MSI over HTTP from an attacker-controlled ScreenConnect server. The command requests /Bin/ScreenConnect.ClientSetup.msi with access-session parameters and a c=Exploited<N> marker (c=Exploited9 in the illustrated command), and saves the installer to C:\Windows\Temp\sc.msi.
Figure 3. Command delivered through ScreenConnect and executed on the customer endpoint to download the client MSI. The attacker-controlled server’s IP is redacted.Windows Installer then installs the package silently on that endpoint, without restarting it, using /i, /qn, and /norestart. The added client connects to an attacker-controlled ScreenConnect instance, creating a remote-access channel separate from the MSP’s approved instance. Securing access to the legitimate console does not remove this additional client or its connection.
2. A batch launcher retrieves the PowerShell decoder
Further commands on the customer endpoint stage the toolkit. A PowerShell command decodes a URL-safe Base64 string and writes the result to a batch file in Windows Temp. The batch sets BATPATH to its own location, downloads the decoder from ns[.]mo7sen[.]dev/EadF.php?p=4, and starts it with -Mode full.
The decoder reads BATPATH, or falls back to SCKIT_SELF, to locate the launcher. Its hidden-relaunch branch creates a VBScript wrapper and runs it through wscript.exe to start the same batch without a visible window.
The scripts use the following p values at the same server path to request individual components:
	Request selector	Component	Role in the chain
	p=4	Decoder	Downloads, decrypts, and expands the toolkit
	p=3&m=<machine-guid>	Encrypted bundle	Carries scripts, configuration, and trap components
	p=5	SQLite utility	Supports browser-cookie database queries
	p=1&m=<machine-guid>	Encrypted script	Supplies the loader’s next PowerShell stage
	p=6&m=<machine-guid>	Cleanup component	Removes an old trap before optional redeployment

3. The decoder decrypts and extracts the SCKit bundle
The decoder reads MachineGuid from HKLM\SOFTWARE\Microsoft\Cryptography and includes it as the m request parameter. The response provides a Base64-encoded body and two headers, X-Lab-Half and X-Lab-Salt.
To derive the decryption key, the decoder hashes the UTF-8 machine identifier with SHA-256, XORs that hash with 32 bytes decoded from X-Lab-Half, and appends the machine-identifier bytes to the recovered secret material. PBKDF2-HMAC-SHA256 then derives a 32-byte key using the response salt and 4,096 iterations.
The decoder uses the first 16 bytes of the decoded response body as the initialization vector (IV). It decrypts the remaining bytes using AES-256-CBC with PKCS7 padding, decompresses the plaintext with GZip, and writes the resulting ZIP archive. The archive is then extracted to %TEMP%\SCKitBundle.
Figure 4. Selected decoder code for key derivation, decryption, decompression, and bundle extraction.In full mode, the decoder prepares %TEMP%\SCKit\trapkit\payload and stages the watcher, installer, alert script, and RelayTrap.cs. It also copies its batch launcher into the payload directory for RelayTrap to distribute. The copied launcher retrieves the decoder and starts toolkit deployment.
The decoder also stages ToolboxRelayUploader.exe for console-based payload distribution and retrieves sqlite3.exe for browser-cookie queries if a suitable copy is absent. It includes two launch paths: full mode starts the distribution script without a separate configuration file and supplies a local script path; the other path stages a helper and lab-context.json and passes -SkipLocalExecution.
4. Additional component: PowerShell script loader
Alongside the bundle decoder, SCKit includes a separate loader for encrypted PowerShell scripts. Unlike the decoder, which retrieves and expands an archive, this component requests a script using p=1 with the machine identifier. It applies the same secret-recovery, PBKDF2, AES-CBC, and GZip operations, but uses a salt embedded in its source rather than one supplied in a response header.
After decompression, the loader converts the bytes to UTF-8 text and writes %TEMP%\k<32-hex>.ps1, using a newly generated random GUID for the filename. It starts a hidden PowerShell process to run the file with the forwarded arguments, then attempts to remove the script after the child process exits.
Figure 5. Temporary script creation, execution, and cleanup in the PowerShell script loader.5. RelayTrap adds persistence and targets connecting technicians
On the customer endpoint, persistence keeps the toolkit available for a later support connection. The deployment places scripts under C:\ProgramData\RelayTrap. The RelayTrapLiteAlert value in the machine-wide CurrentVersion\Run key launches an alert script at user logon. A scheduled task starts the watcher with a payload filename and lists of client identifiers and relay hosts to exclude. The -PollSeconds 10 argument configures the watcher to poll every 10 seconds.
The watcher enumerates ScreenConnect client services and reads their executable paths and connection parameters. For each client, its build routine creates a directory under trapbins, copies libraries from that client’s installation, and uses the .NET C# compiler to build RelayTrap.exe. It checks for changes to the source or client libraries before rebuilding.
Figure 6. The endpoint-side watcher builds RelayTrap using libraries from the corresponding ScreenConnect client.RelayTrap is designed to reuse the customer endpoint’s ScreenConnect connection details in place of its normal client. When a technician connects with a vulnerable host client, RelayTrap attempts to deliver the staged batch launcher through that session. The launcher retrieves the same decoder, extending the toolkit’s deployment design from the customer device to the technician workstation. Configured skip lists exclude specified client identifiers and relay hosts from processing.
ScreenConnect services are also configured for automatic startup. Registry writes target Microsoft Defender Antivirus path exclusions for staged MSI copies and CWInstall_…\Installer.ps1. The installer configuration lists sc[.]payproofkit[.]com and cdn007-digitaldownloads[.]com as additional ScreenConnect MSI sources. A subsequent curl.exe command downloads another client installer from sc[.]payproofkit[.]com.
6. Browser access targets authenticated ScreenConnect sessions
SCKit also targets the technician’s browser, which is used to sign in to the management console. The browser-access code searches Chrome, Edge, Opera, and Opera GX profiles for cookies named .ASPXAUTH. Its database route identifies associated hosts and queries encrypted cookie values. It copies cookie databases and their supporting files, with a volume-shadow-copy fallback for locked databases. The decryption code uses the Chromium master key and the Windows Data Protection API (DPAPI) in the current user’s context, with AES-GCM routines for v10 and v11 cookie values.
The memory-scanning route first examines browser network-service processes identified by network.mojom.NetworkService in their command lines. An embedded C# scanner uses OpenProcess, VirtualQueryEx, and ReadProcessMemory to inspect readable committed memory regions for cookie strings and nearby host strings. If the initial scan finds no candidates, it scans other browser processes.
Figure 7. Database queries and browser-memory scanning target ScreenConnect authentication cookies.The console-distribution component is designed to combine an authentication cookie with the required anti-forgery and access tokens, enumerate accessible sessions, upload a payload using ToolboxRelayUploader.exe, and queue execution through the Shared Toolbox. The workflow also includes removing the uploaded Toolbox item after distribution.
This component targets the technician’s management-console access, rather than only the original customer device. The account’s permissions determine which additional sessions and devices the distribution workflow can reach.
7. Cleanup and redeployment
The toolkit’s cleanup script places a stop marker in the trap directory. It removes trap-related tasks, services, processes, Run entries, and files, and restores ScreenConnect client services unless client removal was requested. It then removes any remaining stop marker to allow a newly deployed watcher to run.
After running the cleanup script, the decoder’s cleanup mode starts the bundled dropper again unless -NoReArm is set. Cleanup therefore also serves as a path to redeploy the toolkit.
Figure 8. Cleanup restores ScreenConnect services; the decoder checks NoReArm before starting the bundled dropper again.Mitigation and protection guidance
Secure ScreenConnect administration and technician clients
Address the server-side extension APIs and technician clients separately. Extension authentication and client-side file transfer are different attack surfaces; securing one does not remove the other or an existing endpoint installation.
	Keep the identified extensions disabled. Follow the vendor advisory for Labtech Plus, RMM Plus, RMM+, RMM Plus Password Link, and RMM+ Password Link. Review their installation and configuration history alongside administrative access.
	Update technician clients separately from the console. ConnectWise states that ScreenConnect client 26.6.5 and later block the toolkit’s attempted endpoint-to-technician transfer technique. The fix for CVE-2026-84869 was released on September 8, 2026. Verify each technician client’s installed version; a cloud-console update does not automatically update those clients. The vendor bulletin also describes temporary file-transfer restrictions while updates are pending.

Remove established access
	Investigate through a separate channel. Use Microsoft Defender for Endpoint live response or another approved out-of-band method instead of ScreenConnect on a suspected affected device. Isolate affected endpoints and include connecting technician workstations in scope.
	Preserve console and endpoint evidence. Retain extension, authentication, Run Command, and Toolbox records together with process, file, task, and registry history. Review Toolbox history for tools removed after use, and inspect queued commands and tools before reconnecting devices.
	Revoke exposed sessions from a clean device. Invalidate affected ScreenConnect web sessions and associated identity-provider sessions, rotate exposed credentials, and review accounts and permissions. Password changes alone do not address every existing session.
	Remove persistence and unapproved clients. Validate each client’s enrolled instance and relay destination before removing it. Remove malicious tasks, Run values, trap files, and unauthorized exclusions through approved response tooling. Do not use a cleanup script recovered from the kit as a remediation tool.
	Verify the complete state before restoring connectivity. Confirm approved services and destinations, effective antivirus settings, and the absence of re-created tasks or scripts. Review tamper-protection events when investigating exclusion changes. Rebuild devices when integrity cannot be established.

Keep Microsoft Defender Antivirus, cloud-delivered protection, and tamper protection enabled. Verify that devices meet the requirements for protecting antivirus exclusions. Maintain an inventory of authorized remote-management instances and use application control to restrict unapproved software.
Microsoft Defender XDR detections
Microsoft Defender XDR customers can use the following Microsoft Defender for Endpoint alert titles to investigate activity associated with this threat. Review related alerts together with device timelines and ScreenConnect audit records to trace command execution, persistence, browser-data access, and network connections.
	Tactic	Activity	Microsoft Defender coverage
	Execution	ScreenConnect remote commands launch command-shell, batch, and PowerShell stages.	Microsoft Defender Antivirus 
– Trojan:Win32/SuspScreenConnectDownload.EA – Trojan:Win32/Tikise.EA!cmd 
– Trojan:Win32/SuspScreenConnectDownload.EA   

Microsoft Defender for Endpoint
– Suspicious command execution via ScreenConnect
	Persistence	Additional ScreenConnect clients and automatic-start services provide remote access. The RelayTrapLiteAlert Run entry and scheduled tasks launch RelayTrap scripts.	Microsoft Defender Antivirus 
– Trojan:PowerShell/RelayPersist.FC!MTB 

Microsoft Defender for Endpoint
– Suspicious installation of remote management software
– Anomaly detected in ASEP registry
– Suspicious Scheduled Task Process Launched
	Defense evasion	The loader attempts to remove its temporary PowerShell payload. Registry writes target Microsoft Defender Antivirus path exclusions.	Microsoft Defender Antivirus 
– Trojan:PowerShell/SCRelayTrap.EC!MTB   

Microsoft Defender for Endpoint
– Possible PowerShell indicator removal
– Suspicious Microsoft Defender Antivirus exclusion
	Credential access	The browser component queries .ASPXAUTH cookies, scans browser memory, and uses DPAPI in its decryption routines.	Microsoft Defender Antivirus 
– Trojan:BAT/Tikise.A 
– Trojan:BAT/Tikise.B 
– Trojan:BAT/Tikise.C 
– Trojan:BAT/Tikise.D 
– Trojan:PowerShell/Tikise.A 
– Trojan:PowerShell/Tikise.B 
– Trojan:PowerShell/Tikise.C 
– Trojan:PowerShell/Tikise.D 
– Trojan:PowerShell/Tikise.E 
– Trojan:PowerShell/Tikise.F   

Microsoft Defender for Endpoint
– Possible theft of passwords and other sensitive web browser information
– Suspicious DPAPI Activity
	Command and control	PowerShell and curl.exe retrieve the decoder, toolkit components, and client installers from campaign infrastructure.	Microsoft Defender for Endpoint
– Command-line process communicating with malicious network endpoint
– Powershell made a suspicious network connection
	Multiple tactics	Intrusion activity spans remote commands, client installation, persistence, and security-setting changes.	Microsoft Defender Antivirus 
– HackTool:Win32/ToolboxRelayUploader 
– Trojan:PowerShell/ScreenConnect.SC!MTB 
– Trojan:PowerShell/ScreenConnect.DC!MTB   

Microsoft Defender for Endpoint
– Potential human-operated malicious activity

Threat intelligence reports
 Microsoft Defender XDR customers can use the following threat analytics report to get the latest intelligence on SCKit and the abuse of ScreenConnect, including protection status, affected assets, and recommended actions for their environment.
Microsoft Defender XDR Threat analytics and Secure Now 
Customers can access the threat analytics report: SCKit abuses ScreenConnect to deploy remote access and target technician sessions
Customers can also access recommended controls and guidance on Secure Now.
Advanced hunting queries
Each query below runs independently and uses a 14-day lookback. Adjust the time range to the investigation window and available retention, and correlate results with approved administrative activity.
Connections to campaign infrastructure
Find connections to the listed domains and IP addresses. Review the full destination, initiating process, and approved remote-support infrastructure for each match.

DeviceNetworkEvents
| where Timestamp > ago(14d)
| where RemoteUrl has_any (
    "ns.mo7sen.dev", "sc.payproofkit.com",
    "newnewnew.gotdns.org", "soxnewwork.homedns.org",
    "cdn007-digitaldownloads.com")
    or RemoteIP in ("185.99.255.28", "155.94.150.39")
| project Timestamp, DeviceId, DeviceName, RemoteUrl, RemoteIP,
    InitiatingProcessFileName, InitiatingProcessCommandLine, ReportId

Toolkit command lines and cookie-query activity
Find command lines containing distinctive toolkit names, staging paths, installer markers, or cookie-query strings.

DeviceProcessEvents
| where Timestamp > ago(14d)
| where ProcessCommandLine contains "/EadF.php"
    or ProcessCommandLine contains "SCKit"
    or ProcessCommandLine contains "RelayTrap"
    or ProcessCommandLine contains "Panel-Lateral"
    or ProcessCommandLine contains "ToolboxRelayUploader"
    or ProcessCommandLine contains ".ASPXAUTH"
    or ProcessCommandLine contains "c=Exploited"
| project Timestamp, DeviceId, DeviceName, FileName,
    ProcessCommandLine, InitiatingProcessFileName, ReportId

Known installer, archive, and uploader files
Find file events for the sc.msi package, staged ZIP, and uploader using their SHA-1 hashes. The query uses SHA-1 because SHA256 is usually unpopulated in DeviceFileEvents. Combine hash matches with command-line and persistence findings.

DeviceFileEvents
| where Timestamp > ago(14d)
| where SHA1 in~ (
    "0be01e7bd69cfdd222645d49bb5ad9961372fef2",
    "3f81c9c874a896c46e4bccea2fad2eaa3d9f2054",
    "13ce33b19daee3963f7e15d461b191c38f6bc0d3")
| project Timestamp, DeviceId, DeviceName, FileName, FolderPath,
    SHA1, InitiatingProcessFileName, ReportId

Registry values referencing RelayTrap
Find writes to the RelayTrapLiteAlert value or values containing RelayTrap. Review the registry key, value data, and initiating process.

DeviceRegistryEvents
| where Timestamp > ago(14d)
| where ActionType == "RegistryValueSet"
| where RegistryValueName =~ "RelayTrapLiteAlert"
    or RegistryValueData contains "RelayTrap"
| project Timestamp, DeviceId, DeviceName, RegistryKey,
    RegistryValueName, RegistryValueData,
    InitiatingProcessFileName, ReportId

RelayTrap scheduled-task events
Find scheduled-task events containing RelayTrap or TrapWatch. Inspect the task definition to identify its triggers, executable, and arguments.

DeviceEvents
| where Timestamp > ago(14d)
| where ActionType contains "ScheduledTask"
| where AdditionalFields contains "RelayTrap"
    or AdditionalFields contains "TrapWatch"
| project Timestamp, DeviceId, DeviceName, ActionType,
    AdditionalFields, InitiatingProcessFileName, ReportId

Microsoft Defender Antivirus path-exclusion writes
Find Microsoft Defender Antivirus path-exclusion registry writes. Review changes naming Windows Temp, ConnectWiseControl_, CWInstall_, or RelayTrap, and verify their authorization and effective policy.

DeviceRegistryEvents
| where Timestamp > ago(14d)
| where ActionType == "RegistryValueSet"
| where RegistryKey contains @"\Windows Defender\Exclusions\Paths"
| project Timestamp, DeviceId, DeviceName, RegistryKey,
    RegistryValueName, RegistryValueData,
    InitiatingProcessFileName, ReportId

SCKit – Generated PowerShell Loader Artifacts
Identifies temporary PowerShell files matching the k<32-hex>.ps1 naming pattern generated by the SCKit loader, potentially revealing staged payloads independently of known file hashes or infrastructure.

DeviceFileEvents
| where Timestamp > ago(30d)
| where FileName matches regex @"(?i)^k[0-9a-f]{32}\.ps1$"
| project Timestamp, DeviceId, DeviceName,
ActionType, FileName, FolderPath, SHA256,
InitiatingProcessFileName

Indicators of compromise and supporting artifacts
Network addresses are defanged. Use the installer hashes to locate the listed packages, then verify the client’s enrolled ScreenConnect instance and related activity. The toolkit also uses the legitimate SQLite utility; investigate its use alongside the browser-cookie queries described above.
Network infrastructure
	Indicator 	Type 	Role 
	ns[.]mo7sen[.]dev 	Domain 	Decoder, bundle, script, and utility retrieval 
	sc[.]payproofkit[.]com 	Domain 	Unauthorized ScreenConnect panel and installer source 
	cdn007-digitaldownloads[.]com 	Domain 	Campaign infrastructure; configured installer source 
	newnewnew[.]gotdns[.]org 	Domain 	Associated ScreenConnect relay 
	soxnewwork[.]homedns[.]org 	Domain 	Associated ScreenConnect relay 
	185[.]99[.]255[.]28 	IPv4 	Unauthorized ScreenConnect server and installer source 
	155[.]94[.]150[.]39 	IPv4 	Address associated with the unauthorized panel 

File hashes
Hashes identify individual files. The watcher compiles RelayTrap against local client libraries, and embedded configuration changes script hashes. Use file and process behavior to investigate other builds. The table includes configuration, cleanup, and proof artifacts to support the investigation.
	Indicator 	Type 	Role 
	61a672a13f03a9e81f573535ee92b1ed6cb7e848a33a06048865312d4e185ae2 	SHA-256 	sc.msi installer package 
	8e6912deed82e80bb6bd66f73509d024b1f78b993515366d8317e69a97cff4f4 	SHA-256 	Staged toolkit ZIP 
	8cb5f48bbe70b5248db7f327f3d1ad6649df5c767d2a7e0711ee147fd92e06af 	SHA-256 	ToolboxRelayUploader.exe 
	94b93c649b0ae0281352da9d01761fa9195ab1e6ac7010af3b9ba1646355eb11 	SHA-256 	Panel-Lateral-free.ps1 
	7a9aca9fdd4dcc13fe497cabdb13ca1e5d6a529271c8aa495e5ca1c1c80271ec 	SHA-256 	Panel-Lateral.ps1 
	b93f10f30ee453d1e1c046fec9d141c41d7680be5cd46c3aeb3febe0f4953b4d 	SHA-256 	LabConfig.ps1 helper 
	3c7a98f0fdb6235b8076319c74dc1085f7b349b6d750416dd0cadb07d7972ec4 	SHA-256 	RelayTrap.cs source 
	d2ed7a7bf4f8ac9c7969e9b3a07ebd4dda0d858f372c876ac0a041611698de9a 	SHA-256 	TrapWatch.ps1 
	4a1dd3cd2ea14368afadf7e9dfdd63b104e3981ef8c85bbb6510919b810af04b 	SHA-256 	trapkit\install.ps1 
	cf50d73fa8117a758093b1344de41cd6a6ccddc645cdda1fa91a9264efe93956 	SHA-256 	Lite-Alert.ps1 
	81cc2baa35b798d6084bd078662fa29ff28df02c46c6ccdb2b43bde97d19f781 	SHA-256 	Stage0Loader.ps1 
	43b7a5e56f9e6c7b74e1ce2b7b5af63f383084625fcc2d3a5985fa1059e2db95 	SHA-256 	Run-Lateral-Full.bat 
	50659748723e906c8b3d3c0386bd4cf692f693a3e23639398c1a14d0c31fed61 	SHA-256 	runnew.cmd 
	5dd3a6ba806ac472663e243cfc1c034c534d5d9a42ec362c3dbf0f8d950148d0 	SHA-256 	Stop-LabTrap.bat cleanup-mode launcher 
	454c43d296b1276bde9a4f6ff1da2221cb35ccdb2fc7991bdd572e45bce12a8a 	SHA-256 	TRAP-PROOF.bat proof artifact 
	0be01e7bd69cfdd222645d49bb5ad9961372fef2 	SHA-1 	sc.msi;  
	3f81c9c874a896c46e4bccea2fad2eaa3d9f2054 	SHA-1 	Staged toolkit ZIP;
	13ce33b19daee3963f7e15d461b191c38f6bc0d3 	SHA-1 	Uploader;

Client identifiers and behavioral artifacts
	Indicator 	Type 	Role 
	2588ef5c15954b10 	Client ID 	Unauthorized ScreenConnect client identifier 
	ed630cc2c873b091 	Client ID 	Unauthorized ScreenConnect client identifier 
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For the latest security research from the Microsoft Threat Intelligence community, check out the Microsoft Threat Intelligence Blog.
To get notified about new publications and to join discussions on social media, follow us on LinkedIn, X (formerly Twitter), and Bluesky.
To hear stories and insights from the Microsoft Threat Intelligence community about the ever-evolving threat landscape, listen to the Microsoft Threat Intelligence podcast.
Review our documentation to learn more about our real-time protection capabilities and see how to enable them within your organization.  
	Learn more about securing Copilot Studio agents with Microsoft Defender 
	Evaluate your AI readiness with our latest Zero Trust for AI workshop.
	Microsoft 365 Copilot AI security documentation
	How Microsoft discovers and mitigates evolving attacks against AI guardrails
	Prompt injection protection in Microsoft Defender for Office 365 – official documentation of the prompt injection protection in Microsoft Defender for Office 365.
	How Microsoft discovers and mitigates evolving attacks against AI guardrails | Microsoft Security Blog
	Manipulating AI memory for profit: The rise of AI Recommendation Poisoning | Microsoft Security Blog – a related example of an AI-era technique observed in email traffic
	Defending the inbox against prompt injection attacks | Microsoft Defender for Office 365 Blog – feature announcement introducing prompt injection protection in Microsoft Defender for Office 365.
	Learn how Microsoft is reimagining the SOC for the agentic era with ISOC in Microsoft Defender

The post SCKit abuses ScreenConnect to deploy remote access and target technician sessions appeared first on Microsoft Security Blog.

Read it at the source



HCSEC-2026-60 - CAP JWT claims validation bypass using non-canonical claim names

HashiCorp security bulletins · Nov 13, 9:16 PM UTC

Bulletin ID: HCSEC-2026-60 Affected Products / Versions: cap/jwt up to 0.13.0; fixed in 0.14.0. Publication Date: November 13, 2026 Summary The HashiCorp cap JWT validation library before version 0.14.0 is vulnerable to…

The full piece, at the source
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Builds failing while downloading tools from GitHub

Bitrise · Nov 8, 9:55 AM UTC · major

Resolved · 2026-11-08 12:51 UTC — This incident has been resolved.
Monitoring · 2026-11-08 12:51 UTC — GitHub has mitigated the incident affecting downloads from GitHub, and build failure rates have returned to normal. Builds that failed during the incident can be restarted.
Identified · 2026-11-08 12:48 UTC — We are continuing to work on a fix for this issue.
Identified · 2026-11-08 11:01 UTC — Some builds are failing while downloading tools from GitHub, because of an ongoing GitHub incident (GitHub status). We’re working on ways to reduce the impact on our side.
Investigating · 2026-11-08 09:55 UTC — We have noticed a large number of failed builds due to an issue with envman: Checking Bitrise Core tools... No supported envman version found You can find more information about envman on its official GitHub page: https://github.com/bitrise-io/envman Installing... Download failed, retrying ... Download failed, retrying ... We are currently investigation the issue.

Read it at the source



Delays in locale updates

Contentful · Nov 9, 11:49 AM UTC · major

Resolved · 2026-11-09 13:42 UTC — We have rolled out a fix and this should now be resolved.
Identified · 2026-11-09 12:51 UTC — We have identified the cause and are working to mitigate the issue.
Investigating · 2026-11-09 11:49 UTC — There may be delays with changes made to locales being reflected. We are investigating the issue.

Read it at the source



Pakistan - Customer Portal Unavailable

Infobip · Nov 9, 2:28 PM UTC · critical

Resolved · 2026-11-09 14:35 UTC — The incident was resolved after our Engineering team implemented the required corrective measures. During the period below, you may have experienced difficulties accessing and using our Customer Portal on Pakistan. Start time (UTC): 09-11-2026 14:16 End time (UTC): 09-11-2026 14:28
Identified · 2026-11-09 14:28 UTC — Our Portal on Pakistan has been identified as unavailable. Currently, we are working on a fix that will resolve the observed challenge.

Read it at the source



Delays processing new video uploads

Vimeo · Nov 9, 2:44 PM UTC · major

Resolved · 2026-11-09 18:58 UTC — Video processing is back to normal and new uploads are completing as usual. Videos uploaded earlier today that were delayed are finishing processing on their own, no action is needed.
Monitoring · 2026-11-09 15:14 UTC — Video processing has caught up and processing times are back to normal. Videos that were delayed have finished processing or will finish shortly. We're monitoring to make sure everything stays stable.
Identified · 2026-11-09 14:48 UTC — We've identified the cause of the delayed video processing. Uploads are completing but taking longer than usual to finish processing, and some videos may show "Upload pending" or "Preparing optimization" for an extended time. A fix is in place and the backlog is clearing.
Investigating · 2026-11-09 14:44 UTC — We are investigating reports that newly uploaded videos are taking longer than usual to finish processing. Some videos may show "Upload pending" or "Preparing optimization" for an extended time, and may not appear as finished. Playback of existing videos and the rest of the site are working normally. We will share an update as soon as we have more information.

Read it at the source



Connectivity Issue w/ Discord's Homepage and Marketing Sites

Discord · Nov 9, 5:05 PM UTC · major

Resolved · 2026-11-09 17:05 UTC — We've recently recovered from a networking issue routing traffic to our homepage and other marketing services. Service should be restored.

Read it at the source



Flux TTS high latency and websocket disconnects

Deepgram · Nov 10, 3:10 AM UTC · major

Resolved · 2026-11-10 13:59 UTC — Flux TTS disconnects occurred between 03:10 - 03:20, with high Flux TTS latency leading up to 03:10. The issue is now resolved.
Investigating · 2026-11-10 13:58 UTC — We are currently investigating this issue.

Read it at the source



[Serverless][GCP][us-central1] Elevated errors and timeouts on read operations for some indexes

Pinecone · Nov 10, 4:50 PM UTC · major

Resolved · 2026-11-10 19:01 UTC — This incident has been resolved.
Monitoring · 2026-11-10 18:54 UTC — A fix has been implemented and we are monitoring the results.
Investigating · 2026-11-10 17:29 UTC — We are currently investigating this issue.

Read it at the source



Bandwidth Local Market Impairment - 536 - Oklahoma City, OK

Bandwidth · Nov 10, 5:24 PM UTC · critical

Resolved · 2026-11-11 02:22 UTC — Our carrier has completed all necessary repairs and Bandwidth can confirm all services are restored. This incident is resolved.
Monitoring · 2026-11-11 00:59 UTC — A fix has been implemented and we are monitoring the results.
Identified · 2026-11-11 00:59 UTC — The issue has been identified and a fix is being implemented.
Investigating · 2026-11-10 21:45 UTC — We are experiencing an impairment on the Bandwidth network which may affect a portion of calls. We are currently working with our carrier for resolution.
Investigating · 2026-11-10 17:24 UTC — We are experiencing an impairment on the Bandwidth network which may affect a portion of calls. We are currently working with our carrier for resolution.

Read it at the source



Degraded Performance EU region

Frontegg · Nov 10, 8:20 PM UTC · major

Resolved · 2026-11-10 21:08 UTC — This incident has been resolved.
Monitoring · 2026-11-10 20:53 UTC — We are continuing to monitor for any further issues.
Monitoring · 2026-11-10 20:53 UTC — A fix has been implemented and we are monitoring the results.
Investigating · 2026-11-10 20:20 UTC — We are currently investigating degraded performance in the EU region. We will provide updates as more information becomes available.

Read it at the source



Scribe v3 Live outage

ElevenLabs · Nov 11, 1:10 AM UTC · major

Resolved · 2026-11-11 03:03 UTC — We have verified the implemented fix has remained stable and Scribe v3 Live is fully operational since 01:11AM BST.
Monitoring · 2026-11-11 01:19 UTC — We have identified and remedied the issue, Scribe v3 Live is available again. We are continuing to monitor performance. The outage occurred between 00:50AM to 01:11AM BST.
Investigating · 2026-11-11 01:10 UTC — We are currently investigating an issue with Scribe v3 Live, resulting in the model being unavailable at this time.

Read it at the source



Account emails not being delivered

Sentry · Nov 11, 7:52 AM UTC · major

Resolved · 2026-11-11 08:34 UTC — This incident was caused by an infrastructure configuration change, which we reverted at 08:15 UTC on November 11. Account emails have been delivered normally since then. Emails that failed between 21:37 UTC on November 10 and 08:15 UTC on November 11 won't be re-sent automatically. If you were waiting for an email verification, a new email address confirmation, an organization invite or a password reset during that time, please request a new one. We're sorry for the trouble.
Investigating · 2026-11-11 07:52 UTC — Since 21:37 UTC on November 10, some account emails from Sentry have not been delivered. This includes email address verification, adding new email addresses, and emails sent when you create an account or organization. Organization invites and password reset emails may also be affected. Alert and notification emails are being delivered as normal. We're investigating and working on a fix. Emails sent during this time may not arrive, so you might need to request a new verification email, invite or password reset once this is resolved. We'll post another update within the next hour.

Read it at the source



Disruption to Slack incident channels and messages

incident.io · Nov 11, 3:13 PM UTC · major

Resolved · 2026-11-11 19:22 UTC — Slack have now marked their incident as resolved, and we’re continuing to see normal performance for the Slack app in incident.io. For further information on the outage, please see [Slack's status page](https://slack-status.com/2026-11/b8bb993128ac94f5).
Monitoring · 2026-11-11 16:19 UTC — We're no longer seeing errors creating Slack channels or delivering messages. We are continuing to monitor the situation to ensure this recovery holds. You can follow Slack’s updates on [their status page](https://slack-status.com/2026-11/b8bb993128ac94f5).
Monitoring · 2026-11-11 16:02 UTC — Slack incident channel creation and message delivery appear to have recovered. We’re continuing to monitor the situation to ensure this recovery holds. You can follow Slack’s updates on [their status page](https://slack-status.com/2026-11/b8bb993128ac94f5).
Monitoring · 2026-11-11 15:37 UTC — Slack incident channel creation and message delivery both appear to be recovering. We’re continuing to monitor the situation. You can follow Slack's updates on [their status page](https://slack-status.com/2026-11/b8bb993128ac94f5).
Investigating · 2026-11-11 15:25 UTC — A Slack outage is causing failures when creating incident channels and posting messages in Slack. We’ve reached out to Slack for assistance. You can follow their updates on [Slack’s status page](https://slack-status.com/2026-11/b8bb993128ac94f5). Incidents remain available in the incident.io dashboard.
Investigating · 2026-11-11 15:07 UTC — We’re investigating an issue where Slack incident channels are not being created when new incidents are declared. Some Slack actions (such as posting messages or renaming channels) are also failing. Incidents remain available in the incident.io dashboard while we work to resolve this.

Read it at the source



Model APIs are down for all models

Baseten · Nov 11, 7:17 PM UTC · critical

Resolved · 2026-11-11 19:38 UTC — This incident has been resolved.
Monitoring · 2026-11-11 19:38 UTC — We've resolved the issue and we see recovery for all models
Identified · 2026-11-11 19:23 UTC — We've identified the cause and expect recovery in the next 10 minutes.
Investigating · 2026-11-11 19:17 UTC — We are currently investigating this issue.

Read it at the source



Degraded performance for Grafana Cloud Metrics in prod-us-central-7

Grafana Cloud · Nov 11, 8:37 PM UTC · major

Resolved · 2026-11-11 22:13 UTC — Increased latency on a cloud provider database resulted in a 50m write and rule evaluation outage, starting about 2020 UTC. Metrics rule evaluations were last to recover, around 2110 UTC.
Monitoring · 2026-11-11 22:07 UTC — Traffic has recovered and we are monitoring the results.
Investigating · 2026-11-11 21:27 UTC — We are continuing to investigate this issue.
Investigating · 2026-11-11 21:24 UTC — We are continuing to investigate this issue.
Investigating · 2026-11-11 20:37 UTC — We are investigating an issue affecting Grafana Cloud Metrics, Logs, and Traces in the prod-us-central-7 region. Some customers may see failed or delayed writes, query errors, and failed alerting and recording rule evaluations.

Read it at the source



Impact across multiple GitHub products including Actions, Pages, and Copilot products.

GitHub · Nov 11, 8:48 PM UTC · critical

Resolved · 2026-11-11 21:21 UTC — This incident has been resolved. Thank you for your patience and understanding as we addressed this issue. A detailed root cause analysis will be shared as soon as it is available.
Monitoring · 2026-11-11 21:21 UTC — The backlog of Actions jobs has been fully processed. We’re observing full recovery across all impacted services.
Monitoring · 2026-11-11 21:07 UTC — We’re seeing recovery across all services and continuing to monitor. The backlog of Actions jobs are being processed. We’ll update when we see full recovery.
Monitoring · 2026-11-11 21:07 UTC — The degradation affecting Actions, Copilot, Pages and Webhooks has been mitigated. We are monitoring to ensure stability.
Investigating · 2026-11-11 20:57 UTC — Copilot is experiencing degraded availability. We are continuing to investigate.
Investigating · 2026-11-11 20:56 UTC — We’re investigating issues impacting multiple GitHub products including Actions, Pages, and Copilot products.
Investigating · 2026-11-11 20:56 UTC — Pages is experiencing degraded availability. We are continuing to investigate.
Investigating · 2026-11-11 20:48 UTC — Webhooks is experiencing degraded performance. We are continuing to investigate.
Investigating · 2026-11-11 20:48 UTC — Actions is experiencing degraded availability. We are continuing to investigate.
Investigating · 2026-11-11 20:48 UTC — We are investigating reports of degraded availability for Pages

Read it at the source



Unable to start new Workspace Agent runs

OpenAI · Nov 11, 10:50 PM UTC · critical

Resolved · 2026-11-12 08:32 UTC — All affected services are operating normally again. We’re sorry for the disruption, and we appreciate your patience.
Investigating · 2026-11-11 22:50 UTC — We are investigating an issue preventing users from starting new Workspace Agent runs. We will share another update as more information becomes available.

Read it at the source



LAX region outage

Fly.io · Nov 12, 12:08 AM UTC · critical

Resolved · 2026-11-14 00:18 UTC — The LAX datacenter has remained stable, and all hosts in the region are healthy. This incident is now resolved.
Monitoring · 2026-11-12 03:19 UTC — The LAX region is currently online and functioning correctly. However, the datacenter is experiencing reduced redundancy, so we are continuing to monitor for any possible issues.
Monitoring · 2026-11-12 01:35 UTC — All services in the LAX region are operating normally. We’re continuing to monitor while we await final confirmation from our datacenter provider that the issue is fully resolved.
Monitoring · 2026-11-12 01:15 UTC — Apps and Managed Postgres clusters in the LAX region should now all be accessible. Some app metrics are still recovering. We're continuing to monitor the region health.
Identified · 2026-11-12 00:50 UTC — All hosts are back online and we are restarting services. Apps and Managed Postgres will start becoming available shortly.
Identified · 2026-11-12 00:31 UTC — We are seeing hosts start to come back online. Apps and Managed Postgres clusters may still be unreachable at this time.
Identified · 2026-11-12 00:15 UTC — A subset of Apps and Managed Postgres clusters in the LAX region are unavailable due to an upstream datacenter power outage.
Identified · 2026-11-12 00:13 UTC — A subset of Apps and Managed Postgres clusters in the LAX region are unavailable due to an upstream datacenter power outage.
Investigating · 2026-11-12 00:08 UTC — We are investigating an upstream provider outage in LAX region. Apps and Managed Postgres clusters in LAX region may be unreachable at this time.

Read it at the source



Certificate revocation affecting access to some Astro deployments

Astronomer · Nov 12, 2:18 PM UTC · critical

Resolved · 2026-11-12 18:11 UTC — This incident is resolved, and service has returned to normal. All revoked certificates have been renewed, and we’ve confirmed that no additional certificates will be revoked in connection with this incident.
Monitoring · 2026-11-12 16:08 UTC — We have successfully revoked and reissued all affected certificates revoked by Google Trust Services, and functionality has returned to normal. We are continuing to monitor the situation.
Investigating · 2026-11-12 14:18 UTC — ``` A certificate authority incident has caused Google Trust Services to revoke a number of TLS certificates for astronomer.run, which Astro deployments use for HTTPS access. Users whose browsers or network gateways enforce certificate revocation checks may be unable to access the Airflow UI or other HTTPS endpoints of affected deployments. Our engineering team has identified the affected certificates and is replacing them to restore access. We will provide an update as certificates are reissued. ```

Read it at the source



MS Teams outbound call drops due to IceConnectivityChecksFailed

Telnyx · Nov 12, 2:36 PM UTC · major

Monitoring · 2026-11-13 15:02 UTC — Our engineering team has pushed a fix for this issue to production as of 14:10UTC. We are monitoring the results and will advise further.
Identified · 2026-11-12 14:36 UTC — Microsoft Teams outbound calls to Telnyx are dropping 15–21 seconds after answer with IceConnectivityChecksFailed. Our engineering team has identifed a root cause and is preparing a patch. We will update on the latest via the status page.

Read it at the source



access.redhat.com - Home & Community Outage

Quay.io · Nov 12, 4:53 PM UTC · critical

Resolved · 2026-11-12 18:23 UTC — This incident has been resolved.
Identified · 2026-11-12 16:54 UTC — The issue has been identified and a fix is being implemented.
Investigating · 2026-11-12 16:53 UTC — We are currently investigating this issue.

Read it at the source



Elevated errors affecting the Microsoft 365 connector

Claude · Nov 12, 5:52 PM UTC · major

Resolved · 2026-11-13 21:49 UTC — This incident has been resolved. From 08:03 PT / 16:03 UTC on November 12 to 08:40 PT / 16:40 UTC on November 13, mail, calendar and search tools in the Microsoft 365 connector and Claude for Outlook returned errors for many requests because of a Microsoft 365 service incident. Microsoft is still completing its recovery, so you may see occasional errors or delays.
Monitoring · 2026-11-13 15:40 UTC — We're seeing signs of recovery for the Microsoft 365 connector. Claude for Outlook is also recovering. Some SharePoint search requests are still returning errors. Microsoft's incident remains open, so errors may return. We're continuing to monitor and will update this post as soon as we have more info.
Identified · 2026-11-12 22:23 UTC — This issue is caused by a Microsoft 365 service incident, and mail, calendar and search tools in the Microsoft 365 connector are still failing for most requests. Claude for Outlook remains affected. You can follow Microsoft's progress at https://status.cloud.microsoft. We will update this post when service is restored.
Identified · 2026-11-12 21:18 UTC — We are continuing to work with our upstream provider, who is restarting affected servers. Mail, calendar and search tools in the Microsoft 365 connector are still failing for most requests, and Claude for Outlook remains affected. We will provide another update as soon as we have more information.
Identified · 2026-11-12 20:28 UTC — We are continuing to work with our upstream provider on this issue. Mail, calendar and search tools in the Microsoft 365 connector are still failing for most requests. Claude for Outlook is also affected: mail and calendar actions may fail, and some users may not be able to open the add-in. We will provide another update within the hour.
Identified · 2026-11-12 18:34 UTC — We have identified an issue with an upstream provider affecting the Microsoft 365 connector. Mail, calendar and search tools are failing for most requests, and new connections to the connector may not complete. We are in contact with them and will provide an update as soon as possible.
Investigating · 2026-11-12 17:52 UTC — We are investigating elevated errors and slow responses affecting the Microsoft 365 connector. Requests to mail, SharePoint, Teams chat and calendar through the connector may fail, and new connections to the connector may not complete. We will provide an update as soon as possible.

Read it at the source



Aiven Console Temporarily Unavailable

Aiven · Nov 12, 7:46 PM UTC · major

Resolved · 2026-11-12 19:47 UTC — We have resolved the underlying cause of the Aiven Console outage. Should any further issues be encountered, please reach out to support via the Aiven Console. We apologize for the inconvenience caused by this issue, and commit to analyzing and improving our platform to avoid future incidents similar to this one.
Identified · 2026-11-12 19:46 UTC — Today from ~ 19:00 to ~19:40 UTC, the Aiven Console was unavailable due to a misconfiguration. The change has been reverted and the Console should be fully available for all users now. We apologize for the inconvenience caused by this issue.

Read it at the source



Elevated errors for some requests

Cursor · Nov 12, 8:08 PM UTC · major

Resolved · 2026-11-12 21:39 UTC — This incident has been resolved.
Monitoring · 2026-11-12 20:43 UTC — A fix has been implemented and we are monitoring for service restoration.
Investigating · 2026-11-12 20:33 UTC — We've identified the cause and are rolling out a fix. We'll share another update soon.
Investigating · 2026-11-12 20:08 UTC — We're investigating an issue that may cause some requests to fail, including purchases and other billing actions. We'll share another update as soon as we have more information.

Read it at the source



Mux Data Missing Some EU Views

Mux · Nov 12, 9:00 PM UTC · major

Resolved · 2026-11-13 06:17 UTC — Backfill complete and this incident has been resolved. Any missing views older than 7 days are unrecoverable. Time of impact for this incident is June 17th-November 5th for EU collection customers. We estimate 1/3 of views during this window are missing for affected customers, with more views affected in later months. Real-time metrics and alerting remain unaffected. We apologize for this data loss and are taking corrective action on our systems to prevent recurrence.
Identified · 2026-11-13 01:08 UTC — We are currently re-processing the last 7 days of available views that were missed. We expect this step to take several hours.
Identified · 2026-11-12 22:52 UTC — We are collecting and storing all views from the EU as of 22:16 UTC. We are evaluating if any previous missing views are recoverable.
Identified · 2026-11-12 22:08 UTC — The issue has been identified and a fix is being implemented.
Investigating · 2026-11-12 21:19 UTC — We are seeing roughly half of all collected views from the EU are missing, and have been missing for several months. Realtime metrics and alerting are unaffected. We are continuing to investigate.
Investigating · 2026-11-12 21:00 UTC — We are investigating a missing views issue affecting customers collection in the EU.

Read it at the source



Quay.io Pull/Push

Quay.io · Nov 12, 9:24 PM UTC · major

Resolved · 2026-11-12 21:24 UTC — Quay.io and Red Hat Registry experienced a degradation where pulls and pushes failed between 20:14 - 20:25 UTC. During this period, customers may have experienced failed registry operations returning 500 errors. This incident was due to a database incident resulting in high CPU. This issue has since been resolved and registry operations have been restored.

Read it at the source



Bandwidth App

Bandwidth · Nov 12, 10:20 PM UTC · critical

Postmortem · 2026-11-13 09:47 UTC — Bandwidth has concluded its investigation of this issue and determined that between 21:39 UTC and 23:58 UTC on November 12, some Bandwidth App users did not receive password reset and MFA emails due to an issue at a third-party email provider. Due to the limited scope of impact, Bandwidth is closing this incident and this will be the extent of the information we will provide for this issue. If you have any questions, please contact us through the Bandwidth support portal. We are grateful you have entrusted Bandwidth as your communication partner and we are sorry if this issue resulted in any disruption to your services.
Resolved · 2026-11-13 01:16 UTC — This incident has been resolved.
Monitoring · 2026-11-13 00:22 UTC — Teams are observing expected App email behavior and are monitoring for stability.
Identified · 2026-11-12 22:20 UTC — Bandwidth teams have identified, due to a third party provider that some MFA emails are not being received as expected. Teams have engaged this provider to restore expected login behavior.

Read it at the source



Elevated AuthKit API Error Rates

WorkOS · Nov 13, 12:15 AM UTC · major

Resolved · 2026-11-13 01:24 UTC — This incident has been resolved.
Identified · 2026-11-13 00:28 UTC — We are continuing to work on a fix for this issue.
Identified · 2026-11-13 00:28 UTC — The issue has been identified and a fix is being implemented.
Investigating · 2026-11-13 00:15 UTC — We are investigating elevated error rates affecting AuthKit endpoints.

Read it at the source



Next.js site creation unavailable

Pantheon · Nov 13, 1:12 AM UTC · major

Resolved · 2026-11-13 17:05 UTC — This incident has been resolved.
Monitoring · 2026-11-13 14:38 UTC — Production verification confirmed a successful new Next.js site creation after the fix was deployed. We are keeping the incident in Monitoring while we check that the fix remains stable. Existing Next.js sites remain available, and WordPress and Drupal are unaffected. We’ll post another update when monitoring is complete, or sooner if the status changes. If you need immediate assistance, please open a support chat with us or email helpdesk@pantheon.io. Thank you for your patience.
Monitoring · 2026-11-13 12:04 UTC — The fix has been deployed to production, and a new Next.js site was created successfully during verification. We are monitoring the service to confirm continued stability before resolving the incident. Existing Next.js sites remain available, and WordPress and Drupal are unaffected. If you need immediate assistance, please open a support chat with us or email helpdesk@pantheon.io. We’ll post another update as verification continues. Thank you for your patience.
Identified · 2026-11-13 10:36 UTC — The issue affecting the creation of new Next.js sites is ongoing, we are working on a fix. Existing Next.js sites remain available, and WordPress and Drupal sites are unaffected. If you need immediate assistance, please open a support chat with us or email helpdesk@pantheon.io. We’ll post another update within 1 to 2 hours, or sooner if there is a change. Thank you for your patience.
Identified · 2026-11-13 08:41 UTC — We are continuing work on a fix for the issue preventing the creation of new Next.js sites. New Next.js site creation remains unavailable. Existing Next.js sites are available, and WordPress and Drupal sites are unaffected. If you need immediate assistance, please open a support chat with us or email helpdesk@pantheon.io. We’ll post another update in 1 to 2 hours, or sooner if there is a change. Thank you for your patience.
Identified · 2026-11-13 07:30 UTC — We continue to work on a fix for the issue that prevents the creation of new Next.js sites. Site creation is still unavailable. Existing Next.js sites are still available. WordPress and Drupal sites are unaffected. If you need immediate assistance, please open a support chat with us or email helpdesk@pantheon.io. Thank you for your patience. We will post another update in 1 to 2 hours, or sooner if there is a change.
Identified · 2026-11-13 05:38 UTC — We have identified the cause of the issue that prevents the creation of new Next.js sites, and our engineering team is working on a fix. Site creation is still unavailable. Existing Next.js sites are still available. WordPress and Drupal sites are unaffected. If you need immediate assistance, please open a support chat with us or email helpdesk@pantheon.io. Thank you for your patience. We will post another update in 1 hour, or sooner if there is a change.
Investigating · 2026-11-13 03:33 UTC — We are continuing to investigate an issue that prevents the creation of new Next.js sites. Existing Next.js sites are still available. WordPress and Drupal sites are unaffected. Our engineering team is actively working on getting site creation back online. If you need immediate assistance, please open a support chat with us or email helpdesk@pantheon.io. Thank you for your patience. We will post another update in 1 hour, or sooner if there is a change.
Investigating · 2026-11-13 02:24 UTC — We are continuing to investigate an issue that prevents the creation of new Next.js sites. Existing Next.js sites are still available. WordPress and Drupal sites are unaffected. Our engineering team has narrowed down where the problem is and is working on getting site creation back online. If you need immediate assistance, please open a support chat with us or email helpdesk@pantheon.io. Thank you for your patience. We will post another update in 1 hour, or sooner if there is a change.
Investigating · 2026-11-13 01:12 UTC — We are investigating an issue that prevents the creation of new Next.js sites. Existing Next.js sites are still available. WordPress and Drupal sites are unaffected. We will post an update as soon as we have more information.

Read it at the source



Elevated errors on claude.ai, Claude Code, and platform.claude.com

Claude · Nov 13, 9:58 AM UTC · major

Resolved · 2026-11-13 11:58 UTC — The issue affecting claude.ai and Claude Cowork has been resolved.
Monitoring · 2026-11-13 11:05 UTC — A fix has been deployed for the issue affecting Claude services and we are monitoring for recovery.
Investigating · 2026-11-13 09:58 UTC — We are investigating an issue with users authenticating to Claude.ai and Claude Code. We will provide an update as soon as possible.

Read it at the source



Elevated errors on claude.ai, the Claude API, and Claude Code

Claude · Nov 13, 1:09 PM UTC · major

Resolved · 2026-11-13 15:38 UTC — The issue affecting multiple surfaces has been resolved.
Monitoring · 2026-11-13 15:33 UTC — Errors on claude.ai, including the mobile apps, the Claude API and Claude Code have returned to normal levels, and we are continuing to monitor. Existing connectors, including Docs and Sheets, are working again, and Claude Managed Agents and Claude Meetings are recovering. Adding a new connector on claude.ai is temporarily unavailable. Scheduled tasks and routines can run more than two hours late and some runs have been skipped, and Claude Security scans, reviews and project setup remain delayed. We'll share another update soon.
Investigating · 2026-11-13 14:36 UTC — We're seeing recovery on claude.ai and the Claude API, though errors may return while we continue working on this. Connectors, including Docs and Sheets, remain degraded, as do Claude in Meetings, Claude Managed Agents, Claude Security and connector use in Claude Code. Mobile apps are affected in the same way as claude.ai. We'll share another update soon.
Investigating · 2026-11-13 14:03 UTC — We are investigating reports of degraded performance affecting a variety of surfaces including claude.ai, the Claude API, Claude Code, connectors (including Claude Docs and Claude Sheets), Claude Security and Claude Managed Agents.
Investigating · 2026-11-13 13:52 UTC — We are investigating reports of degraded performance affecting claude.ai, the Claude API, Claude Code, and connectors (including Claude Docs and Claude Sheets).
Investigating · 2026-11-13 13:09 UTC — We are investigating reports of degraded performance affecting claude.ai, the Claude API, and Claude Code. We will provide an update as soon as possible.

Read it at the source



Incident with Pull Requests

GitHub · Nov 13, 3:47 PM UTC · major

Resolved · 2026-11-13 18:29 UTC — This incident has been resolved. Thank you for your patience and understanding as we addressed this issue. A detailed root cause analysis will be shared as soon as it is available.
Monitoring · 2026-11-13 17:46 UTC — We continue to monitor the stability of merge requests.
Monitoring · 2026-11-13 17:28 UTC — The degradation affecting Pull Requests has been mitigated. We are monitoring to ensure stability.
Investigating · 2026-11-13 16:52 UTC — We’re continuing to investigate and monitor ~1% of merge requests timing out.
Investigating · 2026-11-13 16:12 UTC — We’ve taken mitigating action to resolve the problem of merge requests timing out. This issue initially impacted 3% of requests and is now down to less than 1%. We continue to monitor recovery.
Investigating · 2026-11-13 16:09 UTC — Pull Requests is experiencing degraded performance. We are continuing to investigate.
Investigating · 2026-11-13 15:49 UTC — We’re investigating an issue with Pull Requests where some attempts to merge are timing out.
Investigating · 2026-11-13 15:47 UTC — We are investigating reports of degraded availability for Pull Requests

Read it at the source



Degraded performance on Upstash Box

Upstash · Nov 13, 7:37 PM UTC · major

Resolved · 2026-11-13 19:51 UTC — The high load on Upstash Box has been mitigated. New box creation and remote executions are working normally again. The incident lasted from 18:17 to 19:35 UTC. We’re sorry for the disruption and will keep monitoring the system.
Identified · 2026-11-13 19:37 UTC — We’re seeing unexpectedly high load on Upstash Box. This is affecting new box creation and remote executions. The team is working on a fix, and we expect the service to be fully operational again soon.

Read it at the source



Security Incident

Bitrise · Nov 13, 8:44 PM UTC · critical

Investigating · 2026-11-14 07:42 UTC — <b></b> We are still making progress restoring the service, we expect the logins to app.bitrise.io to be restored soon, we are still working on a timeline for full restoration. <b>What we recommend</b> As a precaution, once you are able to sign in, we recommend that you rotate all secrets, access tokens, and certificates stored in Bitrise. <b>Services:</b> All Services <b>Scope:</b> All Users <b>Severity:</b> SEV-1 <b>When will the next update be available?</b> You can expect a status update approximately <b>1 hour<b> from now.
Investigating · 2026-11-14 06:43 UTC — <b></b> We are still making progress restoring the service, we expect the logins to app.bitrise.io to be restored soon, we are still working on a timeline for full restoration. <b>What we recommend</b> As a precaution, once you are able to sign in, we recommend that you rotate all secrets, access tokens, and certificates stored in Bitrise. <b>Services:</b> All Services <b>Scope:</b> All Users <b>Severity:</b> SEV-1 <b>When will the next update be available?</b> You can expect a status update approximately <b>1 hour<b> from now.
Investigating · 2026-11-14 05:50 UTC — <b></b> We are still making progress restoring the service, we expect the logins to app.bitrise.io to be restored soon, we are still working on a timeline for full restoration. <b>What we recommend</b> As a precaution, once you are able to sign in, we recommend that you rotate all secrets, access tokens, and certificates stored in Bitrise. <b>Services:</b> All Services <b>Scope:</b> All Users <b>Severity:</b> SEV-1 <b>When will the next update be available?</b> You can expect a status update approximately <b>1 hour<b> from now.
Investigating · 2026-11-14 04:31 UTC — <b></b> We are still making progress restoring the service, we expect the logins to app.bitrise.io to be restored soon, we are still working on a timeline for full restoration. <b>What we recommend</b> As a precaution, once you are able to sign in, we recommend that you rotate all secrets, access tokens, and certificates stored in Bitrise. <b>Services:</b> All Services <b>Scope:</b> All Users <b>Severity:</b> SEV-1 <b>When will the next update be available?</b> You can expect a status update approximately <b>1 hour<b> from now.
Investigating · 2026-11-14 03:36 UTC — <b></b> We are making progress restoring the service, we expect the logins to app.bitrise.io to be restored by 01:00 EST (06:00 UTC), we are still working on a timeline for full restoration. <b>What we recommend</b> As a precaution, once you are able to sign in, we recommend that you rotate all secrets, access tokens, and certificates stored in Bitrise. <b>Services:</b> All Services <b>Scope:</b> All Users <b>Severity:</b> SEV-1 <b>When will the next update be available?</b> You can expect a status update approximately <b>1 hour<b> from now.
Investigating · 2026-11-14 02:29 UTC — <b></b> After ongoing investigations we have still found no evidence that customer data, secrets, or source code were exposed. We are now beginning to restore services in a controlled, phased manner. We do not yet have an estimated time for full restoration. <b>What we recommend</b> As a precaution, once our services are restored, we recommend that you rotate all secrets, access tokens, and certificates stored in Bitrise. <b>Services:</b> All Services <b>Scope:</b> All Users <b>Severity:</b> SEV-1 <b>When will the next update be available?</b> You can expect a status update approximately <b>1 hour<b> from now.
Investigating · 2026-11-14 01:26 UTC — <b>What happened?</b> On November 13, 2026 at 11:32 EST (16:32 UTC), we detected suspicious activity in one of our internal cloud environments. Our initial investigation confirmed unauthorized access to an internal system. This system does not store or process customer data. Following our incident response procedures, we immediately took all of our services offline as a precaution while we investigated. At this stage, we have found no evidence that customer data, secrets, or source code were exposed. We are working all hands on the deck to determine the full scope and to restore our services as soon as possible. <b>What we recommend</b> As a precaution, once our services are restored, we recommend that you rotate all secrets, access tokens, and certificates stored in Bitrise. <b>What’s next</b> Our teams are working on completing the investigation and to restore all services safely. We understand the impact this has on your work and appreciate your patience. <b>Services:</b> All Services <b>Scope:</b> All Users <b>Severity:</b> SEV-1 <b>When will the next update be available?</b> You can expect a status update approximately <b>1 hour<b> from now.
Investigating · 2026-11-14 00:03 UTC — <b>We are continuing to investigate the security incident causing Bitrise to be unavailable. If you need to reach out to us please e-mail us at support@bitrise.io</b> <b>Services:</b> All Services <b>Scope:</b> All Users <b>Severity:</b> SEV-1 <b>When will the next update be available?</b> You can expect a status update approximately <b>1 hour<b> from now.
Investigating · 2026-11-13 23:01 UTC — <b>We are continuing to investigate the security incident causing Bitrise to be unavailable.</b> <b>Services:</b> All Services <b>Scope:</b> All Users <b>Severity:</b> SEV-1 <b>When will the next update be available?</b> You can expect a status update approximately <b>1 hour<b> from now.
Investigating · 2026-11-13 21:45 UTC — <b>We are continuing to investigate the security incident causing Bitrise to be unavailable.</b> <b>Services:</b> All Services <b>Scope:</b> All Users <b>Severity:</b> SEV-1 <b>When will the next update be available?</b> You can expect a status update approximately <b>1 hour<b> from now.
Investigating · 2026-11-13 20:44 UTC — <b>We are responding to a security incident affecting some of Bitrise’s internal secrets, detected within the last hour. As a precaution we have temporarily taken Bitrise offline. We have no confirmation that any customer data or source code was accessed and are investigating urgently. Out of an abundance of caution, we recommend rotating any Git and source-code access credentials connected to Bitrise. We will share updates as soon as we know more.</b> <b>Scope:</b> All Users <b>Severity:</b> SEV 1 <b>When will the next update be available?</b> You can expect a status update approximately <b>1 hour<b> from now.

Read it at the source



Bandwidth Local Market Impairment - 538 Tulsa, OK

Bandwidth · Nov 13, 10:53 PM UTC · critical

Identified · 2026-11-14 07:01 UTC — Our carrier has identified the cause of this incident and is working to complete repairs.
Identified · 2026-11-14 02:58 UTC — Our carrier has identified the cause of this incident and is working to complete repairs.
Investigating · 2026-11-13 22:53 UTC — We are experiencing an impairment on the Bandwidth network which may affect a portion of calls. We are currently working with our carrier for resolution.

Read it at the source



Elevated purchasing errors on claude.ai

Claude · Nov 14, 2:54 AM UTC · major

Resolved · 2026-11-14 04:23 UTC — The issue affecting purchases and plan changes on claude.ai has been resolved, and delayed plan changes and payments have now been applied. Impact occurred from 18:34 PT on November 13 / 02:34 UTC on November 14 to 20:03 PT on November 13 / 04:03 UTC on November 14.
Monitoring · 2026-11-14 03:09 UTC — Purchases on claude.ai are working normally, and delayed plan changes and payments are now being applied. Some customers who recently paid may need to wait up to an hour for their plan to update. There is no need to pay again. We are monitoring for recovery.
Investigating · 2026-11-14 02:54 UTC — We are investigating elevated errors affecting purchases, plan upgrades and cancellations on claude.ai. Core functionality is not affected. We will provide an update as soon as possible.

Read it at the source



Releases


Anthropic Python SDK 2.7.0: api, accept userprofile.programstatusupdated on organization webhook endpoints

Anthropic Python SDK · Nov 9, 6:52 PM UTC

Features
	api: accept user_profile.program_status_updated on organization webhook endpoints
	api: add claude-fable-5-2 and claude-mythos-5-2
	api: add parent organization filtering and grouping to the usage and cost reports
	api: add the sandbox_egress_restricted error to Admin API write methods
	api: add the user_profile.program_status_updated webhook event

Bug Fixes
	bedrock,vertex: add the parse and count_tokens methods missing from beta.messages.with_raw_response and with_streaming_response
	bedrock,vertex: send the X-Stainless-Async header and stream raw requests that name no stream class
	bedrock: sign requests that have no Connection header instead of raising KeyError
	bedrock: write a list in a query as a[]=1&a[]=2 on the Bedrock Mantle clients, as Anthropic does
	client: allow API errors to be unpickled and copied
	client: read ANTHROPIC_CUSTOM_HEADERS on the Bedrock, Bedrock Mantle and Vertex clients
	foundry: stop copy, with_options and with_middleware from raising when ANTHROPIC_FOUNDRY_RESOURCE is set
	parse: keep const in structured output schemas, and drop type beside const and enum

Chores
	api: remove some error detail types and update descriptions
	docs: say when a work heartbeat does not compare its value
	internal: add this repository's review rules
	internal: remove two comments from the error classes


Read it at the source



Anthropic Python SDK 2.8.0: api, add Claude Tag metrics to the analytics summaries and users reports

Anthropic Python SDK · Nov 10, 4:32 PM UTC

Features
	api: add Claude Tag metrics to the analytics summaries and users reports
	api: add reply_mode to Claude Tag Slack channel settings

Bug Fixes
	bedrock: send ";" in a model ID as is, and refuse a model ID whose part before the first ";" is empty, "." or ".."
	google-cloud: percent-encode the project, location and workspace ID in the workspace and organization base URL paths
	google-cloud: refuse an empty project, location or workspace ID that would be written into a derived base URL
	vertex: refuse an empty model, project ID or region instead of writing it into the request path
	vertex: send ";" in the model as %3B in the request path

Chores
	docs: clarify display_name for RBAC Roles created by Anthropic
	docs: clarify plugin delete and skill name conflict descriptions
	docs: clarify when to omit user_profile_id on external keys
	docs: note that Claude Tag settings accept self-hosted runner pools
	internal: make three timing tests tolerate slow test machines
	internal: remove a redundant import from the message types

Documentation
	examples: show multiagent when creating a Managed Agents agent


Read it at the source



sdk-v1.7.0

Anthropic TypeScript SDK · Nov 9, 6:52 PM UTC

Features api: accept user_profile.program_status_updated on organization webhook endpoints api: add claude-fable-5-2 and claude-mythos-5-2 api: add parent organization filtering and grouping to the usage and cost reports…

The full piece, at the source



Apache Airflow Java SDK 1.0.0

Apache Airflow · Nov 13, 8:35 AM UTC

First stable release of the Apache Airflow Java SDK. Changes since 1.0.0-beta1: Native Java Dag authoring, serialized to DagSerialization v3: task dependencies, task groups, branching and conditions, edge labels Triggeri…

The full piece, at the source



Apache Airflow TypeScript SDK 1.0.0

Apache Airflow · Nov 13, 9:01 AM UTC

First stable release of the Apache Airflow TypeScript SDK.
Changes since 1.0.0-beta2:
	A task that passes queue as undefined now inherits the Dag's queue.
	The build no longer uses a machine-global pnpm config that created stray .pnpm-store directories.

Published on npm as @apache-airflow/ts-sdk@1.0.0.

Read it at the source



Apache Airflow Go SDK 1.0.0

Apache Airflow · Nov 13, 9:25 AM UTC

First stable release of the Apache Airflow Go SDK.
Changes since 1.0.0-beta4:
	Fix the Go SDK build on 32-bit targets.
	Fix the install command breaking the first bundle build.
	Log attributes no longer displace standard log fields.
	ti_run now loads the serialized Dag only for stub tasks.

Install with:
go get github.com/apache/airflow/go-sdk@v1.0.0

API reference: https://pkg.go.dev/github.com/apache/airflow/go-sdk@v1.0.0

Read it at the source



HomeView Software 27.2 (24V526)

Apple Developer releases · Nov 12, 6:00 PM UTC

View downloads

The full piece, at the source



ComfyUI 0.45.0: Bump comfyui-frontend-package to 1.58.5 by @comfy-pr-bot in #17442

ComfyUI · Nov 10, 9:42 PM UTC

What's Changed Bump comfyui-frontend-package to 1.58.5 by @comfy-pr-bot in #17442 Add better error for when pixel_space VAE wrongly selected. by @comfyanonymous in #17518 Make SeedVR2 VAE slice length adaptive to free me…

The full piece, at the source



v16.3.0

Cypress · Nov 10, 8:04 PM UTC

Changelog: https://docs.cypress.io/app/references/changelog#16-3-0

The full piece, at the source



chore: release @cypress/puppeteer-v1.0.0

Cypress · Nov 12, 6:09 PM UTC

[skip ci]

The full piece, at the source



chore: release @cypress/webpack-dev-server-v6.2.0

Cypress · Nov 14, 12:36 AM UTC

[skip ci]

The full piece, at the source



DSPy 3.5.0: DSPy 3.5, A Lighter, Faster Foundation

DSPy · Nov 10, 4:25 PM UTC

DSPy 3.5: A Lighter, Faster Foundation
DSPy 3.5 brings a lighter LM layer, graduated core modules, and new History and image capabilities for RLM.
Upgrading from 3.4.1
This release changes prompts, defaults and APIs. Read the upgrade guide for breaking changes, migration steps and compatibility limits, and re-evaluate optimized programs.
Highlights
RLM, Flex and GEPA graduate
dspy.RLM, dspy.Flex and dspy.GEPA are no longer experimental.
ReActV2 now replaces ReAct
ReActV2 is now simply dspy.ReAct, with structured History and a typed submit tool; the old name is deprecated until 3.6.
Rich tool results
Tools can return images, files and other DSPy content parts on supported provider routes.
RLM History — authored by Matt Mannucci (@mannuch)
RLM can save and reload conversation History for later calls; it does not restore live interpreter variables.
A lighter LM foundation — lm15 work by Maxime Rivest (@MaximeRivest), integration by Isaac Miller (@isaacbmiller)
LiteLLM and OpenAI’s Python library are now optional: DSPy calls supported providers through the lightweight lm15 engine.
	Measured default install	3.3.0	3.5 development snapshot
	Installed package files, including bytecode	206.7 MiB	30.9 MiB
	Dependencies, excluding DSPy	65	25
	Fresh-process import, best of ten	1.01 s	0.49 s

Automatic API-family routing
model_type="auto" is the default, rather than explicitly selecting chat or responses.
XMLAdapter is now the default Adapter
XMLAdapter now formats and parses predictor calls by default, changing prompts and the output contract even when your Signature stays the same.
Native reasoning and explicit plans
Prefer native reasoning; request an explicit plan when planning before acting helps the task or it needs a human-auditable plan.
Disk caches: secure by default
Restricted loading is now the default, and plain NumPy arrays are stored without pickle.
Image-capable RLM
RLM can crop images with Pillow and send mixed text/image subqueries from its Python REPL.
With DSPy imported, an image-capable LM configured and the default Deno runtime available:
rlm = dspy.RLM("photo: dspy.Image, question: str -> answer: str")
result = rlm(photo=dspy.Image.from_path("photo.png"), question="What is written on the smallest sign?")
print(result.answer)
Prewarmed Interpreters
Real DSPy now runs inside RLM and Flex interpreters, with a precompiled standard library, cached startup snapshots and InterpreterPool for prewarming.
	Measured path	3.4.1	3.5 development snapshot
	Cached Deno startup + first execution	1.59 s	0.45 s
	DummyLM Flex forward	1.61 s	0.63 s
	Flex with a ready size-one pool	—	0.10 s

Medians of nine fresh processes per path, with prepared runtime caches; pool readiness costs another 0.55 s, excluded from the pooled forward. First-use preparation can be slower.
Full PR List
All 99 PRs in the verified range appear once in the list below. Earlier intermediate bundled-lm15 and metadata updates are included for completeness; the cutoff contains bundled lm15 2.2.0 and metadata sourced from released LiteLLM 1.108.3.
Language Models, Adapters, and Reasoning
	fix(xml): honor positional tuple schemas by @isaacbmiller (#10850).
	fix(adapters): preserve nested XML enum and null guidance by @isaacbmiller (#10859).
	Default LM API-family selection to native lm15 routing by @isaacbmiller (#10856).
	fix: honor reasoning dictionaries in ChainOfThought by @isaacbmiller (#10842).
	fix(xml): parse nested numeric and boolean literals by @isaacbmiller (#10840).
	fix: preserve CoT reasoning in Refine feedback by @isaacbmiller (#10839).
	Update vendored lm15 to 2.2.0 with streaming and reasoning coverage by @isaacbmiller (#10816).
	Deprecate TwoStepAdapter in DSPy 3.5 by @isaacbmiller (#10800).
	Update vendored lm15 to 2.0.0 with canonical token accounting by @isaacbmiller (#10764).
	Make openai an optional dependency by @michaelisaac-dev (#10774).
	Make LiteLLM optional while retaining compatibility execution by @isaacbmiller (#10719).
	Remove deprecated LM entry points and unify canonical execution by @isaacbmiller, with preserved coauthorship by @MaximeRivest (#10652).
	Migrate adapters and candidates to canonical requests and responses by @isaacbmiller, with preserved coauthorship by @MaximeRivest (#10713).
	Build canonical LM requests from generation options by @isaacbmiller, with preserved coauthorship by @MaximeRivest (#10712).
	refactor(lm): define minimal engine protocols by @isaacbmiller (#10709).
	feat(adapters): make XML the default adapter by @isaacbmiller (#10707).
	fix(dspy): parse XMLAdapter outputs as typed tags with literal leaves by @isaacbmiller (#10402).
	Consolidate Jev on dspy.LM via bundled lm15 by @isaacbmiller (#10648).
	Update bundled lm15 to 1.5.0 with reviewed source patches by @isaacbmiller (#10660).
	Treat null / empty-dict tool_calls as 'no calls' in ToolCalls validator by @Virtuoso461 (#10644).
	Update vendored lm15 to 1.4.0 with temporary auth fixes by @isaacbmiller (#10540).
	fix(dspy): use native reasoning with a plan fallback in CoT and RLM by @isaacbmiller (#10643).

Agents, History, Tools, Images, and Interpreters
	Fix tool call IDs in serialized ReAct history by @isaacbmiller (#10844).
	fix(tool): preserve nested refs in ReAct submit declarations by @isaacbmiller (#10845).
	fix(tool): accept date RootModel arguments without weakening numeric validation by @isaacbmiller (#10846).
	Preserve tool error status in native history replay by @isaacbmiller (#10847).
	fix: preserve explicit sandbox output defaults by @isaacbmiller (#10843).
	fix: preserve JSON nulls in Deno tool results by @isaacbmiller (#10852).
	Graduate Flex from experimental by @isaacbmiller (#10836).
	Graduate RLM from experimental by @isaacbmiller (#10835).
	Add image decoding, sandbox Pillow, and multimodal RLM subqueries by @isaacbmiller (#10829).
	Unify custom-value transport into RLM and Flex sandboxes by @isaacbmiller (#10828).
	Add reusable RLM History, persistence, and text-safe replay by @isaacbmiller (#10827).
	fix(rlm): render REPL code and output as plain text in prompts by @isaacbmiller (#10812).
	fix(interpreter): retry transient sandbox download failures by @isaacbmiller (#10817).
	fix(dspy): await async tools under RLM.acall in PythonInterpreter by @isaacbmiller (#10808).
	Add InterpreterPool to start interpreters ahead of need by @michaelisaac-dev (#10777).
	Run the real dspy inside Flex and RLM sandboxes by @michaelisaac-dev (#10776).
	Render custom-type tool results as content blocks by @isaacbmiller (#10737).
	Start Pyodide from a precompiled standard library by @michaelisaac-dev (#10775).
	Promote structured-history ReAct by @isaacbmiller (#10795).
	Remove overdue Image and Audio factory aliases by @isaacbmiller (#10778).
	Remove deprecated CodeAct and ProgramOfThought for DSPy 3.5 by @isaacbmiller (#10780).
	Remove deprecated Image constructor download/verify shim by @isaacbmiller (#10779).
	fix(dspy): support class-based signatures in Flex by @michaelisaac-dev (#10768).
	Add BoundingBox type with automatic Jev image support by @isaacbmiller (#10665).
	feat(dspy): ReActV2 show the agent its remaining turn budget each turn by @dbreunig (#10662).

Optimization, Evaluation, Core APIs, and Caching
	Harden restricted disk-cache handling by @isaacbmiller (#10858).
	Fix bootstrap demo selection for multi-turn agents with callable tools by @isaacbmiller (#10841).
	Graduate GEPA with a compatible upstream dependency bound by @isaacbmiller (#10796).
	fix(dspy): let majority() vote on non-string field values by @SaiMouli3 (#10720).
	fix(dspy): parse negative numbers in string signature Literal types by @Blacksujit (#10678).
	Enable restricted disk-cache deserialization by default by @isaacbmiller (#10726).
	fix(dspy): preserve integer precision when loading pandas data by @emme1t (#10471).
	fix(teleprompt): respect MIPROv2.compile seed=0 by @Zsanz3 (#10322).
	fix(dspy): preserve CoT parse failures in bootstrap traces by @isaacbmiller (#10683).
	fix(BootstrapFewShot): honor metric_threshold=0.0 by @tomron (#10604).
	fix(utils): cache materialized module on lazy-import proxies by @isaacbmiller (#10635).
	fix(evaluate): include all result fields in CSV export by @kausthubhk (#10597).
	fix(dspy): keep fields when copying an Example with no visible fields by @Zhuoxi2000 (#10637).

Documentation
	docs: make the RLM sandbox package example executable by @isaacbmiller (#10860); imports partial and defines the image-task Signature, with no runtime changes.
	docs: repair executable DummyLM examples by @isaacbmiller (#10831).
	docs: pass required tools in ReAct cheatsheet example by @isaacbmiller (#10806).
	docs: install OpenAI SDK for the audio tutorial by @isaacbmiller (#10798).
	docs: fix custom type image example imports by @isaacbmiller (#10743).
	docs(lm): document the DSPy 3.5 Request/Response migration by @isaacbmiller, with preserved coauthorship by @MaximeRivest (#10708).
	docs: serve root redirect and robots.txt from the docs host by @dbreunig (#10730).
	docs: add page dates, homepage metadata, and one DSPy definition by @dbreunig (#10731).
	docs: repair outdated notebook and API examples by @isaacbmiller (#10727).
	docs(dspy): fix cache env var names in FAQ by @tomron (#10610).
	docs: fix stale import paths in the deployment and GEPA guides by @shaikn6 (#10608).
	docs: fix ControlArena tutorial link by @isaacbmiller (#10722).
	docs: remove unavailable community resources and restore moved links by @isaacbmiller (#10702).
	docs: fix async-tool tutorial cross-links by @isaacbmiller (#10699).
	Fix broken company logos on the Use Cases page by @isaacbmiller (#10691).
	docs(dspy): correct precision_score docstring example value by @Blacksujit (#10681).
	docs: fix broken links in faqs, optimizers overview, and built-with-dspy by @shi-felix (#10622).

Dependencies, Metadata, CI, Typing, and Release Engineering
	test: require opt-in for parallel usage tracking by @isaacbmiller (#10857).
	chore: refresh model metadata from LiteLLM 1.108.3 by @isaacbmiller (#10823).
	chore: refresh model metadata from LiteLLM 1.108.1 by @isaacbmiller (#10815).
	chore: refresh model metadata provenance to LiteLLM 1.108.0 by @isaacbmiller (#10799).
	test: make Unbatchify timeout regression deterministic by @isaacbmiller (#10794).
	Preserve saving and loading types with ty by @divakantpandey (#10735).
	perf(utils): avoid stack walks for missing dependencies by @fredheir (#10769).
	fix(typing): preserve types of experimental classes and properties by @fredheir (#10657).
	Refresh LiteLLM metadata to 1.106.6; decouple tests from catalog values by @isaacbmiller (#10744).
	Fix TwoStepAdapter bounding-box test setup after XML default change by @isaacbmiller (#10728).
	test: build the subprocess PYTHONPATH with os.pathsep by @Aditya17-bot (#10589).
	fix(ci): repair publisher container CA trust by @isaacbmiller (#10711).
	Require patched installers and CA bundles by @isaacbmiller (#10703).
	Preserve parallel executor task types with ty by @isaacbmiller (#10688).
	Preserve callback decorator signatures with ty by @isaacbmiller (#10684).
	Add incremental internal typing with ty in CI and pre-commit by @isaacbmiller (#10673).
	Refresh LiteLLM metadata to 1.106.0 and reject router-fee-only estimates by @isaacbmiller (#10670).
	Fix reasoning tests across LiteLLM dependency versions by @isaacbmiller (#10655).
	chore(deps): bump zensical from 0.0.64 to 0.0.69 in /docs by @dependabot (#10651).
	Update versions for 3.4.1 by @github-actions (#10638).
	Refresh model metadata provenance from LiteLLM 1.105.1 by @isaacbmiller (#10646).
	ci: isolate test dependency caches by job by @isaacbmiller (#10640).

Contributors
Thank you to @Aditya17-bot, @Blacksujit, @dbreunig, @divakantpandey, @emme1t, @fredheir, @isaacbmiller, @kausthubhk, @michaelisaac-dev, @SaiMouli3, @shaikn6, @shi-felix, @tomron, @Virtuoso461, @Zhuoxi2000, @Zsanz3, @mannuch and @MaximeRivest. Automation contributions: @dependabot and @github-actions.
Full Changelog: 3.4.1...471b3fb

Read it at the source



DeepSpeed 0.20.0: Sum GPTBigCode's shared key/value gradient across tensor-parallel ranks by @Achyuthan-S in #8928

DeepSpeed · Nov 12, 11:02 PM UTC

What's Changed Sum GPTBigCode's shared key/value gradient across tensor-parallel ranks by @Achyuthan-S in #8928 [AffineIR] Storage maps of AutoEP experts under EDP and ZeRO by @jinyouzhi in #8941 Add klxpu (KUNLUNXIN XPU…

The full piece, at the source



Diffusers 0.43.0: MiniMax-H3-Image, Pika H3 Flex, P-H3-Image, Kandinsky S2V, and PAN 2

Diffusers · Nov 12, 6:38 AM UTC

Tip
This release adds five modular model integrations for image generation, editing, video with audio, speech-driven animation, and world simulation. It also improves attention backends, tensor parallelism, LoRA handling, and checkpoint saving.

MiniMax-H3-Image
MiniMax-H3-Image supports text-to-image generation and editing with one or more reference images. The integration includes a dedicated image transformer and autoencoder, with a fixed six-step sampling schedule and distilled guidance. A separate prompt-enhancement workflow expands short requests and suggests an aspect ratio.
Load it through ModularPipeline.from_pretrained(...), then call load_components(...). The MiniMax-H3-Image documentation covers reference-image prompts, output sizes, prompt enhancement, and component offloading.
Pika H3 Flex
Pika H3 Flex builds on MiniMax-H3 to generate video and synchronized stereo audio in six steps. It supports text prompts, first and/or last frames, and multimodal references through separate modular workflows. The integration includes LoRA adapter loading and a guide to sharing already-loaded MiniMax-H3 components between the two pipelines.
See the Pika H3 Flex documentation for workflow selection, adapter loading, and component reuse.
P-H3-Image
P-H3-Image from Pruna AI brings text-to-image generation and instruction-based editing with up to eight input images. Its modular pipeline includes a prompt upsampler that turns requests into detailed generation or editing prompts, an image autoencoder, and a text connector. The checkpoint uses eight sampling steps with distilled guidance.
See the P-H3-Image documentation for image sizing, reference-image editing, prompt upsampling, and offloading. Thanks to @nifleisch for the integration in #15171.
Kandinsky S2V 1.0
Kandinsky S2V 1.0 animates a person from a reference image and a speech recording, including full-body movement aligned with the speech. It generates video in five-second chunks, carrying FramePack memory between chunks. The supplied speech provides the soundtrack; the model generates the video.
The modular integration supports Lite and Pro checkpoints, including distilled variants that use PiflowScheduler with a default of 16 steps. See the Kandinsky S2V documentation for audio preparation, checkpoint settings, and memory requirements. Thanks to @nvsm for the integration in #15164.
PAN 2
PAN 2 simulates scenes from prompts describing actions and camera movements over time. This release integrates its 29B generative simulator through text-to-video and image-to-video modular workflows. Context parallelism and FirstBlockCache, MagCache, and TaylorSeer caching are supported. Prompt and video safety checks are enabled by default and require the separate pan2-guardrail package.
See the PAN 2 documentation for loading, guardrails, and distributed inference. The integration covers the simulator; the separate reasoning model that writes its prompts is linked from the model documentation. Thanks to @wu-qing-157 for the integration in #15202.
Other highlights
	MiniMax-H3 tensor parallelism: shard the transformer across devices, including its large modulation projections. Replicated parameters also retain their intended dtype during tensor-parallel loading. See: #14609, #15147.
	AMD attention support: the new aiter_sage_hub backend brings a Hub-hosted SageAttention kernel to RDNA4 gfx1201 GPUs, with native SDPA fallback for unsupported input shapes. See #15060.
	Attention backend fixes: choosing a backend on one model no longer changes the backend of unrelated models. Individual attention modules now check requirements and download Hub kernels when selecting a backend, and the FlashAttention-2 integration works with newer Hub kernel versions. See #14335, #15000.
	LoRA fixes: component-weight dictionaries now broadcast correctly across multiple adapters, and Kohya text-encoder LoRAs retain their per-module alpha values. Adapter-weight documentation and type hints also clarify supported formats. See: #15128, #15157.
	Checkpoint saving: save_pretrained() preserves other variants' shards and removes obsolete indexes when replacing a sharded checkpoint with a single-file checkpoint. See #14844.
	Modular caching: stateful cache hooks reset after each pipeline call, including calls that raise an exception, so subsequent generations start with fresh cache state. See #15212.
	Training examples: fix gradient clipping in the text-to-image LoRA and SDXL LCM LoRA scripts, update FLUX quantized embedding preparation for current Transformers, and remove expired deprecation blocks that crashed training with --revision. See: #15184, #15144, #15118.
	Documentation: reorganized distributed-inference guides, updated AWS Trainium examples for native TorchNeuron, and corrected Cosmos3 FP8 checkpoint locations. See: #15172, #15138, #15236.

Deprecations and compatibility
	Dependency checks: availability checks now enforce supported dependency versions. An installed package below the supported minimum is treated as unavailable, with an upgrade message. For example, the existing minimums of torch>=2.6 and transformers>=4.41.2 are now enforced by these checks. (#15148)
	Relocated model components: latent upscalers and condition embedders move under diffusers.models. Existing checkpoints remain loadable, while old pipeline-module imports are deprecated for removal in 1.0.0. Use public imports such as from diffusers import LTX2TextConnectors. See: #15111.
	Modular input defaults: explicitly passing None preserves that value. Omitted inputs receive the default of the first block that reads them. An InputParam declared both required and with a non-None default is treated as optional and emits a warning. See: #15135, #14521.
	Training behavior: --max_grad_norm now takes effect in the affected LoRA examples. Runs with gradients above the clipping threshold can therefore behave differently from earlier versions. See: #15184.
	Component loading: repository configuration no longer causes arbitrary component-library imports. Custom component modules outside the supported library set must already be imported by the caller, and modular custom-block loading checks remote-code trust before processing requirements. See: 3076605.

Thanks to everyone who contributed code, documentation, reviews, and issue reports!
All commits
	Remove expired non_ema_revision deprecation blocks from training examples by @A-Raphie in #15118.
	Extend CLI compile and attention-backend tests to other devices by @sywangyi in #15039.
	Fix shared LoRA component weight broadcasting by @gorkadabo1 in #15128.
	[agent docs] prefer named arguments over nested dicts by @yiyixuxu in #15129.
	when an InputParam is both required and has a default: set required = False and warn by @yiyixuxu in #14521.
	Restrict repository-specified component imports and check custom-block trust before requirements by @LinZiyuu, with @DN6, in 3076605.
	Fix the Marigold intrinsics integration test by @sywangyi in #15086.
	[core] move latent upscalers and condition embedders out of pipelines by @sayakpaul in #15111.
	[CI] Use HF Trusted Publisher OIDC tokens by @DN6 in #15106.
	[docs] AWS Trainium: rewrite guide for native TorchNeuron support by @JingyaHuang in #15138.
	Add aiter_sage_hub attention backend for AMD RDNA4 (gfx1201) by @Shan2L in #15060.
	fix: scope save_pretrained shard cleanup to the saved variant (avoid deleting another variant's shards) by @AloysJehwin in #14844.
	Pika h3 flex by @yiyixuxu in #15150.
	[docs] Pika H3 Flex: add a section on reusing minimax h3 components by @yiyixuxu in #15153.
	[components manager] when a component is registered again: warn -> debug by @yiyixuxu in #15152.
	Fix/flux lora quantization compute embeddings by @kahlun in #15144.
	Add Kandinsky S2V 1.0 (speech-to-video) as a modular pipeline by @nvsm in #15164.
	Add P-H3-Image by @nifleisch in #15171.
	Fix attention backend leaking across models by @raghulchandramouli in #14335.
	Docs: build English only, other languages are machine-translated by @mishig25 in #15149.
	[core] download hub kernel in AttentionModuleMixin.set_attention_backend by @deep1blue in #15075.
	[docs] Fix 22 dead external links in docs/source/en by @mlzerotoheroyoutube in #15174.
	Clarify LoRA adapter weight documentation and type hints by @gorkadabo1 in #15157.
	Fix replicated parameter dtypes during tensor-parallel loading by @yzhautouskay in #15147.
	[examples] Fix gradient clipping in train_text_to_image_lora.py and train_lcm_distill_lora_sdxl.py by @gorkemgul in #15184.
	[feat] Tensor parallelism for MiniMax-H3 by @JingyaHuang in #14609.
	Fix stale links to moved and renamed files by @sarankumar1325 in #15151.
	agents: add a section on _tp_plan in modeling reference. by @sayakpaul in #15194.
	Style changes by @sayakpaul in #15198.
	[docs/CI] contribution guide update, adding a context item on issue template, update issue-link reminder by @yiyixuxu in #15179.
	Replace the remaining forum links with GitHub Discussions by @yiyixuxu in #15200.
	[modular] fill a missing input from the first block that reads it, keep a passed None by @yiyixuxu in #15135.
	Pin hf-doc-builder to 0.6.0 by @yiyixuxu in #15201.
	[ci]: solve protobuf problem for the training e examples problem. by @sayakpaul in #15206.
	Reset stateful cache hooks after every ModularPipeline call by @yiyixuxu in #15212.
	[docs] discourage cross repo references for modular repos. by @sayakpaul in #15081.
	[Modular] Add PAN 2 by @wu-qing-157 in #15202.
	fix: prefer latest flash attn2 by @drbh in #15000.
	MiniMax H3 Image by @sayakpaul in #15230.
	[docs] Distributed inference by @stevhliu in #15172.
	Update dead Kaggle Cats vs Dogs download URL in create_dataset doc by @Hisernberg in #15231.
	Bump doc-builder to render math in docstring descriptions by @mishig25 in #15223.
	Fix the PAN 2 context-parallelism documentation link by @yiyixuxu in #15238.
	Document Cosmos3 Nano, Super, and Edge FP8 as standalone repos by @ConstBob in #15236.
	[core] Enforce minimum supported versions in availability checks by @DN6 in #15148.
	fix: derive text-encoder alpha_pattern keys from the LoRA module name by @akhil9tiet in #14972.
	[chore] remove smoke test file. by @sayakpaul in #15160.
	[chore] update return type annotations for models. by @sayakpaul in #15089.
	post release 0.42.0. by @sayakpaul in #15243.
	Release: v0.43.0-release by @sayakpaul (release commit).

Significant community contributions
	@nifleisch: P-H3-Image generation, editing, and prompt upsampling. (#15171)
	@nvsm: Kandinsky S2V 1.0 speech-driven video generation. (#15164)
	@wu-qing-157: PAN 2 modular video generation and world simulation. (#15202)
	@Shan2L: AMD RDNA4 SageAttention backend. (#15060)
	@raghulchandramouli, @deep1blue, and @drbh: attention backend isolation, Hub kernel loading, and FlashAttention-2 compatibility. (#14335, #15075, #15000)
	@gorkadabo1 and @akhil9tiet: LoRA weight broadcasting, documentation, and text-encoder alpha handling. (#15128, #15157, #14972)
	@AloysJehwin and @yzhautouskay: checkpoint variant preservation and tensor-parallel loading precision. (#14844, #15147)
	@gorkemgul, @kahlun, and @A-Raphie: gradient clipping, quantized embedding preparation, and training startup fixes. (#15184, #15144, #15118)

Thanks to our issue reporters
These authors opened issues resolved by PRs merged into this release. Thank you for helping improve Diffusers!
	@andre-menutole: text-encoder LoRA alpha handling — #14970 → #14972.
	@gorkadabo1: LoRA weight broadcasting and documentation — #15127 → #15128; #15146 → #15157.
	@gorkemgul: ineffective gradient clipping — #15178 → #15184.
	@kahlun: FLUX quantized embedding preparation — #15145 → #15144.
	@Marius-Graml: missing Hub kernel downloads — #13284 → #15075.
	@Pdevadiga45: checkpoint variant shards being deleted — #14719 → #14844.
	@pratikgx: broken documentation links — #14886 → #15174.
	@SeverinVisionary: training crashes with --revision — #15115 → #15118.
	@Shan2L: RDNA4 SageAttention support — #15014 → #15060.

Full changelog: v0.42.0 to the v0.43.0 release commit

Read it at the source



electron v45.3.0

Electron · Nov 10, 9:10 PM UTC

Release Notes for v45.3.0 Features Added support for chrome.storage.managed in extensions. It's read-only and will reject on writes. #55526 (Also in 46 ) Fixes Fixed a crash when extensions access chrome.system.storage A…

The full piece, at the source



Flutter 3.50.0: [flutter-3.50-candidate.0] Sync engine.version to 371f772…

Flutter · Nov 9, 4:50 PM UTC

[flutter-3.50-candidate.0] Sync engine.version to 371f772 …

The full piece, at the source



Release v0.68.0

Gemini CLI · Nov 10, 9:17 PM UTC

What's Changed
	Changelog for v0.67.0-preview.0 by @gemini-cli-robot in #29990
	Changelog for v0.66.0 by @gemini-cli-robot in #29992
	docs(readme): clarify Gemini CLI scope, limitations, and tool landscape by @LyalinDotCom in #29995
	fix(cli): bound inline history re-render after terminal width changes by @jvargassanchez-dot in #29904
	fix(ui): handle surrogate pairs when truncating in sanitizeForDisplay by @diegogodinezr in #29993
	fix(core): make isWithinRoot case-insensitive on Windows by @duvanka-prasad in #29999
	fix(core): recognize dotted Gemini 3 models in supportsMultimodalFunctionResponse by @jesussamuel-byte in #29982
	feat(cli): add extension validation command and evaluation tests by @tadipavan in #29980
	fix(core): normalize leading slashes in file search query for @ autocomplete by @urielefrenvirtusa in #29987
	fix(vscode-ide-companion): register all extension disposables in context.subscriptions by @jvargassanchez-dot in #29994
	fix(core): list Auto in /model when dynamicModelConfiguration is enabled and preview access is disabled by @villahernandez-coder in #29998
	fix(core,cli): fix instances of incorrect \n escape behavior by @ugorla-dev in #29989
	fix(core): use PowerShell CIM fallback for Windows IDE process lookup by @tadipavan in #30006
	fix(cli): surface 429 rate limit cool-down and countdown in loading indicator by @urielefrenvirtusa in #30012
	fix(cli): anchor .git suffix removal to end of repo URL by @diegogodinezr in #30013
	fix(ci,sdk): run SDK tests in PR CI and fix AgentLoopContext mock in session.test.ts by @duvanka-prasad in #30023
	fix(core): prevent $-pattern corruption in LLM prompt templates by @duvanka-prasad in #30035
	fix(cli): Fixes unexpected truncation and toggle behavior in Expandab… by @tadipavan in #29965
	refactor(cli): decouple ToolGroupMessage from internal type guards and payload structures by @ugorla-dev in #30041
	fix(core): gate background log stream initialization on execution lifecycle transition by @jesussamuel-byte in #30031
	fix(core): honor .git/info/exclude and core.excludesFile in shadow repo by @urielefrenvirtusa in #30034
	fix(core): flush pending SSE event buffer at stream EOF in CodeAssistServer by @tadipavan in #30050
	fix(core): handle Windows libuv zero-device stat reporting in readSecureFileBuffer by @jvargassanchez-dot in #30044
	fix(cli): serialize concurrent extension installs with per-extension lock (#29036) by @diegogodinezr in #30039
	fix(core): resolve symlinked paths canonically in GlobTool by @ugorla-dev in #30042
	fix(cli): add missing active and focus keys to custom theme ui schema by @villahernandez-coder in #30032
	fix(core,cli): preserve selected model across transient fallback, cancel, and rewind by @villahernandez-coder in #30059
	fix(core): prevent interrupted Whisper model downloads from being treated as installed by @tadipavan in #30058
	fix(cli): handle stream failures during extension release downloads by @duvanka-prasad in #30100
	fix(core): preserve explicit gemini-2.5-flash model in dynamic model resolution by @jesussamuel-byte in #30057
	fix(hooks): support SubagentStop event mapping and merge hook definitions by @diegogodinezr in #30111
	fix(cli): await history replay before responding to ACP session/load by @tadipavan in #30112
	fix(sandbox): supply --userns=keep-id for rootless podman by @diegogodinezr in #30118

Full Changelog: v0.67.0...v0.68.0

Read it at the source



GitHub CLI 2.104.0

GitHub CLI · Nov 12, 7:05 PM UTC

Protect private forks when deleting repositories
gh repo delete now warns when deleting a private or internal repository will also delete its forks. The additional confirmation is required even with --yes.
Non-interactive workflows and agents must explicitly accept the cascading deletion:
gh repo delete OWNER/REPO --yes --accept-cascading-deletion-of-private-forks
What's Changed
Features
	Require confirmation before gh repo delete deletes private forks by @BagToad in #14858

Fixes
	fix(auth status): surface underlying rate-limit, server, and network errors in terminal output by @babakks and @Copilot in #15009
	fix(auth): skip token refresh when gh's state directory is not writable by @babakks in #14845

Docs & Chores
	Use REST to apply issue triage labels by @BagToad in #15041
	Prevent repeated Dependabot triage assessments by @BagToad in #15002
	Apply issue triage labels directly by @BagToad in #15001
	Provide verified build versions to issue triage by @BagToad in #15000
	Use a synthetic namespace for triage fixtures by @BagToad in #14976
	Remove the accidental issue-triage model pin by @BagToad in #14972
	Add a fake GitHub API runner for reproductions by @BagToad in #14951
	Clarify which hosts use GH_ENTERPRISE_TOKEN by @BagToad in #14918
	Regenerate triage workflows with gh-aw v1.0.1 by @tidy-dev in #14910
	Test the ShowRefs option separator by @BagToad in #14879
	Fix local extension-install test path normalization by @bobrik in #14854
	Save Go caches only from trunk by @williammartin in #14840
	Add a private vulnerability report form by @BagToad in #14825
	Replace msgpack with a minimal node ID encoder by @tj-smith47 in #14801
	Test the Git client with real repositories by @williammartin in #14348

 Dependencies
	chore(deps): bump github.com/klauspost/compress from 1.20.3 to 1.20.4 by @dependabot in #15040
	chore(deps): bump charm.land/lipgloss/v2 from 2.0.6 to 2.1.0 by @dependabot in #15039
	chore(deps): bump Go toolchain from 1.27.3 to 1.27.4 by @github-actions[bot] in #15028
	chore(deps): bump golang.org/x/sys from 0.49.0 to 0.50.0 by @dependabot in #15010
	chore(deps): bump golang.org/x/sync from 0.24.0 to 0.25.0 by @dependabot in #14998
	chore(deps): bump the codeql-actions group across 1 directory with 3 updates by @dependabot in #14964
	chore(deps): bump github.com/spf13/pflag from 1.0.10 to 1.1.0 by @dependabot in #14963
	chore(deps): bump github.com/yuin/goldmark from 1.8.6 to 1.8.7 by @dependabot in #14907
	chore(deps): bump charm.land/bubbletea/v2 from 2.1.0 to 2.1.1 by @dependabot in #14906
	chore(deps): bump github.com/sigstore/sigstore-go from 1.3.0 to 1.4.0 by @dependabot in #14905
	chore(deps): bump google.golang.org/grpc from 1.84.0 to 1.85.0 by @dependabot in #14878
	chore(deps): bump the codeql-actions group with 3 updates by @dependabot in #14824

New Contributors
	@tj-smith47 made their first contribution in #14801
	@bobrik made their first contribution in #14854

Full Changelog: v2.103.3...v2.104.0

Read it at the source



Google Gen AI SDK 3.1.0: Add gemini-omni-1.2-flash and make it the gemini-api video default (8e9cce3)

Google Gen AI SDK · Nov 10, 8:16 PM UTC

3.1.0 (2026-11-10) Features Add gemini-omni-1.2-flash and make it the gemini-api video default ( 8e9cce3 ) Add proactive_video to ProactivityConfig for the Live API. ( 97d0678 ) Add xhigh thinking level to Interactions T…

The full piece, at the source



Google Gen AI SDK 3.2.0: Add the Decisions API (client.decisions.create) to the GenAI SDKs (9efe1e4)

Google Gen AI SDK · Nov 11, 5:27 PM UTC

3.2.0 (2026-11-11)
Features
	Add the Decisions API (client.decisions.create) to the GenAI SDKs (9efe1e4)
	environments: Introduce self-hosted BYOS mode, system_instruction, custom_config, and environment_key in SDKs and CLI (96b79b3)


Read it at the source



Google Gen AI SDK 3.3.0: Add --flavor=interactions-eap packaging and scrub private exports (39f6abe)

Google Gen AI SDK · Nov 12, 7:46 PM UTC

3.3.0 (2026-11-12)
Features
	Add --flavor=interactions-eap packaging and scrub private exports (39f6abe)
	Add XHIGH and xhigh to ThinkingLevel across GenAI SDKs and CLI. (300f12f)
	Add missing enum values to FinishReason and ReinforcementTuningThinkingLevel (b07a895)
	interactions: Add gemini-4-hydrogen to Model enum (4d868c5)

Documentation
	Update README to reflect breaking changes in major version 3 (9b13424)


Read it at the source



Goose 1.58.0: Opt-in context relevance operation #12589

Goose · Nov 9, 7:17 PM UTC

Features Opt-in context relevance operation #12589 Context window report and viewer #10462 AIHubMix declarative provider #12997 RouterPlex declarative provider #13068 Lemonade provider #12920 Collapse thinking by default…

The full piece, at the source



Goose 1.59.0: Minimal deferred MCP tools in ToolExecutionOperation #13378

Goose · Nov 10, 5:27 PM UTC

Features
	Minimal deferred MCP tools in ToolExecutionOperation #13378
	Configurable and per-start voice instructions for live-voice #13375
	Configurable GPT-Live endpoint, model and key #13360
	Filter session/list by client tags (ACP) #13173
	Stop, approval, and tool hook operations for goose-agent (GDK) #13169
	Resume completed delegates with a follow-up (subagent) #13106

Bug Fixes
	Honor HTTP(S) docs roots in goose-doc-guide #13381
	Use uncorrelated IN for session keyword search #13373
	Isolate session database initialization from application pool #13324
	Refresh Databricks OAuth tokens before they expire #13328
	Reword compaction prompt that Opus 5.5 refuses as distillation #13340
	Send Gemini thinking level and drop stream_options for Databricks #13232
	Address new cargo-deny advisories (zip8) #13309

Documentation
	Correct SECURITY_PROMPT_THRESHOLD sensitivity direction #12954
	Blog post: Same Brain, Different Bill #13197


Read it at the source



Istio 1.32.0

Istio · Nov 9, 7:07 PM UTC

Release Notes

The full piece, at the source



Laravel 13.41.0: Update version to v13.41.0

Laravel · Nov 10, 3:44 PM UTC

Update version to v13.41.0

The full piece, at the source



Laravel 12.72.0: [12.x] Fallback retrieving expires query string from QUERYSTRING header by @crynobone in #62349

Laravel · Nov 10, 3:47 PM UTC

	[12.x] Fallback retrieving expires query string from QUERY_STRING header by @crynobone in #62349
	[12.x] Return each event's own expression and timezone from schedule:list --json by @xiCO2k in #62358
	[12.x] Enforce valid email address comply with RFC 5321 by @crynobone in #62347
	[12.x] Fix temporary signed URL expiration bypass via numeric query-fragment parameter smuggling by @crynobone in #62401
	[12.x] Fix nested sometimes validation rules are skipped when the value is __missing__ by @crynobone in #62402
	[12.x] Allows to retrieves expires from $_SERVER['VAPOR_RAW_QUERY_STRING'] by @crynobone in #62391


Read it at the source



v13.42.0

Laravel · Nov 10, 3:56 PM UTC

No content.

The full piece, at the source



LiteLLM 1.109.0: OpenAI gpt-6.1-terra with pricing (#48429)

LiteLLM · Nov 11, 6:25 AM UTC

Verify this release cosign verify \ --key https://raw.githubusercontent.com/BerriAI/litellm/e82a3c646908ba0a6ee0beddc4310d7a6cac4065/cosign.pub \ ghcr.io/berriai/litellm:v1.109.0 Same command for litellm-database, litell…

The full piece, at the source



helm-loki-7.6.0: chore: Release loki helm chart 7.6.0 (#26393)

Loki · Nov 10, 8:11 PM UTC

Co-authored-by: loki-gh-app[bot] <160051081+loki-gh-app[bot]@users.noreply.github.com> Co-authored-by: Julie Stickler julie.stickler@grafana.com

The full piece, at the source



NestJS 12.5.0: Notable changes

NestJS · Nov 12, 1:19 PM UTC

v12.5.0 (2026-11-12)
Notable changes
New options
	WsAdapter takes maxPayload, the largest message a client may send (1 MB by default, was 100 MB; a gateway's own maxPayload takes precedence, 0 lifts the limit); a larger message closes the connection with code 1009 – 109e52cd9b
	IoAdapter takes maxWaitingMessages, the number of a client's messages of one event that may wait beyond those being handled (10,000 by default; Infinity lifts it) – c98b5f782e
	TCP server: maxConcurrentMessages (1000 per connection by default; 0 lifts it) – 42c619cd69
	gRPC server: maxPendingResponses (1000 by default; 0 disables), after which a streaming call whose client leaves its responses unread fails with RESOURCE_EXHAUSTED – ce6d44d858
	Redis server: maxWildcardChannelLength (1024 characters by default; 0 disables) for requests matched through a wildcard subscription – 074dcf7c60
	RabbitMQ: maxMessageSize (16 MiB by default) for messages and replies decoded as JSON – da6b3fc5bc
	@nestjs/platform-fastify: multipart limits.jsonFieldsSize (1 MiB by default) for the fields of a request sent as application/json – 958316696f

New defaults and behaviour changes
	TCP: maxBufferSize defaults to 16 Mi characters (was 128 Mi), in both directions – 55da0b0d33 – and now applies to each packet rather than to everything received in one read, so a burst of small packets no longer closes the connection (#18502) – ce285e6ad3
	TCP server: an empty or unset host now listens on localhost; set host: '0.0.0.0' (or '::') to listen on every interface – 4196d3655d
	@nestjs/platform-express, @nestjs/platform-node: multipart requests default to at most 1000 parts, which also caps a fields, files or maxCount above 1000 unless limits.parts is raised – b2bbc17122
	An upload option a route sets to undefined or null now keeps the module's value; use Infinity to lift a limit – 7bc8d9121e
	A limit option given as NaN (e.g. Number(process.env.UNSET)) now gets its default instead of turning the limit off, for TCP, Kafka, WsAdapter, IoAdapter, the validation pipes and @Sse() – 8209d1c8be, f956177a0e, 5b58a6e89f
	ClassSerializerInterceptor and StandardSchemaSerializerInterceptor serialize each object a streamed HTTP response yields, so @Exclude(), groups and schemas apply to every line of NDJSON – 8217f2b3b8
	@Sse(): while Node.js has paused the socket of a client, a : comment is written every 5 s, so that a client that left is noticed – cd963b19bd
	@nestjs/platform-express, @nestjs/platform-node: a SyntaxError or URIError without a 400 status (e.g. thrown by a middleware passed to app.use()) is answered with a logged 500 rather than a 400 carrying its message – 8d74ddcd3a
	@nestjs/platform-node: when the matched route would leave a route parameter empty, the request is a 404 – 56c06f48c3
	Middleware given to forRoutes() is mounted where the router serves the routes it covers, including routes excluded from the global prefix – 521cdea80f
	Parameter pipes of controllers built with mixins or wrapped by a class decorator that returns a Proxy now run – 7c5792d969
	The exclude predicate of enableCsrfProtection() excludes a request only when it returns true – 608fcec0a9
	Gateways on their own port drop clients that connect before onApplicationBootstrap() has finished; socket.io clients reconnect – 7d705cc835
	In a standalone microservice, a gateway without a port no longer opens a server on a random port; it gets a server that does not listen – 7359d3b06a
	An @Optional() dependency that exists but fails to build at request time now fails its consumer – 0c360708b5
	Transient providers with durable dependencies are built per request – 822d93ffd1
	moduleRef.create() rejects a request-scoped property dependency, as it does for constructor parameters – 6c5fed8b72

New startup errors and warnings
	A guard, interceptor or pipe that can't run (e.g. an abstract class used as a token, or a class given as the useValue of APP_GUARD) fails the application at startup; an exception filter that can't run logs a warning – 7a81aed500, 407518855f
	An invalid forRoutes() or exclude() entry fails the application at startup – 1afb768959
	A gateway that joins a shared server with a verifyClient or allowRequest the server won't run, or gateways on one port that set different hosts, stop the application at startup – 32875410dc, fd0155fba0
	@nestjs/platform-fastify: @All('x') declared above @Search('x') or a WebDAV method on the same path fails at startup, as the reverse order already did; @All() routes now also answer these methods – a1695d18ea
	Warnings for exception filter classes bound to a middleware, which don't apply – 3113f03f1e – and for a ValidationPipe that gets no parameter types – f433a1f752

Microservices
	gRPC: an Error wrapped in an RpcException is logged and answered as "Internal server error"; its numeric code is still used as the status – 2038bff425
	A filter that throws on a response stream is logged and answered as "Internal server error" – 515f99cfb6
	Kafka: events can no longer ask for a reply through reply headers, and replies no longer carry them – d1473338c3; an object with a key or value and other properties is sent as the payload – 73373dc911; a request whose reply topic is one the server handles itself is dropped – 809029b74b
	RabbitMQ wildcards: a message whose pattern names a different handler than its routing key is not handled – ef8f92c5d0
	Patterns with a string value over 4096 characters or more than 100 keys get a marker route – ed8ca5cded; multi-key patterns with a non-ASCII key may get a new route, so clients and servers of such patterns should be on the same version – 015456cc2f

@nestjs/core and the platform packages should be updated together, as the adapters pass new route matching options to core.
Bug fixes
	platform-fastify
	fecdd4f9ef fix(fastify): fail an object-mode file stream on a non-bytes chunk (@kamilmysliwiec)
	5f08564c8b fix(fastify): release file streams of pipelined requests on close (@kamilmysliwiec)
	9934bcffc6 fix(fastify): handle a failed file stream on a raw response (@kamilmysliwiec)
	3276fac6a4 fix(fastify): match routes whose parameter names the router misreads (@kamilmysliwiec)
	890a77a6e2 fix(fastify): merge small file chunks in memory storage as they arrive (@kamilmysliwiec)
	a1695d18ea fix(fastify): serve the webdav and search methods with @ALL() routes (@kamilmysliwiec)
	9cac4da423 fix(fastify): treat an empty repeated route parameter as a route miss (@kamilmysliwiec)
	f7dd51ed05 fix(fastify): handle async body parsers and app.use() middleware errors (@kamilmysliwiec)
	ed4c86da44 fix(fastify): lower-case middleware paths like a case-insensitive router (@kamilmysliwiec)
	0904f6892c fix(fastify): handle "proto" in urlencoded bodies like json ones (@kamilmysliwiec)
	b1ee5387b0 fix(fastify): track plugin contexts when the app registers middie (@kamilmysliwiec)
	b37cc34e85 fix(fastify): remove stored uploads when a client leaves a stalled form (@kamilmysliwiec)
	0bf9cc534b fix(fastify): remove the partial file of a cut-off multipart form (@kamilmysliwiec)
	4367d446b2 fix(fastify): fail the file stream of a discarded upload (@kamilmysliwiec)
	958316696f fix(fastify): bound the size of multipart fields parsed as json (@kamilmysliwiec)



	microservices
	9aa196d14c fix(microservices): skip scoped global filters not created for a context (@kamilmysliwiec)
	972a59283a fix(microservices): log handler failures of grpc stream calls (@kamilmysliwiec)
	ce061111ce fix(microservices): wait for every pipe of a message before failing it (@kamilmysliwiec)
	2038bff425 fix(microservices): handle errors in rpc exceptions as unknown in grpc (@kamilmysliwiec)
	015456cc2f fix(microservices): sort non-ascii pattern keys without localecompare (@kamilmysliwiec)
	222e8efffd fix(microservices): run scoped filters for controller resolution errors (@kamilmysliwiec)
	078945a877 fix(microservices): observe the promises of joined event handlers (@kamilmysliwiec)
	515f99cfb6 fix(microservices): use the default filter when an rpc filter fails (@kamilmysliwiec)
	ed8ca5cded fix(microservices): apply the pattern limits before serializing it (@kamilmysliwiec)
	42c619cd69 fix(microservices): bound how many messages of a tcp peer are handled (@kamilmysliwiec)
	7b4fa32920 fix(microservices): end streams of tcp messages emitted without an id (@kamilmysliwiec)
	4196d3655d fix(microservices): listen on localhost for an empty tcp host option (@kamilmysliwiec)
	b93dc04b2a fix(microservices): flatten the tcp packet buffer after many small reads (@kamilmysliwiec)
	ce285e6ad3 fix(microservices): apply the tcp maxbuffersize to each packet (@kamilmysliwiec)
	8209d1c8be fix(microservices): use the default tcp and kafka limits for nan (@kamilmysliwiec)
	55da0b0d33 fix(microservices): lower the default tcp maxbuffersize to 16 mi (@kamilmysliwiec)
	8f9764a369 fix(microservices): skip nest replies arriving on nats handler subjects (@kamilmysliwiec)
	074dcf7c60 fix(microservices): limit the redis channels wildcard requests reply on (@kamilmysliwiec)
	76064f3550 fix(microservices): reject mqtt topic names with wildcards in clientmqtt (@kamilmysliwiec)
	1634286a24 fix(microservices): match mqtt wildcard filters against the sent topic (@kamilmysliwiec)
	cc2157b828 fix(microservices): count redis requests that wait for the subscription (@kamilmysliwiec)
	5c379b378c fix(microservices): print the id of an unmatched redis reply safely (@kamilmysliwiec)
	616ca2c9bf fix(microservices): fail grpc client calls whose requests emit null (@kamilmysliwiec)
	ce6d44d858 fix(microservices): fail grpc streams whose client leaves replies unread (@kamilmysliwiec)
	22efb87c56 fix(microservices): send grpc error messages that are not strings (@kamilmysliwiec)
	02df2ab9ed fix(microservices): end grpc client stream calls cancelled early (@kamilmysliwiec)
	73373dc911 fix(microservices): send objects with other fields as kafka payloads (@kamilmysliwiec)
	ef8f92c5d0 fix(microservices): check the routing key of rmq wildcard messages (@kamilmysliwiec)
	809029b74b fix(microservices): refuse kafka reply topics the server handles itself (@kamilmysliwiec)
	d1473338c3 fix(microservices): send kafka events and replies without reply headers (@kamilmysliwiec)
	7032924995 fix(microservices): log kafka entries that json cannot serialize (@kamilmysliwiec)
	50c429c9d3 fix(microservices): keep the kafka consumer running after type errors (@kamilmysliwiec)
	fe925e3a36 fix(microservices): stop kafka servers from keeping streamed replies (@kamilmysliwiec)
	54025a63b7 fix(microservices): skip rmq wildcard matching for over-long patterns (@kamilmysliwiec)
	f4a2648ec6 fix(microservices): reject rmq short strings longer than 255 bytes (@kamilmysliwiec)
	ada06f1e50 fix(microservices): validate kafka and rmq request ids before echoing (@kamilmysliwiec)
	da6b3fc5bc fix(microservices): limit the size of rmq messages decoded as json (@kamilmysliwiec)
	#18500 fix(microservices): chain kafka event handlers with equal regex patterns (@thekhegay)
	#18499 fix(microservices): handle a cancelled rmq reply consumer in client (@thekhegay)
	#18491 fix(microservices): fail pending rmq requests when the connection drops (@jaeminbird)



	platform-express
	d2319b8c4a fix(express): remove rejected uploads of pipelined requests on close (@kamilmysliwiec)
	d55889431c fix(express): fail an object-mode file stream on a non-bytes chunk (@kamilmysliwiec)
	37c9852b61 fix(express): release file streams of pipelined requests on close (@kamilmysliwiec)
	af4b59bbf1 fix(express): answer a failed file stream with plain text (@kamilmysliwiec)
	b6849654de fix(express): map only client syntax and uri errors to 400 (@kamilmysliwiec)
	7a038c32be fix(express): render a copy of the value a handler returns (@kamilmysliwiec)



	platform-node
	8d74ddcd3a fix(node): map only client syntax and uri errors to 400 (@kamilmysliwiec)
	81f9d0c1f7 fix(node): release file streams of pipelined requests on close (@kamilmysliwiec)
	a0a64f504e fix(node): fail an object-mode file stream on a non-bytes chunk (@kamilmysliwiec)
	832c4eeb7f fix(node): catch what the error handler of a file stream throws (@kamilmysliwiec)
	56c06f48c3 fix(node): treat an empty parameter of the matched route as a miss (@kamilmysliwiec)
	ba24b20199 fix(node): match "//" as the pattern of a root optional group route does (@kamilmysliwiec)
	31083b74c5 fix(node): merge small body chunks as they arrive (@kamilmysliwiec)
	564386c700 fix(node): pass errors of the send file callback to the error handlers (@kamilmysliwiec)
	f2df95c251 fix(node): validate the headers option of a sent file up front (@kamilmysliwiec)
	5fbead36d0 fix(node): leave the router on next('router') as express does (@kamilmysliwiec)
	8d9bcd79ed fix(node): reject multipart field names that set prototype keys (@kamilmysliwiec)



	common, core
	5b58a6e89f fix(common,core): use the default for pipe and sse limits given as nan (@kamilmysliwiec)
	608fcec0a9 fix(core,common): exclude requests only when the predicate returns true (@kamilmysliwiec)
	c88524238b fix(core,common): read the catch types of a filter from its prototype (@kamilmysliwiec)
	732a944d03 fix(common,core): send the status text in sse errors that wrap an error (@kamilmysliwiec)
	2d3f7d7d44 fix(common,core): count sse events without data toward the pending limit (@kamilmysliwiec)



	platform-socket.io, platform-ws
	f956177a0e fix(ws,socket.io): use the default for adapter limits given as nan (@kamilmysliwiec)



	core
	407518855f fix(core): warn about an exception filter that can't run (@kamilmysliwiec)
	7a81aed500 fix(core): throw for a guard, interceptor or pipe that can't run (@kamilmysliwiec)
	2dffe900d0 fix(core): run the container instance of a class-bound enhancer (@kamilmysliwiec)
	1704079dd2 fix(core): use the enhancers of the module that holds the host (@kamilmysliwiec)
	d83c04660d fix(core): mount middleware on a route path that really ends in "$" (@kamilmysliwiec)
	f68f411337 fix(core): mount a controller root route without the slash after a tail (@kamilmysliwiec)
	334ee38d97 fix(core): resolve a forward reference to a module only once (@kamilmysliwiec)
	f61a8aae35 fix(core): mount module middleware in order when configure() awaits (@kamilmysliwiec)
	1afb768959 fix(core): reject a middleware target that is not a controller or route (@kamilmysliwiec)
	3113f03f1e fix(core): warn that filter classes bound to a middleware do not apply (@kamilmysliwiec)
	24b63cf391 fix(core): keep the filters of a middleware's use() with exclude() (@kamilmysliwiec)
	000bde2261 fix(core): test each versioned path against the prefix exclusions alone (@kamilmysliwiec)
	521cdea80f fix(core): mount middleware where the router serves the covered routes (@kamilmysliwiec)
	39de21dddd fix(core): compare a prefix exclusion with a trailing slash as served (@kamilmysliwiec)
	e723fc84d0 fix(core): run the middleware for a path with a line terminator (@kamilmysliwiec)
	d74ba14f0b fix(core): keep a controller root route next to an optional-tail route (@kamilmysliwiec)
	81ee78ef47 fix(core): inject the provider an alias stands for (@kamilmysliwiec)
	3c6a260864 fix(core): inject the strategy payload into durable providers as request (@kamilmysliwiec)
	822d93ffd1 fix(core): keep transient instances out of durable sub-trees (@kamilmysliwiec)
	6ceb474d14 fix(core): release removed wrappers from the providers they depended on (@kamilmysliwiec)
	0c360708b5 fix(core): fail the consumer when an optional dependency fails to load (@kamilmysliwiec)
	93ce700f3d fix(core): build a lazy module once when loads overlap (@kamilmysliwiec)
	bcec39b079 fix(core): give unserializable dynamic modules their own deep-hash ids (@kamilmysliwiec)
	6c5fed8b72 fix(core): reject create() when a property dependency is request-scoped (@kamilmysliwiec)
	cfd91d1ef0 fix(core): keep create() working after many calls in snapshot mode (@kamilmysliwiec)
	fe66fc7af0 fix(core): stop reloading durable instances marked by a failed load (@kamilmysliwiec)
	179bed92c8 fix(core): skip exception filters that were not created for a request (@kamilmysliwiec)
	666371c119 fix(core): answer http errors that graphql or async rpc filters leave (@kamilmysliwiec)
	740b26821d fix(core): keep host params matched next to an optional group (@kamilmysliwiec)
	cd963b19bd fix(core): notice an sse client that left while its socket is paused (@kamilmysliwiec)
	2192b74f21 fix(core): write the waiting events of an sse client in linear time (@kamilmysliwiec)
	5dee8a4cce fix(core): catch what the teardown of an sse producer throws (@kamilmysliwiec)
	fc2e03564f fix(core): send what the interceptors return for a streaming handler (@kamilmysliwiec)
	43ac5f0abe fix(core): share one close listener among the requests of a connection (@kamilmysliwiec)
	80959ee2f2 fix(core): read a streamed body in the async context of its request (@kamilmysliwiec)
	4fbd7ae9cd fix(core): listen for the error of every stream the router holds (@kamilmysliwiec)



	common, core, microservices, websockets
	7d705cc835 fix(core,microservices,websockets): drop gateway clients during startup (@kamilmysliwiec)



	core, microservices, websockets
	f433a1f752 fix(core): warn when a validation pipe gets no parameter types (@kamilmysliwiec)
	7c5792d969 fix(core,websockets): read parameter metadata from the declaring class (@kamilmysliwiec)



	platform-socket.io, platform-ws, websockets
	7359d3b06a fix(websockets,ws,socket.io): open no port for a gateway without one (@kamilmysliwiec)
	c98b5f782e fix(socket.io): cap how many messages of a client wait for their turn (@kamilmysliwiec)
	55509f683e fix(websockets,ws,socket.io): free a client's last handled message (@kamilmysliwiec)



	websockets
	32875410dc fix(websockets): refuse a gateway whose connection check would not run (@kamilmysliwiec)
	d6c3e2fa8b fix(websockets): share streams of gateways on "/" and on no namespace (@kamilmysliwiec)
	bd01f0f216 fix(websockets): wait for every pipe of a message before failing it (@kamilmysliwiec)
	ed988e6061 fix(websockets): run a scoped gateway's disconnect hook after connect (@kamilmysliwiec)
	8619bc84db fix(websockets): log an error of a connection hook's exception filter (@kamilmysliwiec)
	c99f3318c4 fix(websockets): keep the options of a gateway whose port is not set (@kamilmysliwiec)
	6ff160ca75 fix(websockets): share one host between gateways of a namespace (@kamilmysliwiec)
	a97e5bf6e1 fix(websockets): connect gateways in the order they are declared in (@kamilmysliwiec)



	platform-socket.io, websockets
	5ddb0943f3 fix(websockets,socket.io): stop echoing binary data in error replies (@kamilmysliwiec)



	platform-ws, websockets
	ce948b18d4 fix(websockets): count a message as handled until its filter is done (@kamilmysliwiec)



	platform-ws
	fd0155fba0 fix(ws): refuse gateways on one port that set different hosts (@kamilmysliwiec)
	d2cc65fda7 fix(ws): refuse a client whose upgrade check throws (@kamilmysliwiec)
	f6490a7d6e fix(ws): notice a paused client that has left (@kamilmysliwiec)
	aae7cb067c fix(ws): keep a client paused while any gateway on it is backlogged (@kamilmysliwiec)
	109e52cd9b fix(ws): limit the size of the messages a client may send (@kamilmysliwiec)
	#18501 fix(ws): leave upgrade requests for other paths to other listeners (@mtnaskari)



	common, core, platform-fastify
	c1de2876b7 fix(core,fastify): match the text after an excluded param as written (@kamilmysliwiec)
	4ab54e0740 fix(core,fastify): end the excluded path at ";" like the fastify router (@kamilmysliwiec)
	f218bf25b5 fix(core,fastify): exclude "/x/" only when no other route may serve it (@kamilmysliwiec)



	common, core, platform-fastify, platform-node
	a103e802cb fix(core,fastify,node): match excluded params up to the router's limit (@kamilmysliwiec)



	platform-fastify, platform-node
	f5155c7db9 fix(fastify,node): match middleware in the forms the router decodes (@kamilmysliwiec)



	common
	abc5ab727b fix(common): keep the scope a class declares when passed to mixin() (@kamilmysliwiec)
	8217f2b3b8 fix(common): serialize the objects a streamed http response yields (@kamilmysliwiec)
	0a15f172d3 fix(common): serialize the values of a stream in linear time (@kamilmysliwiec)
	762d97afc2 fix(common): close the gaps of sparse arrays the pipes validate (@kamilmysliwiec)
	738f57be2c fix(common): validate the files of parse file pipe one at a time (@kamilmysliwiec)
	ff36f9b71a fix(common): validate a stand-in for a buffer sent as the whole value (@kamilmysliwiec)
	bf2669e044 fix(common): reject a buffer held by a nested validated property (@kamilmysliwiec)
	ecc95fb064 fix(common): reject a buffer sent in place of a validated class (@kamilmysliwiec)
	f5596e335f fix(common): drop the value of validation errors that have children (@kamilmysliwiec)
	0e49a3ca8a fix(common): rethrow non-validation errors in the parse array pipe (@kamilmysliwiec)
	f4cb86b4d3 fix(common): limit the length of standard schema error messages (@kamilmysliwiec)
	66524e9e61 fix(common): limit the error messages of parsed array items in total (@kamilmysliwiec)
	fe2b02d2de fix(common): check the json log record cap before converting values (@kamilmysliwiec)
	2743f4d750 fix(common): count empty strings toward the json log record cap (@kamilmysliwiec)
	8e2edd4d31 fix(common): keep logged key names out of the redactor cache keys (@kamilmysliwiec)
	#18480 fix(common): let a null depth print every level in the console logger (@gjija)



	platform-express, platform-fastify, platform-node
	0e29eace9d fix(express,fastify,node): close the array gaps of multipart bodies (@kamilmysliwiec)
	30c76735df fix(express,fastify,node): cut off an upload once the response is sent (@kamilmysliwiec)
	70f50b0316 fix(express,fastify,node): fail the request when an upload filter throws (@kamilmysliwiec)
	7bc8d9121e fix(express,fastify,node): keep module upload options a route leaves out (@kamilmysliwiec)



	platform-express, platform-node
	b2bbc17122 fix(express,node): default the multipart parts limit to 1000 (@kamilmysliwiec)



	#18488 fix(sample): await resolves assertions in 05-sql-typeorm unit tests (@ThiagoACNascimento)
	microservices, websockets
	#18487 fix(microservices,websockets): scope parameter pipes to each context (@beyondwin)




Docs
	microservices
	#18497 docs(microservices): fix the noack and noassert docs of the rmq options (@gjija)
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ONNX Runtime v1.32.0

ONNX Runtime · Nov 13, 5:49 PM UTC

ONNX Runtime 1.32.0 reintegrates ONNX 1.23.2 with opset 28 support, introduces CPU/GPU hybrid MoE offloading and shared-layout CPU QMoE kernels, expands device-memory, weightless-compilation, and Python model-package APIs, dramatically accelerates session initialization on large graphs, and strengthens runtime and optimizer reliability. These notes cover changes since ONNX Runtime 1.31.1. CUDA and WebGPU kernel updates are summarized here; detailed provider notes are covered by their separate plugin EP releases.
Highlights
	Reintegrated ONNX 1.23.2 with opset 28 operator support (SpaceToDepth, Mod, signed BitShift, and BFloat16 extensions) and updated DLPack to v1.3 across all implemented ORT numeric and boolean tensor types (#33134, #32362, #33848).
	Added a session-scoped CPU/GPU hybrid MoE offload planner and execution backend for quantized QMoE (NVFP4, INT4, INT3, and INT2) and block-packed MoEPacked models, backed by shared-layout AVX-512/AVX2 CPU QMoE kernels and memory-mapped expert storage (#33450, #33451, #33452, #33973).
	Expanded core APIs with OrtApi::EpDevice_GetMemoryCapacity, explicit multi-mode weightless compilation (ModelCompilationOptions_SetWeightlessMode and ep.enable_weightless_mode), Python bindings for the Model Package APIs, and zero-copy CPU buffer borrowing in AddExternalInitializers (#33447, #32899, #33640, #33877).
	Eliminated superlinear bottlenecks in allocation planning, constant sharing, graph I/O mapping, and topological sorting—reducing session initialization on 100k-node constant-heavy graphs from minutes to seconds—and added pipelined pinned-memory staging for external GPU weight loading (#33407, #33939, #34009, #33839).
	Expanded shared generative AI and quantized contrib operators, including Kimi Delta Attention (GatedDeltaNet per-key-dimension decay), right-padded chunked prefill in GroupQueryAttention, native GGUF/block-packed operators (GatherPacked, MatMulPacked, MoEPacked), and sparse-attention index sharing (#33817, #33503, #33953, #33224).

Announcements & Compatibility
	CUDA Plugin EP v0.4.0 and WebGPU Plugin EP v0.6.0 are matched with ONNX Runtime 1.32.0 (#33214). For contrib-op compatibility, core and the plugin must use the same contributed-operator schemas; building both from the same ONNX Runtime revision is recommended. Schema mismatches can cause incorrect execution or crashes and may not be detected during plugin registration.
	ACL EP removed: Following its deprecation in 1.31.0, the Arm Compute Library (ACLExecutionProvider) execution provider, its build options, and its standalone C registration API have been removed. Python's get_all_providers() no longer lists ACLExecutionProvider; applications should remove it from explicit provider lists (#33851).
	Legacy provider-bridge NvTensorRTRTXExecutionProvider removed: In-tree provider-bridge NvTensorRTRTXExecutionProvider sources have been removed in favor of the standalone NVIDIA TensorRT RTX plugin EP registered via OrtApi::RegisterExecutionProviderLibrary. NvTensorRtRtxProviderOptions is retained as a deprecated declaration for source compatibility, and legacy AppendExecutionProvider calls now report a deprecation error directing callers to the plugin EP (#32276).
	ONNX 1.23.2 integration: ONNX has been upgraded to 1.23.2, raising supported opset ceilings to 28 and restoring ONNX_TENSOR_ELEMENT_DATA_TYPE_FLOAT6E2M3 and ONNX_TENSOR_ELEMENT_DATA_TYPE_FLOAT6E3M2 public element-type mappings and Cast conversions (#33134).
	DLPack v1.3 boolean contract change: DLPack has been upgraded to v1.3 with native kDLBool metadata and bidirectional support for all implemented ORT numeric and boolean types, including all five float8 formats, packed float4, int4/uint4, and int2/uint2 (float6 remains unsupported in DLPack). The low-level is_bool_tensor override was removed, and uint8 DLPack metadata now always imports as uint8 (#33848).
	Weightless compilation API migration: OrtCompileApi::ModelCompilationOptions_SetWeightlessEnabled and the ep.enable_weightless / ep.enable_weightless_ep_context_nodes session options are deprecated in favor of ModelCompilationOptions_SetWeightlessMode and ep.enable_weightless_mode ("0" = NONE, "1" = EXTERNAL_ONLY, "2" = ALL). EPs can now advertise multi-mode capability via OrtWeightlessSupport_ALL_OR_EXTERNAL_ONLY and weightless_supported_modes (#32899).
	Training CI retirement: Training build and test lanes were retired from active GitHub Actions CI workflows while retaining inference build coverage (#33836).
	This is the last release for CocoaPods, and we will switch to Swift Package Manager.
	We will use combo onnxruntime-gpu python package to reduce storage size from next release. You can test it here

New Features
Core APIs & Runtime
	Added OrtApi::EpDevice_GetMemoryCapacity (C++ EpDevice::GetMemoryCapacity()) and OrtEpFactory::GetDeviceMemoryCapacity to query device-global total memory and estimated currently available memory (DEFAULT or HOST_ACCESSIBLE), with built-in and plugin CUDA EP support (#33447).
	Expanded the app–EP weightless contract so EPs advertise all supported weightless modes (weightless_supported_modes), applications request an explicit mode (ModelCompilationOptions_SetWeightlessMode / ep.enable_weightless_mode), and compiled EPContext models record weightless_mode and external_dependencies (source_model, external_weights, ep_context_binary) in model metadata (#32899).
	Extended session.use_external_initializer_file_buffers_directly="1" to AddExternalInitializers for zero-copy borrowing of naturally aligned CPU buffers larger than 127 bytes on little-endian hosts, and documented the read-only guarantee for external initializers added via OrtModelEditorApi::AddInitializerToGraph with data_is_external=true (#33877, #33717).
	Added lock-free multi-worker pinned-memory staging (session.external_data_loader.*) to accelerate external initializer loading into GPU memory across built-in and plugin CUDA EPs (#33839).
	Added a session-scoped MoE/QMoE CPU/GPU offload planner and memory-budget ledger (session.moe.offload.*), generic session.kernel_dispatch_policy (auto, latency, memory, safe) configuration plumbing, Level-1 workspace/prepack memory accounting fallback for nodes absent from memory-profile CSVs, and internal capability-planning protocol types (#33451, #33042, #33311, #33841).
	Enabled cross-thread reuse of idle device streams when graph capture is disabled and providers register device-selection callbacks, and enabled compile-session profiling (<profile_file>_compile) in onnxruntime_perf_test when -p is used with --compile_ep_context (#33053, #33694).
	Made onnxruntime_DISABLE_EXCEPTIONS (--disable_exceptions) usable without onnxruntime_MINIMAL_BUILD and added the onnxruntime_DISABLE_STREAM=ON CMake option to disable device-stream support in non-minimal builds (#33120, #33482).

ONNX Opset 28 & Shared Contrib Operators
These updates affect core ONNX and contributed operator schemas and cross-provider behavior, not only the separately released GPU plugins.
	Added ONNX opset 28 operator support: native SpaceToDepth (DCR and CRD) on CPU and CUDA with version-split registrations across DML, JS, WebGPU, and QNN; opset-28 floating floor-modulus Mod on CPU, CUDA, and DML; opset-28 BFloat16 support for Compress, OneHot, ReverseSequence, Unique, Celu, and Einsum on CPU (plus Compress, OneHot, and ReverseSequence on CUDA); and BFloat16 Pad (opsets 21–25) on CPU and CUDA (#32362, #32369, #32378, #34062).
	Extended GatedDeltaNet with Kimi Delta Attention (KDA) per-key-dimension decay across CPU, CUDA, and WebGPU, and extended GatedDeltaNet and CausalConvWithState state/gate handling for multi-token speculative decoding (#33817, #33471).
	Added an optional query_seqlens input to GroupQueryAttention to skip right-padded prefill tokens and idle batch entries (query_seqlens[b] = 0) on CPU and CUDA, and added q_norm_epsilon / k_norm_epsilon attributes to preserve distinct Q and K normalization epsilons during GQA pre-norm fusion (#33503, #33505, #33832, #33363).
	Defined the INT3 QMoE v1 packed-code contract, added opt-in post-SiLU clipping (swiglu_limit_after_activation) and tanh-GEGLU (activation_type="geglu") support to MoE/QMoE schemas, and added GatherPacked (CPU/CUDA), MatMulPacked (CUDA, including native Bolt global_scale), and MoEPacked (CUDA) to consume native GGUF/block-packed quantized weights directly (#33394, #33954, #33633, #33953, #33962).
	Added PackedSparseAttentionIndexerMerge for multi-token prediction index sharing and optional state_status / mid-state outputs on PackedSparseAttentionIndexer across CUDA and WebGPU; extended GatedAdd with an optional projected gate_weight across CPU, CUDA, and WebGPU; and supported empty unpacked weights in CPU and WebGPU MatMulNBits (#33224, #33383, #33472, #33470, #33559).
	Registered core contrib schemas for provider-targeted LLM and speculative-decoding operators, including SwiGLU, RMSNormRotary, HyperConnectionLowRankMix, RouterGateUpProj, SpeculativePrefixCommit, GatedDeltaNetStateReplay, ConvStateReplay, and MatMulNBitsQLoRA (#32126, #33469, #33384, #33650, #33474, #33213, #33493, #33370).

Plugin Execution Provider Infrastructure
	Fixed an OrtMemoryInfo ABI mismatch across the ORT/plugin EP boundary by converting OrtMemoryInfo instances exclusively through the C API (#33571).
	Zero-initialized OrtEpFactory structs in provider-bridge EP factories so unimplemented optional callbacks are null, and prevented double DLL initialization and handle leaks when probing and registering plugin EP libraries (#33117, #33701).
	Hardened portable model-package EP recreation, custom-domain preservation, UTF-8 path handling, and shared_assets path confinement and symlink validation (#32790, #33826).

Execution Provider Updates
CUDA EP
CUDA updates include CPU/GPU hybrid expert offloading (session.moe.offload.*) for QMoE (NVFP4, INT4, INT3, INT2, and mixed-width) and MoEPacked; offline K-packed NVFP4 and Tensor-Core INT4/INT3/INT2 QMoE kernels; native GGUF/block-packed GatherPacked, MatMulPacked, and MoEPacked execution; long-context (up to 256K) and speculative-decoding acceleration across DynamicSparseAttention, PackedSparseAttentionIndexer/Merge, GatedDeltaNet, HyperConnectionLowRankMix, SwiGLU, RMSNormRotary, RouterGateUpProj, SpeculativePrefixCommit, H512 XQA decode, and H256 BF16/INT8 paged speculative XQA; an opt-in persistent fpA_intB MatMulNBits tactic cache and deterministic tactic selection; route-complete Level-1 workspace estimation; cuDNN 9 frontend Conv plan caching; opt-in EP-owned runtime fusions; standard ONNX integer bitwise/BitShift and BFloat16 ArgMax/ArgMin/Pad kernels; and numerical and synchronization fixes (#33452, #33973, #33094, #33689, #33802, #29588, #33078, #33123, #33757, #34021).
Detailed CUDA features, configuration options, limitations, and fixes will be covered in the separate CUDA Plugin EP v0.4.0 release notes. Most CUDA-specific PRs are covered there rather than repeated here. Use the matched core/plugin combination and observe the contrib-op schema compatibility requirement above.
WebGPU EP
	Expanded generative AI and quantized inference with GatedDeltaNet KDA, GatedDeltaNetStateReplay and ConvStateReplay for speculative decoding, PackedSparseAttentionIndexerMerge, fused MatMulNBitsQLoRA, dense and routed block-scaled FP8 MatMul/QMoE, 16x16x16 and NVIDIA shared-memory subgroup-matrix MatMul, AMD wave64 and wide-tile Intel subgroup-matrix MatMulNBits, Qualcomm wide-subgroup DP4A, subgroup-matrix Conv, Intel dense-prefill FlashAttention, and M=1–8 FP16 GEMV (#33213, #33493, #33370, #33074, #33075, #32937, #33639, #32796, #32252, #32702).
	Improved native host integration, runtime efficiency, and W3C WebNN conformance with Win32/D3D12 accelerated external weight loading on Windows, host Dawn shader-cache callbacks (OrtDawnCacheInterface), enableFeatures/disableFeatures EP feature controls, MatMulExecutionPlanner, batched transfers and graph-capture copy/clear replay, synchronized per-session command recording, bundled D3D12 Agility SDK Python wheel DLLs, and expanded QuantizeLinear/INT4/INT8/FP16 RNN/WebNN operator coverage (#33055, #33936, #33481, #32630, #33491, #33362, #33082, #32795, #33683, #33792).

Detailed WebGPU kernel additions, optimizations, and correctness fixes will be covered in the separate WebGPU Plugin EP v0.6.0 release notes.
Other Execution Providers
	Enabled OpenVINO CPU EP device discovery on non-Intel x86 and ARM CPUs (#31981).
	Fixed TensorRT subgraph cycle removal to map cycle vertex IDs directly to TensorRT subgraph indices (#34025).
	Fixed JSEP Reshape and Unsqueeze schema registrations for opset 25+ models and flushed pending JSEP command encoders before CPU-to-GPU uploads onto reused buffers (#33749, #33361).

CPU & Core Optimizations
Session Initialization, MLAS, and CPU Kernels
	Replaced linear free-buffer scans in the allocation planner with a compatibility-keyed reuse index and eliminated superlinear scans across constant sharing, graph I/O mapping, element-type lookup, and Kahn's topological sort, cutting session creation time on 100k-node constant-heavy graphs from over 10 minutes to ~5 seconds (#33407, #33939, #34009, #34068).
	Added direct CPU QMoE execution over shared-layout INT4, INT3, INT2, and FP4 expert banks with AVX-512 and AVX2+FMA+F16C kernels, register-spill elimination, byte-preserving memory-mapped FileExpertStore reads, and opt-in ep.cpu.qmoe_deferred_scale (#33450, #33624, #33785, #33935).
	Added transposed-B support to KleidiAI SME/SME2 FP16 GEMM on Arm and verified Linux x64 AMX tile-state preservation across CPU migration before enabling MLAS AMX QGEMM dispatch (#33130, #33258).
	Enabled CPU MatMulNBits execution for block sizes above 256 (including 16-bit activation QDQ conversion), supported 1-D kernels in float channels-last NhwcFusedConv, improved MLAS NCHWc convolution thread load balancing, and parallelized CPU MultiHeadAttention QKV transposes (#32885, #33690, #32335, #33887).
	Supported independent input/scale types and the opset-23 precision attribute in CPU QuantizeLinear, hardened AVX2 M=1 SQNBit kernels, and moved GetCpuPreferredNodes element-type checks to a compile-time switch (#32735, #29886, #29647).

Graph Optimization & Quantization Tools
	Introduced an experimental, opt-in C++ graph pattern rewriter (onnxruntime::rewrite) and region-scoped EP capability rewriting infrastructure (#33631, #33652).
	Extended Slice + Concat to SpaceToDepth fusion for YOLOX focus blocks (#32335).
	Fixed PadFusion changing MaxPool results on negative inputs, MatmulBNFusion when intermediate Reshape/Transpose moves the channel axis, GemmTransposeFusion folding public graph outputs, repeated NHWC ConvActivationFusion, MatMulAddFusion on zero-sized dimensions, and lossy DOUBLE-to-float constant conversions in LayerNorm and MatMulScale fusions; reverted an unnecessary constant-folding determinism change (#33206, #33392, #33484, #33666, #33766, #32983, #32471).
	Hardened QDQ and NCHWc transformations by skipping QLinear* and QDQ-drop rewrites for float8/float4 quantized types, validating quantization parameter shapes and types before QDQ Add/Mul/Concat/MatMul, MatMulIntegerToFloat, and QLinearSoftmax fusions, and handling zero-channel Conv and empty-batch Add in NCHWc transforms (#33663, #33397, #33616, #33485, #33568, #33346, #33518).
	Preserved subnormal float16 quantization scales for small-range weights, fixed dynamic Gemm(transB=1) quantization with shared or shape-annotated weights, reused Cast nodes for shared always-float inputs in float16.py, and fixed Windows file-locking and relative external-weight resolution during float16 model-path conversion (#33239, #33415, #33090, #33193).
	Added semantic and null-safety guards to training QDQ, transpose, scaled-sum, and SoftmaxCrossEntropyLoss graph optimizers, and updated training CUDA stream and runtime cuDNN loader call sites (#32982, #32987, #32981, #33744).

Security & Reliability
Model Loading and Graph Validation
	Validated ORT-format graph edge slots, enforced a maximum call depth (100) for model-local functions, validated inline sparse payloads and index types before dense allocation, and checked equivalence of serialized and cross-session shared prepacked weights (#32200, #32339, #32863, #33499).
	Preserved 256-byte prepacked-weight alignment across save and reload, handled kernel type-string resolution errors via Status instead of throwing under ORT_NO_EXCEPTIONS, and included the originating C API function name in catch-all error messages (#33700, #33828, #29561).
	Fixed GroupQueryAttention and MulInteger type/shape inference for growing KV caches, shape-derived int32 sequence lengths, and omitted zero points (#32717, #33884, #33623).

Runtime and Operator Correctness
	Fixed premature release planning for cross-stream aliased buffers, allowed scalar/{1} single-element tensor buffer reuse across rank representations, avoided module-load dynamic initialization for OrtEnv's mutex, and resolved Windows 1DS telemetry shutdown deadlocks and late-worker SDK lifetime races (#33881, #29863, #33419, #33291, #33321, #33993).
	Strengthened dimension and bounds checks across Attention (projection/cache dimensions and positive head counts), PagedAttention, PackedAttention, LinearAttention, MoE hidden dimensions, MatMulNBits FP16 prepacking, Resize linear index bounds, Concat axis overflow, Whisper timestamp token bounds, TreeEnsemble category set IDs, and runtime tensor ranks in CPU Conv/ConvInteger/QLinearConv/CropAndResize/Einsum/AffineGrid (#32946, #33498, #31651, #33330, #33821, #33820, #33375, #33497, #33235, #33824, #33825, #33517).
	Fixed GroupQueryAttention reading device-produced total_sequence_length tensors, rank-reduced broadcast scales in CUDA LayerNormalization/RMSNormalization, Split with num_outputs and an empty optional split input, zero-divisor validation in CUDA integer Mod, and Arm64 FP16 grouped Conv packed-weight offsets and per-group bias (#33945, #28971, #32972, #32546, #33598).
	Fixed CPU MoE input corruption on aliased buffers, ordered NaN as the largest value in CPU TopK, fixed fractional floating-point indices in CPU OneHot, prevented QLinearSoftmax requantization overflow and empty-input failures, and fixed integer Range boundary counts, zero-K Gemm signed-zero/bias scaling, empty negative-axis reductions, and empty batch-transposed or zero-rank MatMul operands (#33885, #33543, #33273, #33277, #33401, #33399, #33669, #33232, #33512, #33171).

Language Bindings & Web
	Added Python bindings for authoring, loading, and selecting variants from portable model packages (ModelPackage, ModelPackageContext, ModelPackageOptions, ModelPackageComponentContext), along with ModelCompiler.set_ep_context_binary_information (#33640).
	Retained Node.js WebGPU output resources across session execution (#33741).
	Excluded graph construction, ONNX schema/shape inference, and Protobuf parsing from Emscripten Asyncify instrumentation in JSEP and non-JSPI WebGPU WebAssembly builds (#33563).

Build, Packaging & Dependencies
	Expanded CUDA 13 architecture coverage and reduced package sizes: added sm_87 (Jetson Orin), sm_100, sm_103 (GB300), and sm_110 (Jetson Thor) to Linux aarch64 CUDA 13 packages; switched the Linux aarch64 wheel to Blackwell family targets (100f, 120f, saving ~82 MB); reused sm_80 FlashAttention cubins on sm_86/sm_89 by default (saving ~30 MB in x64 GPU packages); added native sm_120 SASS to the CUDA plugin LLM target under MSVC; and added an experimental unified multi-ABI CUDA 13 Python wheel pipeline (#33369, #33315, #33649, #33301, #34089, #34088, #33173, #33034, #33771).
	Added CMake package config files to Windows C API artifacts, isolated volatile ORT_BUILD_INFO provenance from shared onnxruntime_config.h, and fixed CMAKE_CUDA_ARCHITECTURES=all cache handling, Windows --disable_contrib_ops CUDA builds, system cuDNN include-directory filtering, Windows GPU package validation, and Clang/no-exceptions portability (#28897, #33687, #28019, #33702, #33736, #33889, #33408, #33532, #33583, #33830).
	Updated Dawn, cpp_client_telemetry to 3.10.309.1 and the vcpkg baseline, libprotobuf-mutator, Python tooling pins (transformers 5.10.1, onnx >= 1.21.0 / 1.22.0, Pillow >= 13.0.0, setuptools >= 84.2.1), and JavaScript/Web dependencies including security updates for browserslist, shell-quote, nanoid, undici, fast-uri, next, electron, and follow-redirects; removed the stale Intel MKL third-party notice (#33390, #33949, #33210, #33501, #33591, #33734, #33656, #33903, #33587, #33588, #33589, #33608, #33610, #33233).
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Full Changelog: rel-1.31.1...rel-1.32.0
Release highlights were prepared with AI assistance.

Read it at the source



OpenAI Codex 0.168.0: New Features

OpenAI Codex · Nov 13, 3:56 AM UTC

New Features
	Browse model providers under Sessions → Model providers and choose the default for new chats. (#59541, #59722)
	Enable features.tui_workspace to view a side conversation beside the main chat. Drag the divider to resize the panes or press leader z to zoom the focused pane. (#58992, #59527, #59595)
	Attach recordings when using an audio-capable model. Codex skips confirmed rejected recordings on later turns and uses clip duration to keep more short recordings in context. (#59234, #59268)
	Enable features.image_generation_animation to generate or edit animated GIFs with optional frame count and timing controls. (#59073)
	Fullscreen Codex displays image previews and pets in tmux on Ghostty and Kitty with allow-passthrough all. (#59579, #59580)
	Set tui.notification_method = "osc777" for terminal notifications. Approval notifications show longer command previews and distinguish terminal input from network access requests. (#59256)

Bug Fixes
	Local TUI history and resume pickers filter newly created threads by the signed-in ChatGPT account. (#58918)
	Open and resumed chats use their saved model provider after you change the default for new chats. (#59503)
	The TUI renders replies interrupted by tool calls as a single Markdown message and restores reasoning summaries when replaying a conversation. (#59698, #59700)
	Steering messages reach running turns when sent during the final transcript save or after switching back to a long-running chat. (#58877, #58998)
	Fuzzy file search gives filename matches more weight so matching parent directories are less likely to crowd them out. (#59709)
	Idle local MCP servers on Windows leave filesystem I/O available to the rest of Codex. (#59726)

Documentation
	The app-server reference covers listing model providers, creating custom gateways, and updating gateway, Bedrock, and GCP settings. (#58845, #58876)

Chores
	Codex warns when features.multi_agent is explicitly configured and points to agents.enabled for disabling subagent tools. (#59479)
	Contributors can run Bazel CI jobs locally without BuildBuddy credentials. (#59055)

Changelog
Full Changelog: rust-v0.167.0...rust-v0.168.0
	#58766 Distinguish update handoffs in TUI startup telemetry @etraut-openai
	#58767 Validate /fork before consuming the composer draft @etraut-openai
	#58829 Accept agent follow-ups through native turn input delivery @won-openai
	#58845 Add model provider discovery to the app server @alexsong-oai
	#58876 Add model provider configuration writes to the app-server @alexsong-oai
	#58877 Handle steers accepted during the final transcript flush @charliemarsh-oai
	#58886 Preserve timestamp ties when paginating threads @jif-oai
	#58890 Add a feature-gated account check for CLI thread resume @jif-oai
	#58894 Support model catalog overrides for plugin guidance @goodman-oai
	#58899 Add native patch support to direct Guardian review @swastik-oai
	#58903 Support permission requests in direct Guardian review @swastik-oai
	#58904 Add a standalone HTTP MCP server for the agent message board @jif-oai
	#58908 Package the message board MCP connection as a plugin @jif-oai
	#58909 Add an in-memory launcher for the message-board MCP server @jif-oai
	#58918 Scope local history discovery to the current ChatGPT account @jif-oai
	#58927 Fix live stream reflow at the allocated conversation width @fcoury-oai
	#58931 Support direct Guardian review of patches invoked through exec_command @swastik-oai
	#58933 Release message-board state before HTTP shutdown returns @jif-oai
	#58935 Defer Guardian context trimming in elastic preparation @ioanbudea-OAI
	#58936 Extract model-provider unit tests into separate files @ioanbudea-OAI
	#58937 Verify queued network approval wakeups before polling again @seanh-oai
	#58938 Skip attribution for direct MCP tool calls @victor-openai
	#58939 Refine additional-context byte histogram buckets @akira-oai
	#58940 Retire the daemon_auto_start feature flag @etraut-openai
	#58945 Fix model selection after provider setup @etraut-openai
	#58946 Preserve Guardian sender context for cloud deliveries with orbit IDs @felixxia-oai
	#58950 Recover WebSocket transport after transient HTTP fallback @charliemarsh-oai
	#58953 Support caller-owned sideband channels for realtime attachments @jiahao-oai
	#58954 Add a thread-store builder with host cleanup support @felixxia-oai
	#58955 Delete Guardian evidence boards when permanently deleting threads @felixxia-oai
	#58956 Allow volatile World State sections to refresh after compaction @rhan-oai
	#58957 Cache marketplace name mismatches during automatic upgrades @charliemarsh-oai
	#58959 Recover inherited history from alternate rollout copies @charliemarsh-oai
	#58960 Prefer indexed rollout paths when resolving ancestors @charliemarsh-oai
	#58962 Preserve Guardian budget policy through review recovery @ioanbudea-OAI
	#58963 Add host-owned turn admission to the agent runtime @rhan-oai
	#58964 Stabilize and enable client tool output retention by default @jif-oai
	#58966 Move protocol permissions tests into a separate file @viyatb-oai
	#58969 Avoid unnecessary rendering during TUI history loading and insertion @etraut-openai
	#58970 Keep automatic thread title saves off the TUI event loop @etraut-openai
	#58971 Fix Escape handling in memory reset confirmation @imac-oai
	#58973 Add opt-in MCP discovery for in-memory agent message boards @jif-oai
	#58974 Bind final-message output before running sandboxed tools @viyatb-oai
	#58975 Add usage accounting for host-owned agent runtimes @rhan-oai
	#58978 Enable the segment heap on Windows CI runners @anp-oai
	#58980 Record turn critical path metrics and trace fields @bkotsopoulos
	#58983 Extend and bound exec-server session recovery @richardopenai
	#58984 Allow hosts to restrict a thread's root-only capabilities @rhan-oai
	#58986 Move agent message-board backend construction into the extension @jif-oai
	#58988 Respect delivery boundaries for injected agent messages @won-openai
	#58989 Keep HTTP fallback active for the rest of the session @charliemarsh-oai
	#58990 Preserve modified Ctrl+C keys in active TUI views @imac-oai
	#58992 Add opt-in side conversation panes to the TUI @fcoury-oai
	#58996 Deliver environment hook decisions while output reads are queued @andrewgu-oai
	#58998 Preserve steering when returning to a long-running turn @tamird
	#59000 Allow hosted child threads to inherit a root session ID @rhan-oai
	#59001 Test connection events against active environment selections @anp-oai
	#59003 Preserve Guardian review framing under elastic context limits @ioanbudea-OAI
	#59007 Add host cycling and saved defaults for new TUI conversations @bc-openai
	#59009 Centralize filesystem permission resolution for sandbox enforcement @viyatb-oai
	#59011 Add optional total token limits to elastic section configuration @ioanbudea-OAI
	#59015 Make SQLite schema migrations safe for concurrent startup @dkovalenko-oai
	#59016 Make observed thread metadata writes atomic and retryable @dkovalenko-oai
	#59018 Add WebSocket connection metrics with reauthentication labels @bromano-oai
	#59020 Preserve sandbox context in prepared MCP calls @sayan-oai
	#59021 Allow concurrent readers of the installation ID @dkovalenko-oai
	#59025 Remove strict third-party tool deferral in Code Mode Only @rishab-openai
	#59028 Use prepared MCP owner permissions in Guardian reviews @sayan-oai
	#59033 Add web search provider metadata and configuration @yitaoh-oai
	#59034 Add model Search discovery to MCP bindings @yitaoh-oai
	#59036 Resolve model-selected search providers with policy-aware fallback @yitaoh-oai
	#59041 Expose assistant content token counts in completion notifications @aojiao-oai
	#59043 Tie executor attachments to environment selection lifetimes @anp-oai
	#59047 Decode live transcript updates in the cloud client @bc-openai
	#59055 Run Bazel CI locally without BuildBuddy credentials @dkovalenko-oai
	#59057 Tailor MCP doctor remediation to detected problems @etraut-openai
	#59058 Classify daemon auto-start failures in TUI telemetry @etraut-openai
	#59066 Add typed item lifecycle events to the cloud client @bc-openai
	#59068 Enable Bedrock onboarding through the local daemon @etraut-openai
	#59071 Enforce strict third-party tool deferral in Code Mode Only @rishab-openai
	#59073 Add optional animated GIF output to image generation @Gan-Tu
	#59075 Add paginated history reads to the cloud client @bc-openai
	#59076 Clarify argument meanings in marketplace and guardian tests @fcoury-oai
	#59082 Make native startup libraries available to Windows voice-host tests @fcoury-oai
	#59107 Add opt-in reconsideration of Guardian denials @jif-oai
	#59111 Normalize saved chat settings after model catalog refreshes @dpatel-oai
	#59115 Preserve worker permissions across sibling-triggered reloads @jif-oai
	#59118 Preserve Guardian denials when reconsideration times out @jif-oai
	#59120 Allow dangerous-command review when sandbox approvals are disabled @jif-oai
	#59124 Remove a redundant permission profile clone in exec policy tests @jif-oai
	#59125 Add context to Guardian test setup failures @jif-oai
	#59130 Add a shortcut to hide the focused side conversation pane @fcoury-oai
	#59131 Clarify test failures and annotate a backend registration invariant @oh-openai
	#59136 Parse Guardian review responses once @felixxia-oai
	#59139 Route message-board notifications through agent mailboxes @jif-oai
	#59154 Expose thread APIs for message board access @jif-oai
	#59159 Move Guardian unit tests into their owning crates @felixxia-oai
	#59161 Clarify token-count and screen-ownership arguments in tests @jif-oai
	#59162 Move agent message board host integration to app-server @jif-oai
	#59167 Move agent message board cleanup into the app server @jif-oai
	#59177 Wire shared runtime authentication through threads and API clients @cooper-oai
	#59192 Resolve saved Daybreak preferences against advertised model programs @jamy-OAI
	#59201 Add cloud client message submission and turn interruption @bc-openai
	#59208 Add shortcuts to focus the main composer and side conversation @fcoury-oai
	#59217 Use the public managed-features constructor in the guardian config test @dylan-hurd-oai
	#59219 Use Bazel's zstd library for zstd-sys @cayoub-oai
	#59225 Revalidate Guardian denials when parent authorization changes @felixxia-oai
	#59227 Preserve installer stderr when releasing the install lock @etraut-openai
	#59228 Handle budget_reached as a terminal session budget error @yuning-oai
	#59231 Fix test fixtures for Bazel sandboxes and Windows voice runtimes @dkovalenko-oai
	#59232 Suppress macOS warnings in the V8 libc++ Bazel build @dkovalenko-oai
	#59233 Use resolved filesystem permissions in Windows sandbox policies @viyatb-oai
	#59234 Enable uploaded audio with durable rejection recovery @hung-oai
	#59237 Budget retained file audio during remote compaction @hung-oai
	#59238 Register the Guardian additional-context feature flag @akira-oai
	#59239 Honor Guardian's additional-context setting for tool outputs @akira-oai
	#59240 Mark deny-path parent directories created by the Windows MXC launcher @iceweasel-oai
	#59242 Set seven-day garbage collection ages for Bazel caches @anp-oai
	#59245 Expand per-turn critical path capture and split inference timing @taohong339
	#59250 Expand Windows deny-read globs without invoking ripgrep @iceweasel-oai
	#59251 Track automatic review overhead in critical-path durations @taohong339
	#59253 Clarify TUI reconnect status for HTTP 429 stream errors @etraut-openai
	#59254 Add stdin bearer authentication for exec-server registration @apanasenko-oai
	#59255 Bind reusable backend clients to runtime authentication @cooper-oai
	#59256 Add OSC 777 notifications and improve approval notification text @etraut-openai
	#59257 Preserve prompt contrast when terminal colors are unavailable @etraut-openai
	#59258 Refactor sandbox request preparation by backend @viyatb-oai
	#59260 Report auto-review overhead in turn critical-path analytics @taohong339
	#59263 Normalize loading bullets in the safety recourse snapshot test @dkovalenko-oai
	#59268 Use measured durations to budget uploaded audio @hung-oai
	#59272 Preserve requested approval reviewers across policy overrides @ioanbudea-OAI
	#59275 Support API workload identity authentication @cooper-oai
	#59278 Enforce current filesystem permissions when reading repository skills @dkovalenko-oai
	#59279 Preserve filesystem authority when loading skills @dkovalenko-oai
	#59280 Respect filesystem permissions when discovering repository skills @dkovalenko-oai
	#59282 Enable unified image budgeting by default @dkovalenko-oai
	#59287 Add directional conversation focus shortcuts in workspace mode @fcoury-oai
	#59291 Respect turn filesystem permissions during executor skill discovery @dkovalenko-oai
	#59295 Add outcome metrics for skill reads and installation listings @TAFOYA-OAI
	#59299 Switch rusty_v8 to the openai-oss-forks repository @seanh-oai
	#59312 Route response item IDs through a shared generator @euroelessar
	#59319 Restore background terminals from the displayed thread's live state @etraut-openai
	#59328 Introduce a dedicated context window ID type @euroelessar
	#59330 Stop TUI voice calls when the OS session locks @bc-openai
	#59343 Add cloud thread activation with resolved settings @bc-openai
	#59351 Add managed thread prewarming to the cloud client @bc-openai
	#59354 Share context window ID allocation through the agent runtime @euroelessar
	#59369 Stabilize cross-platform tests and directory-change fork permissions @dkovalenko-oai
	#59401 Honor section limits in elastic Guardian context budgeting @ioanbudea-OAI
	#59403 Fix missing item ID generators in retained instruction tests @jif-oai
	#59404 Preserve pending agent messages across compaction @jif-oai
	#59444 Add opt-in elastic budgeting for synchronous Guardian reviews @ioanbudea-OAI
	#59445 Warn when project instructions exceed the configured byte budget @etraut-openai
	#59447 Restore the daemon auto-start feature flag @etraut-openai
	#59448 Prefer Launchpad for Linux zlib downloads in rules_rs @jif-oai
	#59455 Carry per-input extension data to user message completion callbacks @wemmanuel-oai
	#59458 Drain queued side-conversation events before switching focus @etraut-openai
	#59468 Allow prepared forks to use source revalidation @owenlin0
	#59472 Preserve transcript interaction when switching panes with arrow keys @fcoury-oai
	#59473 Extract agent message board hosting into a dedicated crate @seanh-oai
	#59474 Refactor MCP tool argument parsing and approval preparation @swastik-oai
	#59476 Honor project agent opt-ins over lower-priority legacy opt-outs @jif-oai
	#59478 Record saved multi-agent opt-outs in session telemetry @jif-oai
	#59479 Deprecate the multi_agent feature flag @jif-oai
	#59480 Add per-turn prompt cache TTL options @rm-openai
	#59481 Allow per-turn overrides for direct-only tool namespaces @hlevy-openai
	#59489 Use MCP owner permissions for Guardian reviews and score reuse @sayan-oai
	#59491 Preserve external auth through transient provider failures @cooper-oai
	#59493 Add a native cloud backend to the app-server client @bc-openai
	#59495 Honor the configured credential store in gateway test fixtures @jif-oai
	#59496 Preserve project agent opt-ins across enabled legacy feature flags @jif-oai
	#59497 Add debug timing for thread item pagination @yiqian-oai
	#59501 Fix the workspace policy test's auth loading call @bc-openai
	#59503 Keep threads on their saved model provider when defaults change @abhinav-oai
	#59505 Upgrade argument comment lint to Dylint 6.3.0 @seanh-oai
	#59507 Bind memory consolidation permissions to the memory root @ioanbudea-OAI
	#59509 Forward caller metadata on MCP resource reads @joesavona
	#59510 Use server model defaults for fresh TUI sessions on every connection @etraut-openai
	#59512 Bump the Python SDK build backend to uv_build 0.13 @ww-oai
	#59514 Add paginated cloud thread discovery to the cloud client @bc-openai
	#59517 Simplify pending interactive request tracking in the TUI @dkovalenko-oai
	#59518 Validate UI trees at decode time and simplify display elements @joesavona
	#59520 Populate the local secrets cache after successful saves @celia-oai
	#59524 Forward cloud message item lifecycle notifications @bc-openai
	#59527 Make side conversation panes resizable and interactive @fcoury-oai
	#59530 Resolve workspace permissions at the sandbox launch boundary @viyatb-oai
	#59531 Render host-owned V2 subagent rosters in environment context @rhan-oai
	#59535 Add opt-in Unicode canonical matching to exec policy rules @dylan-hurd-oai
	#59540 Add a token-efficient model-facing ID generator @anp-oai
	#59541 Add model provider browsing to the TUI configuration panel @alexsong-oai
	#59544 Use paused time throughout the Noise relay recovery test @dylan-hurd-oai
	#59564 Extend runtime auth to account, plugin, and file requests @cooper-oai
	#59569 Add ChatGPT token stdin authentication to exec-server @aagrawal-oai
	#59572 Use runtime authentication across backend request paths @cooper-oai
	#59579 Enable pane-local image previews in tmux @etraut-openai
	#59580 Enable pets in fullscreen tmux panes with Kitty passthrough @etraut-openai
	#59590 Increase shared code-mode host capacity safely @pash-openai
	#59595 Add keyboard controls for TUI pane resizing and zoom @fcoury-oai
	#59598 Add a root-only option for background compaction @oliverye-oai
	#59601 Add experimental command output deferral to thread item listings @btraut-openai
	#59632 Remove the legacy Seatbelt network policy wrapper @ioanbudea-OAI
	#59633 Expose retained command sessions in incremental world state @jif-oai
	#59638 Ignore the unmaintained pin-utils advisory in dependency audits @jif-oai
	#59642 Preserve turn configuration in Guardian scoring and approvals @ioanbudea-OAI
	#59659 Resample Guardian denials with the original request @jif-oai
	#59669 Add original-history evidence snapshots for Guardian V3 @felixxia-oai
	#59670 Capture Guardian evidence incrementally with explicit acknowledgements @felixxia-oai
	#59671 Add evidence housekeeping for Guardian v3 @felixxia-oai
	#59677 Remove the legacy sandbox policy summary helper @ioanbudea-OAI
	#59688 Extract channel notification formatting into PostPreview @jif-oai
	#59691 Split MCP direct-mode exposure coverage into separate test cases @jif-oai
	#59693 Support Cloud conversation requests in the app-server client @bc-openai
	#59698 Fix reasoning summary restoration in the TUI @etraut-openai
	#59700 Fix TUI assistant messages interrupted by tool execution @etraut-openai
	#59709 Prioritize filename matches in fuzzy file search @omers-oai
	#59711 Expand Linux sandbox deny globs in process @iceweasel-oai
	#59713 Clarify message board notification delivery documentation @jif-oai
	#59714 Set output_deferred to false for cloud thread items @jif-oai
	#59722 Allow choosing the default provider for new chats in the TUI @alexsong-oai
	#59725 Add host reporting for terminal agent turn outcomes @rhan-oai
	#59726 Prevent idle Windows MCP pipes from blocking unrelated I/O @majapw-oai
	#59728 Use Codex releases as the primary libcap source for musl builds @anp-oai
	#59732 Omit native multi-agent guidance when native tools are disabled @won-openai
	#59735 Support direct Guardian review of recorded MCP calls @swastik-oai
	#59736 Stabilize the unreadable-glob traversal error test @maxwell-oai[bot]
	#59737 Restrict Guardian native multi-agent history to the OpenAI provider @jif-oai
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OpenAI Codex 0.169.0: New Features

OpenAI Codex · Nov 13, 8:39 AM UTC

New Features
	The opt-in terminal workspace supports multiple side-chat tabs. Switch between them with the keyboard or mouse, and reopen saved local side chats after restarting Codex. (#59784, #60152, #60181)
	Search older tasks from the agent command center by name, prompt preview, or working directory. (#60286)
	Turn on Collapse turn details in the full-screen transcript to fold completed activity beneath each prompt while keeping answers visible and tool output searchable. (#60554, #60555, #60556, #60557)
	Add or edit custom model providers from the terminal. With custom gateway onboarding enabled, you can create a provider during sign-in and use a device code for supported gateways over SSH or without a local browser. (#59779, #60009, #60186, #60486, #60662)
	Press Ctrl+S in the terminal report editor to save a diagnostic ZIP locally, even when uploads are disabled. (#60542)
	With the opt-in Cloud connection on macOS and Linux, send images, choose a model and reasoning effort, and archive or restore Cloud conversations from the terminal. (#59828, #60061, #60635, #60651)

Bug Fixes
	codex exec keeps project configuration and MCP servers disabled in untrusted directories, even with --sandbox workspace-write. Use --trust with codex exec or codex review to explicitly save project trust. (#60041)
	Yes, clear context and implement now hands the full approved plan to the fresh session and keeps the current session open if the handoff fails. (#60763)
	Fixed Windows sandbox handling for quoted cmd.exe paths and for PowerShell sessions whose working directory has an unreadable parent. (#60624, #60647)
	Pasted images on macOS retain their intended orientation and use native PNG or JPEG clipboard data when available. (#60455)
	The terminal no longer stays busy waiting for MCP servers that a shared app server did not report. (#60280, #60622)
	Interrupted turns now close cleanly, and delayed aborts or file approval cancellations no longer interrupt a later turn. (#59910, #60700)

Documentation
	Updated the openai-docs skill to focus on Codex and ChatGPT Work questions and first-time API setup, with dedicated guidance for configuring Codex across a team. (#59944, #59949)
	Documented how app-server clients can list models or authorize a gateway for a configured provider without changing the default provider. (#59776, #59819)

Chores
	Updated bundled SQLite to 3.54 to pick up write-ahead log fixes. (#60432)
	Plugin marketplace upgrades can reuse Git objects already on disk, reducing repeat downloads. (#60528)

Changelog
Full Changelog: rust-v0.168.0...rust-v0.169.0
	#59739 Add a sidebar chooser and floating workspace shortcut panels @fcoury-oai
	#59743 Forward explicit cyber access programs with header authentication @jamy-OAI
	#59745 Repair legacy Windows sandbox bin permissions for SYSTEM @zm-oai
	#59746 Add typed Cloud user-message submission receipts @bc-openai
	#59749 Use runtime authentication for OpenAI MCP and app requests @cooper-oai
	#59750 Stop Noise relay recovery on rejected executor credentials @richardopenai
	#59752 Configure the Opus Bazel patch and isolate auth tests @bkotsopoulos
	#59754 Enforce host-required cyber access programs per thread @jamy-OAI
	#59759 Update WebSocket dependency forks @charliemarsh-oai
	#59767 Add sidebar tabs and nonblocking side-chat creation @fcoury-oai
	#59768 Stop prefetching plugin discovery at app-server startup @zamoshchin-openai
	#59769 Reuse decoded WebSocket event kinds in telemetry @charliemarsh-oai
	#59770 Add shared service-tier support for host-owned agents @rhan-oai
	#59772 Remove the legacy sandbox policy constructor @ioanbudea-OAI
	#59774 Remove the legacy Seatbelt command wrapper @ioanbudea-OAI
	#59776 Allow selecting a configured provider in model/list @abhinav-oai
	#59778 Expose acceptance metadata and code-cell links in rollout traces @tz-openai
	#59779 Add provider configuration editing to the TUI @alexsong-oai
	#59780 Enable safe identical code folding for x86-64 musl releases @dkovalenko-oai
	#59783 Tie gRPC code-mode connection lifetime to live sessions @frantic-openai
	#59784 Support multiple side chats in the TUI sidebar @fcoury-oai
	#59785 Decouple message lifecycle state from model-visible item IDs @euroelessar
	#59787 Support credential export commands for gateway authentication @alexsong-oai
	#59789 Render delegated thread messages as Markdown in the TUI @bc-openai
	#59792 Centralize managed proxy preparation and sandbox routing @viyatb-oai
	#59793 Support update-boundary paging across forked thread histories @owenlin0
	#59794 Check extension budgets before model generation requests @rhan-oai
	#59795 Support optional thread IDs in hosted file uploads @lt-oai
	#59805 Pack relative relocations in x86-64 musl release builds @dkovalenko-oai
	#59816 Retry gateway credential exports after unauthorized responses @alexsong-oai
	#59817 Handle TUI message submission receipts and preserve uncertain drafts @bc-openai
	#59819 Allow provider selection for gateway OAuth reads and logins @abhinav-oai
	#59822 Add device-code authorization for gateway OAuth @smurching-oai
	#59823 Bind runtime auth to the provider's selected credential source @cooper-oai
	#59824 Enable resizing the sidebar chooser @fcoury-oai
	#59826 Preserve client metadata through queued submissions @eddie-openai
	#59828 Add a gated Cloud backend to the TUI @bc-openai
	#59832 Add opt-in incremental tools for regular OpenAI Responses @akira-oai
	#59842 Carry targeted moderation decisions on final-answer messages @psachdeva-oai
	#59887 Remove incomplete prereleases after asset upload failures @jif-oai
	#59891 Bound REPL provenance costs in elastic context preparation @jif-oai
	#59893 Recompute the approval reviewer when switching models @jif-oai
	#59902 Keep verified question/answer records whole under elastic budgets @jif-oai
	#59903 Delete incomplete prereleases by release ID @jif-oai
	#59905 Validate implicit API keys for Guardian Decisions @jif-oai
	#59908 Avoid full image decoding for original-detail context estimates @jif-oai
	#59910 Scope file change approval cancellation to the requesting turn @jif-oai
	#59913 Resolve Guardian policy from the reviewed thread's catalog @jif-oai
	#59914 Bind Guardian Decisions requests to their credential source @jif-oai
	#59928 Improve sidebar chat selection and tab hover highlighting @fcoury-oai
	#59933 Use permission profiles for protected-model startup downgrades @ioanbudea-OAI
	#59944 Narrow openai-docs to product Q&A and first-time API setup @provencher-oai
	#59949 Route broad Codex setup questions through self-knowledge guidance @vb-openai
	#59954 Resolve skill display names in read and installations tools @jif-oai
	#59955 Bump ignore to 0.4.30 @iceweasel-oai
	#59958 Expose model metadata from each thread's catalog and settings @seanh-oai
	#59960 Skip the network denial grace period when remote decisions drain @jif-oai
	#59963 Normalize turn context permissions to a required profile @ioanbudea-OAI
	#59969 Reduce contention in thread writer lock coordination @dkovalenko-oai
	#59972 Fix Opus header installation with relative symlink inputs @bc-openai
	#59973 Enable gRPC and host output truncation by default for Code Mode @seanh-oai
	#59974 Test command completion before network denial grace expires @jif-oai
	#59980 Test rejection of PNGs with readable dimensions but corrupt pixels @fjord-oai
	#59983 Render typed prompts as Markdown in the TUI @bc-openai
	#59987 Resolve startup models using thread creation options @seanh-oai
	#59988 Add inherited styling to TUI display trees @joesavona
	#59991 Preserve app invocation context across MCP tool refreshes @fahad-OAI
	#59993 Add fixed read views for local message boards @felixxia-oai
	#59994 Add read-only evidence retrieval tools for Guardian reviewers @felixxia-oai
	#59995 Add subscription tools for Guardian reviewers @felixxia-oai
	#59998 Add atomic bulk channel subscription updates @felixxia-oai
	#59999 Add model-driven Guardian channel selection @felixxia-oai
	#60000 Plan Guardian evidence delivery in source order @felixxia-oai
	#60001 Add bounded original-evidence delivery for Guardian reviewers @felixxia-oai
	#60002 Decouple Guardian retrieval from local message-board handles @felixxia-oai
	#60003 Apply runtime authentication to realtime connections @cooper-oai
	#60004 Expose ChatGPT user IDs in account/read responses @dand-oai
	#60006 Reduce SQLite write overhead for thread activity and history @jonluca
	#60007 Start cloud threads with the local GitHub project @bc-openai
	#60008 Refactor TUI clipboard and composer input handling @bc-openai
	#60009 Add custom gateway selection to TUI sign-in @alexsong-oai
	#60010 Add a shared Windows Bazel setup action @dkovalenko-oai
	#60011 Adapt multi-agent mode guidance for hosted tools @rhan-oai
	#60014 Honor managed runtime authentication modes and expand coverage @cooper-oai
	#60017 Disable bundled skills in the prompt-prefix comparison test @felixxia-oai
	#60018 Propagate turn triggers to usage analytics events @chrisdong-oai
	#60019 Add theme-aware semantic colors to extension UI trees @joesavona
	#60020 Strip terminal commands from UI tree strings @joesavona
	#60021 Normalize inline UI tree text across styled leaves @joesavona
	#60022 Separate UI tree preparation from line rendering @joesavona
	#60026 Add multiline layout and row wrapping to UI trees @joesavona
	#60027 Keep configured status lines on the native renderer @joesavona
	#60028 Reuse prepared UI trees for footer rendering @joesavona
	#60029 Render UI trees directly into terminal buffers @joesavona
	#60031 Unify TUI status line layout for extension content @joesavona
	#60032 Allow extension status content to use multiple footer rows @joesavona
	#60034 Omit sensitive process inputs from spawn trace logs @etraut-openai
	#60035 Fix authentication for git-attribution settings requests @cooper-oai
	#60037 Preserve MCP sharing discovery when deferring cached stdio startup @charliemarsh-oai
	#60038 Surface MCP server startup errors when preparing cached tool calls @charliemarsh-oai
	#60039 Add opt-in lazy startup for cached stdio MCP servers @charliemarsh-oai
	#60040 Restrict legacy incremental tools to Amazon Bedrock providers @akira-oai
	#60041 Require explicit project trust in non-interactive runs @etraut-openai
	#60042 Centralize Windows sandbox filesystem override resolution @viyatb-oai
	#60046 Derive MCP network policy and preserve saved denials @viyatb-oai
	#60048 Allow plugin starter prompts up to 512 characters @karenwong-openai
	#60049 Preserve model catalogs when starting child agents @evanz-oai
	#60055 Reauthenticate runtime requests before reusing WebSocket access @cooper-oai
	#60061 Support Cloud image messages and editable draft handoffs @bc-openai
	#60064 Use thread runtime auth for Guardian Decisions and memory quota checks @cooper-oai
	#60067 Ensure side-chat policy reaches the first model request @fcoury-oai
	#60073 Use runtime authentication for remote-control requests @cooper-oai
	#60075 Support asynchronous host service-tier reads and acceptance @rhan-oai
	#60080 Allow asynchronous model request budget checks @rhan-oai
	#60082 Fetch account security reminders through app-server @cooper-oai
	#60096 Stop retrying terminal runtime authentication denials @cooper-oai
	#60101 Use runtime authentication for Analytics requests @cooper-oai
	#60118 Buffer payload JSON reads during rollout trace replay @tz-openai
	#60122 Preserve code mode dispatch errors in rollout traces @tz-openai
	#60152 Persist local workspace side chats and add tab close controls @fcoury-oai
	#60157 Add support for incremental code mode tool definitions @akira-oai
	#60163 Wire incremental exec tool updates into Code Mode sessions @akira-oai
	#60172 Preserve display instructions in answer moderation @psachdeva-oai
	#60173 Test exec catalog preservation across session and compaction changes @akira-oai
	#60177 Add metrics for incremental exec catalog updates @akira-oai
	#60180 Attach typed punctuation to completed skill mentions @bc-openai
	#60181 Add keyboard and mouse navigation for sidebar tabs @fcoury-oai
	#60186 Allow creating custom providers during sign-in @alexsong-oai
	#60188 Allow model overrides for incremental Code Mode tool messages @akira-oai
	#60190 Expose agent tree IDs and environment removal @richardopenai
	#60206 Increase Bazel core unit test shards from 8 to 16 @seanh-oai
	#60270 Warn when a CLI model is absent from the ChatGPT model list @etraut-openai
	#60271 Keep the agents overview open when there is no chat to return to @etraut-openai
	#60280 Fix MCP startup tracking when attaching to shared app servers @charliemarsh-oai
	#60286 Search task history from the command center @etraut-openai
	#60309 Defer executor readiness when prewarming a selected project @bc-openai
	#60319 Improve side-chat discovery and navigation in the TUI @fcoury-oai
	#60320 Include older itemless Cloud failures in full transcripts @bc-openai
	#60327 Suppress stale cloud stream disconnects after reopening a thread @bc-openai
	#60335 Avoid duplicate assistant messages when resuming Cloud threads @bc-openai
	#60342 Treat goal objectives as untrusted context @dylan-hurd-oai
	#60389 Include Codex Apps configuration in cloud prewarm requests @bc-openai
	#60390 Allow deferring plain-text MCP output in thread item listings @btraut-openai
	#60391 Simplify Guardian's post-denial approval guidance @olliem-oai
	#60414 Enable model catalog discovery with gateway OAuth @smurching-oai
	#60416 Keep fitting URLs intact in fullscreen Markdown transcripts @etraut-openai
	#60418 Let terminal status become done while background terminals run @etraut-openai
	#60423 Expose deferred MCP servers in resource listings @charliemarsh-oai
	#60432 Upgrade bundled SQLite to 3.54 for WAL fixes @ioanbudea-OAI
	#60433 Bind API workload identity source reuse to session claims @cooper-oai
	#60434 Reset app-server turn summaries when a turn starts @cooper-oai
	#60435 Dismiss the model switch prompt when account usage recovers @etraut-openai
	#60436 Revalidate request auth ownership after budget checks @won-openai
	#60443 Support cancellation and deadlines for realtime attachments @parabolala
	#60454 Update OpenSSL Rust dependencies @dkovalenko-oai
	#60455 Prefer native clipboard images on macOS and honor image orientation @dkovalenko-oai
	#60461 Honor permission grant scopes in executor capability discovery @dkovalenko-oai
	#60462 Route TUI question answers through Cloud message admission @bc-openai
	#60466 Keep thread storage available when diagnostic logs fail @dkovalenko-oai
	#60472 Serialize default thread permissions as a permission profile @ioanbudea-OAI
	#60473 Respect error retry policy during local compaction @charliemarsh-oai
	#60475 Stop retrying explicit invalid-workspace errors @charliemarsh-oai
	#60476 Treat access program denials as terminal errors @charliemarsh-oai
	#60479 Treat content policy violations as terminal errors @charliemarsh-oai
	#60480 Treat workspace access denials as terminal errors @charliemarsh-oai
	#60481 Treat invalid access program stream errors as terminal @charliemarsh-oai
	#60482 Handle context length errors consistently across response transports @charliemarsh-oai
	#60486 Add device authorization to app-server gateway OAuth @smurching-oai
	#60487 Enable untrusted context tool outputs by default @akira-oai
	#60488 Remove the Xcode 26.4 MCP elicitation compatibility workaround @jameswt-oai
	#60489 Honor feature overrides when starting the app-server daemon @iceweasel-oai
	#60492 Add local-only Claude Code skill migration @aramaraju-oai
	#60496 Preserve typed gRPC code-mode session admission errors @seanh-oai
	#60498 Unify Guardian context preparation across reviewers @ioanbudea-OAI
	#60500 Derive sandbox telemetry labels directly from permission profiles @ioanbudea-OAI
	#60505 Trace MCP refresh causes and plugin metadata changes @charliemarsh-oai
	#60506 Preserve MCP trace context when tracing is disabled @joesavona
	#60507 Use hermetic LLVM for Windows MSVC Bazel builds @zbarsky-openai
	#60511 Treat inference hook denials as terminal errors @ccui-oai
	#60513 Record an MCP refresh reason for session permission grants @charliemarsh-oai
	#60517 Route sandbox CLI launches through the shared sandbox manager @viyatb-oai
	#60519 Handle unfinished tool calls in restored history @etraut-openai
	#60522 Fragment large Responses WebSocket messages into bounded frames @charliemarsh-oai
	#60523 Add policy-checked TCP upstream tunneling for SOCKS @viyatb-oai
	#60524 Encapsulate thread metadata construction @ioanbudea-OAI
	#60525 Preserve first-party catalog display order in app-server model lists @dpatel-oai
	#60526 Disable Daybreak when the selected model lacks access @jamy-OAI
	#60528 Reuse installed Git objects when upgrading marketplaces @charliemarsh-oai
	#60542 Add local diagnostic ZIP saves to the TUI @smurching-oai
	#60554 Add optional tool call summaries to the full-screen transcript @etraut-openai
	#60555 Extend output-free transcript summaries to more tools @etraut-openai
	#60556 Group consecutive tool calls in the full-screen conversation @etraut-openai
	#60557 Collapse completed turn activity beneath transcript prompts @etraut-openai
	#60558 Discard opening prompts when side chat creation fails @etraut-openai
	#60559 Preserve inherited previews for paginated thread forks @etraut-openai
	#60560 Avoid periodic wakeups in idle Windows file watchers @chess-oai
	#60568 Add an OpenSSH ProxyCommand mode to codex tcp-tunnel @apanasenko-oai
	#60574 Allow searching persisted attached threads @btraut-openai
	#60578 Add published OAuth metadata discovery to the RMCP client @vishnu-oai
	#60599 Keep the TUI responsive while opening saved side chats @fcoury-oai
	#60613 Clarify safety recourse messaging and add a reporting option @xiaohk
	#60617 Support incremental tool declarations on GCP @akira-oai
	#60620 Allow sampling in-progress turns with thread/sample @keyz
	#60622 Use app-server MCP configuration and startup events in the TUI @etraut-openai
	#60624 Preserve script quotes in Windows sandbox cmd invocations @malsamiri-oai
	#60635 Support archiving and restoring cloud threads @bc-openai
	#60637 Show pending key chords in a shared floating shortcut guide @fcoury-oai
	#60638 Honor read-only MCP tool hints in automatic approval @cazhang-oai
	#60639 Refresh Apps tools outside the MCP runtime gate @dkovalenko-oai
	#60644 Keep interrupts responsive during host service-tier updates @rhan-oai
	#60645 Update the safety consent test for the current dialog @ambrosino-oai
	#60646 Use trusted Guardian templates for managed policies @won-openai
	#60647 Restore PowerShell's working directory in the MXC sandbox @zm-oai
	#60651 Enable model and reasoning effort selection for Cloud conversations @bc-openai
	#60655 Support environment updates in app-server settings APIs @sayan-oai
	#60662 Support gateway device-code sign-in in headless TUI sessions @smurching-oai
	#60663 Defer exec-server sandbox preparation to the execution host @viyatb-oai
	#60665 Add a content helper for forwarding MCP blocks in Code Mode @cconger
	#60669 Skip submodule worktree scans when checking repository changes @dhavalkapil-oai
	#60670 Initialize Guardian evidence cursors from thread history state @felixxia-oai
	#60671 Add sign-only mode and tighten macOS signing verification @tarunoai
	#60673 Preserve agent message deliveries in rollout traces @cassirer-openai
	#60675 Avoid redundant reads and screen clears when switching side chats @fcoury-oai
	#60680 Keep TUI status content separate from composer hints @joesavona
	#60681 Prioritize draft space when allocating composer footer rows @joesavona
	#60682 Wrap built-in TUI status lines within the footer row budget @joesavona
	#60683 Fit composer footer hints to available terminal space @joesavona
	#60695 Add a Signer Service backend for macOS notarization @tarunoai
	#60697 Limit MCP product attribution to configured REPL-backed calls @trpcic-openai
	#60700 Finalize aborted turns and ignore unrelated late aborts @etraut-openai
	#60702 Centralize permission config selection and legacy translation @ioanbudea-OAI
	#60708 Canonicalize Windows sandbox homes and migrate saved junction paths @zm-oai
	#60721 Gate plugin recommendation cache warming on feature flags @adaley-openai
	#60730 Apply session app overrides during MCP config refresh @jameswt-oai
	#60732 Allow model-facing ID sequences to resume from allocated IDs @euroelessar
	#60735 Preserve file-backed audio in tool outputs @hung-oai
	#60746 Add a Git credential helper for existing Codex logins @ccy-oai
	#60748 Label seed arguments in the model-facing ID recovery test @bc-openai
	#60749 Capture saved Daybreak preferences for native helpers @jamy-OAI
	#60753 Add snapshot coverage for history and notes tool contracts @euroelessar
	#60757 Use typed context window IDs throughout thread persistence @euroelessar
	#60759 Fix Unicode caseless matching in thread search @etraut-openai
	#60763 Hand off approved plans through attachments in fresh sessions @dylan-hurd-oai
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OpenAI Node SDK 7.54.0: api, recognize gpt-6-rosalind in beta Responses (#3126) (8fb5a99)

OpenAI Node SDK · Nov 9, 4:04 PM UTC

7.54.0 (2026-11-08) Features api: recognize gpt-6-rosalind in beta Responses ( #3126 ) ( 8fb5a99 ) Chores api: retain agent scheduling support ( #3123 ) ( 47bade0 ) Documentation consolidate AGENTS.md guidance ( #3121 )…

The full piece, at the source



OpenAI Node SDK 7.55.0: api, add typed async function tools (#3140) (5bc31e1)

OpenAI Node SDK · Nov 10, 6:47 AM UTC

7.55.0 (2026-11-10) Features api: add typed async function tools ( #3140 ) ( 5bc31e1 ) Bug Fixes deps-dev: bump @smithy/signature-v4 from 5.7.4 to 5.7.5 ( #3129 ) ( d780d4c ) deps-dev: bump @types/node from 26.6.5 to 26.…

The full piece, at the source



OpenAI Node SDK 7.56.0: api, type reasoning input transformations on responses (#3145) (94e2c6d)

OpenAI Node SDK · Nov 12, 7:26 PM UTC

7.56.0 (2026-11-12)
Features
	api: type reasoning input transformations on responses (#3145) (94e2c6d)

Bug Fixes
	deps-dev: bump @cloudflare/workers-types from 5.20261025.1 to 5.20261101.1 in /ecosystem-tests/cloudflare-worker (#3127) (ece9199)
	deps-dev: bump webpack from 5.111.1 to 5.112.2 in /ecosystem-tests/ts-browser-webpack (#3131) (08cc5e9)

Documentation
	simplify review handoff instructions (#3142) (b579bcb)


Read it at the source



OpenAI Node SDK 7.57.0: api, update Agents, Live, Images, and admin types (#3147) (543ed94)

OpenAI Node SDK · Nov 13, 9:13 PM UTC

7.57.0 (2026-11-13)
Features
	api: update Agents, Live, Images, and admin types (#3147) (543ed94)


Read it at the source



OpenAI Python SDK 3.48.0: api, add stream options for agent sessions (#4251) (c6fc264)

OpenAI Python SDK · Nov 9, 4:12 PM UTC

3.48.0 (2026-11-09) Features api: add stream options for agent sessions ( #4251 ) ( c6fc264 ) api: recognize gpt-6-rosalind in beta Responses ( #4257 ) ( 3774b7e ) Chores api: retain agent scheduling support ( #4255 ) (…

The full piece, at the source



OpenAI Python SDK 3.49.0: api, add typed async function tools (#4264) (ea07983)

OpenAI Python SDK · Nov 10, 6:47 AM UTC

3.49.0 (2026-11-10)
Features
	api: add typed async function tools (#4264) (ea07983)

Bug Fixes
	encode microphone recordings as valid PCM WAV (#3900) (13c000d)


Read it at the source



OpenAI Python SDK 3.50.0: api, expose reasoning input transformations on responses (#4268) (734f75b)

OpenAI Python SDK · Nov 12, 7:26 PM UTC

3.50.0 (2026-11-12)
Features
	api: expose reasoning input transformations on responses (#4268) (734f75b)

Chores
	deps: bump astral-sh/setup-uv from 10.3.0 to 10.3.3 (#4261) (0ebd006)

Documentation
	simplify review handoff instructions (#4266) (141a89a)


Read it at the source



OpenAI Python SDK 3.51.0: api, expand agent, image, Live, and external key support (#4269) (59738a2)

OpenAI Python SDK · Nov 13, 9:12 PM UTC

3.51.0 (2026-11-12)
Features
	api: expand agent, image, Live, and external key support (#4269) (59738a2)


Read it at the source



oxlint v1.93.0

Oxc · Nov 9, 11:47 AM UTC

Features
	6195265 linter/promise/prefer-catch: Implement suggestion (#28919) (Mikhail Baev)

Bug Fixes
	866664e linter/unicorn/no-useless-undefined: Skip var initializers (#29007) (camc314)
	30603cb linter/react/exhaustive-deps: Preserve comments in dependency removals (#29047) (camc314)
	4630fe4 linter/unicorn/no-useless-undefined: Narrow return type exemptions (#29000) (camc314)
	b63870a linter/vitest/expect-expect: Recognize benchmark fixtures (#29044) (camc314)
	9c62d2a linter/eslint/no-unreachable-loop: Ignore enclosing finalizers for continues (#29004) (camc314)
	6303df1 jsdoc: Preserve param tags after unmatched description delimiters (#28923) (Vishal Punjabi)
	fe66fa7 linter/eslint/no-lone-blocks: Report redundant blocks in function bodies (#29043) (camc314)
	e1694bd linter/unicorn/no-useless-undefined: Preserve shadowed bindings (#29046) (camc314)
	791b5f5 linter/unicorn/prefer-regexp-test: Restrict automatic argument swaps (#29045) (camc314)
	e7654f6 linter/react/display-name: Ignore unrelated memo and forwardRef calls (#29005) (camc314)
	2487360 linter/unicorn/no-useless-undefined: Report guarded indexed access (#29014) (camc314)
	a791a5b cfg: Resolve continues through stacked loop labels (#29016) (camc314)
	287ba19 linter/eslint/id-length: Ignore TypeScript qualified references (#29037) (camc314)
	b71234f cfg: Skip labeled contexts for unlabeled jumps (#29001) (camc314)
	bb21a3c linter/import/no-anonymous-default-export: Report parenthesized exports (#29002) (camc314)
	f38f738 linter/eslint/prefer-destructuring: Skip fixes that remove comments (#29003) (camc314)
	bf11006 linter/react/exhaustive-deps: Suggest dependency removals (#28925) (camc314)
	6bbb92a linter: Remove unused oxlint-disable directives with --fix (#27698) (Ryan Tsao)
	3b35cb6 linter/disable-directives: Preserve separators and disable spans (#28921) (camc314)
	1253445 linter/eslint/no-restricted-imports: Report re-exported imports once (#28920) (Ramy Akin Saidi)

Performance
	da620e6 linter: Start tsgolint before the regular lint pass (#28824) (Max Schwenk)


Read it at the source



oxfmt v0.78.0

Oxc · Nov 9, 11:47 AM UTC

Bug Fixes
	ab78621 formatter_css/less: Print ~ escape consistently (#29089) (Yuji Sugiura)
	91721d2 formatter_css/less: Print Less % selectors (#29088) (Yuji Sugiura)
	449e91f oxfmt: Format ts-in-astro as TSX (#29080) (leaysgur)
	8d8845e formatter/jsdoc: Strip * prefixes from multiline default value (#28910) (leaysgur)
	cdb1501 formatter/jsdoc: Handle every line terminator in multi-line JSDoc types (#28909) (leaysgur)
	fd51bff jsdoc: Handle every line terminators as newline (#28902) (leaysgur)
	2f80765 formatter_toml: Format whitespace-only document to empty (#28899) (leaysgur)
	5e1e02c formatter_graphql: Allow empty document (#28898) (leaysgur)
	06e72c0 formatter/tailwind: Normalize CR in Tailwind template with preserveWhitespace (#28896) (leaysgur)

Performance
	934ca98 formatter: Use Arc for tailwind options across embedding (#29079) (leaysgur)
	dde9c5c formatter_htmlish: Skip </script escape if possible (#29078) (leaysgur)
	dc4d918 formatter: Format embedded expr of one name without parsing (#29077) (leaysgur)

Documentation
	eb2eb2d formatter_htmlish: Cover block elements in DIVERGENCES.md#interpolation-element-as-text (#28901) (leaysgur)
	0f4ec80 formatter/tailwind: Note Tailwind sorting tears escaped whitespace apart (#28900) (leaysgur)


Read it at the source



Playwright 1.65.0: Run tests with Bun

Playwright · Nov 9, 9:03 PM UTC

Run tests with Bun
The test runner now runs under Bun. Bun transpiles your TypeScript test files itself, so Playwright does not use Babel or its compilation cache. Pass the --bun flag, because without it bunx playwright test runs on Node.js:
bunx --bun playwright test
Our CI runs the test runner tests under Bun 1.4.3 on Linux. Some features work differently under Bun:
	There is no watch mode. UI mode does not run tests again when files change, and --only-changed does not follow imports.
	Bun loads modules itself, so --tsconfig and the JSX options in tsconfig.json have no effect, and custom ESM loaders are not supported.
	Stack traces do not include async frames, and API names do not include the class name: click instead of locator.click. This changes some step locations, step titles and error messages.
	Console output of a test does not get into the trace and UI mode.

Reports with only failures
New failures reporter prints failures and successful retries as they occur, followed by a summary, without progress output.
New onlyFailures option of the HTML, JSON and JUnit reporters keeps only tests with unexpected outcomes, flaky tests and interrupted tests:
// playwright.config.ts
import { defineConfig } from '@playwright/test';

export default defineConfig({
  reporter: [
    ['failures'],
    ['html', { onlyFailures: true }],
  ],
});
Test runner
	
New built-in -exclusive- test lock runs a test only when no other tests are running. All other tests continue to run in parallel with each other:

test('restart the server', { lock: '-exclusive-' }, async () => {
  // No other test runs while this one is running.
});


	
test.skip(), test.fixme(), test.fail() and test.slow() now accept only a description. It is recorded in the test annotation:

test('upload a file', async ({ page }) => {
  test.skip('Not implemented yet');
});


	
New PLAYWRIGHT_TRANSFORM_CACHE_DIR environment variable sets the directory for transpiled test files, for example on a Linux machine shared with other users.



New APIs
	New options timeout and signal in cdpSession.send().
	New testRun.mode() returns the execution mode of a suite during reporter.preprocess().

Notable Changes 
	
TypeScript class fields now follow useDefineForClassFields from your tsconfig.json, the same as tsc. It is enabled for ES2022 and later targets, and when target is not specified. A field initializer that reads a constructor parameter property now fails, because the initializer runs first:

class LoginPage {
  // TypeError: Cannot read properties of undefined (reading 'getByRole')
  readonly submit = this.page.getByRole('button', { name: 'Submit' });

  constructor(private readonly page: Page) {}
}

Move the initialization to the constructor, or set "useDefineForClassFields": false in your tsconfig.json.


	
Actions such as locator.click(), locator.check(), locator.tap(), locator.fill(), locator.clear() and locator.selectOption() now wait for the element to be not inert. An action on an element with the inert attribute, or inside such an element, now times out if the element stays inert.


	
A sharded run now fails with "No tests found" when no tests match across all shards. Pass --pass-with-no-tests to allow this. An empty shard still passes when other shards have tests.


	
Cookie matching now follows RFC 6265. With a URL, browserContext.cookies() and apiRequestContext.cookies() no longer return host-only cookies for subdomains or Path=/api cookies for /apiv2, and a Path=/foo/ cookie does not match /foo. APIRequestContext sends a cookie without a name as Cookie: x instead of Cookie: =x, and stores Set-Cookie: token as a cookie without a name.


	
Proxy credentials are no longer sent to websites. The credentials in the proxy option now answer only proxy challenges. To authenticate on a website, use httpCredentials.


	
Text that the browser does not render, such as text that is not assigned to a slot or text directly inside a closed <details>, is no longer part of accessible names and aria snapshots. This can change the results of page.getByRole() with a name, locator.ariaSnapshot() and expect(locator).toMatchAriaSnapshot().


	
String and URLSearchParams values of the params option in APIRequestContext requests are now appended to the query that the URL already has, instead of replacing it.


	
.css, .less and .scss imports in test files now load as empty modules instead of being removed, so the imported file must exist.


	
The blob reporter again deletes the content of its output directory before it writes the report. Playwright 1.64 kept reports with other names.


	
Test locations of imported calls such as test( in CommonJS output now point to the start of the callee, for example a.spec.ts:3:7 instead of a.spec.ts:3:11. This is the same as in ESM.



Announcements
	 Playwright no longer tests on Node.js 20. Use Node.js 22, 24 or 26, as listed in the system requirements.
	Docker images now include Node.js 26 instead of Node.js 24, and the latest patch of Chromium on the same branch.

Browser Versions
	Chromium 158.0.8127.18
	Mozilla Firefox 159.0
	WebKit 27.2

This version was also tested against the following stable channels:
	Google Chrome 157
	Microsoft Edge 156


Read it at the source



Podman 6.2.0: Addresses CVE-2026-121885, untrusted image labels could be used to trick podman auto-update into restarting…

Podman · Nov 10, 8:01 PM UTC

Security
	Addresses CVE-2026-121885, untrusted image labels could be used to trick podman auto-update into restarting incorrect systemd units GHSA-55rm-rwr7-q2wr.
	Addresses CVE-2026-111361, malicious containers images could be able to bypass Digest and Signature validation GHSA-pggw-qqjf-6cxw.
	Addresses CVE-2026-123876, default seccomp profile socket deny rule could be bypass by a malicious container.

Features
	The podman push command now supports a new option, --platform, which selects and pushes a single platform-specific manifest instead of the entire list.
	The podman kube play command now supports a new option, --validate, which determines how unrecognized YAML fields are handled (#18332).
	The podman kube play command now supports a new option, --label, to set labels on created containers, pods, volumes, and secrets (#26450).
	The podman kube play command can now create multiple pods if more than 1 replica is requested by a deployment using the new --multiple-pods option (#26769).
	The podman kube play --build command now supports building images from subdirectories of the main context directory (#28148).
	Quadlet .container files now support a new key, Umask, to set the default umask for the created container (#25278).
	All Quadlet files now support a new key, SetMountsDependency, configuring whether the generated unit will use RequiresMountsFor, WantsMountsFor, or no dependency at all on required source paths (#29946).
	The podman farm list command now supports two new options, --quiet, which will print only the names of active farms, and --noheading, which omits column headers from the output.
	The podman artifact ls command now supports two new options, --format=json, which will output machine-readable JSON, and --quiet, which prints only artifact digests.
	The podman create command now supports a new option, --passwd, to add entries to /etc/passwd in the container (this has previously been available with podman run).
	The podman info command now includes detailed information on the features supported by OCI runtimes.
	The podman events --filter command now supports a new filter, network=, to filter to events pertaining to a specific network (#29387).
	The podman auto-update command has been enabled on the remote Podman client.
	The StartInterval field in image healthcheck configuration is now respected, allowing images to configure startup healthchecks (#27724).
	The podman image scp command now supports two new options, --compression-format and --compression-level, to compress data during transfer (#23192).
	The podman auto-update command now supports a new option, --filter, to selectively update only containers that match the given filters.
	The podman ps --sort command now allows sorting by pod.
	The podman ps --filter command now supports a new filter, status!, which matches containers not in the given state (#21398).

Changes
	Podman now requires Go v1.26 or higher to build.
	The Podman machine WSL provider now has native systemd support, existing machines continue to be supported for now with our old custom systemd setup. We require at least WSL version 2.5.1 now, although we recommend using at least 2.7.5 for proper nftables networking support.
	The podman kube play command now uses the securityContext.seccompProfile fields in Kubernetes YAML for Seccomp configuration. Support for the existing annotation-based configuration of Seccomp is now deprecated, and will be removed with Podman 7.0.
	The podman inspect command on containers now includes three new fields, DNSNames (containing all names the container can be accessed via), IsInitCtr (whether the container is an init container), and InitContainerType (what type of init container this is, if it is one) (#29811).
	The podman inspect command on containers now only includes user-added DNS aliases in the Aliases field, which previously displayed all DNS aliases, improving Docker compatibility.
	The podman inspect command on containers now properly populates the ConsoleSize field for running containers (#28368).
	Systemd units created by Podman healthchecks are now named much more clearly (libpod-healthcheck-$CONTAINERID-$randsuffix.service) (#29373).
	Signal proxying is now enabled for attached podman exec commands. As such, killing a podman exec command with Control-C or similar should now also kill the processes started in the container (similar to how podman run already works) (#19486).
	The deprecated --cpu-rt-period and --cpu-rt-runtime options for podman create, podman run, podman update, and podman container clone are now hidden and undocumented. They have not been functional since the removal of cgroups v1 support and will be removed entirely in Podman v7.
	The --health-startup-interval option to podman create, podman run, and podman update has a new alias, --health-start-interval.
	When a startup healthcheck interval is specified, but no startup healthcheck command, the standard healthcheck command will be used instead.
	When using the journald event driver, timestamps are no longer included in logged events, as journald includes a timestamp already (#29835).
	Quadlet can now create template instances from instance-specific drop-in directories without requiring an explicit instance file or symlink (#27636).

Bugfixes
	Fixed a bug where passing an empty file to the --ignorefile option to podman build would cause the .dockerignore or .containerignore file in the context directory to be used, instead of not using an ignorefile at all (#25147).
	Fixed a bug where the Pod= key in Quadlet .container files did not expand the %N specifier (#29108).
	Fixed a bug where containers created with --userns=auto would report having a private user namespace in podman inspect after they started, but not when they were first created.
	Fixed a bug where logging was configured too late in the Podman init process to print errors from parsing configuration files (#25362).
	Fixed a bug where the podman system prune --build command could fail if a build container was removed while it was running.
	Fixed a bug where copy events from podman machine cp were not properly displayed by the remote Podman client.
	Fixed a bug where the podman farm build --tag command would fail if given a tag including a colon (#25039).
	Fixed a bug where the podman machine init --image command would fail when given a read-only disk image.
	Fixed a bug where the podman machine start and podman machine init --now commands could hang on Windows systems using the Hyper-V provider if the VM failed to start (#29455).
	Fixed a bug where the podman machine start command on Windows (both Hyper-V and WSL providers) would sometimes fail due to leftover processes from previous machines (#29474).
	Fixed a bug where the podman machine start command could hang indefinitely if the VM failed to start properly (#29880).
	Fixed a bug where the podman machine start command could create a VM that cannot be connected to on Windows if the host was shut down or restarted when the VM was running (#29971).
	Fixed a bug where the podman machine init command on Windows when using the Hyper-V provider did not correctly detach the file server process, causing VMs to lose access to host shares when the console that ran podman machine init closed (#29573).
	Fixed a bug where the podman kube play command incorrectly handled emptyDir volumes with medium: Memory, causing them to not be shared between containers in the pod and to ignore the sizeLimit parameter (#29555).
	Fixed a bug where the remote Podman client's podman kube play command incorrectly handled authentication credentials in API requests.
	Fixed a bug where volumes created by the podman volume import command would not adjust their permissions on being mounted into a container (#25442).
	Fixed a bug where the podman build command could leak temporary directories if a build failed (#22642).
	Fixed a bug where containers created with --userns=keep-id would use an image-specified user instead of forcing the same UID/GID in use on the host (#29600).
	Fixed a bug where the remote Podman client could not function when connecting over SSH to a server which does not support the direct-streamlocal channel type (#27814).
	Fixed a bug where the remote Podman client's podman push, podman artifact push, and podman manifest push commands would push an unsigned image instead of failing when the --sign-by or --sign-by-sigstore-private-key options were used.
	Fixed a bug where creating a container with --userns=auto that had overlay volume mounts would fail (#28758).
	Fixed a bug where volume subpaths including a = character in the path were handled incorrectly.
	Fixed a bug where the remote Podman client was unable to add subjects to artifacts with the podman manifest annotate --subject and podman manifest add --artifact subject commands.
	Fixed a bug where the remote Podman client's podman manifest add --artifact command could hang under some circumstances.
	Fixed a bug where the podman manifest annotate --os-features command did not properly save the OS features in the manifest.
	Fixed a bug where the remote Podman client's podman image prune --filter did not correctly handle filters with values including the = character.
	Fixed a bug where Quadlet .volume units did not recreate the volume if it was removed in Podman (#27862).
	Fixed a bug where containers with a failing startup healthcheck would not immediately transition to unhealthy when the startup period ended.
	Fixed a bug where containers started with --sdnotify=healthy and a HealthStartPeriod longer than the unit's TimeoutStartSec could be automatically killed by systemd if the healthcheck took an extended period to become healthy (#27290).
	Fixed a bug where the --pids-limit=0 argument to podman run and podman create was incorrectly setting a process limit, instead of removing the limit, when the runc OCI runtime was in use (#29826).
	Fixed a bug where Quadlet did not search the parent directory of symlinked unit files for drop-in configuration files, which broke using Quadlets defined by root as a rootless user if drop-in overrides were in use (#29821).
	Fixed a bug where the podman ps and podman pod ps commands would fail when the --format argument was used with a format string including .Label (#29831).
	Fixed a bug where the podman cp command did not respect volume subpaths when copying into a mounted named or image volumes in a container that is not running (#29840 and #29857).
	Fixed a bug where volume plugins were initialized when they were not required, which could cause early-boot containers started by Quadlet to error on missing plugins that the container was not actually using (#28110).
	Fixed a bug where the podman export command, when run by a rootless user on a container created with --userns=keep-id, would create an archive with incorrect UIDs and GIDs (#29856).
	Fixed a bug where the podman system service command would fail to start when run as a systemd unit and autostarted at the same time as other Podman units (#29964).
	Fixed a bug where the podman events command would return incomplete output when using the file events backend and --until specified with a time in the past (#29579).
	Fixed a bug where the podman update command allowed setting a startup healthcheck on a container without a normal healthcheck.
	Fixed a bug where the remote Podman client's podman secret rm command would fail when given an ambiguous name that could match multiple possible secrets.
	Fixed a bug where the podman machine info command would report the default VM type and config/image directories, not those used by the current machine.
	Fixed a bug where the podman inspect command on containers did not include CheckpointLog after a failed container checkpoint (#25154).

API
	The Libpod API now features a new endpoint, POST /libpod/autoupdate, which automatically updates containers with the io.containers.autoupdate label.
	The Compat API now features a new endpoint, GET /distribution/{name}/json, which inspects an image on a registry (#17726).
	The Compat Create endpoint for Containers now supports a new field, HostConfig.Mounts.TmpfsOptions.Options, to set additional options for tmpfs mounts.
	The Compat Create endpoint for Containers now allows a full Seccomp profile to be passed in the HostConfig.SecurityOpt field (instead of a path to a file containing a profile), improving Docker compatibility (#27710).
	The Compat Push endpoint for Images now supports a new query parameter, platform, to push only a single platform-specific manifest instead of the entire list.
	The Compat Info endpoint now includes the status of active OCI runtimes.
	Fixed a bug where the Libpod Create endpoint for Containers required that the auto userns mode also specify full UID/GID mappings for the created container.
	Fixed a bug where the Compat Create endpoint for Containers would incorrectly adjust mode when setting tmpfs size.
	Fixed a bug where the Compat Create endpoint for Containers would incorrectly treat a healthcheck of {} as the user explicitly requesting no healthcheck, instead of using the image's healthcheck as Docker does (#29467).
	Fixed a bug where the Compat Inspect endpoint for Secrets allowed the showsecret query parameter, which should be restricted to Libpod API requests only (#29570).
	Fixed a bug where the Compat Inspect endpoint for Images included the Created field even when it was empty.
	Fixed a bug where the Compat List and Inspect endpoints for Networks did not include IPRange in the returned IPAMConfig (#28378).
	Fixed a bug where the Compat List endpoint for Containers would error when passed a filter including container statuses supported by Docker but not Podman (dead and restarting) (#28904).
	Fixed a bug where the Compat Stats endpoint for Containers could panic on containers with a memory reservation, but no memory limit, set (#29627).
	Fixed a bug where the Compat Stats endpoint for Containers incorrectly populated system_cpu_usage and percpu_stats when not streaming (#28761, #24730, #25709, #29912).
	Fixed a bug where the Compat Info endpoint reported an incorrect cgroup manager when running rootless with the cgroupfs cgroup manager (#27824).
	Fixed a bug where the Compat and Libpod Attach endpoints for Containers would, when doing a logs-only (stream=0 and logs=1) attach, incorrectly reinitialize the container, changing its exit code and status (#29664).
	Fixed a bug where the Compat and Libpod Update endpoints would incorrectly clear a container's restart policy when it was omitted from the request (#29790).
	Fixed a bug where the Compat and Libpod Start endpoints for Exec sessions would return an error when trying to start an exec session with no standard streams attached without specifying Detach=true.
	Fixed a bug where the Libpod Generate Kube endpoint returned the wrong content type (#29674).
	Numerous fixes to the API's Swagger documentation have been made to ensure it accurately documents the REST API.

Misc
	Fixed a number of low-level resource leaks in various parts of Podman.
	Waiting for gvproxy to start when starting a podman machine VM now uses a notification socket, instead of polling, improving reliability and startup time.
	Updated documentation for the --image-volume option to podman create and podman run to remove the deprecated bind option and add the new default, anonymous, which was not shown as a valid option. Using the deprecated bind option now prints a warning.
	Updated Buildah to v1.46.0
	Updated Common to v0.70.0
	Updated Image to v5.42.1
	Updated Storage to v1.64.2


Read it at the source



sdk/v3.275.0: Add `template` commands to the generated automation APIs (#25061)

Pulumi · Nov 10, 3:26 PM UTC

Remove the template exclusion from automation-overrides.json and regenerate the NodeJS, Python and Go automation APIs. Generated with Claude Code Co-authored-by: Claude Opus 5.5 noreply@anthropic.com

The full piece, at the source



Pulumi 3.275.0: [cli/policy] Add --stacks and --accounts to pulumi policy group get to list every member of a group…

Pulumi · Nov 12, 8:32 AM UTC

3.275.0 (2026-11-10) Features [cli/policy] Add --stacks and --accounts to pulumi policy group get to list every member of a group, including those matched by its match rule #25369 [auto] Add login to the generated automa…

The full piece, at the source



sdk/v3.276.0

Pulumi · Nov 12, 12:59 PM UTC

Serialize prepare-release runs to fix release checksum/binary mismatc…

The full piece, at the source



Pulumi 3.276.0: [auto] Add destroy to the generated automation APIs for NodeJS, Python and Go #25053

Pulumi · Nov 12, 5:56 PM UTC

3.276.0 (2026-11-12)
Features
	[auto] Add destroy to the generated automation APIs for NodeJS, Python and Go #25053
	[auto] Add template commands to the generated automation APIs for NodeJS, Python and Go #25061
	[auto] Add insights commands to the generated automation APIs for NodeJS, Python and Go #25069

Bug Fixes
	[sdkgen/nodejs] Fix resource reference imports for modules with upper-case letters #25599
	[ci] Serialize prepare-release runs per version to prevent checksum/binary mismatches on draft releases #25684


Read it at the source



8.12 RC3

Redis · Nov 12, 9:32 AM UTC

This is the third Release Candidate of Redis 8.12 in Redis Open Source.
Release Candidates are feature-complete pre-releases. Pre-releases are not suitable for production use.
Security fixes
	#16127 A TLS session could be resumed on another listener (client port vs. cluster bus), or after tls-auth-clients or tls-expected-peer-name changed, without the checks of the new settings

New Features
	#16135 New commands: ZMOVE, BZMOVE, ZMOVEMEMBER to atomically move members between sorted sets - from either end, by score range, or by name - with COUNT batching and NX/XX destination conditions
	#15907 SLOWLOG GET now reports the CPU time of each slow command (a new 8th field), to tell commands that ran slowly apart from commands that were starved of CPU; New configuration parameter: off-cpu-tracking

Modules API
	#16105 RedisModule_GetUsedMemoryRatioEstimate - like RedisModule_GetUsedMemoryRatio, but can be called from module threads without holding the GIL

Bug fixes
	#16098 A replica that fell behind by more than its output buffer soft limit was disconnected even when repl-backlog-size was larger
	#16176 Keys could be lost during atomic slot migration when the destination rejected a command (e.g. -NOREPLICAS due to min-replicas-to-write)
	#16210 Set members could be expired incorrectly on the destination during atomic slot migration
	#16096 MSETEX with repeated EX or PX options was propagated to replicas and the AOF as an invalid command, losing the keys
	#16175 Commands could be replayed twice on AOF load when an AOF rewrite started after an AOF write error (e.g. disk full)
	#15955 XADD entries with IDMP could be lost on AOF replay or on a lagging replica, and XIDMPRECORD could crash a lagging replica
	#15930 Consumers created by XCLAIM or XAUTOCLAIM that claimed no entries were not propagated to replicas or the AOF
	#16121 Some key updates could apply the value or TTL to a different key while the keyspace was being resized
	#16042 Redis could crash with io-threads > 1 when running module commands that use getkeys-api or getchannels-api
	#16165 Redis could crash when a module read a sorted set emptied by ZPOPMIN/ZPOPMAX from its keyspace notification
	#16125 ZRANGESTORE with the same source and destination key could cause a use-after-free when key-memory-histograms or cluster-slot-stats-enabled is enabled
	#16167 ZRANGESTORE could create a sorted set with a broken score order when the source was a listpack loaded from an unordered payload
	#16164 A sorted set restored without sanitize-dump-payload could store a duplicate member twice after its conversion to the B+tree encoding
	#16146 A malformed RESTORE payload or RDB file could corrupt memory (only with modules that register key metadata classes)
	#16142 CONFIG GET and CONFIG REWRITE dropped the n, o and c flags of notify-keyspace-events when A was set, so these events stopped after a restart
	#16120 DELEX honored lazyfree-lazy-server-del instead of lazyfree-lazy-user-del
	#16203 Lua scripts with very deep string patterns could exhaust the stack; such patterns now fail with pattern too complex
	#16233 Redis could crash when using preload-file with AOF and a working directory of 1024 bytes or longer
	#16062 On FreeBSD, the bundled jemalloc took over libc's malloc hooks, which could crash multi-threaded tools (e.g. redis-benchmark --threads) and deadlock after fork()
	#16117 redis-cli could generate excessive help entries from a COMMAND reply with extreme arity values
	#15823 redis-cli --keystats printed empty statistics when no keys were found

Performance and resource utilization improvements
	#15622 SORT and SORT_RO no longer convert listpack-encoded sorted sets to B+tree, which increased their memory usage (also on read-only replicas)
	#16163 ZADD that converts a sorted set to B+tree no longer leaves an oversized member index, which wasted memory and slowed ZSCAN
	#16069 Client memory (tot-mem, mem_clients_normal, maxmemory-clients) now includes the names of watched keys and of Pub/Sub channels and patterns
	#16126 Faster ZRANGESTORE for large REV rank ranges
	#16156 Faster ZRANDMEMBER with a large positive count on B+tree sorted sets
	#15420 Faster SRANDMEMBER with a positive count on hashtable-encoded sets
	#15901 Faster HEXPIRE and HSETEX updates of field expiration on listpack-encoded hashes
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Rust 1.100.0

Rust · Nov 12, 6:19 PM UTC

Language
	Stabilize never type
	Lint against repeated #[repr(..)] attributes
	Stabilize extern "custom"
	Extend dropping_references, dropping_copy_types and undropped_manually_drops lints to drop_in_place
	unfulfilled_lint_expectations no longer fires on #[expect(dead_code)] inside code that is covered by a dead parent's diagnostic
	Turn the error for repr(align) fields in a repr(packed) type into a deny-by-default lint aligned_fields_in_packed
	volatile: allow accesses to non-AM memory to trap

Compiler
	Stabilize -Cprofile-sample-use
	Enable next solver by default in orphanck

Platform Support
	i686-pc-windows-gnu is now a tier 2 without host tools target
	Promote wasm32-wasip3 to Tier 2
	Add new Tier 3 target powerpc64-sony-ps3

Refer to Rust's platform support page for more information on Rust's tiered platform support.
Libraries
	Stabilize custom allocators
	Map ENOTSUP to ErrorKind::Unsupported
	Fix soundness issues in std::sys::pal::sgx::waitqueue::unsafe_list

Stabilized APIs
	impl PartialEq<Cow<'_, [U]>> for Vec<T, A>
	impl PartialEq<Cow<'_, [U]>> for &[T]
	impl PartialEq<Cow<'_, [U]>> for &mut [T]
	std::alloc::Allocator
	std::alloc::Global
	std::alloc::System
	impl Allocator for Global
	impl Allocator for System
	impl<A: Allocator> Allocator for &A
	impl<T: Allocator, A: Allocator> Allocator for Box<T, A>
	impl<A: Allocator> Allocator for &mut A
	impl<T: Allocator, A: Allocator> Allocator for Arc<T, A>
	impl<T: Allocator, A: Allocator> Allocator for Rc<T, A>
	Box::new_in
	Box::from_raw_in
	Box::from_non_null_in
	Box::into_raw_with_allocator
	Box::into_non_null_with_allocator
	Box::allocator
	Vec::new_in
	Vec::with_capacity_in
	Vec::from_raw_parts_in
	Vec::from_parts_in
	Vec::into_raw_parts_with_allocator
	Vec::into_parts_with_allocator
	Vec::allocator
	Child::main_thread_handle
	impl Default for std::sync::Once
	bool::toggle
	Box::take
	Box::map
	Rc::map
	Arc::map
	impl AsRef<T> for !
	impl AsMut<T> for !
	core::mem::DropGuard
	core::mem::conjure_zst
	UnsafeCell::replace
	UnsafeCell::as_ref_unchecked
	UnsafeCell::as_mut_unchecked
	str::trim_prefix
	str::trim_suffix
	[T]::trim_prefix
	[T]::trim_suffix
	Path::trim_prefix
	Vec::from_fn
	os::windows::process::CommandExt::show_window

Cargo
	Introduced Cargo's own linting system: some Cargo warnings are now emitted as lints that users can control in the [lints.cargo] table. This includes a new built-in unused dependency check via the cargo::unused_dependencies lint. docs #17298
	Introduced minimum publish age configurations, also known as dependency cooldowns. When the relevant config is set, the resolver ignores versions published more recently than that, unless they are already in Cargo.lock. (RFC 3923) docs #17335
	cargo-install: now uses the existing lockfile in the .crate tarball by default. --locked in cargo install becomes a no-op. #17388
	Cargo now uses a new directory layout for intermediate build artifacts. Tools that inspect the build directory may need to use Cargo’s JSON messages to locate build artifacts instead of relying on the build directory layout. The layout is not a stable interface and is subject to change. (build cache doc) #17354

Rustdoc
	Add new invalid_markdown_table rustdoc lint

Compatibility Notes
	Closures now more precisely capture variables used in if let. This may cause new errors
	Check dyn-compatibility of trait objects in more places
	Infallible is now a type alias to !
	The never type fallback was changed to ! on all editions
	box patterns are no longer syntactically allowed
	Report Query Cycle errors in more cases when computing the layout of enums with explicit discriminants
	Always escape grapheme extenders in str::escape_debug
	Make let-else respect macro_rules expr metavariable grouping
	Iterator::{min,max}(_by_key) changed which Ord methods they use. This cannot change behaviour (other than being potentially faster) for types correctly following the Ord rules, but may impact types with inconsistent trait implementations.
	Emit an error when trying to enable SSE/AVX on an x86 (32bit or 64bit) softfloat target
	Require windowed (and exception) for Xtensa ABI
	windows-gnullvm: always link libunwind statically
	From version 1.94 up to 1.100 a number of ARMv7-A hardfloat targets required the VFPv3-D32 FPU as a minimum, as they erroneously had the d32 feature in their baseline list of features. Breakage introduced as a result of correcting this can be fixed by passing -Ctarget-feature=+d32 to Rust.
	Change "Rust" ABI on x86 to use SSE registers if they are always-available for the current target
	Make the ambiguous_glob_imported_traits lint fire in slightly more cases
	Make +fix-cortex-a53-835769 a default feature for aarch64-unknown-fuchsia
	Some impls on Box have been generalised to arbitrary allocators, which may cause new type inference errors
	The standard library now uses Unicode version 18.0.0
	WASI SDK version was bumped from 33 to 34
	On ARM targets, -Ctarget-feature/-Ctarget-cpu values that would alter the ABI are rejected as hard errors now.

Other
	Test harness now allows passing --test-threads and --color multiple times, with later arguments overriding earlier ones
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swc_core@v84.1.0

SWC · Nov 13, 3:16 AM UTC

chore: Publish crates with swc_core v84.1.0

The full piece, at the source



@supabase/config v1.3.0

Supabase CLI · Nov 9, 12:29 PM UTC

1.3.0 (2026-11-09) Features config: read the declared config schema version ( CLI-2862 ) ( #7514 ) ( 34d2512 )

The full piece, at the source



Supabase CLI 3.1.0: Supabase CLI v3.1.0 — 2026-11-09

Supabase CLI · Nov 9, 1:58 PM UTC

Supabase CLI v3.1.0 — 2026-11-09 This release adds inspect db diagnostics, a config.jsonc option, and an API retry cap for CI. Most of the rest is fixes for start, link, and db connections, plus a few local-stack behavio…

The full piece, at the source



TRL 1.18.0: The submodules of trl.experimental.asyncgrpo are gone. from trl.experimental.asyncgrpo.asyncgrpoconfig…

TRL · Nov 13, 3:37 PM UTC


Features
Warning
The submodules of trl.experimental.async_grpo are gone. from trl.experimental.async_grpo.async_grpo_config import AsyncGRPOConfig, and imports from async_rollout_worker, packing, vllm_client or weight_transfer in that package, no longer work. Import the trainer from trl, the rollout loop from trl.trainer.async_grpo_trainer, and the vLLM client from trl.generation.async_vllm_client (renamed AsyncVLLMClient). from trl.experimental.async_grpo import AsyncGRPOConfig, AsyncGRPOTrainer still works, with a FutureWarning, until v2.0.0.

AsyncGRPOTrainer is now a stable trainer
AsyncGRPOTrainer runs GRPO with generation decoupled from training. A rollout worker in a background process streams completions from a vLLM server, scores them and queues them, while the training loop pulls from the queue and updates the model. Generation and gradient updates overlap instead of alternating, and the trainer sends its new weights to the server over NCCL every weight_sync_steps steps.
In v1.17 it lived in trl.experimental.async_grpo: seven files, three ways to batch and bound generation, two constructor arguments for swapping out internals, and metric names that didn't match GRPO's. This cycle cleaned that up in about 40 PRs, tracked in #7841: config renames, one timeout instead of three, one batching mode, generation held to max_staleness, GRPO's metric names and init checks, a public rollout loop, and the two-file layout every stable trainer has. Then #8288 moved it to the top-level package.
# Before
from trl.experimental.async_grpo import AsyncGRPOConfig, AsyncGRPOTrainer

# Now
from trl import AsyncGRPOConfig, AsyncGRPOTrainer
The old path still works and emits a FutureWarning (removal in v2.0.0). The rollout loop extension point lives next to the trainer, from trl.trainer.async_grpo_trainer import AsyncRolloutLoop, Rollout, and isn't exported from trl. The OpenEnv / Harbor harness stays experimental, as HarnessAsyncGRPOTrainer in trl.experimental.async_grpo.openenv_harness. Logged metric names can still change between releases.
Quick start, from the docs. Install with pip install trl[vllm,kernels,math_verify], then start the vLLM server on GPU 0:
CUDA_VISIBLE_DEVICES=0 VLLM_SERVER_DEV_MODE=1 vllm serve Qwen/Qwen3.5-2B \
    --weight-transfer-config '{"backend": "nccl"}' \
    --logprobs-mode processed_logprobs \
    --api-server-count 8 \
    --max-model-len 4096
Then train on GPU 1 with CUDA_VISIBLE_DEVICES=1 python train_async_grpo.py:
# train_async_grpo.py
from datasets import load_dataset
from trl import AsyncGRPOTrainer
from trl.rewards import accuracy_reward

if __name__ == "__main__":  # the rollout worker is a spawned process that re-imports this script
    dataset = load_dataset("trl-lib/DeepMath-103K", split="train")

    trainer = AsyncGRPOTrainer(
        model="Qwen/Qwen3.5-2B",
        reward_funcs=accuracy_reward,
        train_dataset=dataset,
    )
    trainer.train()
This exact example runs end to end. It's a sanity check, not a speedup comparison:
		
	Model / data / reward	Qwen/Qwen3.5-2B, trl-lib/DeepMath-103K, accuracy_reward
	Hardware	2x B200: vLLM on one GPU, the trainer on the other
	Config	default AsyncGRPOConfig: fp32 weights with bf16 autocast, 8 generations per prompt, up to 2048 completion tokens, token_budget read from --max-model-len 4096
	Step time	~7 s/step, after ~5 min of warmup
	Throughput	~7k trained tokens/s
	Trainer vs vLLM log-prob gap	0.007 to 0.02

What the trainer covers, all documented on the trainer page:
	Tree packing: each micro-batch row is a prefix trie, so a prompt shared by a group's rollouts, or the history repeated by every turn of a multi-turn rollout, is forwarded once. Gated DeltaNet hybrids (Qwen3.5, Qwen3.6, Qwen3-Next) are supported.
	Agent training: tools, environment_factory and multi-turn rollouts.
	Score centering with masked importance sampling as the default objective (score_centering=True). score_centering=False gives GRPO's clipped objective with the same masked ratio.
	Zero-advantage group filtering: groups whose rewards are all equal are dropped before they cost a forward and backward, and their share is logged as frac_zero_std_groups.
	Top-k / top-p renormalization: with top_p or min_p, set top_k > 0 and the trainer normalizes its log-probs over the candidate set vLLM sampled from.
	LoRA adapter sync: start vLLM with --enable-lora and each weight sync sends only the adapter (about 160 MB at r=32) instead of merged weights.
	Custom rollout loops: subclass AsyncRolloutLoop, override filter_prompt, generate_one, generate_one_turn, compute_advantages, setup or close, and set it as loop_cls on a trainer subclass. The trainer's constructor doesn't change.
	Metrics with reading guides: every logged metric has a one-line definition, plus guides for whether a run is generation-bound or trainer-bound and whether it is saturating or sampling duplicates.
	Text-only training of VLM checkpoints (Qwen3.5, Qwen3.6, Qwen3-VL), with the vision tower frozen.

What this changes for you. If you used the experimental AsyncGRPOTrainer in v1.17, the breaking changes all landed before the promotion, so they don't have to happen after it. AsyncDistillationTrainer (still experimental) got the same constructor removals, config renames, timeout merge, batching and staleness changes and metric conventions in the same PRs.
Constructor arguments:
	weight_transfer= is removed. Weight sync is built from the config: NCCL through vLLM's weight-transfer API, or adapter sync for LoRA. The server is a plain vllm serve.
	rollout_worker= is removed. To change how rollouts are produced, subclass AsyncRolloutLoop and set loop_cls (see above).
	For OpenEnv / Harbor, HarnessAsyncGRPOTrainer replaces building a HarnessRolloutWorker yourself and passing it as rollout_worker=.

Config:
	v1.17 (experimental)	v1.18
	max_inflight_tasks (-1 = automatic)	max_concurrent_rollouts, a fixed ceiling, 512 by default
	heartbeat_stale_after_s	rollout_worker_timeout (same meaning, same 300 s default)
	request_timeout, weight_sync_timeout	removed: vllm_server_timeout (default 1800 s, was 240 s) now covers server readiness, every request and every weight-sync call
	queue_maxsize	removed: generation is held to max_staleness, counted in tokens
	fork_threshold_tokens	removed: a multi-turn rollout always forks on re-tokenization drift, so no generated token loses its training signal
	token_budget <= 0 (fixed-count batching)	removed: the token-budget batcher is the only mode. Use None (read max_model_len from the server) or a positive int
	repetition_penalty	removed: the sampler's log-probs include it and the trainer's don't, which biases the importance ratio
	remove_unused_columns=True (ignored)	defaults to False, and True raises: every dataset column goes to the reward functions

Behavior to check after upgrading:
	Readiness used to wait 240 s and a request 600 s. Both now wait up to vllm_server_timeout (1800 s).
	max_concurrent_rollouts no longer derives from per_device_train_batch_size. With OpenEnv / Harbor, the environment server's MAX_CONCURRENT_ENVS must be at least max_concurrent_rollouts + 1: raise it, or lower max_concurrent_rollouts. The Harbor example's --max-inflight flag is now --max-concurrent-rollouts.
	rollout/backpressure_s used to measure time waiting on a full queue. It now measures time waiting on the staleness limit.

Metrics: where AsyncGRPO and GRPO log the same quantity, AsyncGRPO now mostly uses the GRPO name. The async-only metrics keep their namespaces (rollout/, sample/, batch/, perf/, tools/, env/), with one meaning per suffix: _count is a count over the logging window, _s a duration, _per_s a rate, _frac a fraction. Dashboards and scripts that read the old names need the new ones.
	v1.17 (experimental)	v1.18
	rewards/<func>	rewards/<func>/mean, plus rewards/<func>/group_std
	reward_std	reward_group_std (within-group, unlike GRPO's batch-wide reward_std)
	ratio	sampling/importance_sampling_ratio/{mean,min,max}
	kl (k3 estimate against the sampler)	removed. sampling/sampling_logp_difference/{mean,max} is GRPO's measure of the same gap, and kl stays free for a reference-model KL
	frac_reward_zero_std	frac_zero_std_groups (GRPO and RLOO keep frac_reward_zero_std)
	reward_kept	reward_trained
	rollout/inflight, rollout/inflight_cap	rollout/concurrency, rollout/concurrency_cap
	rollout/kv_cache_usage	rollout/vllm_kv_cache_usage_frac
	sample/rollout_queue_size	rollout/queue_size
	rollout/generated_tok_s	rollout/generated_tokens_per_s
	perf/forwarded_tok_s_fwd_bwd, perf/forwarded_tok_s_wall_clock, perf/trained_tok_s_wall_clock	perf/fwd_bwd_forwarded_tokens_per_s, perf/wall_clock_forwarded_tokens_per_s, perf/wall_clock_trained_tokens_per_s
	perf/mfu_fwd_bwd, perf/mfu_wall_clock	perf/fwd_bwd_mfu, perf/wall_clock_mfu
	sample/dropped_stale_total, batch/dropped_oversize_total, rollout/vllm_retry_total, tools/<name>/call_total, tools/<name>/failure_total, tools/unknown_name_total	the same names ending in _count
	rollout/vllm_preemptions_total	rollout/vllm_preemption_count
	rollout/realign_frac	removed, with fork_threshold_tokens

New: num_tokens, completions/{mean,min,max}_length, completions/{mean,min,max}_terminated_length, completions/clipped_ratio, reward_zero_std_groups (the mean reward of the dropped groups) and completions/duplicate_frac. Fixed: tools/call_frequency and tools/failure_frequency now count every rollout, as in GRPO, and rewards/<func>/mean counts once per scored rollout.
The PRs, by @AmineDiro, @qgallouedec and @lewtun unless noted:
	Constructor and extension point. Drop the weight_transfer protocol (#8065) and AsyncDistillation's rollout_worker argument (#8066), split the rollout loop into generate, reward and advantage stages (#8073), make it public as loop_cls (#8096), drop rollout_worker (#8107), and replace HarnessRolloutWorker with HarnessAsyncGRPOTrainer (#8105), all by @AmineDiro.
	Config. Rename max_inflight_tasks and heartbeat_stale_after_s and merge the vLLM timeouts (#8063), always fork on re-tokenization drift (#8159), keep only the token-budget batcher (#8168), hold generation to max_staleness in tokens (#8170, #8243), all by @AmineDiro. Drop repetition_penalty (#8139) and default remove_unused_columns to False (#8281) by @qgallouedec.
	Metrics. GRPO names (#8064), _count and _per_s suffixes (#8186) and namespaces (#8188) by @AmineDiro. Terminated-length metrics (#8247) and per-rollout reward means (#8250) by @qgallouedec. Saturation and duplicate-rollout metrics (#7901) and the zero-std and trained reward renames (#8309) by @lewtun.
	Layout and promotion. Clean up comments and the accelerator_config code (#8191), inline the rollout worker and packing into the trainer and move the vLLM client and weight transfer to trl.generation (#8274), promote to the stable API (#8288) and announce it in the README (#8292), by @AmineDiro. Rewrite the docs on the layout of the stable trainer pages (#8131), tag the model with trl and async-grpo (#8209), and run the train test against a transformers-backed vLLM server (#8137), by @qgallouedec.

Other
GRPO server mode now renormalizes over vLLM's candidate set. With top_p, min_p or structured outputs, vLLM's log-probs are normalized over the tokens left after filtering. Colocate mode already handled this. In server mode the trainer normalized over the whole vocabulary, so GRPO warned that the importance sampling ratio was biased, or refused structured outputs. A vLLM server (>= 0.28) started with --return-sampling-mask now returns the candidate set of each sampled token, VLLMClient.generate(return_sampling_mask=True) reads it, and GRPO turns it on when the server reports the flag. With Qwen2.5-0.5B-Instruct, top_k=10 and a vLLM 0.32 server, the ratio stays between 0.85 and 1.27 for structured outputs and top_p=0.9, where it was 1e-13 to 1e-31 for structured outputs without the candidate set. trl vllm-serve doesn't add the flag by default, since the server then rejects every request with top_k=0 or temperature=0. By @albertvillanova in #8235
UDPO loss for noisy preferences. DPOTrainer gets loss_type="udpo", the normalized Unbiased DPO loss from Unbiased Alignment for Large Language Models with Noisy Preferences. It corrects for preference labels flipped with probability ε, read from label_smoothing in [0.0, 0.5), and unlike "robust" it stays unbiased when ε is overestimated.
from trl import DPOConfig

training_args = DPOConfig(loss_type="udpo", label_smoothing=0.4)
By @cswjl in #8211
Privileged-context distillation in GOLD. The teacher sees per-example extra context while the student keeps its original prompt, and both score the same completion tokens. Turn it on with use_privileged_context=True, and set privileged_context_column and teacher_prompt_template as needed. It supports text, off-policy (lmbda=0) standard JSD distillation only. See the GOLD docs. By @eshwanthkartitr in #6437
MXFP4 and FP8 checkpoints load dequantized. With kernels installed, any trainer given openai/gpt-oss-20b by name refused to train: transformers rejects full fine-tuning of a quantized model, and PEFT finds nothing to adapt in the packed MXFP4 experts. Trainers now load MXFP4 and FP8 checkpoints dequantized. A quantization_config in model_init_kwargs still wins. FP8 needs transformers>=5.0.0, DeepSeek-V3/R1 still fail to dequantize upstream (huggingface/transformers#49873), and before transformers 5.23 MXFP4 experts come back bfloat16 whatever the dtype. By @qgallouedec in #8070
import trl no longer scans every installed package. It built a package-to-distribution map with importlib.metadata.packages_distributions(), which stats every file of every installed distribution without a top_level.txt (torch 2.14 ships none). The map is gone. Measured on a network filesystem, 8 alternating runs:
		before	after
	import trl	13.1 s	0.08 s
	from trl import SFTTrainer	40.7 s	27.4 s

The second row gains less because transformers still makes its own call (huggingface/transformers#49591). By @qgallouedec in #7947
More chat templates for tool calling and assistant-only loss. add_response_schema (so GRPOTrainer with tools) and assistant_only_loss=True in SFT now work on many more checkpoints. All by @albertvillanova:
	Tool calling: DeepSeek-V3 / DeepSeek-R1 (#7961), GLM-5.3-Flash (#7957), GLM-4.7, GLM-5, GLM-5.1, GLM-5.2 and GLM-5.3 (#7958), Qwen3-Coder (#7964), Qwen3-Thinking-2507 (#7968), Qwen2.5 base (#7972), every Gemma 4 31B, 26B-A4B and 12B revision (#8041), and the Qwen3.6 and Qwen3.8 revisions with generation tags shipped since 2026-11-07 (#8181, #8183)
	Assistant-only loss: DeepSeek-R1-0528 (#7963), DeepSeek-V3 and DeepSeek-V3-0324 (#7978), Qwen3-Thinking-2507 (#7967), Qwen2.5 base (#7971)
	Both: the original Qwen3 template, which Qwen3 checkpoints shipped until May 2025 and the base checkpoints still ship (#7974), and Muse Spark Open (#8224, #8225)
	A tokenizer saved with one of TRL's training templates after SFT is recognized for response parsing, so it works for tool calling and in AsyncGRPO (#8027)
	get_training_chat_template gains require_prefix_preservation, and SFT uses TRL's stored training template even when the chat template has {% generation %} markers of its own (#8184)

trl <cmd> launches with torchrun. Arguments the script doesn't know go to torchrun (--nproc_per_node, --nnodes, ...), and DeepSpeed and FSDP are set through the training arguments (--deepspeed zero3.json, --fsdp), like for any Trainer. accelerate launch keeps working: until v2.0.0, trl still uses it, with a FutureWarning, for arguments only accelerate knows (--num_processes, --accelerate_config) and when an accelerate config default file exists. examples/accelerate_configs/ is replaced by examples/deepspeed_configs/*.json and examples/fsdp_configs/fsdp2.json. See the CLI docs. By @qgallouedec in #7180
padding_free=True works with max_length in SFT. SFT raised whenever padding_free=True met a max_length (including the default 1024) without packing. Truncation now happens during dataset preparation for padding-free too, so the guard only blocked a valid config. By @qgallouedec in #8077
	Report Unsloth runs and trainer subclasses under their trainer in telemetry, instead of trl/other, by @qgallouedec in #7926
	Disable FP fusion explicitly on TRL's Triton kernel launches, so they give the same results on Triton 3.9 and 3.10 (outputs move by at most 3.1e-05, at fp32 rounding level), by @albertvillanova in #8143, #8164 and #8185
	Use the activation_checkpointing_* methods on transformers 5.23, so GRPO, RLOO, DPO, KTO and Distillation stop emitting a FutureWarning, by @albertvillanova in #8194
	Only force reentrant checkpointing for PEFT + ZeRO-3 on DeepSpeed < 0.19.3 by @cm8908 in #8120
	Only call enable_input_require_grads() before transformers 5.0, which handles it, by @qgallouedec in #8252 and @albertvillanova in #8266
	Load the AsyncGRPO tree attention kernel from flash-attn4 version 1 on Blackwell, which trains Qwen3.8-27B on B200 / B300, by @younesbelkada in #7987

Removals and requirement bumps
vLLM support follows the 5-month window: the minimum goes from 0.22.0 to 0.23.0, and 0.33.x is now supported, so the range is vllm>=0.23.0,<0.34.0. vLLM 0.33.0 requires torch 2.14.0, so pip install -U "trl[vllm]" pulls it.
	Drop vLLM 0.22.0 support by @qgallouedec in #7801
	Add support for vLLM 0.33.x by @qgallouedec in #8075
	Drop vLLM 0.22.1 support by @qgallouedec in #8133

Fixes
Several of these change what a run trains on. The first one needs action on models you already saved.
MoE models saved by SFTTrainer v1.7.0 to v1.17.1 compute router logits at every forward, inference included. SFT wrote output_router_logits=True and router_aux_loss_coef into the model config and saved them, so fine-tuned MoE models kept returning their router logits, and an overridden coef carried over to the next fine-tune. Like GRPO, RLOO, DPO and KTO, SFT now leaves the config alone. It keeps the config the model was loaded with, though, so a model saved by one of these versions keeps the flag even after another fine-tune. To reset it, set it back to False and save again:
model = AutoModelForCausalLM.from_pretrained("path/to/model")
model.config.output_router_logits = False  # model.config.text_config.output_router_logits for a VLM
model.save_pretrained("path/to/model")
By @qgallouedec in #8103
CISPO gradients were 5x too small by default. CISPO clips the importance weight itself, but an unset epsilon_high fell back to epsilon=0.2, so every on-policy weight was clipped to 0.2. With loss_type="cispo", an unset epsilon_high now defaults to 5.0, the value the docstring already recommended. On the repro, grad_norm goes from 0.0539 to 0.2693 and cispo_clip_ratio from 0.375 to 0. By @qgallouedec in #7917
Assistant-only loss trained tokens the generation prompt already ends with. Several training templates put the turn opener or the pre-filled thinking block inside {% generation %}, so SFT trained tokens the model never generates. The rendered text doesn't change, only the mask: Qwen3 (#8072), GLM-4-MoE (#8122), DeepSeek-R1/V3 and R1-Distill (#8060), Nemotron 3 (#8217), gpt-oss (#8219), Muse Glimmer (#8221), and the Qwen3.6 and Qwen3.8 revisions shipped since 2026-11-07, which bring their own markers (#8199, #8187). The DeepSeek-R1/V3 training template also dropped the reasoning of assistant turns from the target (#8061). All by @albertvillanova.
AsyncGRPO and AsyncDistillation reused prefix-cache KV computed by older weights. Each weight sync pauses vLLM without clearing its prefix cache, so a prefix shared by many prompts (system prompt, few-shot examples, tool schemas) kept the KV of the weights that first served it for the whole run. Rollout requests are now salted by model version. On a Qwen3.5-35B-A3B LoRA run with a ~2.4k-token shared prefix, mean train reward over steps 11-20 went from 0.726 to 0.781. By @AmineDiro in #8300
GKD divided its loss by the length of answers it threw away. On-policy and seq_kd steps counted num_items_in_batch on the dataset labels, then replaced them with generated completions. On the repro, num_items_in_batch goes from 172 to 16, the number of tokens the loss sums over. By @qgallouedec in #7925
One rejected token vetoed a whole VESPO sequence. With loss_type="vespo" and vllm_importance_sampling_mode="token_mask", a token outside the ratio bounds got a ratio of 0, whose clamped log collapsed the sequence weight to ~0, while the token itself kept its gradient. Rejected tokens are now dropped from both the sequence weight and the loss. By @yusufozdil in #8108
GRPO configurations that trained nothing without an error now raise:
	repetition_penalty with the vLLM importance sampling correction: vLLM applies the penalty to the log-probs it returns, so the ratio dropped to ~1e-28 and the gradient to 0. By @qgallouedec in #7915
	Structured outputs with the importance sampling correction now need top_k > 0: the ratio fell to about 1e-17. By @albertvillanova in #8145
	PEFT training separate copies of tied embeddings with vLLM: vLLM >= 0.29 raised during the weight sync, and older versions silently generated from weights the trainer didn't have. By @albertvillanova in #8144

Crashes and hangs:
	The async trainers hung when the rollout worker died, instead of raising Rollout worker child has failed. By @sergiopaniego in #8038
	AsyncGRPO and AsyncDistillation crashed at the end of the first step on most MoE families and on Gemma 4, and logged a wrong MFU for hybrids like Qwen3.5. FLOPs are now only estimated for the model types the formula describes, and MFU is omitted otherwise. By @qgallouedec in #8236
	AsyncGRPO with a model sharded at load time (model_init_kwargs={"distributed_config": DistributedConfig(...)}) failed at init on Qwen3.5/3.6 hybrids, and its merged LoRA weight sync crashed on DTensor base weights. By @AmineDiro in #8294 and #8295
	AsyncGRPO on Gated DeltaNet models failed on AMD with an AttributeError, by @qgallouedec in #8290
	The fused LM head and AsyncDistillation raised on MoE configs without num_experts (Granite MoE, granite-4.0-h, PhiMoE), by @qgallouedec in #7919
	GRPO (beta != 0) and RLOO with a pretrained adapter that has modules_to_save failed at the first vLLM weight sync, by @qgallouedec in #8079
	DPOTrainer with use_weighting=True and the "sft" loss raised a RuntimeError at the first step, by @Sergasgr in #7651
	Qwen-VL policies on transformers<5.3.0 could end a completion with <|vision_start|> and crash the forward, by @albertvillanova in #8166
	The DeepSeek training templates crashed on a tool-call message without a content key, which transformers 5.23 produces, by @albertvillanova in #8228

The rest:
	GLM-4-MoE responses kept the <|observation|> stop token as content, and the legacy schema (transformers < 5.13) returned tool calls as plain text, by @albertvillanova in #8030 and #8032
	The experimental SDFT and SDPO trainers logged a biased distillation-loss metric across ranks, by @ucalyptus in #7654
	The trainers treated peft 0.21.3 as having the MoE dense and shared layers fix, which it doesn't, so they stopped warning while the shared experts went untrained, by @qgallouedec in #8323

Clearer errors
AsyncGRPO checks at init what GRPO checks. All by @qgallouedec: an unsupported train_dataset type (#8204), image datasets, since the trainer trains on text only (#8208), no reward source at all (#8249), GRPO's tool requirements with tools or environment_factory (#8206), a response parser only when there are tools (#8242), the reward count, with a warning when every reward is None (#8205), and a passed PeftModel no longer crashes at the first step while prompt-learning adapters are refused (#8207).
The async trainers raise on a vLLM 4xx right away, with the server's message, instead of retrying a bad request about 90 times and failing with 400, message='Bad Request', by @AmineDiro in #8190. AsyncDistillation fails fast when a teacher has no room to score a sequence, instead of stalling on retried 400 Bad Requests, by @sergiopaniego in #8015.
Documentation
Examples told as stories. Rewrite the gpt-oss example around chess puzzles: on 1,000 test puzzles, gpt-oss-20b goes from 14.8% to 71.8% solved after a full fine-tune, and 69.9% back in MXFP4 (#8085), by @qgallouedec. Add an LFM2.5-8B-A1B research agent example with SFT and GRPO, where held-out exact match goes from 35.8% to 47.8% (#7754), by @qgallouedec. Start the Wordle (#7932) and Sudoku (#8097) examples from SFT models with shaped rewards, add examples/sft_agent_traces to fine-tune a small model on a coding agent's traces (#8222), use the released Open-MOPD experts in the MOPD example (#8014) and move it to its own folder (#8101), by @sergiopaniego. Pin the AsyncGRPO Harbor example to the OpenEnv 0.7.0 release (#8034) and use non-reentrant checkpointing in the Online DPO visual math example (#8268), by @albertvillanova.
	Document that the async trainers need kernels by @sergiopaniego in #8012, and wrap async trainer doc snippets in a __main__ guard by @sergiopaniego in #8282
	OpenEnv docs: the openenv>=0.7.0 requirement for harnesses (#8035) and the removed core extra (#8083), by @albertvillanova
	Fix the max_tool_calling_iterations docstring by @AmineDiro in #8202
	Smaller fixes: the GLM-4-MoE and Qwen3 training template docs (#7975) and Jinja tags with plain braces (#8128) by @albertvillanova, the GRPO and RLOO reward examples (#8132) and the DPO section title in the paper index (#8277) by @qgallouedec

CI
Flash Attention compatible tiny models. Make the tiny Llama-3, Llama-3.1, Llama-3.2, Mistral-0.1, Mistral-0.2, Qwen2-R1-Distill, Qwen2SeqCls-2.5, Gemma, Gemma2, Cohere, Olmo3 and SmolLM3 models Flash Attention compatible (#8155, #8156, #8157, #8158, #8160, #8196, #8197, #8198, #8200, #8304, #8305, #8306) by @albertvillanova, and the tiny Qwen2.5, Qwen2.5-VL, Cohere2, GLM-4 MoE, GraniteMoE and PhiMoE ones (#8147, #8148, #8169, #8283, #8284, #8285, #8286) by @qgallouedec. Test SFT on tiny VLMs with images under Flash Attention (#8201) and skip the SFT Flash Attention xfails on torch versions that leak checkpoint hooks (#8303), by @albertvillanova.
Tiny models that look like their references. Add tiny GraniteMoe, PhiMoE and GraniteMoeHybrid models (#7920, #7921, #7922) and quantize the tiny DeepSeek-V3 and GPT-OSS models like their references (#8058), by @qgallouedec. Add a tiny GLM-5.3-Flash script (#8068, #8119, #8125, #8069), compare tiny-model dtypes with references that only ship consolidated safetensors (#8238), write the tiny Mistral Large 4 FP8 checkpoint in the reference layout (#8239), scale the tiny DeepSeek-V3 FP8 blocks to 32x32 (#8240), drop the pinned revisions of the merged tiny models (#8241) and compare saved checkpoints with the reference in check_dtype_pattern (#8118), by @albertvillanova.
Chat template tests. Check the most-downloaded checkpoint of each stored template against the Hub (#7956), derive the training template pairs in the response parsing test (#8084), test that the assistant mask starts where the generation prompt ends, with and without reasoning (#8110, #8124), assert training templates fail like their originals instead of skipping (#8141), and xfail the DeepSeek assistant-mask tests on transformers 5.23.0.dev0 until #8228 (#8215), by @albertvillanova.
Tests that run what users run. Reward with a function, not a reward model, in GRPO and RLOO tests (#8193), train on conversational data in trainer tests (#8195), test Qwen3.5 loaded as a text-only causal LM (#7763), stop the sft_fa2 invariant class at step 4 (#8106) and skip the AsyncGRPO tests when requests is missing (#8291), by @qgallouedec. Build the OpenEnv harness loop with its real constructor (#7988), allow dropped group ids in the OpenEnv session failure test (#8029), fail instead of skip when GOLD test assets don't load (#8090), load the GOLD Countdown examples from Countdown-Task-GOLD (#8091), drop the Llama4 case from the tree packing refusal test (#8138), and skip experimental Qwen3-VL, Gemma4 and LFM2.5-VL tests on old transformers (#8086, #8087, #8088), by @albertvillanova.
Workflows. Install, build and publish with uv (#7883, #7884), fail self-hosted test jobs when pytest doesn't complete (#8006), test vLLM at both ends of the supported range (#7872), run CI when a draft PR is marked ready (#8100), skip the chat templates check on Dependabot PRs (#8152), pin ruff-pre-commit to a commit SHA (#8165) and doc-builder to v0.6.0 (#8154), and narrow then revert the Mistral Large 4 FP8 xfail (#8037, #8092), by @albertvillanova. Bump doc-builder for machine-translated docs (#8013) by @mishig25, and dependency bumps by @dependabot[bot] (#8151, #8153, #8179). Selective activation checkpointing on transformers 5.23 was wrapped and then unwrapped once transformers restored the old behavior (#8094, #8098), by @albertvillanova.
Dead code. Remove is_unsloth_available (#8043), OnlineDPOTrainer.process_vision_row (#8044), IS_SAGEMAKER_MP_POST_1_10 (#8045), the SDPO and SDFT config_cls attributes (#8046), the async rollout workers' _generation_start_time (#8047), WeaveCallback._eval_logger (#8048), an unused unpack in GOLD (#8049) and adjusted_mfu (#8245), by @qgallouedec.
New Contributors
	@eshwanthkartitr made their first contribution in #6437
	@Sergasgr made their first contribution in #7651
	@yusufozdil made their first contribution in #8108
	@cm8908 made their first contribution in #8120
	@cswjl made their first contribution in #8211
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Temporal 1.33.0-167.0: temporalio/temporal version 1.33.0
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Temporal 1.33.0-167.2: patched temporal version
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Release v5.23.0

Transformers · Nov 13, 2:10 PM UTC

Release v5.23.0
New Model additions
Inkling2

Inkling 2 Small is a multimodal model from Thinking Machines Lab that accepts text and image inputs and generates text outputs, and it is intended for use in English and other languages and across multiple coding languages. Its language backbone has 48 mixture-of-experts decoder layers, each routing tokens to 8 of 384 experts, for 594B total and 17B active parameters. It keeps the Inkling decoder (learned relative attention, short causal convolutions, mixture-of-experts layers) and adds block attention residuals, gated attention with a learned sink, and dynamic key/value convolutions. Images are encoded by a Perception Encoder-based vision transformer and projected into the language model embeddings, one embedding per 40x40 pixel patch.
Links: Documentation | Blog Post
	Add inkling2 (#50682) by @guarin in #50682

JEV
JEV is a decision head that scores single-token labels with a linear layer at the last token of the prompt, soft-capped like the logits of a language model head. JevForDecision is the model of the checkpoint and its head, and it reads the head files shipped next to the weights (head.safetensors and judge_config.json for JEV). The same head is also used by GEV and reads the 255 answer codes of pplx-decider and d3, and it can be run through the experimental decision pipeline or directly with decide.
Note: JEV and the decision pipeline are currently experimental. Their APIs, configuration, and behavior may change as development continues. They should be used with caution in production environments.
Links: Documentation
	Add Jev + decision core (#50054) by @ArthurZucker in #50054

LFM3

LFM3 is the third generation of Liquid Foundation Models from Liquid AI. Like LFM2, it is a hybrid architecture that combines gated short convolutions with grouped-query attention, with the attention layers split between full-attention and sliding-window layers. The attention layers apply RMSNorm to the query and key heads and gate their output with a per-head sigmoid. Every layer applies a sandwich norm to the operator and feed-forward outputs before the residual addition.
Links: Documentation
	[Model] LFM3 Family: LFM3-Text (#50322) by @paulpak58 in #50322

Dots 3 Note Preview
Dots 3 Note Preview is a mixture-of-experts causal language model that accepts native text, image, video, and audio inputs. It uses a shared vision encoder for images and videos and a Whisper-style audio encoder, and both encoders project their outputs into the language model's hidden space before autoregressive text generation. BF16 and FP8 inference are supported.
Links: Documentation
	Add dots3-note Preview model support (#47844) by @miraclezqc in #47844

LFM3-VL
LFM3-VL is a vision-language model family from Liquid AI, built on the LFM3 language model. It takes images and videos at their native resolution together with text. It combines a hybrid vision encoder (a linear patchifier, gated depthwise 2D convolution layers, and bidirectional grouped-query attention layers with 2D rotary embeddings) with a projector and an LFM3 language model. The projector merges each 2x2 block of patch features into one language token through a layer norm and a two-layer MLP.
Links: Documentation
	[Model] LFM3 Family: LFM3-VL (#50392) by @paulpak58 in #50392

IQuestCoder
IQuest-Coder-V1 is a family of code language models developed by IQuest Lab, available in 7B, 14B and 40B sizes with base, instruct and thinking variants. Its architecture is the same as Llama, so the Transformers auto classes load it with LlamaModel and LlamaForCausalLM, and only IQuestCoderConfig is specific to IQuestCoder. The looped IQuest-Coder-V1-*-Loop-* checkpoints use a different architecture and aren't supported.
Links: Documentation
	Add IQuestCoder (#50579) by @hmellor in #50579

InternLM3
InternLM3 is an 8B instruction-tuned language model developed by Shanghai AI Laboratory (checkpoint: internlm/internlm3-8b-instruct). Its architecture is the same as Llama, so the auto classes load it with the Llama implementation (LlamaModel and LlamaForCausalLM), and only InternLM3Config is specific to InternLM3. The config names the attention biases qkv_bias and the output projection and MLP biases bias. InternLM3Config loads these as attention_bias and mlp_bias and requires them to be equal, as they are in the released checkpoints.
Links: Documentation
	Add InternLM3 (#50578) by @hmellor in #50578

Breaking changes
	Remove the ep_router expert-parallel style (#49615) by @IlyasMoutawwakil
	Run MXFP4 GPT-OSS experts through ep_dispatch_experts (#49613) by @IlyasMoutawwakil
	deepgemm_megamoe EP implementation for DeepGEMM Mega MoE (#49606) by @IlyasMoutawwakil
	Slim down [audio] to torchaudio + soundfile + soxr (drop librosa and phonemizer) (#50610) by @eustlb
	Deprecate Wav2Vec2ProcessorWithLM and pyctcdecode/kenlm LM decoding (#50408) by @eustlb
	Exporters: ExportedModel, Hub save/load, one backend registry (#50029) by @IlyasMoutawwakil
	Move processing defaults to class (#49089) by @guarin
	[kernels] Bump version (#50307) by @vasqu
	Finally drop rope deltas from ModelOutput! (#50153) by @zucchini-nlp
	Safe-ize pi0 graphs (#50160) by @molbap
	[serve][breaking] update attn for mac users  (#49730) by @SunMarc
	build and expand once the tp/ep_plan/fsdp_plan (#49527) by @3outeille

Exporters: export, share and run any model on its backend (#50029, #50032, #50309, #50311)
exporters.mp4Every export now returns an ExportedModel. You call it like the original model (same kwargs, same output class), push it to the Hub, and load it back on the backend's own runtime. The same API covers Dynamo, ONNX Runtime, OpenVINO and ExecuTorch.
from transformers import AutoModel, AutoTokenizer
from transformers.exporters import ExportedModel, OnnxConfig, OnnxExporter

model = AutoModel.from_pretrained("google/embeddinggemma-2")
tokenizer = AutoTokenizer.from_pretrained("google/embeddinggemma-2")
inputs = tokenizer(["Exporters are here!"], return_tensors="pt")

exported = OnnxExporter().export(model, inputs, OnnxConfig(dynamic=True, ort_fusions="cuda"))
exported.push_to_hub("my-org/embeddinggemma-2-onnx")

exported_model = ExportedModel.from_pretrained("my-org/embeddinggemma-2-onnx", device="cuda")
outputs = exported_model(**inputs)  # same output class as model(**inputs)
	Fused for the runtime: OnnxConfig(ort_fusions="cpu" | "cuda" | "webgpu" | "dml") rewrites the graph into ONNX Runtime's fused transformer ops at export time: attention, GroupQueryAttention over the KV cache, rotary, norms and MoE. OpenVINO exports now hit OpenVINO's fused CPU kernels for attention, RoPE, MoE experts and compressed int8/int4 weights, which makes decode 2.4–3.9× faster than before.
	Faster than torch.compile: on EmbeddingGemma2 (8 × 128 tokens), ONNX Runtime with the TensorRT EP is 7.6× faster than eager PyTorch and 1.4× faster than torch.compile on an A100. OpenVINO is 4.1× faster than eager and 2.2× faster than torch.compile on a Xeon Platinum 8570 (4.9× and 2.6× with int8 weights).
	Shareable: an export saves and loads like a model, optionally in a subfolder of the model repo. Its export.json records the config, input shapes, package versions and I/O names. Quantized exports (PT2E, NNCF, ONNX Runtime) save and run the same way.

export() returns an ExportedModel, and an ONNX program is an onnx_ir.Model. OnnxConfig's and OpenVINOConfig's output_path options are gone in favour of save_pretrained. Custom backends register with register_backend.
Docs: https://huggingface.co/docs/transformers/main/en/exporters
Vision
This release fixes a range of vision-model bugs: classification pipelines now respect problem_type, and several models get corrected behavior (Step3.7 RoPE axis order, MiniMax-M3-VL packed attention isolation, Qwen VL positions with reused caches, PaddleOCR-VL interpolation alignment, Kosmos2 SDPA masking, and Emu3 float image handling). Chunked prefill now keeps image inputs on the
	fix(pipelines): respect problem_type in image and video classification pipelines (#50582) by @surendra902 in [#50582]
	Fix Step3.7 vision RoPE spatial W/H axis order (#50547) by @caohch-1 in [#50547]
	Raise ValueError for out-of-range float images in convert_to_rgb (#50487) by @n24q02m in [#50487]
	CI: install OpenVINO and NNCF in the daily GPU image (#50422) by @IlyasMoutawwakil in [#50422]
	Fix MiniMax-M3-VL packed vision attention isolation (#50346) by @taking-lying-flat in [#50346]
	Fix Qwen VL positions when a text cache is reused with a new image (#50427) by @Arnav66692 in [#50427]
	[Docker] Update Nvidia CI and Flash Attn CI images to torch 2.15 / cu132 (#50467) by @ydshieh in [#50467]
	Fix PaddleOCR-VL vision position interpolation alignment (#50384) by @scyyh11 in [#50384]
	Fix Emu3 image processor crash on float numpy images (#50226) by @simpleqt in [#50226]
	Build Idefics-style vision position ids with torch.where (#49917) by @shoumikhin in [#49917]
	Keep image inputs on the first chunk of a chunked prefill (#49753) by @digit50 in [#49753]
	Docs: note in the v5 migration guide that hidden_states[-1] of vision models is pre-norm (#50303) by @ravediamond in [#50303]
	Remove the GitHub API cache-bust from the AMD docker images (#49351) by @tarekziade in [#49351]
	[docs] Vision backend differences (#50131) by @stevhliu in [#50131]
	[Kosmos2] Fix SDPA applying a causal mask in the image-to-text projection (#50118) by @tarekziade in [#50118]

Parallelization
This release improves distributed training and inference. Expert parallelism gains a selectable ep_implementation (all-reduce for CUDA-graph-friendly inference, all-to-all for training). The Trainer now reduces FSDP/HSDP gradients only on the last micro-batch, and the token-count normalization is fixed to use true division. Tensor-parallel fixes cover attention sinks (including Beam attention) and tied-weight comparisons on TPU
	Expert-parallel implementations for ep_dispatch_experts: all-reduce at inference, all-to-all in training (#49429) by @IlyasMoutawwakil in [#49429]
	[FSDP tests] Fork CPU ranks from a forkserver instead of spawning them (#50444) by @ydshieh in [#50444]
	[distributed - TPU] Fix tied-weight comparisons on TPUs when using TP (#50406) by @tengomucho in [#50406]
	[distributed] Trainer: reduce FSDP/HSDP gradients on the last micro-batch only (#50286) by @3outeille in [#50286]
	Update FSDP non-rank-0 missing keys test after #45649 (#50260) by @SunMarc in [#50260]
	[Beam] Fix TP on attn (#50302) by @vasqu in [#50302]
	Fix/trainer parallel token count 50212 (#50214) by @BlazeSR10hawk in [#50214]
	Reuse the TP/EP test ranks across tests instead of spawning them per test (#49986) by @3outeille in [#49986]
	handle local sink in TP (#49567) by @3outeille in [#49567]

Cache
This release fixes several cache correctness issues: static-cache prefill attention in Gemma4's KV-shared layers, Qwen VL positions when a cache is reused with a new image or video, and DeepSeek-V4 compression-state reordering during beam search. It also improves cache sharing for Mistral Large 4 and adds OpenVINO export fusion for the KV cache and attention. Smaller changes cover CI and test fixes, including vLLM CI memory
	Gemma4: fix static cache attending to empty cache slots in KV-shared layers at prefill (#50528) by @ydshieh in [#50528]
	vLLM CI: fix install and KV-cache memory, add failure report job (#50436) by @ydshieh in [#50436]
	Fix DeepSeek-V4 compression cache reordering for beam search (#50348) by @taking-lying-flat in [#50348]
	OpenVINO exporter: let OpenVINO fuse attention, RoPE, the KV cache and compressed matmuls (#50311) by @IlyasMoutawwakil in [#50311]
	[tests] Pin the chat-template date in Llama's FA static-cache test (#50296) by @tarekziade in [#50296]
	Fix a cache test (#50320) by @Cyrilvallez in [#50320]
	Improve Mistral Large 4 cache sharing (#50305) by @Cyrilvallez in [#50305]

Kernels
This release fixes several hub kernel issues: the MPS RMSNorm kernel repo id was corrected, the MegaBlocksMoeMLP mapping was restored for MXFP4 GPT-OSS, and a failed flash-attention kernel load is now retried instead of leaving models unregistered. It also raises the minimum kernels version (fixing ROCm issues and a multi-GPU bug), bumps mamba-ssm kernels to v4
	Fix the MPS RMSNorm hub kernel repo id (#50714) by @tarekziade in [#50714]
	[GptOss] Fix the kernels autodispatch test (#50630) by @vasqu in [#50630]
	[kernels] Bump min version (#50509) by @vasqu in [#50509]
	Retry the attention kernel load after a failed lazy_import_flash_attention (#50391) by @albertvillanova in [#50391]
	Test the dispatched FA3 kernel per device (#50304) by @Abdennacer-Badaoui in [#50304]
	upgrade version for mamba-ssm and fla kernel (#50294) by @kaixuanliu in [#50294]
	Restore the MegaBlocksMoeMLP hub kernel mapping for MXFP4 GPT-OSS (#50150) by @jiqing-feng in [#50150]

Attention
This release fixes a range of attention bugs: vision-attention isolation in MiniMax-M3-VL, SDPA decode under torch.compile, eager NaNs in Qwen4-Exp with left padding, an unintended causal mask in Kosmos-2's SDPA projection, and default full-attention mask selection that wrongly picked linear layers. It also retries failed attention kernel loads, excludes padding from the repetition penalty, and lets the O
	[SDPA] Fix decode under compile (#50388) by @vasqu in [#50388]
	Exclude attention-masked padding from repetition penalty (#50149) by @BlazeSR10hawk in [#50149]
	Fix Qwen4-Exp eager attention NaNs with left padding (#49923) by @taking-lying-flat in [#49923]
	[Masking] Skip linear layers for the default full-attention mask (#50059) by @paulpak58 in [#50059]

Generation
This release fixes several generation bugs: padded generation in RecurrentGemma, batched decoding in Falcon-H1, beam search cache reordering in DeepSeek-V4, and batched metadata and beam scores in TextGenerationPipeline. It also lets an unchanged GenerationConfig be saved without strict-validation errors, avoids copying the KV cache when decoding with grouped-query attention (GQA), and fixes an `Attribut
	Fix RecurrentGemma padded generation by declaring its layer_types (#50577) by @ydshieh in [#50577]
	Fix Falcon-H1 gated RMSNorm shape during batched decoding (#50507) by @taking-lying-flat in [#50507]
	Allow saving an unchanged generation config (#49914) by @benthecarman in [#49914]
	Fold GQA query heads onto their KV head when decoding instead of repeating K/V (#49743) by @Yooniel in [#49743]
	fix(pipelines): preserve batched generation metadata (#50210) by @BlazeSR10hawk in [#50210]
	Fix AttributeError on LinearAttentionLayer in export generate test (#50140) by @ydshieh in [#50140]

Quantization
This release fixes several quantization bugs: FP8 modules_to_not_convert entries are now renamed like weight names, so modules such as f_a_proj and f_b_proj are no longer wrongly quantized. MXFP4 experts now dequantize to the requested dtype instead of always using bfloat16. The MegaBlocksMoeMLP hub kernel mapping is restored for MXFP4 GPT-OSS, which fix
	fix some error in quantization xpu ci test (#49910) by @sywangyi in [#49910]
	Rename FP8 modules_to_not_convert entries like weight names (#50354) by @albertvillanova in [#50354]
	[docs] Common quantization tasks (#50095) by @stevhliu in [#50095]
	Dequantize MXFP4 experts to the requested dtype (#50256) by @qgallouedec in [#50256]
	[docs] Quantization (#50093) by @stevhliu in [#50093]

Audio
This release makes audio handling more correct and robust. AudioClassificationPipeline now respects the model's problem type (raw outputs for regression, sigmoid for multi-label, softmax otherwise), and VibeVoice and VibeVoice-ASR avoid GPU syncs when removing audio padding and gain a sample argument to disable VAE noise for deterministic outputs. Chat templates can also take audio decoded from video via `{"type": "aud
	Tests: skip audio model tests when torchaudio or librosa is missing (#50423) by @IlyasMoutawwakil in [#50423]
	fix(pipelines): respect audio classification problem type (#50329) by @BlazeSR10hawk in [#50329]
	[VibeVoice] Avoid GPU syncs when removing audio padding (#50417) by @hmellor in [#50417]
	[VibeVoice] Add sample argument to disable VAE noise in audio features (#50179) by @hmellor in [#50179]
	Audio from video in jinja  (#49382) by @zucchini-nlp in [#49382]

Bugfixes and improvements
	CI pass, CI no pass? (#50690) by @zucchini-nlp in [#50690]
	[Gemma4] Fix FA slicing (#50681) by @vasqu in [#50681]
	Restore the root-level PEFT adapter when resuming from a checkpoint w… (#50368) by @ziywang50 in [#50368]
	Granite for Docling (#49012) by @nassarofficial in [#49012]
	Move the remaining router-masked MoE plans to ep_dispatch_experts (#49607) by @IlyasMoutawwakil in [#49607]
	fix(tokenizers): stop treating a missing transformers_version as Mistral (#49733) by @cdcailf in [#49733]
	Load the released A.X-K1 checkpoints without unexpected or missing keys (#50644) by @hmellor in [#50644]
	Fix get_json_schema truncating multi-line argument descriptions (#50606) by @YusefSyed in [#50606]
	Make distributed Trainer tests actually resume from checkpoints (#49723) by @Titus-von-Koeller in [#49723]
	Fix Mask2Former _init_weights to match Meta's original initialization (#50596) by @KMaruthi2002 in [#50596]
	Fix Inkling router precision in BF16 and autocast (#50621) by @taking-lying-flat in [#50621]
	QA:  Make make run-mic easier to read and to target (#50652) by @tarekziade in [#50652]
	Fix HfArgumentParser on Python 3.15 (#50651) by @qgallouedec in [#50651]
	Avoid mutating input examples in DataCollatorForMultipleChoice (#50611) by @LKL-ZREO in [#50611]
	Fix XVector outputs of the wav2vec2 family when the TDNN layers are offloaded (#50646) by @ydshieh in [#50646]
	[Offloading] Fix tests for some models (#50631) by @vasqu in [#50631]
	[FA] Fix FA tests for unique models (#50632) by @vasqu in [#50632]
	Exporters: run exported models on their backend's runtime (ModelRunner) (#50032) by @IlyasMoutawwakil in [#50032]
	Exporters: ONNX Runtime fusions at export time (OnnxConfig(ort_fusions=...)) (#50309) by @IlyasMoutawwakil in [#50309]
	 i [distributed] Checkpoint the layer's forward, not __call__, so FSDP2 hooks stay outside the checkpoint (#50490) by @3outeille in [#50490]
	Fix Ministral3 and Mistral4 ignoring packed sequences under FlashAttention (#50450) by @EvanZhuang in [#50450]
	Support Enum in get_json_schema, raise on custom classes (#50583) by @Rocketknight1 in [#50583]
	Raise ValueError for empty conversation with continue_final_message in render_jinja_template (#50604) by @Mengxi-Xu in [#50604]
	QA: move to transformers-mlinter 0.1.6 (#50071) by @tarekziade in [#50071]
	fixed typo in docs - changed "a encoder-decoder" to "an encoder-decoder" (#50591) by @Peter-Bergman in [#50591]
	Revert "Add transcription input arg to apply_transcription_request  (#49869)" (#50587) by @ebezzam in [#50587]
	Bump doc-builder (#50550) by @stevhliu in [#50550]
	[docs] Output capturing (#50529) by @stevhliu in [#50529]
	Clarify that causal LM labels are shifted internally (#44642) by @joshuaswanson in [#44642]
	Avoid device -> host syncs in load_balancing_loss_func (#50463) by @ntenenz in [#50463]
	Fix grouped RMSNorm in Mamba2's non-fused path (#49744) by @taking-lying-flat in [#49744]
	Fix flaky ONNX export test for wav2vec2-style ForPreTraining models (argmax near-tie) (#50575) by @ydshieh in [#50575]
	Draft updates for contribution/agent rules (#49783) by @Rocketknight1 in [#49783]
	QA / Add a mic runner in Make (#50407) by @tarekziade in [#50407]
	[serge] Fix 8 integration tests for model grounding_dino failing with output_mismatch (tensor values differ (6), oth (#49886) by @sergereview[bot] in [#49886]
	Fix flaky test_causal_lm_loss_honors_shift_labels (#50533) by @ydshieh in [#50533]
	[Fix] Prevent duplicate weight renaming on save_pretrained for ALMs (#50265) by @mrutkows in [#50265]
	[docs] Agent-specific content (#50276) by @stevhliu in [#50276]
	Tester always passes per_layer_config (#50486) by @zucchini-nlp in [#50486]
	Drop None-valued keys from messages in apply_chat_template (#45422) by @qgallouedec in [#45422]
	[Models] Fix torch.compile fullgraph training across models when layerdrop=0.0 (#50475) by @aarushdubey in [#50475]
	[masking] Fix packed sequences for abitrary mask forms (#50513) by @Cyrilvallez in [#50513]
	Fix flaky test_eager_matches_batched_and_grouped_inference in fp16 / bf16 (#50500) by @ydshieh in [#50500]
	Skip the query/key head repeat for grouped value heads in gated DeltaNet (#49141) by @manav-simile in [#49141]
	Fix flaky backend equivalence tests with Pillow 13 (follow-up of #50105) (#50510) by @ydshieh in [#50510]
	fix: forward tool schemas to response parsers (#50385) by @BlazeSR10hawk in [#50385]
	Doge: note that the MoE router split is not causal in a full forward pass (#50420) by @Andreas-Hum in [#50420]
	Update the longrope inv_freq buffer in place (#50480) by @hmellor in [#50480]
	Keep the GLM-5.3-Flash mHC base and scale in float32 (#50413) by @albertvillanova in [#50413]
	fix failed cases for beam model (#50235) by @kaixuanliu in [#50235]
	[torch 2.15] Update qwen3_vl_moe FA2 integration test expected values (#50481) by @ydshieh in [#50481]
	fix(gemma3n): Clamp the AltUp magnitudes instead of using a CPU epsilon tensor (#50457) by @harshaljanjani in [#50457]
	[Mistral Large 4] Fix flaky test_left_padding_compatibility (#50479) by @ydshieh in [#50479]
	[torch 2.15] Update integration test expected values for A10 (cuda 8.6) (#50478) by @ydshieh in [#50478]
	Clarify warmup_steps error message to warmup_steps >= 0 (#50364) by @adi274903 in [#50364]
	[Gemma4] Stop prefill at last KV-owning layer when logits_to_keep=1 (#49640) by @pculliton in [#49640]
	Fix duplicated docstring (#50446) by @Cyrilvallez in [#50446]
	chore(ci): refresh workflow references (#50436) (#50437) by @hf-security-analysis[bot] in [#50437]
	[serge] Fix 2 integration tests for model pegasus failing with other (other (2)) (#49507) by @sergereview[bot] in [#49507]
	Harden our Jinja sandboxing (#50431) by @Rocketknight1 in [#50431]
	Weight loading: conversion ops declare many-to-many support, and four small loader fixes (#49773) by @IlyasMoutawwakil in [#49773]
	[loading] Fix mismatched keys being silently ignored (#50433) by @Cyrilvallez in [#50433]
	Capture only the projected hidden states in VLM feature extraction (#49594) by @hmellor in [#49594]
	[Mistral Large 4] Fix flaky test_cached_decode_matches_cacheless (#50435) by @ydshieh in [#50435]
	[Colpali] Fix offload tests (#50432) by @vasqu in [#50432]
	Fix! (#50430) by @zucchini-nlp in [#50430]
	[vLLM] Add Omni token counting and text replacement offsets for the Transformers backend (#49435) by @harshaljanjani in [#49435]
	Subconfig creation in testers (#49528) by @zucchini-nlp in [#49528]
	[distributed] Support HSDP with expert parallelism (#50293) by @3outeille in [#50293]
	[distributed] Add HSDP (dp_replicate_size) to DistributedConfig (#50285) by @3outeille in [#50285]
	ZeRO-3: read weights on rank 0 only and convert them one group at a time (#50284) by @3outeille in [#50284]
	Multmodal token count validation in processors (#49976) by @zucchini-nlp in [#49976]
	Remove deprecated refs (#50374) by @zucchini-nlp in [#50374]
	Fix Mistral Large 4 config (#50418) by @Cyrilvallez in [#50418]
	Fix flaky Gemma4Audio2TextModelTest::test_training_gradient_checkpointing_use_reentrant_true (#50410) by @ydshieh in [#50410]
	Fix flaky T5GemmaModelTest::test_decoder_model_past_with_large_inputs (#50409) by @ydshieh in [#50409]
	Don't pick torchcodec when it can't load or has no FFmpeg (#50362) by @eustlb in [#50362]
	[CB] Disable streams on MPS to fix continuous batching with torch 2.15 (#50404) by @Isalia20 in [#50404]
	Keep enabling checkpointing on models that only define gradient_checkpointing_enable (#50349) by @qgallouedec in [#50349]
	Fix flaky Owlv2ModelTest::test_eager_matches_sdpa_inference_01_fp16_pad_left (#50403) by @ydshieh in [#50403]
	Fix flaky PocketTTSAudioTokenizerModelTest::test_batching_equivalence on CPU (#50402) by @ydshieh in [#50402]
	fix(pipelines): validate zero-shot detection batch labels (#50318) by @BlazeSR10hawk in [#50318]
	[distributed] Divide the expert gradients once when efsdp_size == 1 (#50292) by @3outeille in [#50292]
	[compressed-tensors] better path through conversion mapping (#50238) by @ArthurZucker in [#50238]
	Update PR CI to use torch 2.15 (#50361) by @ydshieh in [#50361]
	Do not touch torch internal compilation flags in chunked prefill (#50358) by @Cyrilvallez in [#50358]
	[Rope] Fix per layer rope in head dim manipulation (#49864) by @vasqu in [#49864]
	[FA] Fix head dim manipulation for more special models (#49862) by @vasqu in [#49862]
	Add transcription input arg to apply_transcription_request (#49869) by @ebezzam in [#49869]
	Revert linguistic changes (#50345) by @vasqu in [#50345]
	fix: preserve multiple candidates in multimodal pipelines (#50198) by @BlazeSR10hawk in [#50198]
	Replace torch.FloatTensor with torch.Tensor outside the model files (#50182) by @qgallouedec in [#50182]
	Import torchcodec lazily in processing_utils (#50325) by @eustlb in [#50325]
	Replace torch.FloatTensor with torch.Tensor in the model files (#50183) by @qgallouedec in [#50183]
	Restore BLT's 512-byte sliding windows (entropy patcher + local encoder/decoder) (#49188) by @hyunW3 in [#49188]
	[Video] Require one metadata entry per video and refuse return_metadata=False (#50060) by @paulpak58 in [#50060]
	Fix model_input_names singleton issue causing shared state (#42051) by @yashwantbezawada in [#42051]
	fix(fetcher): case-sensitive submodule check on case-insensitive filesystems (Windows) (#50326) by @ydshieh in [#50326]
	fix(cosmos3_edge): bump backend_equivalence_atol for Pillow 13.x (miss from #50105) (#50327) by @ydshieh in [#50327]
	feat(ci): runtime dep recorder — track transformers imports per test file (#50312) by @ydshieh in [#50312]
	Keep overrides of the deprecated gradient checkpointing methods working (#50310) by @qgallouedec in [#50310]
	perf(pipelines): lazy-load pipeline submodules in pipelines/init.py (#50173) by @ydshieh in [#50173]
	Fix Doge load balancing loss pairing expert loads with rank-ordered p… (#50266) by @Andreas-Hum in [#50266]
	Prevent deepspeed from downcasting rope Buffers (#50275) by @Cyrilvallez in [#50275]
	[FA] Fix old models that do not use a proper interface (#49859) by @vasqu in [#49859]
	Fix EncoderDecoderCache missing .layers in torch export tests (#50263) by @ydshieh in [#50263]
	Add SGLang compatibility tests to Transformers CI (#48891) by @adarshxs in [#48891]
	[Moe] Fix grouped mm fallback (#49857) by @vasqu in [#49857]
	Chat template output tensor type (#50103) by @zucchini-nlp in [#50103]
	[Distributed] Set device_id only for NCCL (#50281) by @michaelbenayoun in [#50281]
	[Trainer] Compile with static shapes when the backend is neuron (#49617) by @qgallouedec in [#49617]
	[Improvement] Formalize KV sharing (#47290) by @remi-or in [#47290]
	Docs: remove duplicate hf_token secret in build_documentation.yml (#50168) by @mishig25 in [#50168]
	Fix bboxes being overwritten before use in prepare_example (#50218) by @Jose-Marcial-GF in [#50218]
	fix(tests_fetcher): handle X as X re-export syntax and duplicate module entries (#50253) by @ydshieh in [#50253]
	Read add_bos_token and add_eos_token from GGUF files (#49649) by @francip in [#49649]
	deal with Nan values for aggregating loss (#50172) by @SunMarc in [#50172]
	Fix OOM regression for FSDP2 + cpu_ram_efficient_loading on large models (#45649) by @AmineDiro in [#45649]
	[serge] Fix 2 integration tests regressed by commit 7d3ae42 (PR #49811) (#50098) by @sergereview[bot] in [#50098]
	Fix resize_embeddings tests for deepspeed (#49909) by @kaixuanliu in [#49909]
	fix failed test cases for pocket_tts model (#50159) by @kaixuanliu in [#50159]
	fix(tests_fetcher): use posix paths throughout, eliminate all os.path.sep/os.path.join patterns (#50219) by @ydshieh in [#50219]
	[Gemma4] Pass num_frames_per_video to get_video_features in forward (#50237) by @yzkkai in [#50237]
	fix Load DETR-family panoptic masks with load_image_as_tensor (#50234) by @dhekimian in [#50234]
	update to torch 2.15 for xpu (#50236) by @sywangyi in [#50236]
	Use repo-wide linguist-generated globs so new models don't touch .gitattributes (#50181) by @ArthurZucker in [#50181]
	Modular suffix overlap - allow non-model classes (#49754) by @zucchini-nlp in [#49754]
	[PaliGemma] Apply final logit softcapping (#50156) by @alejandrorodriguezalvarez884-dot in [#50156]
	[CI] Docs bot (#49999) by @stevhliu in [#49999]
	Fix ZeRO-3 init for composite models built via _from_config (#49982) by @kaixuanliu in [#49982]
	expose private parameter in trainer.push_to_hub (#49874) by @not-lain in [#49874]
	Trainer: save_pretrained on every rank for PEFT model (#49316) by @michaelbenayoun in [#49316]
	fix(glm4v): bump backend_equivalence_atol to 0.5 for Pillow 13 compatibility (#50170) by @ydshieh in [#50170]
	Allow untokenized output from apply_transcription_request (#49944) by @hmellor in [#49944]
	need to check model_type and model_name (#50128) by @itazap in [#50128]
	Add TRANSFORMERS_SDPA_FORCE_GQA envvar in sdpa_attention_forward (#49459) by @jakobknauer in [#49459]
	Fix WatermarkDetector p-value computation (#50123) by @jonasschaefer in [#50123]
	test: lazy-load pipeline classes to eliminate collection-phase noise (#50158) by @ydshieh in [#50158]
	Remove torch.jit.script (#50082) by @Rocketknight1 in [#50082]
	Docs: build English only, other languages are machine-translated (#50120) by @mishig25 in [#50120]
	Mark generated files as linguist-generated (#50061) by @ArthurZucker in [#50061]
	Standardise processing requires (#50042) by @guarin in [#50042]
	v5.23.0-dev0 (#50155) by @ArthurZucker in [#50155]
	[LwDetr] Initialize encoder heads like the detection heads (#50041) by @tarekziade in [#50041]
	[OneFormer] Fix loss computation when is_training=False (#50039) by @tarekziade in [#50039]
	Config annotations (#50067) by @zucchini-nlp in [#50067]
	Shard the parameters kept in float32 in their own FSDP2 group (#49501) by @qgallouedec in [#49501]
	[Qwen4 Exp] Fix _no_split_modules naming a class that does not exist (#50138) by @eilamc14 in [#50138]
	Fix check repo (#49899) by @zucchini-nlp in [#49899]
	Update MiniCPM OCR docs and tests (#50134) by @guarin in [#50134]
	Add CI dashboard badge when a pull request opens (#50106) by @tarekziade in [#50106]
	[docs] correct the MiniCPM-OCR link (#50052) by @airlsyn in [#50052]
	Remove expired deprecation cycles (#50037) by @Cyrilvallez in [#50037]
	Don't pass code_revision to non-Auto model classes in pipelines (#50126) by @Rocketknight1 in [#50126]
	feat(ci): surface pre-existing failures in PR run-slow comment (#50122) by @ydshieh in [#50122]
	[Fix] Remove WIP doc for Ml4 (#50124) by @remi-or in [#50124]
	[FA] Less flaky FA tests (#49861) by @vasqu (direct commit on main)

Significant community contributions
The following contributors have made significant changes to the library over the last release:
	@tarekziade
	Fix the MPS RMSNorm hub kernel repo id (#50714)
	QA:  Make make run-mic easier to read and to target (#50652)
	QA: move to transformers-mlinter 0.1.6 (#50071)
	QA / Add a mic runner in Make (#50407)
	[tests] Pin the chat-template date in Llama's FA static-cache test (#50296)
	Remove the GitHub API cache-bust from the AMD docker images (#49351)
	[Kosmos2] Fix SDPA applying a causal mask in the image-to-text projection (#50118)
	[LwDetr] Initialize encoder heads like the detection heads (#50041)
	[OneFormer] Fix loss computation when is_training=False (#50039)
	Add CI dashboard badge when a pull request opens (#50106)



	@vasqu
	[Gemma4] Fix FA slicing (#50681)
	[Offloading] Fix tests for some models (#50631)
	[FA] Fix FA tests for unique models (#50632)
	[GptOss] Fix the kernels autodispatch test (#50630)
	[kernels] Bump min version (#50509)
	[Colpali] Fix offload tests (#50432)
	[SDPA] Fix decode under compile (#50388)
	[Rope] Fix per layer rope in head dim manipulation (#49864)
	[FA] Fix head dim manipulation for more special models (#49862)
	Revert linguistic changes (#50345)
	[kernels] Bump version (#50307)
	[Beam] Fix TP on attn (#50302)
	[FA] Less flaky FA tests (#49861)
	[FA] Fix old models that do not use a proper interface (#49859)
	[Moe] Fix grouped mm fallback (#49857)



	@nassarofficial
	Granite for Docling (#49012)



	@miraclezqc
	Add dots3-note Preview model support (#47844)



	@taking-lying-flat
	Fix Inkling router precision in BF16 and autocast (#50621)
	Fix grouped RMSNorm in Mamba2's non-fused path (#49744)
	Fix Falcon-H1 gated RMSNorm shape during batched decoding (#50507)
	Fix MiniMax-M3-VL packed vision attention isolation (#50346)
	Fix DeepSeek-V4 compression cache reordering for beam search (#50348)
	Fix Qwen4-Exp eager attention NaNs with left padding (#49923)



	@ydshieh
	Fix XVector outputs of the wav2vec2 family when the TDNN layers are offloaded (#50646)
	Fix RecurrentGemma padded generation by declaring its layer_types (#50577)
	Fix flaky ONNX export test for wav2vec2-style ForPreTraining models (argmax near-tie) (#50575)
	Gemma4: fix static cache attending to empty cache slots in KV-shared layers at prefill (#50528)
	Fix flaky test_causal_lm_loss_honors_shift_labels (#50533)
	Fix flaky test_eager_matches_batched_and_grouped_inference in fp16 / bf16 (#50500)
	Fix flaky backend equivalence tests with Pillow 13 (follow-up of #50105) (#50510)
	[FSDP tests] Fork CPU ranks from a forkserver instead of spawning them (#50444)
	[torch 2.15] Update qwen3_vl_moe FA2 integration test expected values (#50481)
	[Mistral Large 4] Fix flaky test_left_padding_compatibility (#50479)
	[torch 2.15] Update integration test expected values for A10 (cuda 8.6) (#50478)
	[Docker] Update Nvidia CI and Flash Attn CI images to torch 2.15 / cu132 (#50467)
	vLLM CI: fix install and KV-cache memory, add failure report job (#50436)
	[Mistral Large 4] Fix flaky test_cached_decode_matches_cacheless (#50435)
	Fix flaky Gemma4Audio2TextModelTest::test_training_gradient_checkpointing_use_reentrant_true (#50410)
	Fix flaky T5GemmaModelTest::test_decoder_model_past_with_large_inputs (#50409)
	Fix flaky Owlv2ModelTest::test_eager_matches_sdpa_inference_01_fp16_pad_left (#50403)
	Fix flaky PocketTTSAudioTokenizerModelTest::test_batching_equivalence on CPU (#50402)
	Update PR CI to use torch 2.15 (#50361)
	fix(fetcher): case-sensitive submodule check on case-insensitive filesystems (Windows) (#50326)
	fix(cosmos3_edge): bump backend_equivalence_atol for Pillow 13.x (miss from #50105) (#50327)
	feat(ci): runtime dep recorder — track transformers imports per test file (#50312)
	perf(pipelines): lazy-load pipeline submodules in pipelines/init.py (#50173)
	Fix EncoderDecoderCache missing .layers in torch export tests (#50263)
	fix(tests_fetcher): handle X as X re-export syntax and duplicate module entries (#50253)
	fix(tests_fetcher): use posix paths throughout, eliminate all os.path.sep/os.path.join patterns (#50219)
	fix(glm4v): bump backend_equivalence_atol to 0.5 for Pillow 13 compatibility (#50170)
	test: lazy-load pipeline classes to eliminate collection-phase noise (#50158)
	Fix AttributeError on LinearAttentionLayer in export generate test (#50140)
	feat(ci): surface pre-existing failures in PR run-slow comment (#50122)



	@eustlb
	Slim down [audio] to torchaudio + soundfile + soxr (drop librosa and phonemizer) (#50610)
	Deprecate Wav2Vec2ProcessorWithLM and pyctcdecode/kenlm LM decoding (#50408)
	Don't pick torchcodec when it can't load or has no FFmpeg (#50362)
	Import torchcodec lazily in processing_utils (#50325)



	@ebezzam
	Revert "Add transcription input arg to apply_transcription_request  (#49869)" (#50587)
	Add transcription input arg to apply_transcription_request (#49869)



	@paulpak58
	[Model] LFM3 Family: LFM3-VL (#50392)
	[Model] LFM3 Family: LFM3-Text (#50322)
	[Video] Require one metadata entry per video and refuse return_metadata=False (#50060)
	[Masking] Skip linear layers for the default full-attention mask (#50059)



	@ArthurZucker
	Add Jev + decision core (#50054)
	[compressed-tensors] better path through conversion mapping (#50238)
	Use repo-wide linguist-generated globs so new models don't touch .gitattributes (#50181)
	Mark generated files as linguist-generated (#50061)
	v5.23.0-dev0 (#50155)



	@harshaljanjani
	fix(gemma3n): Clamp the AltUp magnitudes instead of using a CPU epsilon tensor (#50457)
	[vLLM] Add Omni token counting and text replacement offsets for the Transformers backend (#49435)



	@remi-or
	[Improvement] Formalize KV sharing (#47290)
	[Fix] Remove WIP doc for Ml4 (#50124)
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Dynamic v3.1 GGUFs + Performance Fixes

Unsloth · Nov 11, 4:26 PM UTC

Qwen3.8-27B is here with Dynamic v3.1 GGUFs, ready to run locally with Unsloth. This release also brings major performance improvements, smoother Glass rendering, revamped code blocks and Thinking UI, HTML/PDF chat exports, and new image generation and coding agent features.
Highlights
	New Qwen3.8-27B Dynamic v3.1 GGUFs.
	Faster chats: Major performance improvements to streaming, scrolling, menus and dialogs, especially in long conversations.
	Smoother Glass: Reduced lag while typing, scrolling and generating.
	Revamped code blocks and Thinking: Independently scrolling, expandable panels with improved syntax highlighting.
	HTML and PDF exports: Export chats directly from the chat menu.
	Image queue: Queue upcoming image generations while another is rendering.
	Claude Code and Codex on MLX: Run coding agents with MLX models through unsloth start.

Chat & UI
	Streaming performance no longer degrades as conversations grow.
	Smoother scrolling with background images, with or without Glass.
	Faster menus, dialogs and browser pane loading.
	Read aloud starts after the first sentence instead of waiting for the entire response.
	Chat preferences, time format and spell check now sync with your account.

Images & Video
	FLUX.2 and FLUX.3 use 36–43% less VRAM during image decoding at the same speed.
	Queue image generations from the Images page or API.
	INT8 and FP8 image models now load on older NVIDIA GPUs, including T4.
	Fixed black image outputs with FLUX.3.
	LTX-2.5 FP8 now runs on 24 GB GPUs.
	Cosmos3-Nano can continue video clips from their first or last frames.

Coding Agents & API
	Run Claude Code and Codex with MLX models on Mac using unsloth start.
	New Unsloth MCP preset lets coding agents access Unsloth tools.
	Claude API models without an explicit token limit no longer stop at 1,024 tokens.
	MLX models now return a proper context-length error instead of an empty response.

Training
	model.generate() is now 2–8x faster on T4 GPUs by default across FastModel models.
	Video columns are now correctly supported when training vision models.
	Ulysses context parallelism now supports Kimi-Linear, DeepSeek, MiniMax and Gemma 4 text models.

What's Changed
	Bump install.sh / install.ps1 pins to unsloth>=2026.11.3 by @danielhanchen in #16920
	Studio GGUF: keep the stock Q8_0 forward on torch below 2.7 by @danielhanchen in #16911
	Studio: merge LoRA and LoKR adapters into ComfyUI-quantized weights by @oobabooga in #16874
	Studio: restore WebKitGTK offscreen code fences in batches and on any pointer release by @danielhanchen in #16919
	Studio: warm the compile workers and Triton / inductor keys during a load that compiles inline by @danielhanchen in #16918
	Studio: pre-seed the float specialisations of an image load's first compiled render by @danielhanchen in #16917
	Studio diffusion: reuse the early quant probe's result instead of spawning a second child by @danielhanchen in #16910
	Studio: keep Glass fast on WebKit by giving glass surface contents their own layers by @danielhanchen in #16921
	Studio: release a streamed encoder's safetensors mapping once its weights are pinned by @danielhanchen in #16914
	Studio: load long chat history faster on Linux by mounting parked history in larger steps by @danielhanchen in #16924
	Studio: decode escaped spreadsheet text during RAG indexing by @DimitriChrysafis in #16712
	Studio: refuse MLX prompts longer than the served context by @Lyxot in #16821
	Studio: preserve Unicode across continued XLS strings by @DimitriChrysafis in #16713
	Studio: classify MLX repos by name or model-card tag everywhere by @Lyxot in #16883
	Studio: blur the glass Settings dialog on its own layer so scrolling it stays cheap by @danielhanchen in #16942
	Studio CI: long-chat gate measures every interactive area under every appearance mode by @danielhanchen in #16931
	Studio: keep Glass cheap on the Linux app by dropping its live blur except the sidebar's by @danielhanchen in #16957
	Studio: stop menus, sidebar and browser pane from restyling the whole chat by @danielhanchen in #16938
	Studio: stop WebKit restyling the whole page when dialogs, menus and the browser pane open or close by @danielhanchen in #16961
	Studio CI: tighten long-chat gate allowances after the :has() rewrite by @danielhanchen in #16978
	Studio: preserve S3 dataset files with colliding names by @DimitriChrysafis in #16830
	Studio CI: long-chat gate measures the dialog lock again before failing by @danielhanchen in #16985
	Studio: stop dialog open and close from rescanning a long chat for every shortcut by @danielhanchen in #16983
	Studio: skip layout of distant messages so the browser pane opens fast on long chats by @danielhanchen in #16986
	Studio diffusion: return the heap a finished image load freed to the OS by @danielhanchen in #16934
	Scan baseline: re-review the seven unsloth-zoo sites 2026.11.3 moved by @danielhanchen in #16922
	CI: run the Playwright WebKit jobs on ubuntu-24.04 while ubuntu-latest is 26.04 by @danielhanchen in #16987
	Studio: ship built-in float specialisations so a fresh install's first compiled render traces once by @danielhanchen in #16939
	Studio diffusion: faster returning first render and first clip (reuse tuned reductions, warm video compile keys) by @danielhanchen in #16981
	Inline images: give a slow sandbox image load a bounded grace and say why it timed out by @danielhanchen in #16923
	Diffusion route tests: pin a compiling host for the tests that expect fp8 to be admitted by @danielhanchen in #16993
	Studio sd.cpp: image render failures carry sd-server's own output by @danielhanchen in #16815
	Studio: show long thinking in a capped box that scrolls on its own instead of Expand thinking by @shimmyshimmer in #16876
	Studio: keep compacted turns searchable when the archive embedder fails by @debojyoti-dev in #16718
	Studio: realtime option for speed and context stats, shorter Chat defaults by @shimmyshimmer in #16888
	Studio RAG: embed the documents of one ingest together instead of one call per document by @debojyoti-dev in #16727
	Studio images: render on the NVIDIA card when torch drives no GPU by @debojyoti-dev in #16853
	Studio CI: long-chat gate Glass ceilings back to 10x (areas) and 18x (Settings scroll) by @danielhanchen in #17003
	Studio: quantise the hosted int8 leftovers on the GPU on offloaded loads by @danielhanchen in #17002
	Studio: start a first video load's cache writes after its first render by @danielhanchen in #17001
	Studio: let unsloth start attach to a loaded Ollama model by @NilayYadav in #16944
	Studio: show DeepSeek Harness as installed on Windows by @NilayYadav in #16954
	Studio: stop OpenAI chats failing on earlier replies sent as parts by @NilayYadav in #16945
	Studio: keep messages from another window when deleting in a stale one by @NilayYadav in #16926
	Studio: size the popular audio.cpp TTS and music models from measured peaks on each runtime backend by @oobabooga in #16984
	Studio: block more metadata host spellings for approved Python by @NilayYadav in #16937
	Studio: offer ChatGPT Reconnect for reused or revoked refresh tokens by @NilayYadav in #16946
	Studio: Agents tab says unsloth start claude needs a GGUF model by @NilayYadav in #16952
	Studio: stop Export all chats from saving an empty or stale backup by @NilayYadav in #16930
	Studio CI: guard the long-chat gate Glass ceilings against runner noise by @danielhanchen in #17012
	Studio: auto-start the server from the same install as unsloth start by @NilayYadav in #16948
	Studio: show an error when ChatGPT sign-in is denied by @NilayYadav in #16950
	Studio: cap chat code blocks at a scrollable height and keep them coloured while scrolling by @shimmyshimmer in #16865
	Studio: stop cutting Claude answers at 1,024 tokens without a limit by @NilayYadav in #16953
	Studio: keep Codex AGENTS.md, skills and rules in unsloth start codex by @NilayYadav in #16947
	CI: key the Playwright browser caches on the OS release, and move the WebKit jobs back to ubuntu-latest by @danielhanchen in #17009
	Studio: reload an idle-unloaded GGUF with its original launch settings by @NilayYadav in #16927
	Studio: keep the base URL query string on connection requests by @NilayYadav in #16951
	Studio: key the modal pointer-lock rules off attributes that never sit above the thread by @danielhanchen in #17006
	Studio: keep same-second fine-tuning jobs in submission order across restarts by @oobabooga in #16835
	Studio: accept zstd-compressed requests from the TypeSafe SDK by @NilayYadav in #16929
	Studio: keep Hermes MCP servers in unsloth start hermes by @NilayYadav in #16949
	Studio: report the LTX-2.5 encoder worker host memory on macOS and Windows too by @danielhanchen in #17014
	Studio: pick which LoRA to add from a searchable list instead of cycling through them by @oobabooga in #16964
	Run Claude Code and Codex on MLX models by @Lyxot in #16811
	Studio: hide the Model hub list under an open model page by @danielhanchen in #17021
	Tests: let the install damage and reinstall hint tests run on Windows by @danielhanchen in #17022
	Studio: keep search icons sharp under the Glass theme on non-chat pages by @debojyoti-dev in #16989
	Studio: keep the first in-loop cut for later tool rounds in chats without a saved thread by @NilayYadav in #16936
	Unsloth Studio: keep tabs signed in on plain-HTTP origins when two refresh at once by @LeoBorcherding in #16755
	Studio: keep chat, time format and spell check settings per account by @NilayYadav in #16958
	Unsloth Studio: shorter new-architecture dialog, one Update button, custom code under Other by @LeoBorcherding in #16966
	Studio: refuse sandbox connects to cloud metadata addresses at runtime by @danielhanchen in #17024
	Unsloth Studio: LFM3 spoken replies and read aloud on the transformers backend by @LeoBorcherding in #16972
	Studio: switch light and dark without starting a transition on every element under Reduce motion by @LeoBorcherding in #16977
	Unsloth Studio: read aloud starts speaking after the first sentence instead of after the whole reply by @LeoBorcherding in #16955
	Unsloth Studio: AMD: skip LFM3's Triton conv and flex attention on ROCm cards Triton cannot build for by @LeoBorcherding in #16974
	fix(studio): heal tool calls in the model's own format on the in-process route by @Lyxot in #16824
	Unsloth Studio (AMD): retry an unpinned llama-server arch crash on the cards the build has kernels for by @LeoBorcherding in #16513
	Block Swap blocker: offload_layers never engages on Qwen3.8-Flash-Next, the CPU-kept n-gram table makes the map look like two devices by @LeoBorcherding in #15633
	Studio: memory-map an oversized load on an integrated GPU and read its lookup tables from disk by @oobabooga in #16857
	Studio: answer shortcut availability checks from registered surfaces, not the whole document by @danielhanchen in #17005
	Unsloth Studio: Cosmos3 guardrail refusal names the gated nvidia/Cosmos-1.0-Guardrail repo by @LeoBorcherding in #16742
	Studio: stream the LTX-2.5 text encode on the card under a VRAM budget, no per-prompt encoder copy back by @danielhanchen in #17000
	Unsloth Studio: show why a video generation failed instead of only "Video generation failed." by @LeoBorcherding in #16744
	Tests: update two contract tests that #16953 and #16927 left red on main by @danielhanchen in #17040
	Unsloth Studio: train and export LFM3-Audio-2B (LoRA, merged 16-bit, GGUF) by @LeoBorcherding in #16973
	Studio diffusion: race the unlisted-arch int8 GEMM tiles held under load (RTX 3090 class: Qwen-Image-2.1 -10%, MiniMax-H3 -9%) by @danielhanchen in #17026
	Studio: name the Cosmos guardrail module outright so the risky-loader lint passes on main by @danielhanchen in #17041
	Tests: let the RAG re-embed and embedder alias tests run on macOS and Windows by @danielhanchen in #17037
	Unsloth Studio / Desktop: the Images page Compare grid, for API callers (server-rendered X/Y grid, no UI change) by @LeoBorcherding in #15169
	Studio: Live monitor with CPU, memory and per-GPU rows, Unsloth's share by model, and a refresh rate by @LeoBorcherding in #15630
	Studio int8 GEMM: keep sm8x GPUs on cuBLAS under Triton 3.8+, where every shipped tile spills by @danielhanchen in #17036
	Studio: auto runs compiled int8 W8A8 for Qwen-Image families on RDNA by @danielhanchen in #17013
	Studio int8 GEMM: read and write the tile race cache as UTF-8 by @danielhanchen in #17044
	Refuse fp8 training layers under tensor parallel instead of silently training in 16 bit by @danielhanchen in #16881
	Context parallel: Unsloth's fast Mistral, Granite and Cohere attention, and DPO / GRPO on fast Qwen3 by @danielhanchen in #16893
	Studio tests: drain deferred work before the auth refresh fixture restores window by @danielhanchen in #17055
	TP x FSDP2 save: one writer when only tp-mesh DTensors remain by @lonexreb in #15257
	Tensor parallel sharded loading: allow init_lora_weights = "orthogonal" by @lonexreb in #15218
	ORPO / CPO / DPO / KTO chunked head: fall back under torch's global module hooks by @lonexreb in #15259
	Studio diffusion: decode image VAEs into one expandable allocator segment (SDXL holds 1.15 GiB less VRAM) by @danielhanchen in #17045
	FSDP2 sharded loading: allow orthogonal LoRA init by @danielhanchen in #17038
	PPO / RLOO fused log-probs: fall back under torch global module hooks by @danielhanchen in #17043
	Context parallel: Ulysses for Kimi-Linear (KDA + MLA), and fix Kimi-Linear MoE gate backward by @MegaGimen in #15880
	GRPO: score a hooked output head through its own forward by @danielhanchen in #17050
	Tests: skip the compiled half of the fp8 codes layer test on Windows without MSVC by @danielhanchen in #17073
	Studio diffusion: Automatic CFG-parallel no longer refuses an idle card over its own CUDA context by @danielhanchen in #17057
	Context parallel: register the Qwen3.5 hybrid cp x native FSDP2 cell, add coverage tests by @danielhanchen in #17039
	Studio: offloaded native int8 denoisers release their safetensors file once pinned (LTX-2.5 holds ~23 GiB less host mapping) by @danielhanchen in #17065
	Studio tests: keep two Linux-host assumptions off the Windows and macOS legs by @danielhanchen in #17107
	Studio tests: skip pre-quant tests without torchao and pin the Mac memory reading by @danielhanchen in #17117
	Studio MiniMax-H3: run int8 / fp8 denoisers where torchao's runtime does not (Ampere fp8, ROCm, MPS) by @danielhanchen in #17064
	Studio: widen stored fp8 / int8 weights without full float32 temporaries by @danielhanchen in #17068
	Studio: keep nvfp4 / mxfp8 layers packed when no native runtime runs them by @danielhanchen in #17067
	Studio sd.cpp: pass the Windows core count to MiniMax-H3 when sd.cpp would halve it by @danielhanchen in #17089
	Studio: AUTO W8A8 on ROCm RDNA keeps bf16 when the int8 plan still offloads by @danielhanchen in #17104
	Context parallel: Ulysses for MiniMax (M1 Lightning hybrid, M2) by @MegaGimen in #15881
	Studio sd.cpp: pick the Q8_0 BF16 cuBLAS route from the diffusion GGUF, not its companions (1.57x on A100) by @danielhanchen in #17098
	Backend CI: retry the ruff-unsloth wheel install on a release-asset 504 by @danielhanchen in #17130
	Studio tests: keep the multi-GB fake checkpoints sparse on Windows by @danielhanchen in #17119
	Studio diffusion tests: plan as Linux does whatever the host can compile by @danielhanchen in #17135
	Studio tests: import the new test helpers top-level when a sibling imports the module that way by @danielhanchen in #17139
	Studio: run single-file fp8 on torchao under group offload, and keep Qwen-Image-2.1's timestep table in fp32 by @danielhanchen in #17127
	Studio: read GPU metadata from the CUDA driver API, not torch.cuda.get_device_properties by @danielhanchen in #17120
	Studio video: spool encoded stream chunks instead of holding a second raw clip by @danielhanchen in #17066
	Studio MiniMax-H3: reuse the conditioner output when only the seed of a reference / keyframe render changes by @danielhanchen in #17094
	Studio desktop: steady floating browser window on drag, resize and float by @shimmyshimmer in #17027
	Studio: keep the lora_adapter_metadata strength of a rewritten LoRA file by @danielhanchen in #17088
	Unsloth Studio: train video-capable VLMs on a dataset's video instead of dropping it by @LeoBorcherding in #16965
	GRPO PrefixGrouper: engage only when the model's forward applies prefix_seg_info by @danielhanchen in #17058
	Studio: skip QKV fusion when projections are kept packed by @danielhanchen in #17132
	Studio: streamed torchao weights no longer crash after a compile (Cannot swap t1 ... weakref) by @danielhanchen in #17141
	MoE DDP negative control: accept the idle rank's missing gradient, whichever rank fails first by @danielhanchen in #17151
	Studio Qwen-Image-2.1: reuse an unchanged condition image's VAE latents across renders by @danielhanchen in #17092
	Studio: no strip behind Back to Hub over a background image by @shimmyshimmer in #17152
	Studio: keep fp32 timestep and RoPE tables in fp32 on single-file loads by @danielhanchen in #17142
	Studio LTX-2.5: one denoiser lease per CFG request, upload the next streamed encoder layer while this one runs by @danielhanchen in #17123
	Studio SSM kernels: read the loaded torch build instead of a torch-import child per load by @danielhanchen in #16996
	unsloth chat: parse the streamed Markdown when a frame is drawn, not on every chunk by @danielhanchen in #16994
	Studio cached models: keep parsed README front matter per unchanged file by @danielhanchen in #17034
	Studio VLM conversion: fetch repo image files on a pool, settle rows in order by @danielhanchen in #17029
	Deep Research: keep a clean attachment inventory clean when inserting the terminal fallback by @danielhanchen in #16997
	Studio diffusion runs: keep a passing full-load verdict per unchanged bundle for the run listing by @danielhanchen in #17033
	Studio: load the chat runtime on use instead of in the startup bundle by @danielhanchen in #16999
	Studio /v1/embeddings: count tokens in one batch and serialize float rows with tolist by @danielhanchen in #17030
	Studio downloads: skip the GGUF requirement lookup on scoped progress polls by @danielhanchen in #17028
	Studio chat: skip the transcript read when no message recorded a context fit by @danielhanchen in #16995
	Studio tool output: strip ANSI in plain runs and find the tail without splitting the whole text by @danielhanchen in #16998
	Studio llama.cpp: remember the positive reasoning budget probe per binary by @danielhanchen in #17031
	Unsloth Studio / Desktop: queue image generations from the Images page and the API by @LeoBorcherding in #15005
	Unsloth Studio: refuse Cosmos3 on diffusers 0.39 and 0.40 instead of failing at load or generate by @LeoBorcherding in #16745
	Studio: each model's compile bundle holds only its own artifacts by @danielhanchen in #17110
	Studio RAG: clip re-embedded chunks and embeddings API inputs with batched token counts by @danielhanchen in #17032
	Studio: packed nvfp4 / mxfp8 layers follow a module dtype cast by @danielhanchen in #17131
	Studio: run FLUX.3 in float32 on fp16-only GPUs (T4 renders were black) by @danielhanchen in #17124
	Studio: bit-identical one-kernel RoPE for FLUX.3 eager attention (L4: -12% s/step) by @danielhanchen in #17136
	Studio CLI tests: keep the --secure re-exec tests off the cloudflared download by @danielhanchen in #17129
	RoPE: rotate Q and K in one launch each way under torch.compile by @danielhanchen in #17109
	Studio: let peft 0.19 attach a LoRA to torchao int8 / fp8 weights of quantised single files by @danielhanchen in #17087
	Studio MLX convert: pack 3 / 5 / 6-bit codes from Fortran-order or strided arrays by @danielhanchen in #17082
	Studio diffusion: expandable VAE decode keeps a runtime allocator opt-in and restores the exact settings by @danielhanchen in #17076
	Studio GGUF: load IQ1_S / IQ1_M / IQ2_XXS / IQ2_XS / IQ2_S / IQ3_XXS / IQ3_S on the diffusers path by @danielhanchen in #17071
	Studio: re-merge only the layers of the LoRA adapters whose weight changed by @danielhanchen in #17102
	Studio MiniMax-H3: normalise a reference video one VAE chunk at a time by @danielhanchen in #17096
	Studio LTX-2.5: keep a fixed negative prompt in the encoder cache (refresh entries on a hit) by @danielhanchen in #17138
	Studio diffusion: FLUX.3 modulation heads project once per sample; offloaded Base edits reuse the conditioning streams by @danielhanchen in #17059
	Studio LTX VAE: keep only the open tile band on the card during tiled decode by @danielhanchen in #17060
	Studio text encoders: keep the fp8 storage across a layerwise-cast forward instead of re-casting it by @danielhanchen in #17103
	Context parallel: Ulysses for DeepSeek (V2 / V3 MLA, V3.2 indexer, V4 sink attention) by @MegaGimen in #15882
	Studio: per-tool MCP switches at the end of Settings > Agents by @Etherll in #15629
	Studio diffusion: keep single-file int8 weights as int8 on T4 / pre-Ampere NVIDIA and Intel XPU under offload by @danielhanchen in #17079
	Studio: a denoiser-only LoRA change keeps the cached text embeddings by @danielhanchen in #17105
	Studio: run the int8 / fp8 Triton widen on the operand's GPU by @danielhanchen in #17133
	Studio MiniMax-H3: keep only the conditioner hidden state H3 reads (about 2 GiB less at 4096 tokens) by @danielhanchen in #17095
	Studio: keep the LoRA fuse host backup off integrated GPU pins and inside the host RAM reserve by @danielhanchen in #17086
	Studio video: fall back to the tiled VAE decode when the Linux / macOS CPU allocator refuses by @danielhanchen in #17075
	Studio: queued image generations wait on their own pool, not the default executor by @danielhanchen in #17108
	Studio: judge the compiled ROCm W8A8 linear per card, not once per process by @danielhanchen in #17078
	Studio: let chat call Unsloth's own MCP tools by @Etherll in #15631
	Studio diffusion: pair Qwen-Image-2.1's guidance branches per streamed block by @danielhanchen in #17111
	Studio int8: fused MLPs and v2 Linears quantize their input with the probed one-pass kernel by @danielhanchen in #17114
	Studio: the load prefetch skips chunks already in the page cache and budgets its read buffers by @danielhanchen in #17112
	Studio image postprocess: convert to uint8 in row strips with one float32 copy each by @danielhanchen in #17091
	Studio diffusion: launch the VAE and MOSS Triton kernels on the input's own card by @danielhanchen in #17099
	Studio NVFP4: the protected branch compiles once from a cold decode table and accepts fp16 inputs by @danielhanchen in #17081
	Studio upscaler: normalise seams and finalise uint8 in place on the host result by @danielhanchen in #17083
	Studio GGUF: cast K-quant and legacy weights to bf16 in their own buffer by @danielhanchen in #17080
	Studio MiniMax-H3 VAE: stitch batched decoder tiles into the frame as they arrive by @danielhanchen in #17097
	Studio Sol-H3 VAE: decide window masks from the geometry, build each RoPE table once per decode by @danielhanchen in #17100
	Studio int8 GEMV: wide scale groups tile inside shared memory, a grouped miss no longer demotes per-row Linears by @danielhanchen in #17106
	Studio int8 GEMM: the unlisted-card race switch acts between loads by @danielhanchen in #17084
	Studio FLUX.3: keep bf16 weights as stored on fp16-only GPUs and compute in float32 per layer by @danielhanchen in #17173
	FSDP2 save: compose the writer across equal meshes, not only identical ones by @danielhanchen in #17158
	Studio: run INT8 on T4 and other Turing GPUs instead of refusing it by @danielhanchen in #17167
	Studio Qwen-Image-2.1: encode prompts without the text encoder's unused K/V cache by @danielhanchen in #17118
	Studio Wan fused blocks: one Triton binary per kernel for every sequence length by @danielhanchen in #17101
	Studio: fp8 denoisers on sm_89 no longer hang on the first render (CUDA graph replay under torch < 2.12) by @danielhanchen in #17166
	Context parallel: Ulysses for Gemma 4 text models by @MegaGimen in #15883
	Studio: install FlashInfer's prebuilt kernels into the vLLM engine env by @danielhanchen in #17063
	Studio llama.cpp: the token-count memo renders again on a new day by @danielhanchen in #17090
	Context parallel: Ulysses evidence for gpt-oss (attention sinks, MoE, aux off) by @danielhanchen in #17183
	Studio video: log an automatic text-encoder pick after the load retries its hosted encoder by @danielhanchen in #17093
	Studio tests: make the compiled-wrapper onload test hold its own weakref (follow-up to #17141) by @danielhanchen in #17189
	Studio tests: the two-card compiled W8A8 test judges each card on its own arch (follow-up to #17078) by @danielhanchen in #17195
	Context parallel: patch DPO / GRPO even when context_parallel is imported before the models by @danielhanchen in #17185
	Studio diffusion: reload a released text encoder from its own safetensors files, no snapshot write by @danielhanchen in #17184
	Studio: no header strips on macOS glass or over a plain background image by @shimmyshimmer in #17154
	Backend CI: split the g-r pytest shard into g-l and m-r by @danielhanchen in #17187
	Studio: read the hosted LTX-2.5 int8 checkpoint when the load's own plan offloads the denoiser by @danielhanchen in #17143
	Backend CI: back off for about five minutes before giving up on the ruff-unsloth wheel by @danielhanchen in #17211
	Studio MiniMax-H3: run the text stream once per render, pack the sequence in place, look up the streamed conditioner's vocabulary rows on the host by @danielhanchen in #17203
	Studio diffusion: read the XPU's float64 support from the device (Arc A-series LTX RoPE) by @danielhanchen in #17070
	Studio MiniMax-H3 Sol VAE: free expired Q/K/V slots before building the next, at most two live by @danielhanchen in #17085
	Frontend CI: back off for minutes before giving up on the Bun download by @danielhanchen in #17221
	Studio GGUF: dequantise bit-identical to llama.cpp, rounded once to the compute dtype by @danielhanchen in #17204
	Studio: int8 ConvRot by default for FLUX.2 klein and FLUX.3 klein (LPIPS 0.10 to 0.04) by @danielhanchen in #17209
	Studio diffusion: size CPU / MPS VAE decode tiles from free host memory (CPU 512 px decode 2.1x faster) by @danielhanchen in #17186
	Studio: decode the FLUX.2 / FLUX.3 VAE in row strips (36-43% less decode VRAM, same speed) by @danielhanchen in #17202
	Studio Qwen-Image-2.1: one GEMM for the dense gate + value and Q / K / V projections by @danielhanchen in #17214
	Compiled RoPE: keep per-tensor launches when only Q or K needs a gradient by @danielhanchen in #17205
	Studio MiniMax-H3: keep the whole denoiser forward compilable with the render text cache (follow-up to #17203) by @danielhanchen in #17226
	Studio: keep segment CUDA graphs on unprotected NVFP4 steps by @danielhanchen in #17216
	Studio: run Detailer inpaints on the image-generation pool by @danielhanchen in #17188
	Studio LTX-2.5: auto text-encoder precision loads the hosted int8 ConvRot encoder by @danielhanchen in #17179
	Studio MiniMax-H3: keep the conditioner read capture and tile decode traceable under torch.compile (#17095, #17097) by @danielhanchen in #17190
	Studio compile cache: torch 2.7 keeps reused graphs in saved bundles (follow-up to #17110) by @danielhanchen in #17196
	Studio diffusion: keep a streamed denoiser's blocks resident for the denoise phase, not the whole render (A100 8 GiB Qwen-Image-2.1 -18%, FLUX.3 -21 to -24%) by @danielhanchen in #17207
	Studio FLUX.3 / Qwen-Image-2.1: prompt encodes keep only the hidden states they read by @danielhanchen in #17182
	Studio CUDA graphs: the sm_89 fp8 stream-K guard reads every split card, not only the primary (follow-up to #17166) by @danielhanchen in #17194
	Studio: install FlashInfer 0.7.3 prebuilt kernels for diffusion NVFP4 by @danielhanchen in #17215
	Studio sd.cpp: pin the prebuilt resynced with upstream master-1050 by @danielhanchen in #17148
	Studio: export chats as HTML and PDF by @shimmyshimmer in #17227
	Studio diffusion: keep Qwen-Image-2.1 CFG pairing through its first-render compile by @danielhanchen in #17177
	Studio LoRA fuse: charge the host RAM guard what the pinned backup really holds by @danielhanchen in #17191
	Studio FLUX.3 manual cast: keep LoRA adapters at the fp32 compute dtype and out of the bf16 fold by @danielhanchen in #17201
	Studio: give each rotated native int8 Linear its own ConvRot buffer (FLUX.3 INT8 on T4 failed its first render) by @danielhanchen in #17217
	Studio FLUX.3: run attention in float16 on fp16-only GPUs (T4: -15% per image GGUF, -34% INT8) by @danielhanchen in #17223
	Studio FLUX.3 on fp16-only GPUs: an explicit INT8 / FP8 quant reads the bf16 checkpoint as stored instead of widening the transformer to float32 by @danielhanchen in #17228
	Studio FLUX.3: price float32 compute on fp16-only GPUs from the measured activation table (x2), so a GGUF Q4 denoiser stays resident on a T4 by @danielhanchen in #17219
	Studio FLUX.3: keep reference-image modulation at one row per span in the joint blocks by @danielhanchen in #17181
	Studio Qwen-Image-2.1: encode a condition image again after load_state_dict(assign=True) on its VAE by @danielhanchen in #17197
	Tool activity gate: wait for each card to open before reading it, not a fixed sleep by @danielhanchen in #17234
	Studio: a streamed GGUF denoiser's top-level weights re-point to their host copy instead of copying back every step (FLUX.3 Q8_0 T4: -11% per image) by @danielhanchen in #17222
	Studio small-host INT8: armed layers compile once (eager-only call counters, follow-up to #17167) by @danielhanchen in #17193
	RoPE: no recompile per sequence length when a compiled backward hands over a seq-major gradient by @danielhanchen in #17212
	Studio FLUX.3: pass cuDNN attention the projections' strided Q/K/V instead of contiguous copies by @danielhanchen in #17180
	Studio diffusion: keep Qwen-Image-2.1 scoped LoRA prompt reuse after the no-K/V wrapper, and key callable helpers fully by @danielhanchen in #17192
	Studio: drop the live Glass blur while anything moves, on software-composited pages by @danielhanchen in #17007
	Studio: stop the autoscroll follow flag restyling the whole thread in WebKit by @danielhanchen in #17035
	Studio: open Settings and the shortcuts list with one panel render and one focus move by @danielhanchen in #17042
	Studio: hold mid-scroll code block work on WebKit, fixing the #16865 scroll regression by @danielhanchen in #17149
	Studio: run FP8 on T4 and other Turing GPUs as weight-only fp8 instead of refusing it by @danielhanchen in #17218
	Studio: stop the Windows Terminal from creating nul files through Git Bash by @danielhanchen in #17010
	Studio: save Image LoRA training settings as presets by @danielhanchen in #17019
	Studio RAG: pause linked-folder indexing while a local chat generates by @danielhanchen in #17018
	Studio LTX-2.5: compact conditioning transport and stage-two connector reuse by @danielhanchen in #17232
	Studio: load INT8 instead of NVFP4 on pre-Blackwell GPUs by @danielhanchen in #17229
	Studio: keep single-file int8 denoiser weights as int8 on CPU instead of expanding them to float32 by @danielhanchen in #17178
	Studio: fuse the int8 ConvRot rotation into its producers on FLUX.2 / FLUX.3 (ConvRot cost +8.7% to +0.5%) by @danielhanchen in #17230
	Studio diffusion: price a streamed Qwen-Image-2.1 edit's reference from its token count, not the flat allowance (A100 8 GiB edit -15%, ahead of the baseline) by @danielhanchen in #17233
	Studio chat: only a note followed by its wrapper starts an attachment by @YakshithK in #16915
	Studio LTX-2.5: use two CUDA cards, the sidecar text encoder priced on its own card by @danielhanchen in #17077
	Condense comments added since the last cleanup: Studio frontend and Tauri by @danielhanchen in #16109
	Condense comments added since the last cleanup: installers, scripts and CI by @danielhanchen in #16112
	Studio update: stop size-checking the managed Windows launcher by @debojyoti-dev in #16901
	Studio MiniMax-H3: keep the released bf16 denoiser resident beside a streamed conditioner on ~100 GB cards by @danielhanchen in #16877
	Add configurable voice context to reduce Qwen3-ASR memory by @Imagineer99 in #15810
	Fix file drops in new project chats by @Imagineer99 in #14472
	Studio video: run LTX-2.5 FP8 on a 24 GB card by streaming the hosted fp8 DiT instead of refusing it by @danielhanchen in #17238
	Studio: pause Glass blur through bursts of keys and presses under software compositing by @danielhanchen in #17237
	Condense comments added since the last cleanup: Studio backend by @danielhanchen in #16110
	Condense comments added since the last cleanup: core, CLI and tests by @danielhanchen in #16111
	[Feature] Unsloth Studio / Desktop: let the mic send audio straight to any audio-input model by @LeoBorcherding in #16976
	Studio: bake the blurred chat wallpaper once instead of re-running the blur on every scroll frame by @danielhanchen in #17253
	gloo-tp tests: a rank that finished is not failed by an abort in interpreter teardown by @danielhanchen in #17244
	Studio ROCm layer split: probe secondary cards read-only, at the attention dtype by @danielhanchen in #14655
	Studio ROCm VAE attention: math SDPA in the VAE's bf16/fp16 dtype, not an fp32 upcast by @danielhanchen in #17252
	Studio CFG-parallel: treat an NVFP4 precision-state flip as a cold call so the two branches never compile at once by @danielhanchen in #14854
	Studio: load image / video / text-encoder weights from .safetensors first, reuse a cached .pt / .bin when its sha256 matches the Hub by @danielhanchen in #17061
	Studio tests: stub stt-context when mic-target loads the voice settings store by @danielhanchen in #17293
	Make shared composer drafts opt-in by @Imagineer99 in #16548
	Studio: give FLUX.3's per-mode block stacks their own offload groups (5 GiB L4 int8: -17.6% per image) by @danielhanchen in #17122
	Studio: serve the hosted Wan2.2-A14B int8 pair to an offloaded load as torchao-free W8A8 layers by @danielhanchen in #15240
	Studio diffusion: auto attention keeps native flash SDPA on A100 / L4 class cards by @danielhanchen in #17290
	Studio tests: pin the H3 cached-prequant lookup offline and cover the online twin rule by @danielhanchen in #17309
	Studio diffusion: split the batch across two cards for LTX-2, Chroma, Qwen-Image, HunyuanImage and Krea-2, and pair Cosmos 3 guidance by @danielhanchen in #17278
	Studio tests: skip the FLUX.3 group-offload test where diffusers is not installed by @danielhanchen in #17317
	Studio ROCm: use the measured fastest GEMM solution table for diffusion denoisers on gfx1151 by @danielhanchen in #17299
	Long-chat gate: settle pointer targets before a trusted hover or click by @danielhanchen in #17274
	Long-chat gate: measure streaming a reply into the chat by @danielhanchen in #17269
	Long-chat gate: measure every appearance setting or allowlist it with a reason by @danielhanchen in #17262
	Studio native diffusion: run the text encoders on a second CUDA card when one card cannot hold the load by @danielhanchen in #17276
	Studio diffusion: keep the fused AdaLN census out of compiled FLUX.1 blocks (recompile limit on first render) by @danielhanchen in #17310
	Use one glass surface for the docked Windows browser by @Imagineer99 in #16754
	Studio: title tooltips stop walking the whole thread on every pointer move by @danielhanchen in #17304
	Studio: Glass Settings pane scrolls on the compositor; API monitor fade pauses its blur (software compositing) by @danielhanchen in #17308
	Studio: keep the view_image picture visible when its tool card is collapsed by @keyiyu0331 in #17174
	Studio: stream a reply without re-rendering every message client per token by @danielhanchen in #17305
	Studio: browser pane opens without per-frame thread work on long chats by @danielhanchen in #17282
	Windows install: keep typer below 0.29 so studio setup does not hold pydantic_core open by @danielhanchen in #17319
	Studio ROCm TunableOp: label the results file with the HIP build string, not a raw read by @danielhanchen in #17325
	Studio: colour chat code blocks from the worker while scrolling and streaming by @danielhanchen in #17160
	Studio: key group hover / focus-within / active on the group class (WebKit long-chat menus and dialogs) by @danielhanchen in #17323
	Studio: modal opens stop re-laying out long chats in WebKit by @danielhanchen in #17284
	Studio: WebKitGTK Glass drops the sidebar's live blur and Frosted's grain tile (long-chat scroll) by @danielhanchen in #17327
	Unsloth Studio: restyle a video with Cosmos3-Nano-Sim-Transfer on sd-server by @LeoBorcherding in #16975
	Fix Windows wallpaper titlebar and Transparent glass surfaces by @Imagineer99 in #16959
	Studio CI: WebKit leg for the long-chat gate, report-only paint / CPU length check, recheck gap fixed by @danielhanchen in #17331
	Studio ROCm RDNA int8: Triton W8A8 kernels and fused Qwen-Image-2.1 projections (gfx1151 INT8 -12% per step, explicit int8 -26% to -34%) by @danielhanchen in #17334
	Studio: open the browser pane without React's Suspense reveal hold by @danielhanchen in #17335
	Long-chat gate: block on CPU / paint growth with chat length, judged on fresh-page rechecks by @danielhanchen in #17336
	Studio: share the FLUX.3 joint block int8 ConvRot quant under the span forward by @danielhanchen in #17337
	Studio: reroute only official NVFP4 checkpoints to INT8 on pre-Blackwell GPUs by @danielhanchen in #17343
	Studio FLUX.3: probe strided cuDNN attention on every layer split card by @danielhanchen in #17341
	Studio diffusion: do not let functools.wraps copy the prompt-cache transparent-wrapper marker by @danielhanchen in #17348
	Studio sd.cpp: only block-split on builds whose --auto-fit takes on|off by @danielhanchen in #17346
	Studio ROCm layer split: apply the common SDPA guard only once the split fits by @danielhanchen in #17347
	Studio: an unverified cached .pt no longer demotes the baseline-format safetensors twin by @danielhanchen in #17342
	Studio sd.cpp: send MiniMax-H3 reference video and audio to the resident sd-server by @danielhanchen in #17349
	Studio: glass toast surface for the runtime, Studio and Desktop update cards by @shimmyshimmer in #17352
	Studio: restore ROCm TunableOp state when the last diffusion pipeline unloads by @danielhanchen in #17340
	Studio: compute ROCm VAE half-math SDPA per call instead of flipping the global flag by @danielhanchen in #17350
	Studio sd.cpp: retry an image render that sd-server refused for VRAM under half the budget by @oobabooga in #17339
	Studio: open a long chat at its latest message on Chromium by @danielhanchen in #17351
	Studio: open and close dialogs and menus in long chats without a full thread re-layout on Firefox by @danielhanchen in #17357
	Studio: fit a GGUF reload only after the stopped llama-server's VRAM shows as free by @oobabooga in #17345
	Studio MiniMax-H3: skip the up-front denoiser slab pin when every block will be resident (-16 GiB host peak on A100 40 GB) by @danielhanchen in #17354
	Studio MiniMax-H3: keep conditioner layers on the card beside a resident denoiser, size its host pins to their weights by @danielhanchen in #17355
	Studio MiniMax-H3: park the VAEs when a render returns, so later requests keep their residency budget by @danielhanchen in #17356
	Studio diffusion: keep no pinned host copy of a resident Qwen-Image-2.1 text encoder (L4 host RAM -8.1 GiB, peak RSS 25.3 -> 16.6 GiB) by @danielhanchen in #17359
	Studio sd.cpp: send the simple scheduler so flow families get the diffusers sigma grid by @danielhanchen in #17360
	Studio diffusion: keep a hosted checkpoint's header across processes, so an 8 GiB Qwen-Image-2.1 load skips its FP8 header read (L4 load -1.8 s) by @danielhanchen in #17353
	Long-chat gate: Firefox leg for dialogs, menus, browser pane and typing by @danielhanchen in #17361
	Unsloth Studio: Cosmos3 256p, NVIDIA's frame ranges and a per-model frame-rate picker by @LeoBorcherding in #16737
	Decode CUDA graphs on by default for every FastModel model (2-8x on T4, tokens equal to eager) by @danielhanchen in #16587
	Studio diffusion: price a Qwen-Image-2.1 edit's reference on the group tier so 16 GiB edits stop hooking the resident transformer (L4 first edit -19%, -8.4 GiB host RAM) by @danielhanchen in #17364
	Studio: reuse Windows ROCm Get-Counter readings for display polls like amd-smi by @danielhanchen in #17306
	unsloth CLI: check a Studio pid with psutil before spawning tasklist on Windows by @danielhanchen in #17271
	Studio Images X/Y plot: shrink grid cells off the event loop by @danielhanchen in #17265
	Studio debug logs: list log names instead of building a Path per file on each poll by @danielhanchen in #17302
	Studio library: cache Intl formatters for per-row dates and sizes by @danielhanchen in #17251
	Studio research: run each step's knowledge base and MCP lookups alongside its web search by @danielhanchen in #17287
	H3 rotation park test: read video.py as UTF-8 by @danielhanchen in #17370
	Unsloth Studio: Cosmos3-Nano video continuation (extend a clip from its last or first frames) by @LeoBorcherding in #16741
	Studio: keep the browser feature index out of startup by @danielhanchen in #17280
	Studio: reduce Liquid Glass paint cost when WebKit paints on the CPU by @oobabooga in #16960
	Studio embeddings: parse the GGUF body only when read and once, and serialize the Studio embedder payload off the event loop by @danielhanchen in #17286
	Studio dataset preview: hand a JSON file that is not JSON Lines to the loader without reading it whole by @danielhanchen in #17277
	Studio chat search: skip metadata_json when building the search index batch by @danielhanchen in #17249
	Studio GGUF variants: reuse the request's Hub listing for the MLX fallback by @danielhanchen in #17279
	Studio: skip superseded wallpaper writes and no-op history / bookmark persists by @danielhanchen in #17298
	Studio Windows tools: stop the trusted git lookup at the first trusted candidate by @danielhanchen in #17270
	Studio: memoize the nonce-free Content-Security-Policy on its inputs by @danielhanchen in #17246
	Studio: keep marked out of startup by moving the export format names to their own module by @danielhanchen in #17250
	Studio Data Recipes: keep unstructured seed upload file IO off the event loop by @danielhanchen in #17266
	Unsloth Studio: list Cosmos3-Nano in the Video picker and route it from the Hub by @LeoBorcherding in #16743
	Studio dataset detection: read only the still-missing columns when filling a sparse first row by @danielhanchen in #17248
	Studio: pause display-only training polls while the tab is hidden by @danielhanchen in #17294
	Studio: import HfApi on first use instead of at backend start by @danielhanchen in #17273
	unsloth studio stop: return as soon as the server exits instead of on the next half-second step by @danielhanchen in #17283
	Patch sentence_transformers when it is first imported instead of importing it with unsloth by @danielhanchen in #17267
	Studio Metal: read the Apple wired headroom once per GGUF placement by @danielhanchen in #17275
	Studio chat: skip the display strip chain for history text with no tool markup by @danielhanchen in #17264
	Studio RAG: delete a retired folder's or scope's chunks in batches instead of one index scan per document by @danielhanchen in #17281
	Studio: cache the native-template markup profile per tokenizer in renderable_tool_catalog by @danielhanchen in #17288
	Studio Anima LoRA: rule out kohya splits that name no registered module before probing by @danielhanchen in #17247
	Diffusion guard test: match the calibrated placement and ControlNet kwargs structurally by @danielhanchen in #17376
	Studio: resolve the nested Radix primitive / slot / context copies to one version by @danielhanchen in #17301
	Studio: keep speaker notes when a PowerPoint file is attached in chat by @NilayYadav in #17258
	Studio: keep searching the web past a lone Wikipedia result by @NilayYadav in #17242
	Studio Windows GPU inventory: run the PowerShell adapter scan only when AMD or Intel records need it by @danielhanchen in #17272
	Studio installers: ask for the latest llama.cpp / whisper.cpp release tag once per run by @danielhanchen in #17289
	Studio: read once per tab return instead of on both visibility and focus by @danielhanchen in #17300
	Studio: keep the Ask before downloading programs setting across browsers by @NilayYadav in #17240
	Studio: turn Reduce motion on by default by @shimmyshimmer in #17377
	Skip the duplicate tokenizer load on transformers 5 when it can only copy the fast tokenizer by @danielhanchen in #17318
	Studio: keep a user-set Hermes api_key in unsloth start hermes by @NilayYadav in #17320
	Studio: train Phi-4-mini on its own chat template by @NilayYadav in #17312
	Studio MiniMax-H3: run one denoiser forward per requested step (20 steps ran 19) by @danielhanchen in #17362
	Slot-clamp lint: accept the allow marker on any line of a wrapped assignment by @danielhanchen in #17384
	Fix CPU pipeline evaluation loss normalization by @0xalkinun in #17291
	Studio: keep hidden spreadsheet rows in chat attachments by @NilayYadav in #17314
	Studio: save LoRA and merged exports of a run to separate folders by @NilayYadav in #17260
	Decode CUDA graphs for Qwen3.5 / Qwen3.6 hybrid linear-attention caches by @danielhanchen in #17324
	Studio: stop audio models learning to answer None for blank transcripts by @NilayYadav in #17257
	Studio: hold the login rate limit on the Colab public link by @NilayYadav in #17259
	Studio: end plain-text training rows with EOS when Format is Auto by @NilayYadav in #17255
	Decision models on MLX: refuse a config.json model_file unless trusted by @danielhanchen in #17391
	AsyncGRPO: require a per-run secret on the local vLLM server; validate BF16 AdamW state on load by @danielhanchen in #17390
	Studio: cap request bodies on every route and decode zstd bodies one at a time by @danielhanchen in #17388
	Studio: do not start a queued fine-tuning job for a disabled or deleted account by @danielhanchen in #17392
	Studio: edit_file and Rewind write through an open chat-folder descriptor on POSIX by @danielhanchen in #17389
	Studio: open update-notes links in the Desktop app, treat .term and .tcsh downloads as code by @danielhanchen in #17394
	Long-chat gate coverage: measure forced motion now that Reduce motion is on by default by @danielhanchen in #17395
	Studio: make keyword search find Chinese, Japanese and Korean words by @NilayYadav in #17261
	Studio video: a stored peak no longer widens a new process's first render; an out-of-memory render retries streamed (LTX-2.5 16 GiB returning home) by @danielhanchen in #17373
	Studio: harden diffusion adapters, quant scales, prompt LoRA tags, Hub clips, short audio and restyle uploads by @danielhanchen in #17396
	Settings sync: save the shared composer draft preference with the account by @danielhanchen in #17399
	Notebook GGUF export: keep the converter to the load's trust_remote_code decision by @danielhanchen in #17397
	Bump trufflesecurity/trufflehog in / by @dependabot[bot] in #17243
	Studio: centre dialogs on whole pixels so their text stays sharp by @wasimysaid in #17383
	Studio: fix embedding fine-tunes failing at the first step by @NilayYadav in #17311
	Studio: make MLX and safetensors models call a forced tool by @NilayYadav in #17241
	Studio: say when a file added while creating a project fails to index by @NilayYadav in #17313
	Studio: open the managed account folder browser on symlinked installs by @NilayYadav in #17321
	Studio: remove Liquid Glass stripes and greeting rings, and the black browser tab strip on Linux by @wasimysaid in #17380
	Studio: keep every frame when downloading a video as WebM by @NilayYadav in #17239
	Studio GGUF vision chat: reuse the image normalization for history images sent again by @danielhanchen in #17263
	Studio: ask before Python shells out through asyncio or pty by @NilayYadav in #17254
	Studio: send video to custom OpenAI-compatible connections by @NilayYadav in #17322
	Studio: restore real Glass on the Linux app (live blur, fills, strength and the Windows-style title bar) by @wasimysaid in #17387
	Studio: keep deferred MCP tools in place when a listed tool runs again by @oobabooga in #17326
	[CS146S Stanford] Studio web fetch: a bare & stays as written, and escaped code stays in its code block by @mrityu75 in #17200
	Studio: stop image loads exhausting Windows commit on Intel Arc iGPUs by @danielhanchen in #17378
	Opt-in growable KV cache for generic decode graphs by @danielhanchen in #17296
	GGUF export: keep remote_code_approved out of the save_pretrained kwargs by @danielhanchen in #17404
	docker(rocm): run gfx103X cards as gfx1030 when the image's torch lacks them by @hMelchisedek in #17150
	fix(studio): align cached GGUF picker size by @Aafimalek in #17125
	Remove unreferenced private helpers, constants and an if False block by @danielhanchen in #16569
	Add retry button to download panel for failed/cancelled downloads (CS 146S) by @vijkomal in #17225
	fix(studio): support explicitly selected virtual bridge LAN addresses by @alanhuang05 in #17165
	Studio diffusion: load Qwen-Image-2.1's hosted int8 text encoder on float16 cards (T4 Turbo INT8 82.7 -> 31.9 s/image) by @danielhanchen in #17379
	Studio LTX-2: stream the text connectors under streaming offload so the denoise keeps more transformer groups resident (A100 16 GiB -16% per clip) by @danielhanchen in #17386
	Studio: set scrollbar-color in rgb so Reduce motion stops restarting a transition on every element by @danielhanchen in #17413
	Studio: leave room for thinking in a Custom connection's chat title request (#17332) by @indrajeetapache in #17363
	Installers: require unsloth-zoo>=2026.11.4 to match the pyproject floor by @danielhanchen in #17414
	Installer: clear damaged uv cache entries before retrying an install by @danielhanchen in #17398
	Studio: mount the API monitor inside a host that stays mounted, so opening it in Glass stops restyling the app by @danielhanchen in #17418
	Studio FLUX.3: keep float16 on fp16-only GPUs behind a residual rescale (T4 INT8 -24% per image, GGUF Q8_0 -73%) by @danielhanchen in #17385
	Scan baseline: re-review the seven unsloth-zoo sites 2026.11.4 moved by @danielhanchen in #17421
	Studio: keep more of a streamed FLUX.3 klein int8 transformer resident at small budgets (L4 6 GiB -4.2% per image, H2D 56.9 -> 43.9 GiB) by @danielhanchen in #17419
	Studio MiniMax-H3: feed the SwiGLU halves straight into the down projection's int8 activation quant (L4 -0.85% s/step, bit-identical) by @danielhanchen in #17422
	Update idempotency: let the offline test survive a version bump that is not on PyPI yet by @danielhanchen in #17428
	Studio: ask before running Python fed to Terminal through a heredoc by @NilayYadav in #17256
	Studio tests: read video.py as UTF-8 in the H3 fused SwiGLU test by @danielhanchen in #17437
	Unsloth Studio: show which models have saved run settings and reset them from the model menu by @LeoBorcherding in #12608
	Studio Terminal: give the heredoc quote scanner its own substitution helper by @danielhanchen in #17442
	Studio sd.cpp: pin the prebuilt resynced with upstream master-1056 by @danielhanchen in #17459
	Studio: stop Reduce motion turning on a transition for every element by @danielhanchen in #17466
	Studio NVFP4: tune mm_fp4 once per M bucket and keep the tactics on disk by @danielhanchen in #17467
	Studio: neutral NVFP4 gate field names and refreshed checkpoint hashes by @danielhanchen in #17469
	Studio NVFP4: 4over6 block scales at load and in the prequant builder by @danielhanchen in #17468
	Tests: clear the cached tensor parallel layout before every test by @danielhanchen in #17472
	Studio: MiniMax-H3-Image text to image and reference edits by @danielhanchen in #17453
	Flex attention decode steps for Gemma 4 and Qwen3.5 / Qwen3.6 under decode CUDA graphs by @danielhanchen in #17329
	Studio tests: give the llama-server owner tests a wait cap a loaded runner can meet by @danielhanchen in #17488
	Studio: keep chat text out of the header with Glass or a background by @NilayYadav in #17429
	Studio: ask before Python runs a shell command passed by reference by @NilayYadav in #17456
	Studio: let MCP run_recipe set a row count by @NilayYadav in #17427
	Studio: stop web results crowding attached files out of Deep Research by @NilayYadav in #17434
	Studio: wrap long unbroken text in PDF chat exports by @NilayYadav in #17425
	Studio: make Gemma 4 call a forced tool by @NilayYadav in #17432
	Studio: keep the seeded admin password out of pages relayed by a proxy by @NilayYadav in #17454
	Studio: stop showing a stray  after an OpenAI model calls a tool by @NilayYadav in #17455
	Studio: fit max_tokens to the window on vLLM and SGLang tool requests by @NilayYadav in #17426
	Studio: keep the LoRA on in Chat after a Base vs LoRA compare by @NilayYadav in #17433
	Studio: let managed accounts use gated models with their own HF token by @NilayYadav in #17172
	Studio: keep built-in tools on when an MLX chat has several images by @NilayYadav in #17423
	Studio: compact long chats on an Ollama connection to its loaded window by @NilayYadav in #17457
	Studio: reconnect a chat reply whose connection died silently by @NilayYadav in #17416
	Studio: always show loaded GGUF weight placement by @oobabooga in #17449
	Studio MiniMax-H3: opt-in 4-bit GGUF text encoder for hosts that cannot keep int8 resident by @danielhanchen in #17479
	Studio: edit images through an external connection's /images/edits endpoint by @oobabooga in #17448
	Gemma 3 generate test: find the non-flex scope by call, not by its exact text by @danielhanchen in #17497
	Studio sd.cpp: pin the prebuilt with the aarch64 K-quant GEMM and macOS Accelerate routing by @danielhanchen in #17489
	TP / FSDP2 saves: pass results between ranks as JSON, not pickle by @danielhanchen in #15510
	Studio: accept chat videos up to 256 MB by @danielhanchen in #17400
	Context parallel: eval loss is the sequence's token mean, not cp_size times it by @lonexreb in #17049
	Mask GRPO completions cut by the vLLM server's context limit by @danielhanchen in #16650
	Pipeline parallel on the CPU backend: weight the MoE router aux loss as TRL's SFTTrainer does by @debojyoti-dev in #17072
	Ulysses: dynamic and longrope RoPE see the whole sequence's positions by @lonexreb in #17051
	Studio desktop: serve the web UI behind an allowlisted reverse proxy (fixes #17420) by @debojyoti-dev in #17435
	RoPE: compile stock positions without full-context caches by @danielhanchen in #16182
	Studio: train jobs targeting embed_tokens or lm_head alone, not batched by @danielhanchen in #16653
	Multi-LoRA: keep the backward dH buffer in fp32 by @danielhanchen in #16647
	Studio: MLX chats with a picture keep going when the context fills by @NilayYadav in #17424
	Multi-LoRA: refuse 8-bit bitsandbytes base layers by @danielhanchen in #16648
	Studio: no RAM fallback mark in the model picker when there is no GPU by @shimmyshimmer in #17516
	Studio: pin MiniMax-H3-Image (Fast FP8) at the top of the image picker by @danielhanchen in #17502

New Contributors
	@MegaGimen made their first contribution in #15880
	@0xalkinun made their first contribution in #17291
	@hMelchisedek made their first contribution in #17150
	@vijkomal made their first contribution in #17225
	@alanhuang05 made their first contribution in #17165

Full Changelog: v0.1.916-beta...v0.1.917-beta

Read it at the source



1.146.0

VS Code · Nov 11, 10:07 AM UTC

https://code.visualstudio.com/updates/v1_146

The full piece, at the source



Zed 1.28.0: v1.28.x stable for @JosephTLyons

Zed · Nov 11, 3:20 PM UTC

v1.28.x stable for @JosephTLyons

The full piece, at the source



mise-interactive-config-v2026.11.0

mise · Nov 13, 9:26 AM UTC

Release mise-interactive-config 2026.11.0

The full piece, at the source



@anthropic-ai/sdk 1.7.0

npm releases · Nov 9, 6:56 PM UTC

The official TypeScript library for the Anthropic API

The full piece, at the source



openai 7.55.0

npm releases · Nov 10, 6:58 AM UTC

The official TypeScript library for the OpenAI API

The full piece, at the source



@anthropic-ai/sdk 1.8.0

npm releases · Nov 10, 4:38 PM UTC

The official TypeScript library for the Anthropic API

The full piece, at the source



@google/genai 3.1.0

npm releases · Nov 10, 8:47 PM UTC

[![NPM Downloads](https://img.shields.io/npm/dw/%40google%2Fgenai)](https://www.npmjs.com/package/@google/genai) [![Node Current](https://img.shields.io/node/v/%40google%2Fgenai)](https://www.npmjs.com/package/@google/ge…

The full piece, at the source



@google/genai 3.2.0

npm releases · Nov 11, 5:39 PM UTC

[![NPM Downloads](https://img.shields.io/npm/dw/%40google%2Fgenai)](https://www.npmjs.com/package/@google/genai) [![Node Current](https://img.shields.io/node/v/%40google%2Fgenai)](https://www.npmjs.com/package/@google/ge…

The full piece, at the source



openai 7.56.0

npm releases · Nov 12, 7:37 PM UTC

The official TypeScript library for the OpenAI API

The full piece, at the source



@google/genai 3.3.0

npm releases · Nov 12, 9:19 PM UTC
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openai 7.57.0
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The official TypeScript library for the OpenAI API
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opencode 2.3.0: LM Studio decision-model support

opencode · Nov 13, 8:55 AM UTC

Highlights
	Background Subagents by Default: Subagents now return immediately, continue in the background, and report back whenever they become idle. You can keep working in the parent session while multiple subagents run concurrently. (#63382)
	Quieter Transcripts by Default: The TUI now summarizes each run of tool calls and thoughts into one collapsible activity row, so the answer is easier to follow. To see every step again, set Verbosity to medium or high in settings, or set session.verbosity in your TUI config; an existing setting is kept. (#63207)
	Jump to an Earlier Prompt: In the desktop app, open Jump to message from the command palette or press Cmd+Alt+G (Ctrl+Alt+G on Windows and Linux) to search prompts across the current session and jump directly to one. (#63585)

Core
Improvements
	Subagents now always run in the background, return their session ID immediately, and report results to their parent whenever they become idle. (#63382)
	Added experimental support for MCP events, behind the mcp_events flag. (#63254, #63261, #63269)
	Shell commands now survive server handoffs and keep their output when interrupted.
	Added experimental support for moving a shell command to the background when its timeout expires, behind the shell_timeout_background flag. With the flag on, an explicit timeout on a background command stops it. (#63024, #63703)
	Local Windows shell commands now run through the process daemon.
	Added support for freeform tool input on compatible models.
	Added LM Studio decision-model support.
	Agents are now told when their session is a fork. Thanks @hasta84. (#63235)
	Tool output truncation now keeps the beginning of the output and preserves a usable preview if the full output cannot be saved.
	Tail reads no longer load the entire file into memory.
	Providers can present a client certificate for gateways that require mutual TLS. Set settings.tls with cert, key and an optional passphrase on the provider; values accept {file:} and {env:} like apiKey. (#61832)
	When a subagent goes idle while its own background work is still running, its report to the parent now says it is still running, so the parent waits for the final report instead of treating the partial answer as done. (#63675)
	Code Mode gets simpler structured results from file and skill tools: write and edit return their confirmation as a string, patch returns an empty result, and skill returns the skill's directory and content. (#63616, #63635, #63618, #63623)

Bug fixes
	Fixed case-only file renames in patches on case-insensitive filesystems.
	Fixed stale thinking being retained after Claude Agent prompts or tools change.
	Fixed directly driven child sessions not resuming after a restart.
	Fixed plugin replacement stopping when cleanup of an earlier plugin fails.
	Fixed MCP OAuth refreshes and localhost redirects when a server rewrites 127.0.0.1.
	Fixed saved API keys being omitted from local-model discovery.
	Local model discovery (Ollama, LM Studio, vLLM) waits up to 15 seconds per request instead of 1, so remote or tunnelled endpoints list their models, and a slow endpoint no longer delays other endpoints or config reloads. (#63700)
	In Code Mode, calling a namespace as if it were a tool now suggests up to three real tools under it. (#63697)
	Fixed retryable provider streams losing completed work when interrupted.
	Fixed GitHub Copilot requests using the wrong endpoint before models finish loading.
	Fixed exhausted request rate limits being treated as terminal. Thanks @Kyle-j-bush. (#59816)
	Fixed LM Studio models with a null context length and accepted decision-type models. Thanks @tomzhu1024. (#56214)

TUI
Improvements
	Transcript verbosity now defaults to low, which summarizes each run of tools and thoughts into one activity row. A session.verbosity you already set is kept. (#63207)
	Session IDs found in messages can now be opened directly.
	Activity tabs are clickable and open the correct view.
	Shell mode has its own prompt color under the new designs.

Bug fixes
	Restored pasted text when undo brings back its placeholder.
	Restored the live draft after browsing prompt history.
	Fixed copying a paste from within the prompt selection.
	Preserved the Mini composer caret when closing the command palette.
	Prevented image bytes from being retained in transcript storage when image previews are disabled.
	Fixed paste-chip contrast across light and dark themes.
	Fixed plugin-provided themes updating live.
	Session lists now open at the top rather than at the current session.
	Mini scrollback now shows the subagent card instead of obsolete launch instructions.

Desktop
Improvements
	Added Jump to message to the command palette with Cmd+Alt+G / Ctrl+Alt+G, including prompts not yet loaded in the timeline. Thanks @usrnk1. (#63585)
	Added the experimental Recent sessions sidebar, with cross-server recency, local pins, reordering, and standard session-row actions.
	Recent sessions are limited to the last seven days and 30 rows, and can be hidden or muted.
	Added an experimental customizable sessions sidebar.
	Mermaid diagrams can now be maximized for zooming and panning. (#59250)
	Added Alt+Enter to place a follow-up first in the queue and Mod+Enter to steer the next queued prompt.
	Holding the modifier key now shows tab shortcut numbers.
	Each server’s terminal shell can be selected from its menu.
	Added a free-limit panel in place of the composer when applicable.
	Session IDs are easier to find and copy.

Bug fixes
	Recent sessions now keep stable recency ordering through list reloads, renames, and completed runs.
	Fixed browser panes not retrying after server plugins finish loading.
	Fixed mention suggestions being recreated while typing.
	Fixed SSH prompts failing to advance or close after connection.
	Fixed pasted provider-auth redirect URLs being rejected.
	Restored message footers in the New timeline.
	Fixed links whose labels contain inline code.
	Fixed the desktop main process freezing while probing the login-shell environment.
	Fixed the drag region after changing layout direction.
	Fixed vertical-tab previews snapping to the wrong tab.
	Fixed the file-tree sidebar opening animation.
	Fixed pairing QR-code contrast in light themes. Thanks @ssskay. (#63220)
	Fixed activity-tab navigation and click handling. Thanks @OpeOginni. (#60168)

SDK
Improvements
	Event subscriptions can now receive experimental.mcp.event events from MCP event subscriptions.
	Model capability schemas now advertise supported freeform tool-input formats.
	Session throughput is now measured from the first streamed token.
	Session creation documentation now clarifies the parentID field.

Extensions
Improvements
	Promise-based tools can cooperatively stop through ToolContext.signal.
	Added the experimental session.fork hook.
	Promise plugin cleanup failures no longer prevent subsequent plugin replacements.
	@opencode/plugin/effect now exports Tool, so an execute.before hook can reject a call with Tool.Error without importing @opencode/schema/tool. (#63698)
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pnpm 12.19

pnpm · Nov 10, 1:25 AM UTC

pnpm 12.19.0 adds pnpm fund, lets the loaded node linker handle packages that need a build, and adds the projectScopedOptionalPeers setting and an experimental JSON lockfile format. It also includes a security fix: an of…

The full piece, at the source



pnpm 12.20

pnpm · Nov 12, 12:23 AM UTC

pnpm 12.20.0 records the specifiers of local directory dependencies in the experimental v13 lockfile and fixes several nodeLinker: hoisted, peer dependency, and overrides bugs. The bundled node-gyp no longer ships the undici version that security scanners flag. Remote resolution and shared build caches no longer work with pnpr 0.1.0-alpha.19 or older.
Minor Changes
	With lockfile.format: v13, pnpm install records the dependency specifiers of local directory packages. Frozen installs reject changed specifiers even when the locked versions still satisfy them.

Patch Changes
Upgrading and security
	
Remote resolution, shared build caches, and release notes no longer work with pnpr 0.1.0-alpha.19 or older. pnpm now reads the capabilities a pnpr server advertises under pnpr.protocols. Installs fail when the server does not confirm the requested resolution and verification policies.


	
The node-gyp bundled with pnpm no longer ships undici 6, which security scanners flag for CVE-2026-84947. On Node.js 26, node-gyp downloads through a proxy or with a custom CA file no longer crash with "invalid onError method" #17941.



Resolving dependencies
	
Version-selector overrides entries such as "ms@^2.0.0": "2.1.1" now apply to dependencies declared with the catalog: protocol when the catalog entry's range matches the selector #17922.


	
A root overrides entry that points a package at a workspace: path, such as workspace:./packages/foo, now also applies when a registry package depends on that package pnpm/tasks#270.


	
Git dependencies now accept npm's :: separator between fragment parameters, such as github:owner/repo#v1.0.0::path:packages/foo. Before, pnpm read the whole fragment as a branch name and failed to resolve it #17827.


	
pnpm dedupe now keeps a locked runtime version, from devEngines.runtime or from a dependency's engines.runtime, when the declared range still admits it. pnpm dedupe --check no longer fails each time a newer Node.js release in the range comes out #17984.


	
With autoInstallPeersFromHighestMatch, conflicting non-semver peer dependencies now remain missing, and identical non-semver peer specifiers are preserved. Preferred registry versions no longer replace local paths or protocol-prefixed specifiers when pnpm installs missing peers pnpm/tasks#272.



Hoisted node linker
	With nodeLinker: hoisted, a package now keeps its nested copy of a dependency that it resolved at a version other than the top-level one, including a peer dependency its parent supplies. Before, pnpm could remove that copy as a duplicate or give the top-level slot to a peer variant found deeper in the graph. The package then loaded the top-level version.

Lockfile and peer dependency graphs
	
Fixed pnpm install keeping stale peer bindings after dependency changes. Required dependencies no longer remain marked optional when another workspace project removes a shared package pnpm/tasks#221.


	
Repeated installs now keep the same dependency links when packages form cycles with several peer dependency variants pnpm/tasks#221.


	
Fixed writing lockfile.format: v13 for dependency cycles with missing, optional, or transitive peers. Frozen installs also accept unchanged injected packages whose peers use catalogs. With --no-optional, frozen installs reject required catalog children recorded only as optional dependencies pnpm/tasks#221.


	
pnpm deploy preserves an injected workspace package's resolved dependencies when they differ from the workspace project's own dependencies. This also applies to packages with publishConfig.directory pnpm/tasks#221.



Running scripts and runtimes
	
Scripts that pnpm runs in a process group of their own are now ended when pnpm is killed right after starting them. A parallel run that was killed before pnpm registered its scripts left all of them running.


	
When a command name matches no script and pnpm falls back to running it as a command, the install that runs before scripts now runs once. Its errors and warnings print once #17977.


	
Failed downloads by project-aware global runtime commands now explain which configuration applies. Node.js failures also list the global mirror settings and environment variables to check.



Other commands and settings
	
Fixed pnpm occasionally crashing on the first HTTPS request, mostly on Windows virtual machines under load. pnpm now seeds TLS randomness from the operating system's random number generator pnpm/tasks#239.


	
Fixed pnpm deprecate, pnpm undeprecate, and pnpm unpublish failing with revision conflicts when a registry cache serves stale package metadata.


	
pnpm sbom now reports malformed workspace manifests. Before, it omitted their packages pnpm/tasks#59.


	
Fixed pnpm store status reporting approved builds of git dependencies as modified when the store contains legacy build metadata.


	
pnpm now recognizes Capawesome Cloud and RWX as CI environments.
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pnpm 12.21

pnpm · Nov 13, 9:02 PM UTC

pnpm 12.21.0 lets pnpm store add prepare tarball and git dependencies for offline installs. It also makes repeated installs keep their peer dependency choices and fixes several lockfile.format: v13, nodeLinker: hoisted, and pnpm deploy failures. If a pnpr server refuses a setting, pnpm now resolves locally.
Minor Changes
	pnpm store add run in a project now prepares downloaded tarballs for every lockfile entry that pins them. Besides registry packages, pnpm install --offline --frozen-lockfile can then install dependencies on a tarball URL and dependencies on a git host such as GitHub whose lockfile entry records an integrity.

Patch Changes
Installs that failed
	
pnpm now reads a lockfile with a mapping key longer than 1,024 characters written as 'key':, without the ?  marker. Before, pnpm install and other commands failed on such a lockfile with ERR_PNPM_BROKEN_LOCKFILE.


	
With lockfile.format: v13, pnpm install no longer fails to create or rewrite the lockfile when a package declares many of its dependencies as peers.


	
Fixed pnpm deploy failing with lockfile.format: v13 when injected workspace packages have hashed peer bindings.


	
Frozen installs with v13 lockfiles now accept valid peer dependencies of injected workspace packages that use catalogs.


	
Fixed injected workspace packages that depend on themselves linking to a nonexistent directory.


	
pnpm install with frozenStore enabled no longer fails with ERR_PNPM_FROZEN_STORE_NEEDS_BUILD when nodeLinker is hoisted. pnpm fetch with nodeLinker: hoisted no longer populates global virtual store links or modifies linked agent skills, and it preserves an existing hoisted node_modules directory #18037.


	
A requirements.txt beside a pyproject.toml that declares [tool.uv.workspace] without a [project] table no longer makes that directory a Python project. pnpm install stopped there with an error when the directory had a .venv that pnpm did not create #18023.



Peer dependencies
	
Repeated installs no longer change the peer dependency providers that the previous install chose. This covers adding, updating, or removing a dependency, projects that use different ranges of one dependency, dependency cycles, and injected dependencies with autoInstallPeers: false pnpm/tasks#221.

An unchanged install keeps a valid locked peer provider even when a direct dependency provides another compatible version. Explicit pnpm add and pnpm update requests take precedence over it.


	
Workspace projects that select different versions of a peer provider no longer share one copy of the package that depends on it. This affected peers reached through an aliased dependency or a peer dependency cycle.


	
A removed dependency no longer comes back as a peer provider. Before, a direct dependency removed with autoInstallPeers: false could be restored from an old peer resolution, and a removed one could still supply its old peer context.


	
With nodeLinker: hoisted and autoInstallPeers: false, pnpm install no longer creates duplicate copies of a package whose resolved peers are identical. A package also no longer loads a copy of its dependency that was resolved with different peer versions #18003.


	
pnpm deploy now binds optional peers declared only in peerDependenciesMeta for linked workspace packages. The deployed manifest and lockfile also retain these peers when filtering dependency groups.



Running scripts
	
Scripts now stop when pnpm's process group is killed while they are starting.


	
Bin shims in the global virtual store no longer include the hoisted modules directory of the project that installed them #18035.


	
pnpm pipeline now rebuilds local packages and reruns build scripts after it restores a shared Cargo build cache with Cargo 1.100 or newer. Before, a worktree could reuse build-script output from the worktree that created the cache.



pnpr
	
If the pnpr server refuses a setting the install uses, or cannot return the lockfile format pnpm reads, pnpm install and pnpm update print a warning and resolve locally. Cargo and Python resolution also fall back to resolving locally. pnpm now rejects a pnpr resolution of npm dependencies that does not name its lockfile format.


	
pnpm install with pnprServer now limits the size of the server's resolve and lockfile verification responses. An oversized response ends the request with an error.


	
pnpm now displays pnpr error codes and reasons when remote requests fail.



Other commands and settings
	
pnpm setup and the install script now support PowerShell as the login shell on Linux and macOS. They add PNPM_HOME to PATH in profile.ps1 under $XDG_CONFIG_HOME/powershell or ~/.config/powershell #18026.


	
A lockfileDir setting that points at the default lockfile directory now installs the same way as leaving it unset pnpm/tasks#275.
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string-width v9.0.0

string-width (npm) · Nov 11, 4:36 PM UTC

Breaking
	Require Node.js 22  ede59cf

Improvements
	Improve performance  2a7fa3e 429619c

Fixes
	Fix emoji presentation, keycap, flag, and skin tone modifier widths  62a3bb3
	Fix width calculation for Indic conjuncts and other text clusters  680e2c2
	Fix Thai and Lao AM vowel widths  272f9f2
	Measure Hangul clusters as single syllable blocks  a60d968
	Count visible prepended concatenation signs  9db5f32
	Measure lone surrogates as replacement characters  efb9e26
	Fix decomposed Kirat Rai vowel widths  8a65123


v8.3.0...v9.0.0
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Research


A Survey of Long-Document Retrieval in the PLM and LLM Era

ACM TOIS (Information Systems) · Nov 13, 12:00 PM UTC

The rapid growth of long-form documents presents a fundamental challenge to information retrieval (IR). Their length, dispersed evidence, and complex structures demand approaches that go beyond standard passage-level techniques. This survey provides a comprehensive review of long-document retrieval (LDR) and organizes existing work into three major eras of development. It traces progress from classical lexical and early neural models to pre-trained language models (PLMs) and large language models (LLMs). It highlights core paradigms such as passage aggregation, hierarchical encoding, efficient attention, and LLM-driven re-ranking and retrieval. In addition to methods, the survey summarizes domain-specific applications, available evaluation resources, and the benchmarks that shape empirical study. It identifies open challenges related to efficiency tradeoffs, evidence localization, multimodal alignment, and interpretability. The principal conclusion is that future progress in LDR will depend on hybrid solutions that combine sub-linear indexing, structure-aware modeling, and LLM-based reasoning (resources are available at https://github.com/lmh0921/Long-Document-Retrieval-SURVEY-PLMs-LLMs ).
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Lightweight Denoising and Aligning for Multi-modal Recommender System

ACM TOIS (Information Systems) · Nov 13, 12:00 PM UTC

Multi-modal Recommender System (MRS) has emerged as a key information retrieval technology, widely adopted to enhance various web platforms. However, three interrelated challenges remain insufficiently explored: (1) noisy multi-modal content, (2) noisy user feedback, and (3) misalignment between multi-modal content and user feedback. Previous works have either overlooked these challenges or proposed a complex solution. To tackle these challenges in a lightweight way, we propose Lightweight Denoising and Aligning for Multi-modal Recommender System (LDA-MRS). During graph construction, LDA-MRS only constructs a single item–item graph based on consistent cross-modal similarity and dynamic user behavior, effectively reducing noise in multi-modal content. We provide a Lightweight Static Strategy and an Accurate Dynamic Strategy for fusing the graphs. During supervised learning, LDA-MRS leverages multi-modal content to estimate the probability of pairwise observed feedback and introduces a Lightweight Denoising BPR Loss to effectively denoise user feedback. During alignment, LDA-MRS uses Lightweight Alignment guided by User preference to improve task-specific alignment and Lightweight Alignment guided by graded Item relations to achieve finer-grained alignment. LDA-MRS is a lightweight and model-agnostic framework. Experiments on different datasets, backbones, and noisy situations show that LDA-MRS consistently delivers significant performance improvements, highlighting the robustness and effectiveness of LDA-MRS in different conditions.
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Turning Cold Entities Warm: LLM-Based User and Item Interaction Simulation for Recommendations

ACM TOIS (Information Systems) · Nov 13, 12:00 PM UTC

Recommendation throughout the cold-start period remains a challenge in recommender systems. Strictly cold entities (users/items) have no interactions, while warm-up entities only have a few unreliable interactions. Strict cold-start methods typically overlook warm-up entities, while warm-up methods are generally not designed for entities with no observed interactions. In this article, we propose ProbLLM , an LLM-driven framework that reformulates cold-start recommendation as interaction simulation through a shared retrieve–score–select interface. LLM-based content retrieval first constructs a bounded candidate pool, after which a probability-form prompt elicits a bounded confidence score for every retained pair. Selected interactions retain these confidence scores as soft weights for downstream representation learning. Within this architecture, Filtering Simulation is followed by Refining Simulation for every cold target. Pairwise refinement elicits an LLM confidence score for each filtered candidate before pseudo-interaction selection. A two-phase sequential procedure first initializes the collaborative embeddings on observed interactions and then refines them with confidence-weighted ranking and cold-aware graph aggregation. Across the evaluated settings and matched recommendation backbones, ProbLLM achieves higher performance than the corresponding baselines.
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Mitigating Popularity Bias in Recommendation with Global Listwise Learning and Progressive Bi-Weighting

ACM TOIS (Information Systems) · Nov 13, 12:00 PM UTC

In recommender systems, user feedback typically follows a long-tail distribution, which leads many recommendation algorithms to exacerbate popularity bias by disproportionately favoring popular items. To mitigate this issue, recent studies have employed Inverse Propensity Scoring (IPS) to rebalance training data via reweighting user–item interactions. However, the effectiveness of IPS-based approaches is often constrained by locally unbiased objectives and inaccurate propensity estimation. In this article, we propose Multinomial Likelihood with Bi-Weighting (Mult-BiW) to address these limitations. First, we introduce a debiasing framework, termed Mult-IPS, which integrates multinomial likelihood with IPS to capture global and unbiased user preferences over the entire item set. Second, we develop a Bi-Weighting (BiW) strategy that jointly leverages propensity scores and a collection model, incorporating a smoothing mechanism to enhance the robustness of propensity estimation. We further provide theoretical analyses that establish an upper bound on the empirical bias and characterize the optimal form of the collection model. Third, to mitigate the adverse effects of aggressive reweighting on representation learning, we design a Progressive Bi-Weighting strategy that gradually transitions from discriminative representation learning to popularity debiasing. Extensive experiments on real-world datasets show that Mult-BiW consistently outperforms state-of-the-art baselines.
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MDCD: Meta-Learning Driven Conditional Diffusion for User Cold-Start in Conversational Recommendation

ACM TOIS (Information Systems) · Nov 13, 12:00 PM UTC

The conversational recommendation system (CRS) breaks the limitations of traditional static methods, presenting a novel framework for personalized recommendations with real-time adaptability and dynamic interactions. Existing methods predominantly focus on the balance between “exploration and exploitation (E&E),” but they struggle to explore sufficiently in large-scale candidate sets and rely heavily on extensive historical interaction data to support accurate decision-making. Consequently, these methods often face issues such as instability in recommendations and poor adaptation to new users in cold-start scenarios. To address these challenges, we propose an innovative meta-learning-driven conditional diffusion model to replace E&E. Specifically, we use a generative model to directly model the data distribution and learn personalized user patterns, enhancing recommendation stability. Meanwhile, the meta-learning framework implicitly constrains the optimization process of the diffusion model and other components, enhancing the model’s ability to rapidly adapt to new users and dynamic preferences. Extensive experimental results demonstrate that the proposed method outperforms representative baseline methods on several real-world datasets, validating its effectiveness and robustness.
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